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Results in Brief: Improvements Are Needed 
to the Defense Finance and Accounting 
Service Information Assurance Vulnerability  
Management Program 

What We Did 
Our objective was to determine whether the 
Defense Finance and Accounting Service 
(DFAS) implemented effective processes for 
managing and mitigating system vulnerabilities.  
This is the second of a series of audits.   

What We Found 
(FOUO) DFAS did not always have effective 
processes to manage and mitigate system 
vulnerabilities.  Specifically, the DFAS Chief 
Information Officer (CIO): 

 did not remediate 507 of 1,007 
vulnerabilities identified on the DFAS 
network as of October 2011;   

 did not accurately report compliance for 
42 of 51 active vulnerability alerts 
between September 2010 and 
August 2011; and  

 could not support the number of affected 
assets, such as workstations and servers, 
reported for 28 of 52 sample 
vulnerability alerts. 
 

(FOUO) DFAS processes were not always 
effective because 

 they permitted use of a 99-percent asset 
compliance threshold to mitigate 
vulnerabilities and did not mandate use 
of compliance reports and system 
administrators to report affected assets; 

 DoD did not update vulnerability 
management guidance; 

 the Vice Director, Joint Staff cancelled 
the vulnerability management manual; 
and 

 U.S. Cyber Command did not specify 
the vulnerability alert requirements for 
patching vulnerabilities identified after 
the mitigation date.  

 
(FOUO) As a result, the risk of compromising 
sensitive DoD information on the DFAS 
network increased.  In addition, inaccurate 
compliance reporting can reduce the 
effectiveness of U.S. Cyber Command 
oversight. 

What We Recommend 
(FOUO) We recommend that the DFAS CIO:  

 approve a plan of action and milestones 
for all affected network assets that are 
not patched by the mitigation date;   

 report full compliance only when all 
affected network assets are patched; and 

 use compliance reports and system 
administrators to identify affected assets; 

We also recommend that the DFAS Deputy 
Director, Strategy and Support review actions of 
the DFAS CIO to determine if he acted within 
the scope of his authority to use a 99-percent 
asset compliance threshold. 

Management Comments and 
Our Response  
The management comments received were 
either responsive or partially responsive.  We 
request that DFAS CIO provide additional 
comments on the final report by May 24, 2012.  
Please see the recommendations table on the 
back of this page.  
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Recommendations Table 
 

Management Recommendations 
Requiring Comment 

No Additional Comments 
Required 

Deputy Director, Strategy and 
Support, Defense Finance and 
Accounting Service 

 2 

Chief Information Officer, 
Defense Finance and Accounting 
Service 

1.c, 1.e 1.a, 1.b, 1.d 

 
Please provide comments by May 24, 2012. 
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Introduction 

Objective 
This is the second in a series of audits on vulnerability management.  Our objective was 
to determine whether the Defense Finance and Accounting Service (DFAS) implemented 
effective processes for managing and mitigating system vulnerabilities* in accordance 
with the DoD Information Assurance Vulnerability Management (IAVM) program.  See 
Appendix A for a discussion of our scope and methodology and prior coverage.  Finally, 
see Appendix C for the definitions of technical terms used in this report.   

Background 
DoD has a crucial responsibility to protect and defend its information and supporting 
information technology.  For example, the loss, misuse of, or unauthorized access to 
sensitive DoD information could adversely affect the national interest, the conduct of 
Federal programs, or individual privacy.  The Commander, U.S. Cyber Command 
(CYBERCOM), 1 testified before the House Committee on Armed Services in 
March 2011 and stated, 
 

[a]fter all, even the most astute malicious cyber actors-those who can 
break into almost any network that they really try to penetrate-are 
usually searching for targets of opportunity.  They search for easy 
vulnerabilities in our systems security and then exploit them.  I am very 
concerned by the ways in which neglect makes us vulnerable.  The 
unapplied software patches, the firewalls left unattended, and the anti-
virus suites that never get updated even in the U.S. military cause us 
more trouble than I like to admit, especially when a risk to one is a risk 
shared by all.   

 
Therefore, the immediate notification of emerging vulnerabilities and timely resolution of 
those vulnerabilities is critical to the systems integrity. 

Severity Categories 
A Security Technical Implementation Guide Severity Category Code is a measure of risk 
to assess system security posture.  For example, a Category I vulnerability allows 
unauthorized users to obtain immediate system access and represents the greatest security 
risk.  In addition, a Category II vulnerability has the potential to lead to unauthorized 
system access. 

 
 

                                                 

1 CYBERCOM is a sub-unified command that is subordinate to U.S. Strategic Command. 
* See the Glossary, Appendix C, for definition. 
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DoD Information Assurance Vulnerability Alert Process  
(FOUO) The DoD IAVM program includes the Information Assurance Vulnerability 
Alert (IAVA) process, which provides vulnerability notifications, corrective actions, and 
reporting requirements for DoD Components.  Chairman of the Joint Chiefs of Staff 
Instruction 6510.01F, “Information Assurance (IA) and Support to Computer Network 
Defense (CND),” February 9, 2011, requires CYBERCOM to develop IAVAs based on 
their evaluation of vulnerabilities.  CYBERCOM2 representatives stated they analyze 
information assurance vulnerabilities received from Symantec Corporation and open 
sources and issue IAVAs for those vulnerabilities that present an immediate and severe 
threat to the DoD Global Information Grid.*  For example, CYBERCOM issued 
IAVA 2011-A-0078 on June 16, 2011.  This IAVA required DoD Components to either 
patch* vulnerable systems or have a plan of action and milestones (POA&M) with tasks 
and completion dates to mitigate or fix the vulnerability by July 7, 2011.  According to 
the IAVA, this vulnerability could permit a denial of service attack* on the affected 
system.   
 
(FOUO) Further, Chairman of the Joint Chiefs of Staff Instruction 6510.01F requires 
DoD Components, as directed by IAVAs, to take compliance actions and report 
compliance status.  The IAVAs require DoD Components to either patch network 
devices, such as workstations or servers (assets), affected by a vulnerability described in 
an IAVA (affected assets) or prepare a POA&M for assets that they cannot patch.  
According to CYBERCOM representatives, the POA&M should outline the measures put 
in place to protect assets that they could not patch.  In addition, the POA&M must be 
dated and approved by the designated approving authority.  Preparing a POA&M for 
unpatched assets is critical because a POA&M creates a mechanism for ensuring that 
unpatched assets are brought to the attention of management and vulnerabilities are 
addressed in a timely manner.  If vulnerabilities are not addressed in a timely manner, the 
DoD Component network and DoD Global Information Grid are at risk of loss, misuse, 
or unauthorized access to sensitive DoD information.  CYBERCOM representatives 
stated that DoD Components report IAVA compliance in the DoD Vulnerability 
Management System (VMS).  Then, CYBERCOM representatives used the VMS to track 
IAVA compliance.         

DFAS 
DFAS is a DoD Component established to provide finance and accounting services for 
DoD and other Federal activities.  DFAS operates under the authority, direction, and 
control of the Comptroller of the DoD.  DFAS representatives stated the DFAS 
unclassified network processed sensitive DoD information, such as financial information 
and personally identifiable information.  The DFAS Chief Information Officer (CIO) is 
responsible for the DFAS IAVM program, including monitoring and reporting 
compliance. 

                                                 
 
2 Before June 2010, the Joint Task Force-Global Network Operations issued the IAVAs.  Beginning in June 
2010, CYBERCOM began issuing the IAVAs. 
* See the Glossary, Appendix C, for definition. 
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Review of Internal Controls 
(FOUO) DoD Instruction 5010.40, “Managers’ Internal Control Program (MICP) 
Procedures,” July 29, 2010, requires DoD Components to establish a program to review, 
assess, and report on the effectiveness of their internal controls.  We identified internal 
control weaknesses in the DFAS IAVM program.  Specifically, DFAS did not have 
procedures that required them to report full compliance in VMS only when all affected 
assets were patched or procedures that required them to use current compliance reports 
and system administrators to identify affected assets for VMS reporting.  We also 
identified other internal control weaknesses in DoD.  Specifically, DoD did not update 
IAVM guidance on a timely basis and did not specify IAVA requirements for patching 
vulnerabilities identified after the POA&M mitigation date.  In addition, DoD cancelled 
the IAVM program manual.  Although we identified these internal control weaknesses, 
we did not make recommendations because Department of Defense Office of Inspector 
General (DoD OIG) Report No. D-2011-096, “Improvements Are Needed to the DoD 
Information Assurance Vulnerability Management Program,” August 12, 2011, 
(DoD OIG Report D-2011-096), contained recommendations that should correct the 
internal control weaknesses.  We will provide a copy of the report to the senior official 
responsible for internal controls at DoD CIO, DFAS, and the Joint Staff.   
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Finding. DFAS IAVA Remediation and 
Reporting Processes Need Improvement 
(FOUO) 
(FOUO) The DFAS CIO did not always have effective processes in place to manage and 
mitigate system vulnerabilities. Specifically, as of October 2011, the DFAS CIO did not 
remediate3 507 of 1,007 Category I and II vulnerabilities identified on the DFAS network 
in August 2011.  In addition, the DFAS CIO inaccurately reported full compliance in the 
VMS for 42 of 51 active Category I and II IAVAs between September 2010 and 
August 2011.  Finally, the DFAS CIO could not support the number of affected assets 
reported in VMS for 28 of 52 sample IAVAs.  
 
(FOUO) The processes that the DFAS CIO put in place were not always effective 
because they: 
 

 permitted the use of a 99-percent asset compliance* threshold to mitigate 
vulnerabilities and  

 did not mandate the use of compliance reports and system administrators to report 
affected assets in VMS. 

   
(FOUO) Finally, this occurred because DoD issued inadequate IAVM program guidance.  
Specifically, 
 

 DoD did not update the overarching IAVM guidance in more than 10 years; 
 the Vice Director, Joint Staff cancelled the IAVM program manual; and  
 the Chief of Dynamic Network Defense Operations for the CYBERCOM did not 

specify the IAVA requirements for patching vulnerabilities identified after the 
POA&M mitigation date.*    

 
(FOUO) The combination of inadequate DFAS and DoD IAVM program guidance 
resulted in an increased risk of compromising sensitive DoD information, such as 
financial and personally identifiable information on the DFAS network.  Given the 
vulnerabilities identified, an individual could gain unauthorized access to the DFAS 
network.  Further, inaccurate IAVA compliance reporting in VMS by DoD Components 
can reduce the effectiveness of CYBERCOM IAVA compliance oversight, thereby 
increasing the risk that DoD Components will not remediate network vulnerabilities.    
 
 

                                                 
 
3 Remediation consists of actions taken, such as patching or preparing a POA&M, to fix or otherwise 
mitigate a vulnerability on an affected asset. 
* See the Glossary, Appendix C, for definition. 
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DFAS Did Not Always Effectively Manage and Mitigate 
System Vulnerabilities (FOUO) 

(FOUO) The DFAS CIO did not always have effective processes in place to manage and 
mitigate system vulnerabilities.  Specifically, the DFAS CIO did not remediate 
vulnerabilities, inaccurately reported compliance, and could not support VMS reporting. 

DFAS Did Not Remediate Vulnerabilities (FOUO)  
(FOUO) As of October 2011, the DFAS CIO did not remediate 507 of 1,007 Category I 
and II vulnerabilities identified on the DFAS network in August 2011.  In August 2011 
and October 2011, we asked DFAS to run vulnerability scans of the DFAS unclassified 
network to identify vulnerabilities associated with 554 and 505 sample IAVAs, 
respectively.  To ensure proper configuration we observed DFAS personnel configure the 
vulnerability scans.  The Joint Task Force-Global Network Operations and 
CYBERCOM6 issued these IAVAs between January 2009 and June 2011 and classified 

the vulnerabilities in these IAVAs as either 
Category I or Category II.  DFAS reported in 
VMS that all affected network assets were 
compliant for these IAVAs.  However, based on 
the scan results, we identified 430 network assets 
with 1,007 vulnerabilities from 32 of 55 sample 
IAVAs in August 2011.  In addition, we identified 

594 network assets with 1,189 vulnerabilities from 31 of 50 sample IAVAs in 
October 2011.  We identified 199 network assets with 507 vulnerabilities from 
August 2011 that remained unpatched as of October 2011.7  In addition, DFAS did not 
place the 199 assets on a POA&M.  According to CYBERCOM representatives, 
vulnerabilities identified after the POA&M mitigation date8 should be immediately 
patched or immediately placed on a POA&M.   
 
 
 
 
 
 
 

                                                 
 
4 (FOUO) When DFAS representatives scanned their network in August 2011, they scanned for 55 of 59 
sample IAVAs because CYBERCOM superseded three IAVAs and we omitted one IAVA from the scan 
because of human error. 
5 (FOUO) By October 2011, CYBERCOM superseded an additional five sample IAVAs.  
6 Before June 2010, the Joint Task Force-Global Network Operations issued IAVAs.  Beginning in 
June 2010, CYBERCOM began issuing IAVAs. 
7 (FOUO) In February 2012, DFAS representatives stated that 12 of 199 network assets with vulnerabilities 
from August 2011 that remained unpatched as of October 2011 were false positive assets.  These 12 
network assets included 19 of 507 vulnerabilities that remained unpatched.  We did not determine whether 
the assets were false positive in August 2011 and October 2011.            
8 (FOUO) Each of the sample IAVAs had a POA&M mitigation date before July 15, 2011. 

(FOUO) We identified 
199 network assets with 
507 vulnerabilities from 

August 2011 that remained 
unpatched as of October 2011. 
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(FOUO) for reporting IAVA compliance in VMS.  We reviewed DFAS compliance 
reports for 17 of 55 sample IAVAs.  According to the compliance reports used to report 
in VMS, 14 of those IAVAs had noncompliant assets.  For example, one of the 14 sample 
IAVAs was a February 2011 IAVA for which DFAS reported full compliance in VMS; 
however, the DFAS compliance report used to report in VMS showed this IAVA had 
245 unpatched assets.  In addition to 17 of 55 sample IAVAs, we also reviewed DFAS 
compliance reports used to report in VMS for 34 other IAVAs and identified 28 IAVAs 
with noncompliant assets.  However, DFAS reported in VMS that these assets were fully 
compliant.  By reporting full compliance, DFAS representatives avoided having to 
prepare POA&Ms for the noncompliant network assets.   

DFAS Could Not Support VMS Reporting (FOUO) 
(FOUO) The DFAS CIO could not support the number of affected assets reported in 
VMS for 28 of 52 sample IAVAs.  DFAS representatives stated that the number of assets 
on their network could change numerous times each day.  However, the DFAS CIO 
reported constant numbers of affected assets in VMS.  Specifically, according to the 
August 2011 DFAS VMS compliance report, between May 2010 and June 2011, the 
DFAS CIO reported  affected assets for 16 of 52 sample IAVAs.9  Further, 
between May 2009 and October 2010, the DFAS CIO reported  affected assets for 
12 of 52 sample IAVAs.  DFAS representatives stated that they generally used 
compliance reports for workstations and correspondence from system administrators for 
nonworkstations to determine whether affected assets were patched; however, DFAS 
representatives did not always use these sources to identify the number of affected assets 
reported in VMS.  Instead, DFAS representatives said they performed periodic network 
queries to identify the total number of DFAS network assets and then reported that 
number in VMS, for an extended period of time, as affected assets.  As a result, the 
number of affected assets reported by DFAS in VMS may differ from the number of 
affected assets that could be obtained from compliance reports and system administrators. 

DFAS Did Not Have Adequate Internal Guidance (FOUO)  
(FOUO) The DFAS CIO did not remediate vulnerabilities, report accurate compliance, 
and could not support VMS reporting because DFAS had inadequate internal guidance.  
Specifically, DFAS permitted the use of a 99-percent asset compliance threshold and 
DFAS did not mandate use of compliance reports and system administrators for reporting 
affected assets in VMS. 

DFAS Permitted 99-Percent Compliance Threshold (FOUO) 
(FOUO) The DFAS CIO permitted the use of a 99-percent asset compliance threshold to 
mitigate vulnerabilities.10  This permitted DFAS representatives to report in VMS that all 
affected network assets were patched if DFAS patched 99 percent of the affected network 

                                                 
 
9 (FOUO) By August 2011, CYBERCOM superseded 5 of 59 sample IAVAs.  In addition, DFAS 
representatives reported in their August 2011 VMS compliance report that 2 other sample IAVAs were not 
applicable to DFAS leaving 52 of 59 sample IAVAs for our review. 
10 (FOUO) As of August 2011, DFAS reported approximately 15,000 assets in VMS.   

DFAS: (b) 
(7)(E)

DFAS: (b) 
(7)(E)
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(FOUO) assets.  Further, DFAS did not have to issue POA&Ms for the remaining 
1 percent of noncompliant assets.  Specifically, DFAS representatives could report that 
all assets were patched, but still have up to 150 assets unpatched.  Further, by reporting 
that all affected network assets are patched, DFAS would not have to place the 
noncompliant assets on a POA&M.  DoD IAVAs state that compliance with the IAVA is 
mandatory and require DoD Components to have an approved POA&M in place by the 

POA&M mitigation date for vulnerabilities that 
cannot be patched within the required timeline.  
However, according to the DFAS Initial Notice 
Procedure guidance, once an IAVA reaches 
99-percent asset compliance, DFAS representatives 
would move the VMS numbers to 100 percent 

compliance.  In addition, according to DFAS representatives, they did not prepare a 
POA&M if they were able to patch at least 99 percent of the affected assets for an IAVA.  
Consequently, DFAS officials might not have patched 1 percent of their assets affected 
by an IAVA or placed those assets on a POA&M by the POA&M mitigation date.  If 
DFAS does not address all vulnerabilities in a timely manner, its network and the DoD 
Global Information Grid are at risk of loss, misuse, or unauthorized access to sensitive 
DoD Information. 
 
(FOUO) CYBERCOM representatives stated the 99-percent asset compliance threshold 
for reporting IAVM compliance was inappropriate and did not provide a true risk 
assessment to the DoD Global Information Grid.  DFAS should report full IAVA 
compliance in the VMS only when all affected network assets are patched.  In addition, 
DFAS should revise internal guidance to require DFAS to report full IAVA compliance 
in VMS only when all affected network assets are patched.  Finally, the DFAS Deputy 
Director, Strategy and Support should review the actions of the DFAS CIO to determine 
if he acted within the scope of his authority to use a 99-percent asset compliance 
threshold to mitigate vulnerabilities and take appropriate actions.  In December 2011, 
DFAS representatives stated they would ensure that all vulnerabilities are 100 percent 
compliant when reporting compliance in VMS.  This would be a positive step by DFAS.     
   
(FOUO) Further, the DFAS CIO did not always properly approve POA&Ms by the 
POA&M mitigation date, which varies based on the IAVA.  CYBERCOM 
representatives stated the designated approving authority should approve POA&Ms by 
the POA&M mitigation date.  We reviewed the August 2011 DFAS VMS compliance 
report for 52 sample IAVAs.  According to this report, DFAS reported in VMS that 
assets associated with 18 of 52 sample IAVAs were on a POA&M as of the POA&M 
mitigation date.  However, DFAS representatives provided POA&Ms for only 11 IAVAs 
and the DFAS CIO11 did not approve any by the POA&M mitigation date.  For example, 
the DFAS CIO approved one POA&M 25 days after the POA&M mitigation date.  DFAS 
did not provide POA&Ms for the remaining seven IAVAs.  For example, according to 
DFAS representatives, they did not prepare a POA&M for two of these seven IAVAs 

                                                 
 
11 According to DFAS representatives, the DFAS CIO is also the DFAS designated approving authority.   

(FOUO) Specifically, DFAS 
could report that all assets 

were patched, but still have up 
to 150 assets unpatched.  
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(FOUO) because they deployed the patches, but reported 1 day late.12  The DFAS CIO 
should approve a POA&M for all DFAS affected network assets that are not patched by 
the POA&M mitigation date in the corresponding IAVA.  In December 2011, DFAS 
representatives stated they would ensure the DFAS CIO receives the POA&M package in 
sufficient time to obtain signature by the POA&M mitigation date.  This would be a 
positive step by DFAS.            

DFAS Did Not Mandate Use of Compliance Reports and System 
Administrators for VMS Reporting (FOUO) 
(FOUO) In addition, the DFAS CIO did not mandate the use of compliance reports and 
system administrators to report affected assets in VMS.  Specifically, according to the 
DFAS IAVM Initial Notice Procedure guidance, DFAS representatives may obtain 
affected asset numbers from weekly compliance reports and/or system managers13 for 
reporting in VMS.  However, the guidance does not clearly mandate that DFAS 
representatives must obtain affected asset numbers from compliance reports and/or 
system administrators for reporting in VMS.  Consequently, the number of affected assets 
DFAS reported in VMS was most likely inaccurate, providing CYBERCOM invalid 
information.  Since DFAS representatives said they used compliance reports and 
correspondence from system administrators to determine whether DFAS was compliant 
with an IAVA, DFAS should be consistent and also use compliance reports and system 
administrators to identify the number of affected assets to report in VMS.  In addition, 
DFAS should revise internal guidance to clearly mandate use of compliance reports and 
system administrators to identify the number of affected assets to report in VMS.  In 
December 2011, DFAS representatives said they would use compliance reports and 
responses from system administrators in determining affected assets and compliance.  
This would be a positive step by DFAS. 

DoD Did Not Have Adequate IAVM Program Guidance 
(FOUO) Also, the DFAS CIO did not remediate vulnerabilities, report accurate 
compliance, and could not support VMS reporting because DoD issued inadequate IAVM 
program guidance.  Specifically, DoD did not update overarching IAVM guidance, 
cancelled the IAVM program manual, and did not specify the IAVA requirements for 
patching vulnerabilities identified after the POA&M mitigation date. 

Overarching IAVM Guidance Needs Updating 
DoD did not update the overarching IAVM guidance in more than 10 years.  
DoD Instruction 5025.01, “DoD Directives Program,” October 28, 2007, requires all 
DoD directives and instructions to be reviewed before the 5-year anniversary of their 
publication date to ensure they are necessary, current, and consistent with DoD policy, 
existing law, and statutory authority.  The directives and instructions should then be 

                                                 
 
12 (FOUO) Four of the remaining IAVAs were from 2009 when, according to DFAS representatives, 
DFAS did not have a centralized POA&M filing system.  DFAS did not provide the remaining POA&M.    
13 According to DFAS representatives, this should be system administrators instead of system managers. 
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reissued, certified as current, or cancelled as a result of the review.  All directives and 
instructions certified as current should either be revised and reissued or cancelled within 
7 years of their publication dates. 
 
(FOUO) DoD Directive O-8530.1, “Computer Network Defense,” January 8, 2001, and 
DoD Instruction O-8530.2, “Support to Computer Network Defense (CND),” 
March 9, 2001, provide overarching guidance for the DoD IAVA process to include 
IAVA issuance, compliance reporting, and monitoring.  However, these documents have 
not been reissued, certified as current, or cancelled since their publication dates in 2001.14  
Therefore, there was no assurance that the IAVA guidance in the directive and instruction 
are “necessary, current, and consistent with DoD policy, existing law, and statutory 
authority.”  In DoD OIG Report D-2011-096, we recommended the Assistant Secretary 
of Defense (Networks and Information Integration)/DoD CIO establish milestones and 
update DoD Directive O-8530.1 and DoD Instruction O-8530.2.  The DoD CIO agreed 
and stated DoD Directive O-8530.1 and DoD Instruction O-8530.2 were being updated.  
Followup actions for this recommendation are pending.  Since we made this 
recommendation in DoD OIG Report D-2011-096, we did not make the recommendation 
again.   

IAVM Program Manual Needs to Be Updated 
In June 2009, the Vice Director, Joint Staff cancelled the manual that provided 
responsibilities and procedures for the DoD IAVM program.15  The manual required DoD 
Components to report compliance status in the VMS for all IAVAs, including the number 
of assets affected, compliant, and on a POA&M.  In DoD OIG Report D-2011-096, we 
recommended the Joint Staff establish milestones and update the DoD IAVM program 
manual.  The Joint Staff representative agreed and stated that the Joint Staff is assisting 
CYBERCOM in updating the vulnerability management program guidance to be 
published in a Chairman of the Joint Chiefs of Staff manual within the agreed set of 
milestones.  Followup actions for this recommendation are pending.  Since we made this 
recommendation in DoD OIG Report D-2011-096, we did not make the recommendation 
again.           

Remediation Guidance for Vulnerabilities Identified After the 
POA&M Mitigation Date 
(FOUO) The Chief of Dynamic Network Defense Operations for the CYBERCOM did 
not specify the IAVA requirements for patching vulnerabilities identified after the 

                                                 
 
14 (FOUO) When DoD issued Directive O-8530.1 and Instruction O-8530.2 in 2001, the Assistant 
Secretary of Defense for Command, Control, Communications, and Intelligence was responsible for 
computer network defense policy direction and guidance.  In 2005, DoD established the Assistant Secretary 
of Defense for Networks and Information Integration/DoD CIO, which was the office primarily responsible 
for DoD Directive O-8530.1 and DoD Instruction O-8530.2.  As of January 11, 2012, the DoD CIO is the 
primary DoD authority for computer network defense policy. 
15 The cancelled manual was the Chairman of the Joint Chiefs of Staff Manual 6510.01 Change 2, 
Appendix A to Enclosure B, “Information Assurance Vulnerability Management Program,” 
January 26, 2006. 
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(FOUO) POA&M mitigation date.  Specifically, Joint Task Force-Global Network 
Operations issued 33 of 55 sample IAVAs we reviewed and CYBERCOM issued the 
remaining 22 of 55 sample IAVAs we reviewed.16  Those IAVAs provide a POA&M 
mitigation date, by which DoD Components must either patch vulnerabilities or have a 
POA&M in place. However, the IAVAs did not specify a timeline for patching or 
reporting vulnerabilities identified after the POA&M mitigation date.  In DoD OIG 
Report D-2011-096, we recommended that CYBERCOM officials revise DoD IAVAs to 
provide a remediation timeline by which DoD Components should either patch or prepare 
a POA&M for vulnerabilities identified after the POA&M mitigation date.  In 
December 2011 CYBERCOM revised DoD IAVAs to provide a remediation timeline by 
which DoD Components should either patch or prepare a POA&M for vulnerabilities 
identified after the POA&M mitigation date.     

DFAS Increased Risk of Compromising Sensitive 
Information on Its Network (FOUO)  
(FOUO) The combination of DFAS permitting the use of a 99-percent asset compliance 
threshold, DFAS not mandating the use of compliance reports and system administrators 
to report in VMS, and DoD issuing inadequate IAVM program guidance resulted in an 
increased risk of compromising sensitive DoD information, such as financial and 
personally identifiable information on the DFAS network.  According to DFAS 
representatives, DFAS had technical controls including Intrusion Detection and 
Prevention Systems, firewalls with access control lists, host security deployed to each 
DFAS asset, current Host Intrusion Prevention Sensors, and a Security Information 
Events Management Solution.  According to DFAS representatives, reporting full IAVA 
compliance while not remediating up to 1 percent of vulnerabilities would result in 

minimal risk because of their technical controls.  
According to CYBERCOM representatives, 
patching network assets that have vulnerabilities 
identified in an IAVA is the first line of defense to 
protect those assets.  Other controls, such as 
intrusion detection systems and firewalls, can help 
to mitigate the effects of vulnerable assets but all 

of the network controls that are in place work together to provide a layered defense and 
reduce the security risk for the network.  If a Component removes one of the controls, 
especially patching17, they increase the risk of compromise to that network from 
vulnerable assets.  We were not made aware of any network breaches.  However, 
successful exploitation of vulnerabilities identified would result in an adversary gaining 
unauthorized access to the DFAS network.  In addition, the adversary could deny 
authorized users access to the DFAS network.  Further, inaccurate IAVA compliance 

                                                 
 
16 Before June 2010, the Joint Task Force-Global Network Operations issued IAVAs.  Beginning in 
June 2010, CYBERCOM began issuing IAVAs. 
17 According to CYBERCOM representatives, for vulnerabilities identified in an IAVA, the security risk to 
a Component network with vulnerable assets is less if the Component patches those assets than if the 
Component relies on other mitigating controls to protect the vulnerable assets on the network. 

(FOUO) However, successful 
exploitation of vulnerabilities 
identified would result in an 

adversary gaining unauthorized 
access to the DFAS network. 
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(FOUO) reporting in VMS by DoD Components can reduce the effectiveness of 
CYBERCOM IAVA compliance oversight, thereby increasing the risk that DoD 
Components will not remediate network vulnerabilities.  Specifically, if a DoD 
Component inaccurately reports affected assets as fully compliant in VMS, CYBERCOM 
cannot use VMS to readily identify those vulnerable assets for followup action.  
Therefore, DFAS needs to initiate action to strengthen their IAVM program. 

Recommendations, Management Comments, and Our 
Response  

Redirected Recommendation  
As a result of management comments, we redirected draft report Recommendation 2 to 
the DFAS Deputy Director, Strategy and Support.  However, no additional comments are 
required as the response provided by the Deputy Director to the draft of this report met 
the intent of the recommendation.  
 
1.  We recommend that the Chief Information Officer, Defense Finance and 
Accounting Service: 
 

a.  (FOUO) Report full Information Assurance Vulnerability Alert 
compliance in the Vulnerability Management System only when all affected network 
assets at Defense Finance and Accounting Service are patched.  

DFAS Comments 
(FOUO) Responding for the DFAS CIO, the DFAS Deputy Director, Strategy and 
Support (hereafter referred to as the Deputy Director), agreed and stated that DFAS 
processes and procedures were changed in December 2011 with documentation 
completed in January 2012.  The Deputy Director also stated that the current DFAS 
process requires 100-percent compliance to report IAVA closure.  Finally, the Deputy 
Director stated that devices identified in scans are patched immediately or tracked and 
managed with POA&Ms for each scan result. 

Our Response   

The comments from the Deputy Director were responsive, and no further comments are 
required. 

 
b.  (FOUO) Revise internal guidance to require Defense Finance and 

Accounting Service to report full Information Assurance Vulnerability Alert 
compliance in the Vulnerability Management System only when all affected network 
assets are patched. 
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DFAS Comments 
(FOUO) The Deputy Director agreed and stated that DFAS processes and procedures 
were changed in December 2011 with documentation completed in January 2012.  The 
Deputy Director also stated that the current DFAS process requires 100-percent  
compliance to report IAVA closure.  Finally, the Deputy Director stated that devices 
identified in scans are patched immediately or tracked and managed with POA&Ms for 
each scan result. 

Our Response   

The comments from the Deputy Director were responsive, and no further comments are 
required. 
 

c.  (FOUO) Approve a plan of action and milestones for all affected network 
assets at Defense Finance and Accounting Service that are not patched by the plan 
of action and milestones mitigation date in the corresponding Information 
Assurance Vulnerability Alert. 

DFAS Comments 
(FOUO) The Deputy Director agreed and stated that updated procedures require that the 
DFAS CIO receive the POA&M to approve before the POA&M mitigation date. 

Our Response   

(FOUO) The comments from the Deputy Director were partially responsive.  Although 
the Deputy Director states that updated procedures require that the DFAS CIO receive the 
POA&M to approve before the POA&M mitigation date, neither the comments nor 
updated procedures provided by DFAS clearly state that the DFAS CIO would approve 
POA&Ms by the POA&M mitigation date.  As a result, we request that the DFAS CIO 
provide additional comments in response to the final report to clarify whether the DFAS 
CIO will approve POA&Ms by the POA&M mitigation date and to ensure that 
procedures are updated to reflect this requirement. 
  

d.  (FOUO) Use compliance reports and system administrators to identify the 
number of  affected assets to report in the Vulnerability Management System. 

DFAS Comments 
(FOUO) The Deputy Director agreed and stated that DFAS processes and procedures 
were changed in December 2011 with documentation updated in January 2012.  The 
Deputy Director also stated that DFAS has been using compliance reports and system 
administrators to identify the number of affected assets to report in VMS. 

Our Response   

The comments from the Deputy Director were responsive, and no further comments are 
required. 
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e.  (FOUO) Revise internal guidance to mandate that Defense Finance and 

Accounting Service use compliance reports and system administrators to identify 
the number of affected assets to report in the Vulnerability Management System. 

DFAS Comments 
(FOUO) The Deputy Director agreed and stated that DFAS processes and procedures 
were changed in December 2011 with documentation updated in January 2012.  The 
Deputy Director also stated that DFAS has been using compliance reports and system 
administrators to identify the number of affected assets to report in VMS. 

Our Response   

(FOUO) The comments from the Deputy Director were partially responsive.  The Deputy 
Director stated that DFAS processes and procedures were changed and DFAS has been 
using compliance reports and system administrators to identify affected assets to report in 
VMS.  However, updated procedures provided by DFAS do not mandate that DFAS use 
compliance reports and system administrators to identify the number of affected assets to 
report in VMS.  As a result, we request that the DFAS CIO provide additional comments 
in response to the final report. 
 
2.  (FOUO) We recommend that the Defense Finance and Accounting Service 
Deputy Director, Strategy and Support review the actions of the Defense Finance 
and Accounting Service Chief Information Officer to determine if he acted within 
the scope of his authority to use a 99-percent asset compliance threshold to mitigate 
vulnerabilities and take appropriate actions. 

DFAS Comments 
(FOUO) Responding for the Director, DFAS, the Deputy Director, Strategy and Support 
(hereafter referred to as the Deputy Director) stated this finding, which was directed to 
the Director, DFAS in the draft report, should be directed to the Deputy Director to 
whom the DFAS CIO reports.  Otherwise, the Deputy Director agreed and stated that the 
DFAS CIO is the Designated Accrediting Authority for DFAS and CYBERCOM 
requires Designated Accrediting Authority approval and reporting in VMS for POA&Ms 
associated with IAVAs.  However, the Deputy Director stated that use of the 99-percent 
threshold was done by a subordinate, without DFAS CIO knowledge or consent.  The 
Deputy Director also stated that the subordinate did not have authority to use the lower 
threshold.  Further, the Deputy Director stated that the CIO took action to correct the act 
of the subordinate and ensure that similar actions would not occur in the future.  Finally, 
the Deputy Director stated that the current process requires 100-percent compliance to 
report IAVA closure. 
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Our Response   

The comments from the Deputy Director were responsive, and no further comments are 
required.  As a result of the Deputy Director comments, we redirected draft report 
Recommendation 2 to the Deputy Director, Strategy and Support.  
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Appendix A.  Scope and Methodology 
We conducted this performance audit from June 2011 through March 2012 in accordance 
with generally accepted government auditing standards.  Those standards require that we 
plan and perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for our findings and conclusions based on our audit objectives.  We 
believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 
 
(FOUO) We selected DFAS because they possessed a large number of assets and were  
self-reporting 100-percent compliance for most of their IAVAs in the VMS. 
 
(FOUO) We interviewed representatives from DFAS to identify their practices pertaining 
to the DoD IAVM program.  We also coordinated with representatives from U.S. 
Strategic Command, CYBERCOM, Assistant Secretary of Defense for Networks and 
Information Integration/DoD CIO,18

  Defense Information Systems Agency, and the Joint 
Staff.  In addition, we reviewed criteria governing the IAVM program, such as  
DoD Instruction O-8530.2, “Support to Computer Network Defense (CND),” 
March 9, 2001; DoD Instruction 8500.2, “Information Assurance (IA) Implementation,” 
February 6, 2003; and Chairman of the Joint Chiefs of Staff Instruction 6510.01F, 
“Information Assurance (IA) and Support to Computer Network Defense (CND),” 
February 9, 2011.  We also reviewed the DFAS internal guidance on their IAVM 
program. 
 
(FOUO) We selected 59 IAVAs issued between January 2009 and June 2011.  We 
selected 39 Category I IAVAs because of the high risk associated with Category I 
vulnerabilities.  We also selected 20 Category II IAVAs for review.  Our sampling 
methodology is provided in Appendix B.   
 
We performed site visits to DFAS Indianapolis, Indiana, from August 15, 2011, through 
August 19, 2011, and from October 24, 2011 through October 27, 2011.  During our site 
visits in August 2011 and October 2011, we asked DFAS personnel to scan the DFAS 
network for vulnerabilities associated with our sample, and we observed these scans.  To 
ensure proper configuration, we observed DFAS personnel configure the vulnerability 
scans.  The DoD OIG Information Systems Directorate provided assistance before our 
first DFAS site visit in August 2011.  Specifically, an Information Systems Directorate 
representative gave the audit team an overview of scan configurations to help the team 
ensure DFAS properly configured the tool.   
 

                                                 
 
18 As of January 11, 2012, the Deputy Secretary of Defense disestablished the position of Assistant 
Secretary of Defense for Networks and Information Integration/DoD CIO and transferred those authorities, 
responsibilities, personnel, and resources to the DoD CIO. 
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(FOUO) We then compared the two site visit scan results to determine whether DFAS 
patched their affected network assets in a timely manner.  We also reviewed DFAS 
POA&Ms to determine whether DFAS had properly and timely remediated affected 
network assets.  Finally, we reviewed DFAS internal correspondence for 51 IAVAs 
reported as fully compliant between September 2010 and August 2011 in VMS to assess 
the accuracy of DFAS reporting in VMS.    

Use of Computer-Processed Data   
We used computer-processed data from the Retina scans performed on DFAS’s 
unclassified network.  Retina is the DoD-recommended Secure Configuration 
Compliance Validation Initiative tool.  We obtained reasonable assurance of the 
reliability of data resulting from the Retina scan by ensuring the tool was appropriately 
configured to complete a proper scan.  Specifically, we observed DFAS personnel 
configure the vulnerability scans.  In addition, a DoD OIG Network Compliance 
Engineer gave the audit team an overview of scan configurations before the first site visit.  
On the basis of this work, we concluded that the data were sufficiently reliable for the 
purpose of our review.   

Use of Technical Assistance 
The DoD OIG Quantitative Methods Division assisted with the audit.  See Appendix B 
for detailed information about the work performed by the Quantitative Methods Division. 

Prior Coverage  
During the last 5 years, the DoD OIG issued one report on the DoD IAVM program.    

DoD OIG 
DoD OIG Report No. D-2011-096, “Improvements Are Needed to the DoD Information 
Assurance Vulnerability Management Program,” August 12, 2011 
 
 
  





 

19 

Appendix C.  Glossary 
 
For purposes of this report, we defined specific technical terms as follows: 
 
Compliant Asset - An asset that is affected by an IAVA but has a permanent fix to 
address the vulnerability described in that IAVA. 
 
Denial of Service Attack - Deliberate actions taken to circumvent information system 
security and prevent authorized access to system resources or delay time-critical 
operations. 
 
Global Information Grid - The globally interconnected, end-to-end set of information 
capabilities, associated processes, and personnel for collecting, processing, storing, 
disseminating, and managing information on demand to warfighters, policy makers, and 
support personnel. 
 
Patch - Implementation of a solution prescribed by an IAVA to permanently fix a 
vulnerability described in that IAVA. 
 
POA&M Mitigation Date - The date provided in an IAVA by which all affected assets 
must either be patched or put on an approved POA&M. 
 
Remediation - Actions taken, such as patching or preparing a POA&M, to fix or 
otherwise mitigate a vulnerability on an affected asset. 
 
Vulnerability - An information system security weakness that could be exercised to gain 
unauthorized access to an information system. 










