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HANDS ON KEYBOARD

CONSIDERATIONS FOR A CYBER WEAPONS SCHOOL

GORDON LANG

he United States Air Force has

recently taken great strides
in establishing an effective cyber
warfare component. Nevertheless,
there remains a significant amount
of work to fully integrate the cyber
mission into the institutional Air
Force. That effort includes the
need for a well-developed Cyber
Weapons School (CWS) to provide
graduate level training and serve as
the Air Force’s cyber training flag-
ship organization. The question
this paper attempts to answer is
how this proposed Air Force Cyber
Weapons School should be struc-
tured in order to develop highly
effective network warfare special-
ists.

Networks and cyberspace are
crucial in nearly every current Air
Force mission and can be expected
to have an increasing role to play in
the future. For example, Remotely
Piloted Vehicles (RPVs) in current

conflicts are assuming combat §
roles; the link connecting the plane

to its pilot halfway across the world
is entirely within the cyberspace
domain. As the Air Force increases
its RPV inventories and expands
their roles, peoples’ lives and the
success of the mission could hinge
on the security of the link between
RPV and pilot. Other operations,
such as intelligence gathering,
information security, defense of
energy grids, and surface to air
missile targeting are all highly inte-
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grated into cyberspace networks.'

There is currently a cyber train-
ing squadron attached to the Air
Force Weapons School at Nellis
Air Force Base, but given the
major focus and culture at Nellis,
cyber operators likely are not
primary focus of attention, and
their mission calls goes beyond
the traditional battlespace.” While
the Weapons School at Nellis is
focused on, “achieving battlespace
dominance” in a typical Kkinetic
warfare sense, there are many
functions of network warfare that
operate independently of physi-
cal battles.* This traditional focus
of the Weapons School at Nellis
could marginalize uniquely cyber

missions at the expense of assisting
kinetic operations.

This essay provides an alter-
native possibility to remedy this
issue. It is concerned with develop-
ing a basic blueprint, or outline, for
how this new, or rejuvinated CWS

ks .pF-PA- L §

should be developed. Various aca-
demic issues will be addressed,
such as the content and length of
the curriculum and how best to
achieve the overall objectives of
this education. This study is not
intended to provide a detailed,
lesson-by-lesson syllabus for the
school.

This paper will offer a number
of contentions. First, the proposed
Cyber Weapons School does not
have to be built completely from
scratch. Three current weapons
schools will be evaluated in an
effort to find a ready-made baseline
on which to model the new CWS:
the Air Force Weapons School, the
Navy’s Top Gun, and the Army
Ranger School. Each of their basic
frameworks will be drawn upon;
in particular, curriculum content,
teaching techniques, as well as
standards for evaluating and man-
aging students. Second, the major
unique dimension of cyber opera-
tions will be considered; i.e., the
fact that almost every new attack
involves methods even an experi-
enced operator has not yet seen.
It will be argued that the solution
to this problem requires that the
CWS must promote independent,
quick, and intelligent decision-
making by its students. In order to

achieve these important outcomes,
= EE——
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a general outline of the CWS
program will be offered. What is
envisioned is a three month-long
course that addresses all three
subsets of cyber operations in an
environment that is stressful and

eraged in the cyber community to
great effect. Cyber operations are
one of the fastest changing fields
in the military and new ideas and
methods are constantly required to
remain competitive. By leveraging

Like an infantryman, a cyber operator conceivably could be
engaged in continuous combat for extended periods. Ranger
School simulates this by creating an overarching war game-
type mission within which the students must function. The Air
Force Cyber Weapons School should take a similar approach.

mirrors what operations against
an intelligent and capable enemy
might actually look like.

Similarities of the CWS to
Current Weapons Schools

Weapons schools are nothing
new to the United States military
so there is no need to start from
scratch when designing a Cyber
Weapons School. The Air Force’s
Weapons School, the Navy’s Top
Gun, and the Army’s Ranger School
all have practices which, when
properly employed, can create a
ready-made, strong foundation
on which to build a CWS. Its focus
would be providing the experience
and tools needed by cyber opera-
tors to become the leading experts
in their home squadrons once they
return. Because the CWS would
not have the opportunity to train
the entire career field due to opera-
tional and monetary concerns, as
well as the pre-requisite experi-
ence required for admission, grad-
uates would be expected to share
their newfound knowledge. The
Air Force Weapons School tells its
students to, ““make others like you,
spreading the wealth of experi-
ence, leadership skills and knowl-
edge”* The Navy and the Army also
promote this concept of “training
the trainer,” an idea that can be lev-
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CWS graduates as prime-instruc-
tors within their own squadrons,
more people can be exposed to the
various ideas and practices that
will make the graduates the best
in their field. This approach would
encourage open-mindedness and
promote a system of a bottom-up
meritocracy of ideas in which the
best become the most used rather
than a having single school’s sylla-
bus dominating the field for better
or worse.

Another dimension of the
CWS modeled after its more
kinetic counterparts would be its
focus on practical applications of
theory. While an undergraduate
course may be more concerned
with how to best use the weapons
and materials given to the opera-
tor, a weapons school should be
more concerned with how those
weapons actually work. This is
exemplified by how the Navy went
about creating Top Gun: the initial
instructors “wanted to teach the
Top Gun crews how the [Sparrow]
missile worked and therefore ‘how
they could successfully deploy it
In the classroom-based theory
section of the CWS curriculum,
emphasis should be placed on
understanding how the various
network warfare techniques and

tools work. Using this fundamen-
tal understanding of how their
tools operate, network warfare
specialists would be well equipped
to devise their own methods of
operation and adapt quickly to a
changing environment. Coupled
with the expectation that graduates
will help train, either formally or
informally, members of their oper-
ational squadrons, it would also
discourage a culture of expecting
the weapons to work “like magic”
within the cyber operations com-
munity.

The theory and engineer-
ing behind cyber operations are
important to understand, but in
order to fight best in cyberspace
specialists must comprehend the
connection between theory and
actual operations. While the aca-
demic side should be modeled
after the Air Force and Naval
Weapons schools, the practical
side should be based on the Army’s
Ranger school. This is because Top
Gun was designed around, “train-
ing hops [that] were designed...
to test the crew’s ability to do all
these [dog-fighting maneuvers]
in a quick and efficient manner,”
while the Ranger School is more
with concerned creating a long
term, continuous training envi-
ronment.” Like an infantryman, a
cyber operator conceivably could
be engaged in continuous combat
for extended periods. Ranger
School simulates this by creating
an overarching war game-type
mission within which the students
must function. The Air Force CWS
should take a similar approach. By
linking all the exercises together, a
fictional cyber war can be created,
allowing the instructors to create
the most realistic “worst case” sce-
nario for a cyber conflict. CWS



graduates must experience and be
able to handle the accompanying
stress in a manner similar to that of
successful Ranger School students,
something that the Air Force and
Naval Weapons schools do not
place emphasis on.

Officers do not dominate
network warfare. The enlisted force
also hasan important part to play in
operating systems. To best educate
selected members of this force the
CWS cannot be officer-exclusive as
both aviation weapons schools are,
and instead must accept enlisted
students as well. This may pose
problems for an Air Force-run
Weapons School, which
so far have not been
expected to train enlisted
personnel. To best deal
with the challenge, the
Army’s methods of train-
ing their enlisted force in
advanced courses should
be used as a framework.
For example, there is “no
rank in Ranger School;”
rather, everyone is given
opportunities in leader-
ship positions and are
evaluated based on a |
common . rubric for all
students.® This principle
should also be extended to instruc-
tors, who must be selected for their
outstanding proficiency and teach-
ing capacity rather than the rank
they happen to hold.

Established weapons schools
also have an air of being reserved
for the elite. The high dropout rates
of Ranger School are well estab-
lished at around 50 percent per
class, including recycled students.’
Graduates of the Weapons School
at Nellis Air Force Base have a
special patch they wear and are
categorized as “patch wearers” To
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be successful, the CWS must also
have an elite culture and reputa-
tion. Its graduates should be viewed
as a brotherhood of the best cyber
operators in the world. In large
part this can be achieved through
the standard methods currently
in use at the established weapons
schools. More specifically, the
CWS must offer a comprehensive
and very challenging course both,
in theory and practical application.
It should also have a strict selec-
tion process for potential students,
as well as a system for evaluating
CWS students and the authority
to disenroll or recycle underper-

formers. CWS instructors should

be military members, the very best
operators in their community, and
already have graduated from the
Weapons School themselves.'®

Graduates should be autho-
rized an outward symbol of their
achievement, most easily accom-
plished through the use of a patch
they can wear on their opera-
tional uniform. Additionally, the
instructors, and perhaps the stu-
dents, should work to achieve a
mythos of being legendary men
and women, while realizing that

many cyber-accomplishments will
never be known outside the classi-
fied community. Ideally, attending
the Cyber Weapons School would
be more than career advancing; it
would also be a rite of passage."

Special Considerations

Cyberspace  operations are
unique in that they are far-and-
away the fastest form of operations
currently available. Richard Clark
writes that, “Cyber war happens
at the speed of light... the time
between the launch of an attack
and its effect is barely measurable,
thus creating risks for crisis deci-
sion makers””? Other
missions, bound by the
requirement to employ
large pieces of physical
equipment and Newto-
nian physics, are inher-
ently slower than their
cyber counterparts.
Accordingly, the nature
of cyber conflict requires
that its operators be
exceptionally quick
thinking, intelligent, and
independent in order to
succeed in such a unique
environment. These
are all qualities gener-
ally assumed to be necessary for
combat officers, but in the cyber
realm such qualities also must be
possessed by enlisted members. A
Cyber Weapons School should not
only have both officer and enlisted
students, but would also require a
syllabus that is focused on devel-
oping fast, independent, and criti-
cally thinking warfighters. Stu-
dents should not be provided set
solutions or structured scenarios
as is often the case with the estab-
lished weapons schools at which,
for example, a certain airframe
can use the same maneuver on an
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enemy time and again and always
claim victory because of the differ-
ent limitations of each aircraft.”
In cyberspace, where every actor
has the same capabilities and can
execute any “maneuver” they wish,
there cannot be prescribed solu-
tions to specific problems. Instead,
students must be taught to think
quickly and creatively while oper-
ating effectively against unique
threats.

Once a cyber operator has
encountered a specific type of
enemy action they should be able to
effectively negate it through expe-
rience, as “exploits tend to depre-
ciate rapidly after exposure; i.e.,
first time use”'* This means that
for an attack to be most effective
it should be what is called a “zero-
day” threat; that is, a program or
exploit that has not yet been used.
These threats, and their counters,
can be thought of as analogous to
the common cold. Consider: while
a cold causes the same symptoms
every time, ones’ body is still vul-
nerable to them even after decades
of living because the virus changes
how it is structured, and can then
pass by the body’s defenses unno-
ticed and achieve its “mission.”
Computer operations are gener-
ally intended to cause some sort
of effect from an established list,
but if an operator uses the exact
same attack tactic repeatedly, it
will be met with rapidly depre-
ciating results, just as a biologi-
cal virus that does not change its
appearance would experience. As
such, the school’s curriculum must
be able to rapidly evolve to include
current events, new threats and,
most importantly, ensure that no
two classes are provided the same
scenarios. If a graduate was able
to pass along a schedule of train-
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ing events to a current student, the
CWS would have lost its ability to
train outside-the-box, indepen-
dent, quick thinkers.

A Snapshot of the proposed
Cyber Weapons School

One basic question concerns
the length of the course at the
Cyber Weapons School. The US
Army Ranger school takes two
months to train its students.' The
Air Force Weapons School takes
six.'® A dedicated CWS would be
much more like Ranger school
in this regard as unlike Air Force
Weapons School students, CWS
students would only be required to
learn about cyber operations. Also,
due to the quickly evolving nature
of cyber operations, the school
cannot be so long that its lessons
become obsolete before gradua-
tion. The complicated math and
engineering involved in advanced
cyber activities is yet another
factor, as it would take more than
just a basic run-through to achieve
the desired level of understand-
ing. With these three factors con-
sidered, the CWS should ideally
have a curriculum of roughly
three months. While the initial
cyber attack and defense course,
known as Intermediate Network
Warfare Training (INWT), is nine
weeks, this is only long enough
to prepare novice operators for
their new job."” For a critical in-
depth understanding of the cyber
mission, extra time will have to
be allocated. A three-month-long
syllabus should be sufficient to
achieve such a level of understand-
ing. Three months would also be
long enough to achieve the desired
social effects of camaraderie and to
stress the students while still being
short enough to hopefully, avoid
becoming obsolete.

Because graduates of the CWS
would be the absolute best network
warfare specialists in the Air Force,
they have to be well versed in
every aspect of their career field.
In all, there are three core special-
ties of cyberspace operations that
must be covered in this school:
computer network attack, defense,
and exploitation.'® Network attack
involves actively hampering enemy
computer operations, exploitation
is the collection of information,
and defense is securing friendly
networks against the previous two
operations."

While these competencies could
be divided up equally by allocating
one month of training to each, that
would not be the best way to struc-
ture the material. Continuously
teaching new concepts and appli-
cations, and expecting the stu-
dents to master and employ them
all in practice, would make for a
more challenging course, facili-
tate smoother transitions between
subjects, and offer a more realistic
experience. By covering the theo-
ries behind each type of operation
as well as practicing their applica-
tion, the students would not only
become adept at their particular
mission, but would also better
understand the actions of their
opponents and thus be more likely
to mitigate them effectively. A deep
understanding of all the cyber mis-
sions would also enable graduates
to become operators and leaders
in any network warfare squadron,
enabling the spread and diffusion
of knowledge while still retaining
maximum mission effectiveness.

In the INWT course students
are taught a wide range of sub-
jects intended to prepare them for
their new job as network warfare
specialists, including  “policy,



doctrine, employment, execut-
ing organizations and missions,
operational functions, and law and
ethics”® In comparison, the CWS
would be one month longer and
focus solely on how to best execute
missions based on the assumption
that students would already have
an acceptable grasp of subjects
such as cyber law and morality.
Included in the CWS curriculum
would be instruction on the theo-
retical and technical workings of
cyber operations, much as current
weapons schools teach how a par-
ticular missile functions so as to
best employ or counter it. For
CWS students, this would mean
not just learning which operation
to use when, but how each part of
the weapon, or computer program,
functions. By understanding their
operational tools on an intimate
level, the students would not be
confined to using premade pro-
grams - or standard missions.
Instead, they would be able to tailor
their actions to meet a specific
challenge as well as more quickly
conceive of ways to combine their
mission’s tools for novel effects.
The basics of which type of attack
to use when and the knowledge of
what to look for during a defensive
or exploitation mission is taught
at INWT and through job experi-
ence. The purpose of the theoreti-
cal instruction portion of the CWS$
would be to understand the inner
workings of those capabilities, in
which the operator would not have
the time or the knowledge to learn
independently.

The CWS program also would
include practical exercises, which
would constitute much of the
curriculum. Students would be
expected to leverage both their
own experiences and classroom
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instruction to devise and execute
network warfare operations in
realistic scenarios. Overarching
conflict scenarios, similar to Red
Flag or the Ranger School’s Aragon
Liberation Front setting, would
provide a backdrop against which
to frame the training in a realistic
way. There should be at least two
teams for each scenario, perhaps
with additional factions being
added to further complicate the
situation in later simulations. The
instructors, because of their signif-
icant experience and skill, should
take an active part in opposing the
students in their assigned missions,
but this should not be the only
method of identifying teams. Stu-
dent-on-student missions would
expose exercise participants to
even more variations of attack and
defense, as would having instruc-
tors act as team leaders from time
to time. These various types of
student-instructor team combina-
tions would expose the students
to a greater number of different
personalities and operational pref-
erences, thereby giving them as
much experience as is possible.

War-gaming events should also
be relatively ill defined. Students
should only receive a mission or
desired end state and then be told
to achieve it. Greater learning takes
place when a problem is imposed
without a known solution, as the
students will not know what will be
directed at them by the opposing
team. Only by using quick, intel-
ligent thought and action will they
win. This, in turn, will encourage
the students not only to under-
stand the material but to think for
themselves. Similar scenarios are
set up at Red Flag for cyber opera-
tors, where the red and blue teams
battle each other through net-

works.?! However, the CWS would
go a step further than Red Flag.
Students should not be told when
or under what circumstances the
scenario ends. That, coupled with
twenty-four hour operations and
multiple shifts, would present as
realistic an environment as pos-
sible. Rather than just a regular
school day, forcing the students
to operate effectively in situations
where they have high stress and no
fixed end date would help further
facilitate the types of learning
and experience that CWS seeks to
promote.

If CWS students are to learn
effective cyber operations, they
will require instructors who can
understand and teach the material.
These instructors should be the
best operators the network attack
and defense communities have to
offer. They should have significant
say in what particular lessons the
syllabus includes, as they would
be the best qualified to know what
is important and what is not with
respect to cyber operations. They
would be best equipped to iden-
tify who is not preforming up to
standards or not putting forth the
required effort in a way that stan-
dardized tests and objectives could
not. Subsequently, CWS graduates,
both officers and enlisted, would
naturally become the primary
pool for future instructors. Spend-
ing a tour as a teacher at the CWS
would be very similar to a tour at
other weapons schools in that such
individuals would be identified as
exceptional candidates for senior
leadership positions and special
duties.

Findings and Conclusions

There are many common fea-
tures shared by weapons schools.
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All of the existing schools expect
their graduates to return to their
units and teach others what
they have learned. In this way, a
larger audience can be reached
without unduly taxing readiness
or the weapons school’s limited
staff. Understanding the link
between theoretical, classroom-
based instruction and its imple-
mentation in realistic scenarios
is also a common feature of all
weapons schools. A major differ-
ence, though, is that while the Air
Force school trains only officers,
the CWS must include significant
numbers of enlisted troops. The
Army’s Ranger School can provide
direction on how to approach this
problem as it holds that all rank is
equal among Ranger candidates.

As noted above, cyber conflict
differs from the other missions
that currently are examined in
existing weapons schools. In the
case of cyber operations, there are
never set, unchanging methods of
operations. While a fighter pilot
can learn how to defeat a particu-
lar airframe or missile with a high
likelihood of success every time
afterwards, network warfare spe-
cialists should expect to routinely
find themselves confronted with
attack techniques they have never
seen before. Addressing this, the
CWS should not focus on teach-
ing prescribed solutions or set
answers, but should instead seek to
develop an intelligent, quick, and
independent operator who can
rapidly comprehend and perform
effectively in unique scenarios.

The CWS’s curriculum should
focus on both the theory and prac-
tice of each of the three primary
subsets of network warfare opera-
tions: attack, defense, and exploita-
tion. Rather than examining these
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missions separately, they should
be studied in an integrated fashion
that would provide both a tougher
learning environment and more
realistic scenarios. The classroom
portion of the CWS would involve
teaching the workings of the cyber
environment as well as the tools
used to complete missions that the
operator may encounter. The main
goal should be to give students
the ability to create new capabili-
ties based on their personal deep
understanding. Most of the course
should be spent in war gaming-
type activities. Designed to be
as realistic as possible, involving
multiple teams, no checklists, an
undisclosed end date, and twenty-
four hour operations, these exer-
cises should be designed to test the
student’s capability to effectively
fight in a contested battle space
against a sophisticated enemy.

Instructors should be drawn
from the very best specialists in
the network warfare community
as they will be the ones who will
develop the syllabus and run this
premier cyber training unit. Rank
should not be a factor when select-
ing faculty, just as it should not be
a factor when selecting students.
Once enrolled, the students should
expect to be treated equally, regard-
less of specialty or rank, in order to
encourage the best possible learn-
ing environment. Constant adjust-
ment of exercise scenarios would
also be necessary to reach the
desired outcomes. If a set pattern
of operations can be identified and
shared among generations of stu-
dents, then the CWS will lose its
ability to surprise, which is crucial
to the desired training outcomes.
Additionally, a dynamic curricu-
lum will enable the proposed CWS
to stay abreast of advancing tech-

nologies and new threats, provid-
ing students with the most relevant
education possible.

A three-month course at the
CWS would be sufficient to achieve
all of these objectives. Students are
only expected to learn about the
various capabilities within cyber
operations. Accordingly, the CWS
does not need to last six months
like the Air Force Weapons School,
which requires its students to
learn and understand every type
of mission performed by the Air
Force. Three months is also long
enough to significantly stress the
students, testing their abilities even
in the worst of situations, while
remaining short enough to mini-
mize the possibility of instructional
content becoming obsolete before
the students graduate. Finally, the
CWS should be promoted as the
premier Air Force school for cyber
warfare training. In addition to
all the factors described above, an
identification symbol, most likely
a cyber weapons patch, should be
awarded to graduates as is cur-
rently the case at Nellis, which is
the cyber-equivalent of the fighter
weapons school patch. The “patch
wearers” of the flying world are
considered the best airmen, and
the proposed Cyber Weapons
School mentioned herein intends
the same end result, to train and
educate the best cyber-warriors.
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