
Foreign SourForeign Sour

S t & S ft TSystems & Software Te
April 

PresenPresen
J ifJ ifJennifeJennife

rce Softwarerce Software

h l C fechnology Conference
2009

nted by:nted by:
G ildG ilder Guilder Guild

1



ReaRea

• Almost all software, ,
open source, has som
involvementinvolvement

• Foreign influences in
negatively effects the

alityality

proprietary as well as p p y
me form of foreign 

 modern software 
e DoD’s security
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Information TechInformation Tech

• In the past, proprietap , p p
typically developed u
resourcesresources

• Now, most companie
their development off

• Systems use compon• Systems use compon
external sources

hnology Culturehnology Culture

ry software was y
using in-house 

es have at least part of 
f-shore
nents developed bynents developed by 
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Proprp

• Proprietary software p y
owned by a commerc
licensedlicensed

• Proprietary software 
redistributed without 
owner of the softwareowner of the software

rietaryy

is developed and p
cial entity, and sold or 

may not be 
permission of the 
ee
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Open Sp

• Any application devey pp
collaboration or whos
made available to be
modified, improved, o

• Open source softwarOpen source softwar
no cost or may be so
productproduct
• No cost – CentOS
• Commercial – Red H• Commercial – Red H

Software

eloped as a public p p
se source code is 

e freely shared, used, y
or redistributed
re may be distributed atre may be distributed at 
old as a “commercial” 

atat
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CO

• Commercial Off-The-S
may be either proprieta
• Ex: Red Hat Enterprisep

source but distributed 
• Software which was prp

proprietary form can be
source
• Ex: Solaris went from p

Solaris 8 to open sourc

OTS

helf(COTS) products ( ) p
ary or open source
e Linux v5 (RHEL5) is open ( ) p
by Red Hat

reviously produced in y p
ecome available as open 

proprietary source in 
ce in Solaris 10
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Software De

• Open source softwarp
• Anyone can make ch
• Changes to the sourcChanges to the sourc

a community vetting p
• Commercial propriet• Commercial, propriet

has no such “commu

evelopmentp

re developmentp
anges

ce tree generally occur viace tree generally occur via 
process
tary software normallytary software normally 

unity” vetting process  
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Vulnera

• Usually defined:y
• Errors in the software

implementationimplementation
• A weakness in proce

t h l th t btechnology that can b
• Probably exists in ally

regardless of its natu

abilities

e requirements or 

ess, administration, or 
b l it dbe exploited 
l source code 
ure
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MaliciousMalicious 

• Embedded, modified ,
application

• Intentionally maliciousIntentionally malicious
• Subverts intended op

possibly covertlypossibly covertly
• Maliciously embedded

equally likely in open 
proprietary software

SoftwareSoftware

source code, or ,

ss
eration, of the system, 

d source code is 
source software and 
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“Needle in thNeedle in th

• Most software applicatiopp
lines of code in size
• XP has 40 million lines
• RHEL5 has 30 million lin

• US Naval PostgraduateUS Naval Postgraduate
a kernel in as few lines 
• A student inserted 8 line• A student inserted 8 line

location, 3 in another) in
• Successfully subverted s• Successfully subverted s

he Haystack”he Haystack

ons are at least 1 million 

nes
e School project to subverte School project to subvert 
as possible

es total (5 lines in onees total (5 lines in one 
nto the Linux kernel
several million line kernelseveral million line kernel
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Code RCode R

• Not feasible to evalua
source code to revea

• As number of lines of• As number of lines of
• Complexity increase

I i f• Increase misuse of 
privilege

f• Percentage of sourc
reviewed per year d

ReviewReview

ate the assurance of 
al any malicious intent
f source code increase:f source code increase:
es

i i l f l tprinciple of least 

ce code that can be 
decreases
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Risk MitRisk Mit

For proprietary and open soy
• Undergo verification and 

evaluation or certificationevaluation or certification
• Should reveal known vuln
• Mitigations can be instituteMitigations can be institute

• Follow good configuration
and software engineeringand software engineering

tigationstigations

ource software: 
validation testing during 
process process

erabilities
ed prior to implementationed prior to implementation
n management processes 
g practicesg practices
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Risk MitigatiRisk Mitigati

• Open source approacOpen source approac
potential for discover
processed the protocprocessed, the protoc
communication chan

• Mitigations may be p
software’s implementsoftware s implement

.

ions (continued)ions (continued)

ches do allow theches do allow the 
ring how data is being 
cols being utilized andcols being utilized, and 
nels  
ut in place prior to the 
tationtation
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Configuration Manageme
V lVulnera

• Identify configuration by g
• Responsible for roughl

detected in systemsy
• Proactively managing 

base-lining and monitbase-lining, and monit
standardized, security 
the potential of identifythe potential of identify
• Integrity checking softw

have been modified frohave been modified fro

ent (CM) Identification of 
bilitiabilities

based vulnerabilities
y half of the vulnerabilities 

systems by deploying, 
oring effectiveoring effective 
configurations allows for 

ying vulnerabilitiesying vulnerabilities
ware to determine if key files 
om baseline configurationom baseline configuration
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CM potentialp

• Potential for preventip
the supply chainthe supply chain of so
• Libraries• Libraries

• Good CM processes 
systems
• Can decrease the po• Can decrease the po

malware

 for Malware

ng the subversion of subversion of g
oftware components 

for both software and 

tential of the insertion oftential of the insertion of 
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Assum

• Requirement for stroq
assurance
• Information sharing ling

infrastructure together 
• Majority of DoD system

• No one size fits all so
• Each situation must bEach situation must b

determine if it require
low assurancelow assurance

mptionsp

nger software g

ks more information 

ms are low assurance
olution
be assessed tobe assessed to 
es high, medium, or 
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Technical Ass

• Low assurance requiq
• Validation and verifica
M di• Medium assurance re
• Review configuration m
• Enforce good software
• Detect review• Detect review
• Random source review

surance Level

rements
ation evaluation

i tequirements
management
e engineering practices

w
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High Assg

• Requirement for software
specified without fail

• Requires formal methods
security properties of the 
• Normally conducted on the

softwaresoftware
• Do not necessarily mitigat

incorrect/invalid assumptioincorrect/invalid assumptio
• Proofs are evaluation and

can be reviewed by the cy

surance

e to perform only what is 

s, or mathematical proofs of 
software 

e security relevant aspects of 

te foreign involvement or 
onsons  
d certification artifacts that 
communityy
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Summary Coy

• What is the extent o
in software used by 
Wh t th i• What are the associ
Assurance (IA) conc

• Are there possible m
concerns?concerns?

onsiderations

of foreign involvement g
the DoD?
i t d I f tiiated Information 
cerns?
mitigations for those 
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QuestQ

• Jennifer GuildJennifer Guild
• jennifer.guild@navy
• 843-218-4879

tions?

y.mil
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