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Abstract

The current fixation on anti-access/area denial (A2/AD) blinds US military planners to the
sophistication of China’s approach to strategy and falls prey to reflexive control manipulation.
Reflexive control is an indirect means to maintain control over opponents by influencing their
decision-making process. The influence comes from conveying specific information and/or actions
to drive a predetermined decision. China’s strategy is a multidimensional approach that adeptly
blends non-kinetic forms of warfare with a modernized military that has brought tensions in the
Pacific to heights not seen since World War Il. The Chinese Communist Party’s (CCP) increasing
assertiveness affects several key aspects of US strategic level planning by diverting attention away
from China’s greatest vulnerability—the Indian Ocean. Described by former President Hu Jintao in
2004 as the “Malacca problem,” the Indian Ocean controls the flow of an estimated 80 percent of
China’s imported oil. The significance of this vulnerability is that the imported energy requirement
for the People’s Republic of China (PRC) is expected to double in the next two decades. Evidence
to support this vulnerability thesis also abounds in the PRC’s quiet but extensive relationship
building and infrastructure investments in Sri Lanka, Pakistan, and Burma. These investments all
have a single intent—reduce the susceptibility of energy interdiction in the Indian Ocean.

The PRC’s development of potent A2/AD systems is only part of a much more elaborate
strategy that exploits America’s instinctive predisposition to solve technological problems with
more technology. The United States, however, has neither the fiscal nor military capacity to solve
the problem sets inherent in the Pacific’s future operational environment. As a result, the United
States should examine an alternative strategy that avoids the PRC’s A2/AD strengths and
concentrates on its weaknesses. Developing an alternative strategy requires the United States to
fully understand the complexity of the PRC’s approach and to resist reflexive instincts. This
analysis recommends that the United States investigate using an A2/AD scheme of maneuver in
the Pacific and combine this action with deterrence options in the Indian Ocean. The PRC’s
greatest vulnerabilities are its inability to project decisive power and protect its Indian Ocean sea
lines of communication. China has less than 100 amphibious ships to project power, and any
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serious attrition of those vessels significantly impairs the PRC’s ability to achieve its objectives.
This schema combined with leveraging deterrence options that place the PRC’s Indian Ocean
transit routes at risk provide a viable means to counter aggressive PRC behavior in the Pacific. If
the United States ignores the Indian Ocean, then the PRC will eventually have alternate supply

routes through Pakistan and Burma and the ability to employ A2/AD to protect those routes.



Introduction

The best strategic empaths seek out the less obvious, underlying

constraints on their enemy’s behavior as well as their own.
—Zachary Shore
A Sense of the Enemy

The obsessive focus on Air-Sea Battle and anti-access/area denial (A2/AD) immobilizes
the very foundations of US strategic thought. As America pivots to the Pacific to counter China’s
emergent power, China’s weapon of choice is not advanced military technology. The communist
state’s principal weapon is a multi-dimensional philosophy that orients on acting as early as
possible, acting as far away from the ultimate objective as possible, and achieving the result with
the least effort. From a philosophical perspective, China’s overarching intent is first and
foremost to defeat an opponent before taking military action. The threat the United States sees in
an A2/AD strategy is, in reality, a reflexive control approach by the People’s Republic of China
(PRC). Reflexive control is an indirect means to maintain control over opponents by influencing
their decision-making process. The influence comes from conveying specific information and/or
actions to drive a predetermined decision. Mao Zedong spoke about using an indirect approach
to gain an advantage, and he once described a parable about how to get a cat to eat pepper, which

cats naturally dislike, to help explain what he meant by an indirect approach.

Mao, his deputy Liu Shaogi, and Premier Zhou Enlai were
having an argument on how best to administer pepper to a
cat. Zhou suggested that they wrap the pepper in meat so
that the cat would eat it unknowingly, but Mao vetoed this
as deceitful. Liu then proposed stuffing the pepper down
the cat's throat with chopsticks. No, said Mao
reproachfully, that would be violent. The two lieutenants
turned to Mao: How would you do it? Simple, he said,
we’ll rub pepper [thoroughly into the cat’s fur. When it
burns, the cat will] lick it off and swallow it, and be happy
that he is permitted to do so0.?

Planners must recognize the less obvious and indirect methods like the one Mao

proposed. Using reflexive control theory, decision makers look at a complex problem and
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determine how to shape the environment to make an opponent act in a way that it normally
would not. A strategic thinker would get the cat to eat the pepper and like it. China’s A2/AD
network is the pepper that the United States is “happily” focusing in on. The United States must
avoid the myopic concentration on the A2/AD network; instead, US strategic empaths will look
at China’s strategy holistically.

In any contest, each side tries to keep as much hidden from the opponent as possible. If
one side, however, can grasp the reasoning and motives of the other side, then one can begin to
shape events as they take place, or, better yet, before they take place. The vital point is to
understand the opponent’s decision making as they understand it. To accomplish this, a planner
must consider the opponent’s constraints and motivations. After understanding the contextual
reality, it will become clear that the other side only has a few valid options on how to respond to
any given crisis because the other options are disastrous. This is called strategic empathy, which
“is the skill of stepping out of our own heads and into the minds of others.”® In the context of
China’s A2/AD “system of systems,” the People’s Liberation Army (PLA) has a seemingly
daunting military capability that will be costly and difficult to overcome. However, the PRC’s
military capability does not provide US decision makers with a sense of China’s drivers and
constraints, which is fundamental to understanding how to weaken its methods of warfare.
A2/AD is a military construct formulated to counter a global proliferation of advanced
technology in the hopes of creating US analysis paralysis and confusion. The PRC’s strategy is
exceptionally more elaborate than the simplicity of leveraging A2/AD.

A2/AD is more than a defensive architecture aimed at deterring and denying US
capability to penetrate China from east to west. The system is part of a larger, long-term,*
ambitious Chinese strategy comprised of three important concepts: Three Warfares, Unrestricted
Warfare, and China’s integrated network electronic warfare (INEW).

Understanding China’s Strategy: A Different Framework

Three Warfares: The “Three Warfares” concept is a highly deceptive, multifaceted war

fighting process that is endorsed by the Chinese Communist Party (CCP) Central Committee and
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the Central Military Commission,> which was introduced in 2003.° This concept is a non-kinetic
tool used to further a military objective, and it consists of psychological,” media,® and legal
warfare. ® The purpose of Three Warfares is to infiltrate ideas into the minds of the opponents’
decision makers and population. The model attempts to get adversaries to come to conclusions
that are desirable to the Chinese. Ideally, this concept works by strategically communicating
through seemingly harmless actions that lure decision makers to alter their behavior. An example
of Three Warfares was demonstrated in the incident in 2010 when two boats collided near the
Senkaku Islands.

Psychological: Psychological warfare occurs before, during, and after any type of
interaction involving reflexive control. A clear demonstration of economic-based psychological
warfare occurred in the 2010 Senkaku Boat Collision Incident involving a Japanese boat and a
Chinese trawler.® The collision was a targeted Chinese response to Japan detaining a trawler
captain and his crew in the contested territory, which also happens to contain numerous oil fields
(fig. A.1). After the purposeful collision, “China enacted a two-month unofficial ban on exports
of rare earths to Japan.”!! Less than three weeks after the ban, Japan succumbed to Chinese
pressure and released the trawler’s crew.!? China denied the use of an unofficial ban on trading,*®
but it is clear that the CCP was willing to use psychological warfare to make US allies think
twice before challenging Chinese territorial claims. Often times, China will use media reports to
leverage the effects of its Three Warfares model.

Media: China began testing media warfare before “officially”” sanctioning the concept as
a form of warfare. In the 1990’s, the CCP invited US delegations to tour China and receive a
message on China’s coming decline.}* After this experience, many lectures and books repeated
this story line in the United States. For example, one study lists ten factors that would cause the
collapse or slowdown of China.'® A best-selling book was published in 2001 titled The Coming
Collapse of China which offered similar opinions on China’s impending downfall.'® “Many [US
authors, business leaders, and diplomats] expressed the worrisome view that if the United States
pressed China too hard to have elections, to free dissidents, to extend the rule of law, and to treat
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ethnic minorities fairly, then this pressure would lead to the collapse of the Chinese state—
causing chaos throughout Asia.”!” This exemplifies the Chinese psychological rhetoric that
manipulated the American decision makers on those tours. China carefully invited prolific
authors and respected journalists to go on these carefully scripted tours in hopes of future
messaging to come from the US delegates themselves. After the books and scholarly articles
were written with the pro-Chinese themes, the United States encouraged commerce with the
PRC, helped China’s spectacular economic growth, and now must deal with China’s continued
reflexive control. Now that China has perfected its new forms of warfare, China is becoming
more assertive and leverages legal warfare for its revisionist motivations.

Legal: China is quickly developing airstrips and facilities in the Spratly islands under the
guise of legal historic claims (fig. A.2.).1® “China contends that it is only catching up with
decades of building by other claimants.”*® While it is true that other countries such as Taiwan
and Vietnam are also building in the area, “China’s building stands out for three reasons: its
extent, its speed, and its egregious flouting of the spirit of a declaration signed in 2002 with
ASEAN, the Association of South-East Asian Nations, in which all claimants promised ‘to
exercise self-restraint in the conduct of activities that would complicate or escalate disputes.’”’?°
China is using legal jargon to make it appear that it complying with the law and is forced to
develop quickly to keep up with other countries. The CCP leaders are masters at disinformation
and using passive aggressive statements to make it look like it is the victim. The “victim”
defense is often mentioned in the media to help perpetuate a sense of a continuation of the
“Century of Humiliation” (see discussion in the Instill Nationalism for Regime Survival
section). Top officials are often in the media with legal warfare talking points stressing: 1) other
countries encroach on its sovereign claims, and 2) China is the victim in which harm has been
imposed.!

Understanding Three Warfares: The purpose of using non-kinetic forms of warfare is to
confuse and influence the way the United States looks at the world. The CCP leaders can also
use multiple interpretations of non-kinetic actions depending on the audience. The purpose is to

4



make the United States question an action, either US or Chinese, and this questioning process
changes how the United States thinks and acts. This is the essence of reflexive control.

In order to capitalize on reflexive control, the Chinese pay very close attention to the
form of communication and the carefully construed experience of the US policy makers during
the interaction. This is clearly demonstrated in the previously mentioned tours that were given to
the US delegations in the 1990s.22 China has carefully studied the US decision-making process,
knows how to mix believable information with disinformation, and is acutely aware of how to
appropriately institute reflexive control after years of practice.

China has the ability to change actions of other states through non-kinetic means, which
has large strategic implications. China has found a way to advance its cause and challenge the
intentions of the United States and its allies.?® The Three Warfares model creates an illusion of
indirection for the United States. Chinese moves are ambiguous and attempt to keep the United
States from knowing the true intention of China.

China has decided that nuclear warfare and conventional warfare with the United States
is too problematic to achieve its political aims. In 2009, then Chinese State Councilor Dai
Bingguo, China’s most senior foreign policy official, remarked that China’s “number one core
interest is to maintain its fundamental system and state security.”?* It is important to note that
while state sovereignty, territorial integrity, and economic development are top priorities, the
need to keep the Communist Party in power is also a core driver in Chinese decision making.?
China believes it can utilize non-kinetic operations as a cost effective alternative to military
operations, while expanding its regional influence. The CCP leaders also think they can meet all
of their goals through non-kinetic superiority. China will use a coordinated Three Warfares effort
to cleverly support its objectives in the Asian theater while undercutting those of the United
States.?® China is not trying to dominate every move by the United States. Rather, it has
redefined the nature of the relationship itself to change the strategic calculus of US decision
makers. China’s actions fall very much in line with Sun Tzu’s concepts of outsmarting an
opponent rather than overwhelming an adversary with brute force.
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Chinese writings also suggest that striking first is imperative, and these strikes could be
nested in kinetic or electronic strikes. US decision makers must be keenly aware that information
warfare “greatly emphasizes the concept of ‘gaining mastery of striking first.””?’

Chao Xian Zhan (Warfare Beyond Bounds or Unrestricted Warfare): Along with
Western theorists, such as Clausewitz and Mahan, military writings in China draw upon Eastern
strategic literature such as Sun Tzu and Mao Zedong.?® In Unrestricted Warfare, written by two
Chinese PLA Colonels, the main vein of thinking concerns asymmetric attacks against the
United States to increase the effects of the Three Warfares model. While Unrestricted Warfare
can be somewhat shocking in its call for cyber-attacks against the US economy, the biggest
takeaway for military planners is how China thinks about attacking the United States without
regard to typical laws of armed combat. The United States must be prepared for China to dismiss
international norms if the CCP’s survival is at risk. Chinese decision makers understand that the
PLA will lose a conventional confrontation with the US military. However, they also understand
that they can find US vulnerabilities, attack them asymmetrically, and use the US commitment to
follow the rules of warfare as a weakness. In Unrestricted Warfare, the authors discuss cyber-
attacks against the US civilian population, banking system, and power grids to end a war before
it goes kinetic. The PLA advocates the use of non-attributable attacks to keep plausible
deniability. With plausible deniability, China will continue its non-kinetic strategy to shape the
environment without ever having to face conventional warfare. China believes it can win because
it has undergone a “revolution in fighting forms and methods.”?® China is prepared to combine
its Three Warfares maneuvers and its electromagnetic domain weapons as outlined in
Unrestricted Warfare. While their tenets are not new warfare concepts, the United States must be
prepared for enemies who are willing to indiscriminately attack civilian population centers with
non-kinetic weapons.

Integrated Network Electronic Warfare (INEW): With the addition of China’s INEW, one can
begin to see how Chinese leaders think about the American way of war and gain a clear
understanding of China’s revisionist®® grand strategy to utilize an ever-widening spectrum of
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non-kinetic effects. INEW is a Chinese electronic warfare concept that “relies on a simultaneous
application of electronic warfare and computer network operations against an adversary’s
command, control, communications, computers, intelligence, surveillance, and reconnaissance
(C4ISR) networks and other essential information systems.”3! China understands the US reliance
on C4ISR. Establishing information dominance is crucial in PLA doctrine and INEW supports
this.32 China utilizes its civilian hacker community as an asset in its operations.®® This provides
the PRC plausible deniability and a capability to deceive the United States as it leverages non-
kinetic weapons. The requirement for information dominance and seizing information flow are
“considered so fundamental that The Science of Military Strategy considers them a prerequisite
for seizing air and naval superiority.”3

Holistic Look at the Framework: None of the concepts taking individually would
surprise a military planner. However, a holistic look is required to grasp the complex nature of
China’s grand strategy—combat the United States using the human and electromagnetic
domains. The PRC does not want to confront the United States in conventional warfare. The
PLA will avoid conflicts in the air, space, and maritime domains. However, they do wish to deter
US power projection with non-kinetic methods of warfare. China’s non-kinetic forms of warfare
would not work without a capable military force. The PLA is a force-in-being (see section titled
Force-in-Being for an explanation) whose main purpose in foreign relations is to keep other
countries questioning their ability to face a large, modernized force. The CCP plays such a large
controlling role in all aspects of the China—PLA, state-run corporations, academic institutions,
and government—that China can truly develop and institute a whole-country strategy that is
extremely long-term, deliberate, and immune to public criticism. If US decision makers attempt
to mirror-image US culture onto China, they will be doomed to fail. The CCP has been using
non-kinetic forms of warfare against the United State with success for years. Ultimately, China
believes its reflexive control will create a psychological thunderclap that will stop the United

States in its tracks.



Alternative Explanations for A2/AD

Reaction to US Presence in Asia: As each side attempts to counterbalance the other,
there are some alternative explanations for the A2/AD network besides the obvious defensive
capability it provides China. A different way to view the A2/AD network is a reaction to the US
presence in the Pacific Theater. The primary assumption is that China is a revisionist state, and
the United States wants to keep the status quo. This creates conflict, and China does not want US
forces within the Asian theater. In fact, with the US “rebalancing” to the Pacific, China feels like
the United States is attempting to encircle it. Resisting encirclement and keeping foreign forces
out of Asia is not a new concept for the PRC, and China has developed a unique view of
sovereignty.

The root of the Communist leaders’ control comes from Chinese nationalism (see
discussion in the Instill Nationalism for Regime Survival section), which is also where China’s
concept of sovereignty comes from. Confucians and Legalists (475-221 BC) advanced the
concept of “monism,” which denies that co-equal sovereigns can harmoniously exist in a
legitimate international order.®® “China conceives of sovereignty as divisible: ‘if one had an
equal, one was not sovereign.’”% The fact that a non-Asian country has so much influence in the
region is an insult to Chinese culture. Thus, as long as the US has presence in the Pacific
Theater, China does view itself as a sovereign state. At the May 2014 Conference on Interaction
and Confidence Building Measures in Asia (CICA) in Shanghai, “Chinese President Xi Jinping
stated in his opening speech that ‘it is for the people of Asia to run the affairs of Asia, to solve
the problems of Asia, and to uphold the security of Asia.”%’

Gain More Influence to Revise the International Order: China’s view of sovereignty is
vastly different that the Western notion that arises from Westphalia in 1648.3 The PRC wants to
revise the post-World War 1l organizations that regulate global affairs such as the United
Nations, the World Court, and the World Bank.3® China realizes that it cannot eliminate these
organizations in the near term so it is trying to gain more influence within these organizations as
a short-term goal, and it is using its economic success to do this.*° In the long term, China wants
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to upset the current system with a revised global structure that has Chinese characteristics and
influence.*!

Restrict US Freedom to Roam: The current status quo allows the American military the
freedom to roam where China does not want it to. The A2/AD is designed to counter US power
projection as a larger part of keeping the United States out of the Asian region, particularly the
South China Sea. China realizes that the United States uses the maritime commons (and Japan)
to advance its strategic position in the Asian-Pacific.*? The A2/AD structure is attempting to set
the terms and limitations for US access as part of its larger grand strategy. “China aims to modify
regional expectations and preferences while raising doubts about the legitimacy of the US
presence.”*®

Restrict US Interference in Economic Affairs in the South China Sea: Like America,
China prefers diplomatic solutions over military ones. The A2/AD network is a strong deterrent
for the United States to interfere militarily in the economic affairs in the South China Sea. The
network allows China to take aggressive stances on territorial and maritime disputes with enough
military deterrence that the CCP can be relatively assured that disputes will stay at the diplomatic
and economic level. Because the CCP is so well-versed and practiced in using reflexive control,
this situation is favorable to China. China is attempting to portray itself “as a core country in
upholding peace, stability, and security in Asia.”** With a successful image campaign as the
regional hegemon, the PRC hopes companies and bordering countries will choose to do business
with China over anyone else. These basic concepts were discussed by President Xi at the
Peripheral Diplomacy Work Conference in Beijing towards the end of 2013.%° There, Xi referred
to shaping “peripheral diplomacy,” which means strengthening relationships with bordering
countries.*® Xi hopes to “improve regional security, enhance China’s regional influence, and
further economic integration of the region to ‘realize the great rejuvenation of the Chinese

nation.””*’



What Really Matters to the CCP

Instill Nationalism for Regime Survival: Nationalism is critical to keeping the
population of China supportive of the CCP. The Communist leaders spin media reports, such as
those about territorial disputes, as a continuation of the “Century of Humiliation.” Most
historians consider China’s “Century of Humiliation” lasting from approximately 1839 to 1945.48
This time period is when foreign countries extracted significant concessions from the Chinese
government.*® However, the CCP considers the global system as it exists today as a continuation
of this humiliation because of “unequal treaties imposed on them by the Western powers and
Japan, and based on what they regard as inappropriate legal concepts.”® A consequence of this
challenge is that China wants to restore itself as the natural hegemon in the region and remove
US influence.

The CCP cannot survive without support of the population, which is why the recent 2014
democratic demands and protests in Hong Kong were so out of the ordinary for China. The CCP
labeled the protests as “illegal” and censored coverage in mainland China.>* Communist leaders
fear that domestic turmoil will spill over to foreign relations. If outsiders cannot understand how
the core interest for the Communist leaders to remain in control of China, then they will never
understand the PRC’s actions.>® While domestic unrest is critically important and is controlled by
cultivating a strong sense of nationalism, Taiwan is another main concern for the CCP due to the
situation’s ability to discredit the Communist regime.

Reunite ROC: Taiwan, officially called the Republic of China (ROC), is a focal point of
China’s strategy. The PRC has stated numerous times that it will not accept an independent
Taiwan. In fact, “Chinese government officials have repeatedly warned that if Taiwan ever
declares independence, they will respond with military force.”®® This is a hot button topic for the
United States as well. If the ROC were to initiate unification with the PRC after a limited
conflict, this would decrease US influence in the region because the United States would be
viewed as being unable to uphold its dedication to the security of Taiwan under the Taiwan
Relations Act.>*
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China uses reflexive control in an attempt to get three things from Taiwan: 1) Taiwan to
lose confidence that it can defend itself, 2) capitulate to PRC demands, and 3) lose public support
for Taiwan independence. The A2/AD network is the ways and means to support those three
ends. China’s grand strategy hopes to create the effect of US decision makers questioning a
limited war over ROC independence. China has already attacked the ROC with psychological
warfare in the hopes that Taiwan would think that the costs of fighting China would be too great
and submitting to China’s will is the only valid option for Taiwanese decision makers. China
does this by attacking ROC’s value concepts. For example, the Chinese General Staff
Department and General Political Department “reportedly formed a special unit to examine
methodologies to spark a ‘soldiers movement’ to sap gradually the morale of ROC’s armed
forces and reduce confidence of the Taiwanese people in its military.”*® China also tries to
discredit ROC’s leadership as demonstrated by the media warfare against the 2008 incumbent
President Chen Shui-bian and the 2008 Taiwan election.>®

Chinese Propaganda Department®’—Soft Power Inside the United States: Time Square
is one of America’s most iconic locations (fig. A.3). The large television screens are among the
most prominent advertising sites in the United States. Companies such as Coca-Cola and
Prudential have advertised there for years.>® One name that New York tourists may not be
familiar with is Xinhua (fig. A.3), China’s state-run news agency and propaganda arm of the
CCP.% Less than five years ago, Xinhua opened an English-language media channel to report
24-hour news “coverage called CNC® World, which the group’s president, Li Congjun,
described as an attempt to ‘present an international vision with a Chinese perspective.’”®! China
is using soft power inside of the United States to increase the effectiveness of its reflexive
control. Soft power is the idea that a country can have more influence by being more attractive to
the population.®?> Some may dismiss this idea and say that America is so big and powerful that
soft power does not matter. However, there is another school of thought that thinks that coalition
warfare is going to be more important in future operations, and soft power plays a vital role in
the extent of a state’s cooperation.®?
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China has spent approximately $8.7 billion in 2011-2012 on its four international news
companies, which makes the BBC World Service’s $400 million during that timeframe look like
pocket change.®* Chinese attempts at increasing its soft power globally are all a part of its non-
kinetic warfare strategy and must not be ignored. “When the United States becomes so unpopular
that being pro-American is a kiss of death in other countries’ domestic politics, foreign political
leaders are unlikely to make helpful concessions.”®® Even worse, if US political leaders feel that
it is unpopular to make anti-Chinese decisions, than China will gain the upper hand in US and
international affairs. “For Beijing, soft power is a tool to present a less threatening image to the
world, to massage anxieties caused by the country’s rise.”® The PRC is attempting to establish
an attractive exportable culture for the world, one that is both old and new.®” As China’s soft
power changes US perceptions, the PLA downplays its large force modernization efforts.

Force-in-Being: China believes it has built an A2/AD network that the United States
cannot defeat. The CCP hopes that the United States will be self-deterred because of this. This
deterrence allows China to coerce the United States without ever entering a battle just like Sun
Tzu emphasized in the sixth century BC.%®

It is important to realize that non-kinetic methods of war are only successful if they are
backed by a formidable military. China has created a force-in-being with its A2/AD network and
the modernization of the PLA. The force-in-being is similar to the fleet-in-being naval concept.®®
Just like the “extent that the Royal Navy employed a fleet-in-being” concept in 1690 and 1782,
the PLA wants to use the A2/AD construct as a “delaying gambit, or a device to protract the
war...so as to achieve other objectives.”’® The PLA wants to present an A2/AD threat that the
United States cannot ignore. Chinese leaders want US decision makers to think that the costs to
overcome the PLA are not worth the benefits. The purpose of using an A2/AD construct in war is
two-fold. First, the A2/AD would disrupt and slow US military operations in a Pacific Theater
conflict, which would cause a protracted, logistically complex, and deadly fight. Secondly, China

hopes that the United States will be so focused on the A2/AD construct that the United States
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will not be able to see China’s weakness in the Indian Ocean. In order to exacerbate the
concentration on the eastern border of China, China conducts territorial disputes there.

Territorial Disputes—South China Sea: China is seeking to balance a more assertive
stance on its disputed territorial claims with a desire to avoid generating international opposition
(fig. A.4). While China has many disputed territorial claims, all of the PRC’s South China Sea’s
disputed territories fall within the nine-dash line (fig. A.5).”* China’s increasingly aggressive
posture in this area causes concern for many US allied countries. “China’s distinctive
interpretations of the law of the sea are symptomatic of its broader view that ocean management
norms must come to reflect ‘non-hegemonic, non-American forms of global governance’ and it
is pushing international law towards understandings of legitimacy grounded in Asian and
Chinese values.”’2 Put bluntly, China is using legal warfare for reflexive control in order to
achieve economic gain and energy resources.

A key theme for the CCP leaders is that they will downplay its interest in the energy
resources, valuable minerals in the seabed, fishing rights, and access to shipping lanes in the
South China Sea. These leaders will tend to rely on a vaguely-defined “historic use” argument.

One of the PRC drivers is its ever-expanding economic and security interests. China’s
relations with Taiwan are continuing to improve. In 2014 the first formal contact occurred
between senior officials from Taiwan and China in 65 years.”® The PRC pushes new grounds of
legitimacy and attempts to change international views towards Chinese values. China is doing
this with a form of legal warfare called legal layering—* leveraging a set of rotating arguments,
with several legal justifications in play allows for movement from one legal argument to another
should the previous suffer flaws in legal validity.”’* For instance, China says that the nine-dash
line is a historic claim; alludes to its fishing rights to show legitimate rights; and claims the
area’s “relevant waters.””® In this example, China is using a spectrum of arguments from a
maximum entitlement (historic waters) to a minimalist one (sovereignty): “either the entire area
might be Chinese internal waters (best case for Beijing), or might be subject to Chinese
‘sovereignty’ in some form.”’® This type of perception-management allows Chinese leaders to
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change their messaging to fit multiple audiences. The PRC is attempting to keep a gap between
rhetoric and reality to create confusion.

Response to US Technological Advances—Build a Strong Army: The PRC has the
advantage of watching on the sidelines as the United States continues to wage war across the
globe. The PRC has studied the American way of war, and while they have contempt for
American arrogance,’’ the Chinese decision makers fear facing US conventional forces.
Nevertheless, with a strong US presence in the Pacific Theater, China has no choice but to build
its military. The PRC would contend that intolerable foreign policies by the United States must
be controlled, and the only way to do this is with a strong military. Thus, China continues a
modernization program in an attempt to be on par with the United States and ensure the security
of the Chinese population.

Few states other than China have undergone such an expansive modernization and
military development in the past 15 years. “The PLA Air Force (PLAAF) and Naval (PLAN)
Aviation Force can field about 10 regiments of aircraft with cruise missiles to attack approaching
warships—perhaps 200 aircraft.”’® However, the Chinese Navy holds its submarines as the most
important.”® This is because submarines are inherently difficult to locate. “In the 10 years
between 1995 and 2007, the PLAN commissioned 38 new submarines.”® Nevertheless,
estimates show that it would take approximately 60 to 75 submarines to perform a modern day
anti-access tactic in the South China Sea.®! Thus, one can expect China to continue to grow its
naval forces until it could be confident in its ability to conventionally face the United States. The
worry for China is not just facing the US military in the South China Sea but also the Indian
Ocean. The Indian Ocean, a strategic key to China’s economic future, is a distance challenge for
the PLA that will cause the CCP leaders to continue its military modernization program. While
the Chinese decision makers believe it can hold the United States at risk in the Pacific, it knows
that it cannot currently project conventional military power successfully outside of the nine-dash
line (fig. A.5). China will continue to grow its sphere of influence in its attempt to increase its
own national security.
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Future Shocks and Trends

Conflicts for Water and Energy Sources: China’s quick rise to power is an unparalleled
global event.®2 With such a quick ascent, China’s senior officials are increasingly worried about
resources such as water, food, and energy to ensure it will continue to rise and are taking an
active role in securing these resources. Chinese leaders pursue “resource nationalism.”®® China
will not leave water and energy sources up to vulnerabilities in the international market because
they are a vital national interest. China believes that “energy security is too important to be left to
the markets, and so far its approach has been decidedly neo-mercantilist and competitive.”®*
As “easy o0il”’® deposits start to become scarcer, the United States can expect China to take an
aggressive stance to protect its access to oil and other energy resources. With China’s continued
growth, oil demands will continue to rise as well as China searches for more oil deposits. China
needs to keep its sea lanes open in order to have a constant supply of energy resources to run its
economy. A2/AD provides limited protection for China’s sea operations. One can expect that
China will also expand its navy to protect its supply routes from Africa and the Middle East. This
leads to China’s interest in the Indian Ocean and its littorals. The principal oil lanes, as well as
commerce lanes, come through the Straits of Bab el Mandeb, Hormuz, and Malacca. “Forty
percent of seaborne crude oil passes through the Strait of Hormuz at one end of the ocean, and 50
percent of the world’s merchant fleet capacity is hosted at the Strait of Malacca, at the other end,
making the Indian Ocean the globe’s busiest and most important interstate.””%® China will not
allow these vital resources to be endangered. The United States has to have strategic empathy for
China’s need for resources. As oil consumptions rise, so will competition for the command of the
Indian Ocean and energy resources.®’

Competition with India: On President Xi’s 2014 tour of India to meet with Narendra
Modi, India’s prime minister, the Communist leader discussed bringing China’s direct
investment from $400-million to over $100-billion in the next few years.® Even with a heated

border dispute,®® China tries to strike a balance between old frictions and economics.
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China hopes to shape relations with India, the major power in the Indian Ocean, with its
influx of investment capital into the state. On the other hand, most strategists are bewildered at
why China would continue acerbating a border dispute with India and at the same time attempt to
strengthen diplomatic and economic ties. For instance, there were over 400 reports of Chinese
PLA incursions across the Himalayan border in 2013.% These events seem contradictory—
diplomatically talk about economic agreements and militarily disregard international norms.
However, China is acting in accordance with the reflexive control theory. China has learned that
with bold economic promises, it can introduce new norms and bulldoze existing paradigms on
where China fits into the international arena. The PRC’s sleeker hybrid international relations
coupled with China’s economic strength allows China to push its version of how the world
should look.

In early 2009, the PRC funded the International Monetary Fund with $50 billion and the
Hong Kong’s Asian monetary fund with $25 billion; “extended a $25 billion loan to cash-
strapped Russian oil companies; set aside $30 billion for Australian resource companies; offered
tens of billions more to various countries or companies in South America, central and Southeast
Asia, to secure resources.”®* China wants to use reflexive control to secure water, fuel, and
resources that it will need for continued growth.

US Cyber Vulnerabilities: While the United States clearly outperforms China in a
number of ways, such as naval power, conventional power, and oil production, the United States
still needs to realize that China will attempt to exploit US cyber operations when it suits its need.
Cyber-attacks primarily seek to either gain information that it can later use to damage the state or
utilize cyber weapons to cause direct damage.

One area that must be examined is that most of America’s technological development
comes from outside of the United States. “America’s trade balance in high-tech goods and
services went from a positive $50 billion in 1996 to a negative $50 billion in 2006, while only

three out of the top ten companies granted patents for new products and inventions were
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American.”® If technological innovations begin to take place outside of the United States, then
the United States will be vulnerable to future foreign technology exploits.

In Unrestricted Warfare, it is noted that today’s high technology could quickly become
tomorrow’s low technology.®® As more US advanced weapons depend on cyber connectivity, the
United States opens itself up for more cyber-attacks. China is able to compete with the United
States in a new kind of military superiority—technological warfare superiority. China will
attempt to attack the US command and control systems. The PLA will use cyber weapons and
anti-satellite (ASAT) weapons to take out the US space infrastructure. The PRC knows that the
US military relies on space and cyberspace to enable its conventional forces. The CCP will
asymmetrically attack this construct using all available means. The United States has been lucky
in its previous conflicts to enjoy protected bases in which it could run and supply its operations
in a relatively secure environment. China has the means to disrupt this operational paradigm.
Cyber weapons provide China the capability to attack the United States on its homeland. It is
alleged that China has already conducted probing attacks against US networks.%* With a
disruption of service to the electrical system, a foreign state could have a powerful leverage tool
against the United States. The United States must be prepared for an escalatory countermove
using all of its instruments of power.

PRC Vulnerabilities

No Chinese Boots on the Ground: The reason to explore stopping China’s ability to do
an amphibious assault or airdrop troops onto Taiwan is because that is a PLA weak point. A
planner should look at where the enemy weak points are as well as one’s own weaknesses. If the
US military were to look at a conventional fight, the air war launched from Taiwan could be over
before a single plane left the ground based upon the PLA’s credible ballistic missile threat.%® A
key vulnerability in China’s strategy is that it will need more than just a potential use of missiles.
The PLA will need to project power. China will require boots on the ground if it hopes to have a

lasting effect.
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While China will never reveal how it will fight to reclaim a self-declared independent
Taiwan, one can assume that a part of the plan is to put ground troops on the island. The most
likely way to do this is through an amphibious assault. Looking at China’s slowly increasing
transport vessel numbers, it is estimated that the PLAN could have around 100 vessels by 2020.%
Assuming that China uses all of its ships, the PLA could transport 31,000 troops and about 600
armored fighting vehicles.®” As a point of comparison, 120,000 Allied troops were used in the
“D-Day” assault on French soil on June 6, 1944.% “Amphibious operations are dauntingly
difficult, and for years analysts and scholars have assessed China’s ability to conduct an invasion
as limited, at best.” Especially when one considers that Taiwan’s has 190,000 active-duty army
troops and more than 1 million reservists.1® There will be many challenges if China decides to
place troops on the ground.!®! The United States can exacerbate these issues by dissecting the
daunting pressures the Chinese will face.

For example, Chinese vessels will have to enter the weapons engagement zone of
missiles that can be placed on Taiwan. Taiwan and the United States could defend against a
Chinese assault with the use of intermediate-range ground launch ballistic missiles.'%2 Placing
sea mines could also severely slow the advancement of PLA naval vessels.' A final defeating
blow would be to destroy the ships and troops with a combined land-to-sea assault using short-
range ballistic weapons combined with close-air support.!®* With all of China’s advancements,
the United States could still render Chinese projection capabilities militarily ineffective. If China
believes it could not meet one of its stated primary objectives, the CCP would not enter a war
that it believed it could not win. The CCP cannot risk an overthrow by allowing a situation to
develop where the Chinese population views it as weak.

“Archipelagic Defense”: Dr. Andrew Krepinvich, President of the Center for Strategic
and Budgetary Assessments, coined the term “Archipelagic Defense” in a March 2015 essay as a
way to describe a linked defense along the first island chain.'® Dr. Krepinvich’s idea takes no
boots on the ground a step further and says that the US Army could operate “longer-range
systems capable of intercepting Chinese cruise missiles and destroying advanced Chinese
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aircraft.”% The US military can stop PLA troops from an amphibious assault, and also set up an
artillery force and antiship cruise missiles coastal defense along the first island chain.'%” Similar
to the “No Chinese Boots on the Ground” concept, Dr. Krepinvich also notes that mining “key
chokepoints along the first island chain would greatly complicate a Chinese naval offensive and
hamper China’s ability to harass allied naval forces.”%

Helping with Water: Even though Chinese government officials talk in carefully scripted,
vague messaging, China’s actions show that the state is worried about the future struggle over
natural resources. Water is a Chinese concern. China attempted the world’s biggest water
diversion project, the South-North Water Diversion Project, to try to fix a perplexing water
scarcity problem.% China faces a chronic shortage of water and while there are many reasons
for this,}? it could be an avenue to defeat China’s non-Kinetic warfare strategy. Water will be
China’s main concern because if Chinese people do not have a ready supply of water, a revolt
against the CCP will be imminent. The CCP knows that it must meet the basic needs of its
people or else the communist regime will begin to lose legitimacy. The United States could use a
water scarcity crisis or even an engineering problem to send in military advisors to help. If China
is seen as requiring help from outsiders to take care of its people, its people will start to question
whether or not the system needs a radical change. America has the ability to aid China in its
quest for resources, and America can use this as leverage to defeat China’s non-kinetic
campaign. China knows that it can manipulate other countries with economic enticements, but
America can use China’s natural resource deficiency as a leverage point in a campaign to counter
their strategic messaging. Even if people decrease their water usage, the population and
industrial growth will continue to increase China’s demand for water. Energy resource demands
will also increase in the future. China will look towards the Indian Ocean region for these
resources.

China’s Blue Water Weakness and the Indian Ocean: The PRC is making a strategic
rebalancing of its own in the maritime domain.!'! “China has come to understand just how much
it relies on maritime trade for the supply of energy and raw materials and the passage of its
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exports, which drives its economic growth.”!2 In 2004, President Hu Jintao emphasized the need
to build China’s maritime power and also noted the “Malacca dilemma,” which is the fact that
around 80 percent of China’s oil is transported through the Strait of Malacca (fig. A.6).1** Robert
Kaplan has called the Strait of Malacca the “Fulda Gap of the 21st century” because of the
buildup of resources in and around the Indian Ocean.*!*

The Strait of Malacca is one of many concerns for the PRC in the maritime domain; the
need for a constant flow of energy resources has spread China’s interests to areas such as
Pakistan, Burma, Bangladesh, and Sri Lanka, and other countries that are willing to give China
port access to the Indian Ocean (fig. A.7).1° The dual-use naval ports can be used for merchant
ships and for wartime purposes.

In The Influence of Sea Power Upon History, Alfred Thayer Mahan says that a
determining factor of a state’s power is its ability to protect its shipping business. 11® For China, it
IS more about protecting its energy supply to support its economy. While China’s naval power is
catching up slowly, China’s navy is no match for the US maritime dominance in the Indian
Ocean. China’s demand for energy resources from the Indian Ocean cannot be overstated.
“[China] is the world’s second largest consumer of oil after the U.S.”'!’ China’s oil requirement
has doubled in the last two decades and will do so again in the next two decades.!® China
identified its maritime vulnerability. It has attempted to alleviate its reliance on shipping with
development of seaports, like the one at Gwadar, Pakistan.!® China hopes to build lines of
communication to transport resources from Pakistan into China and also build an oil pipeline.
Like it has done with many other countries, China has offered a huge influx of Chinese money
(in this case $45.6 billion over six years) to secure this energy deal with Pakistan.'?° The United
States could use diplomatic ties with India and Pakistan to stymie China’s plan for oil pipelines.
The US Navy could also hold Chinese assets at risk as they make their way by sea from Africa or
the Middle East through the Indian Ocean travelling to any of China’s proxy seaports. America

has a clear naval advantage that can block Chinese access to its economic lifeline.
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China’s Attempt to Limit Its Maritime Vulnerability: Pipelines from Pakistan and
Russia: China has identified its maritime vulnerability years ago, and the PRC is aggressively
investing in pipelines to reduce its risk. Besides the $45.6 billion to build the China-Pakistan
Economic Corridor, China has also reached a historic deal with Russia. The PRC reached a deal
with Russia after more than 20 years of negotiation that will supply $400 billion worth of
Russian gas to China over the next three decades.?! The Pakistan and Russian pipeline deals are
a clear attempt to subvert its geographic reality and reduce China’s reliance on navigating the
Indian Ocean. These pipelines are just a start. China would like multiple pipelines to cut off the
over 1,800 miles by sea off the present journey from China’s main oil sources to its sea ports.

Render Chinese Strategy Irrelevant

Better Phase “0” Operations: The United States could begin to render the forms of
warfare currently used by China irrelevant by concentrating on Phase “0”—shaping
operations.*?? With a new US outlook, Chinese propaganda and informational methods of
warfare would be ineffective. There are a number of different ways that the United States could
implement these steps.

First, the United States needs to clearly define a strategic end state in the Pacific region
and articulate this to the international community. The articulation of this message as well as the
target audience needs to be viewed as a critical informational campaign. If China attempts to act
in ways that are not in accordance with how the United States is shaping the contextual reality,
then a congruent US informational campaign should immediately take place.

If US assets could use non-kinetic means, such as a cyber-attack, to eliminate restrictions
imposed by the Central Propaganda Department to allow a free flow of information to the
Chinese population, then this would decrease some of the control the CCP has on its people. If
the PRC’s primary concern is nationalism and control over its people, then providing a factual
information counterbalance could defeat the PRC’s domestic propaganda message.

Additionally, the United States should not alter military exercises because of Chinese
requests to do so. China is slowly building up a routine that the American military needs to
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consult with China in order to conduct any operations in the Pacific Theater. 122 This should not
be the case. This degrades US power projection and also diminishes the perception of US
strength in the Pacific. If the United States acts in favor of the Chinese every time it nudges US
action in the Pacific, this could be extremely detrimental to Phase “0” operations. The United
States needs to stick to the concept of freedom of navigation. China could counterbalance this
move with escalatory actions. For example, China could move naval assets within striking
distance to the United States. America must be prepared to deter such actions.

China has also effectively shaped relations between the United States and Taiwan on a
few instances. An example of this is when, in 2009, the United States did not sell all of the items
Taiwan requested and what Taiwan deemed to be a critical capability shortfall.*?* The United
States cannot let the perception exist that PRC pressure can effect US support for Taiwan. If
United States seems to weaken in its backing of Taiwan through its actions, this could send an
unwanted, misconstrued message to the allies in the Asia-Pacific.1%®

To militarily render the A2/AD ineffective, the United States needs to withdraw from the
intermediate-range nuclear forces (INF) in order to help build missile systems that could be used
to deter Chinese aggression.*?® Next, the United States should use allies in the region to help
defray the cost of stopping Chinese boots on the ground. New diplomatic agreements may have
to be made in order to do this, but a countermove to A2/AD construct such as this would render
China’s options for war ineffective.

Additionally, the United States must disperse its assets instead of using fixed sites for
items such as aircraft.!?’ If the United States could increase the Chinese intelligence-
surveillance-reconnaissance (ISR) requirements for targeting, then China’s battlefield decision-
making capability could be retarded to a point of paralysis. There are other options of where to
base aircraft in the Pacific also. If the United States Pacific Air Forces (PACAF) were to enter a
conflict with China, there would be more risk than the forces currently train to. For example,

fighters often limit themselves to 8,000 feet of runway for typical training sorties. This severely
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limits the locations where fighters could be based out of. Fighters can land on shorter runways if
leaders were willing to accept more risk in training.!?®
Conclusion

The US strategists need to rethink the A2/AD construct and how America considers
Chinese foreign policy. The current course can be likened to a pilot and co-pilot who fly into
unexpected weather and land at the wrong airport. This type of mishap usually happens when a
series of events cause confusion and task saturation for the pilots, which then leads to a myopic
focus. The pilots get so absorbed by the unexpected weather difficulties that they forget to
navigate. In making this mistake, the pilots miss the crucial information that was clearly
available that could have prevented the embarrassment of landing at the wrong airport.

The task-saturated pilot and co-pilot scenario is similar to what is happening to America
due to the reflexive control being used by the Chinese. The PRC is creating an environment of
confusion and disinformation to cause the United States “to land at the wrong airport.” The US
focus should not solely be on the A2/AD problem. The United States must recognize that China
can be held at risk in the Indian Ocean. Additionally, China cannot put troops on US allies’
territory if proper defenses are funded. US policy makers must shape an advantageous
environment.

US decision makers must step back and look at the larger picture and think about the
A2/AD process as a piece of a larger strategy that China uses. In January 2015, a professor of
Chinese politics said, “The traditional paradigms for interpreting Chinese foreign policy are
growing increasingly obsolete.”*?° China uses non-kinetic means and conflicting messaging in
order to keep America confused, frustrated, and task-saturated. The PRC’s assertive stance on its
territorial claims will not stop in the future, especially with the potential South China Sea’s vast
oil reserves that could last China for decades.'*

All is not lost. While there are many differences between the United States and the PRC,
there is also common ground that could be used for diplomatic negotiations. However, US
decision makers must realize that the current state of affairs is extremely aggressive and
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proactive steps must be taken in order to counter China’s assertiveness. The United States must
be willing to challenge the current assumption that it understands the A2/AD construct.

Military planners often fall into the trap trying to solve the first problem that comes to
mind. Strategic empaths must continually challenge the assumptions to any plan and be
courageous enough to challenge what is driving and constraining the enemy. America can resist
China’s reflexive control by shaping the environment better today in order to avoid a costly war
tomorrow. The PRC’s greatest vulnerabilities are its inability to project decisive power and the
ability to protect its Indian Ocean sea lines of communication. China has less than 100
amphibious ships to project power and any serious attrition of those vessels significantly impairs
the PRC’s ability to achieve its objectives. This schema combined with leveraging deterrence
options that place the PRC’s Indian Ocean transit routes at risk provide a viable means to counter
aggressive PRC behavior in the Pacific. If the United States ignores the Indian Ocean, the PRC
will eventually have alternate supply routes through Pakistan and Burma and the ability to
employ A2/AD to protect those routes. Now is the time to recognize that a problem exists.
America must be willing to hold China at risk to deter the PRC’s aggressiveness. How the
tension between the United States and the PRC plays out will be heavily influenced by how
America responds to China’s aggression. A transformation must take place across our nation’s

ways and means in order to meet successful future foreign policy ends.

24



Appendix A

\

= EEZ border claimed by Japan
e EEZ border claimed by China
Il Oil and gas fields (Chinese
name in blue, Japanese name
in red)
Bl Disputed area

CHINA
JAPAN

Pacific

Longjing/Asunaro |
X Ocean

Tianwaitian/Kashi + 5
: — { Duangiao/Kusunoki
Location of
Diaoyu/Senkaku
Islands

| Chunxiao/Shirabaka

Figure A.1. Exclusive Economic Zone (EEZ) dispute over Senkaku Islands
(Reprinted from “Territorial Disputes Hamper Exploration and Production of
Resources in the East China Sea,” U.S. Energy Information Administration, 5
October 2012, http://www.eia.gov/todayinenergy/detail.cfm?id=8270).
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Figure A.2. China’s development of
the Spratly Islands (Reprinted from
“Construction in the South China
Sea,” The Economist, 28 Feb 2015,
35).
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Figure A.3. Picture of Xinhua News
Agency advertising in Times Square,
(Reprinted from Xinhuanet.com,
http://news.xinhuanet.com/english2010/ph
0t0/2011-08/02/131023654_9221n.jpg).
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Figure A.7. China’s port system to support energy access. (Reprinted from Joint Operating
Environment (JOE) 2008 and included location of China’s Anti-Pirate Task Force operation
off the coast of Somalia http://www.eaglespeak.us/2010/06/india-and-chinas-string-of-pearls-
sea.html).
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