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We develop and analyze a trust management protocol for mission-driven group communication

systems in mobile ad hoc networks using hierarchical modeling techniques based on stochastic Petri

nets. Trust among mobile nodes is crucial for team collaborations with new coalition partners without

prior interactions for mission-driven group communication systems in battlefield situations. In

addition, ensuring a certain level of trust is also critical for successful mission completion. Our work

seeks to identify the optimal length of a trust chain among peers in a trust web that generates the most

accurate trust levels without revealing risk based on a tradeoff between trust availability and path

reliability over trust space. We define a trust metric for mission-driven group communication systems

in mobile ad hoc networks to properly reflect unique characteristics of trust concepts and demonstrate

that an optimal trust chain length exists for generating the most accurate trust levels for trust-based

collaboration among peers in mobile ad hoc networks while meeting trust availability and path

reliability requirements.

Published by Elsevier Ltd.
1. Introduction

Mobile ad hoc networks (MANETs) are defined as multi-hop
wireless networks dynamically formed by mobile nodes, operat-
ing without the help of any centralized infrastructure (Tardiff
and Gowens, 2001). Group communication systems (GCSs) in
MANETs, such as in military battlefields or first responder
scenarios, require teamwork and collaboration to achieve a
mission that depends on the trust relationships among group
members (Li et al., 2008). Blaze et al. (1996) first introduced the
term trust management and identified it as a separate component
of security services in networks. Trust management in MANETs
also has received considerable attention due to its crucial neces-
sity and diverse applicability. Trust management in MANETs is
needed when participating nodes, without any previous interac-
tions, desire to establish a network with an acceptable level of
trust relationships among themselves, for example, in building
initial trust bootstrapping, or in coalition operation without
predefined trust. Trust management is also required in the
collection and distribution of evidences to assess or maintain
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the levels of trust required for successful task completion. In
addition, trust management has diverse applicability in many
decision making situations requiring collaboration of participating
nodes with goals such as secure routing, key management, intrusion
detection, authentication, and access control (Capkun et al., 2003; Li
and Singhal, 2007; Theodorakopoulos and Baras, 2004).

In addition to the challenges faced in the design of stationary
wired networks, security protocol designers for GCSs in MANETs
face technical challenges due to the unique characteristics of
MANETs such as resource-constraints (e.g., bandwidth, memory,
energy, computational power), openness to eavesdropping, high
security threats or vulnerabilities, inherent unreliability of com-
munications over a wireless medium, and rapid changes in
topologies or memberships due to node mobility or failure
(Tardiff and Gowens, 2001). Security protocols designed for
military MANETs must also take into account unique scenarios
not typically encountered in civilian applications, such as hostile
environments, proneness of nodes to capture and subversion,
heterogeneity of nodes and of interacting networks, support
dynamic communities of interest and coalition operations, ability
to reconfigure rapidly to cope with dynamics, while at the same
time ensuring that network control and operations are not
complex (Plesse et al., 2004).

In order to construct trustable collaborative environments
based on unique characteristics of MANETs, many researchers
(Abdul-Rahman and Hailes, 1997; Bhargava et al., 2004; Blaze
trust management with trust chain optimization in mobile ad
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et al., 1996; Capra, 2004; Li and Singhal, 2007; Li et al., 2008;
Mahmoud, 2007; Theodorakopoulos and Baras, 2004; Yang et al.,
2007) have adopted trust concepts to evaluate the relationships
among group members. In the social sciences, trust is defined as
the degree of a subjective belief about the behaviors of a
particular entity (Cook, 2003).

In developing trust management systems for MANETs,
researchers have heavily focused on developing secure ad hoc
routing protocols based on trust or reputation with the aim of
isolating malicious or selfish nodes for improving system metrics
(e.g., end-to-end packet delivery ratio) (Balakirshnan and
Varadharajan, 2005; Theodorakopoulos and Baras, 2004; Yang
et al., 2007). However, no prior work exists on trust management
in MANETs that properly accounts for dynamically changing
environments including topology changes, membership changes,
energy depletion, nodes’ heterogeneity (e.g., different energy
levels of nodes), selfishness, healthiness or honesty (i.e., not
compromised), and frequency of interactions over time.

Our work takes into account the dynamically changing condi-
tions in MANET environments. Our aim is to design and evaluate a
trust management protocol for mission-driven GCSs in MANETs.
Evidences for trust may be gathered via direct interactions or
indirect interactions reported by nodes over multiple hops. Using
longer trust chain length potentially increases the accuracy of
estimated trust levels; but there is a tradeoff with latency,
overhead and risk. The value of the reported evidence decays
over time and space. We seek to characterize the tradeoff
between trust accuracy and path reliability in terms of the length
of a trust chain. Our trust management protocol takes into
account the presence of selfish and malicious (i.e., inside and
outside attackers) nodes when participating nodes are assumed to
have no prior interactions.

Trust availability is measured by the probability that a trustor
(or evaluator) node can find a target node within a specified
number of hops to obtain its trust level. Trust decays as the trust
chain grows, and is measured by reliability of a route that the
trust information of a remote node is passed by intermediate
nodes, called path reliability.

The contributions of this work are as follows. First, we develop
and evaluate a trust metric that reflects unique characteristics of
GCSs in MANET environments such as subjectivity, asymmetry,
transitivity, dynamicity, and context-dependency. Second, we
develop a mathematical model based on stochastic Petri net (SPN)
techniques to evaluate design tradeoffs. In particular, we develop
a hierarchical modeling technique to avoid state explosion pro-
blems and to efficiently calculate the trust levels of a large
number of nodes. Third, we incorporate concept of social net-
works inspired by theories from social sciences to model trust-
based GCSs in MANETs. We model the social behavior of a node in
the social network by its social trust viewed by other peers in the
network. Fourth, we identify the optimal trust chain length that
would generate the most accurate trust levels of peers on the
trust chain based on the tradeoff between trust availability and
path reliability as the length of the trust chain grows.

The rest of this paper is organized as follows. Section 2 surveys
related work in the literature. Section 3 discusses trust concepts
in MANETs, provides backgrounds on social networks, and
describes our proposed trust management protocol. Section 4
describes the system model and assumptions, the main design
features, defines the trust metric, and describes the attack model.
Section 5 develops the SPN performance model and describes
how the SPN model can be used to evaluate system behaviors
under the proposed trust management protocol. Section 6 gives
numerical results obtained through the evaluation of our perfor-
mance model and provides their physical interpretations. Finally,
Section 7 concludes our paper and suggests future work.
Please cite this article as: Cho J-H, et al. Modeling and analysis of
hoc networks. J Network Comput Appl (2011), doi:10.1016/j.jnca.20
2. Related work

Evidence-based trust management and monitoring-based trust

management (Li and Singhal, 2007) are two popularly accepted
methodologies to evaluate trust values of a node; see, e.g.,
Balakirshnan and Varadharajan (2005), Blaze et al. (1996),
Theodorakopoulos and Baras (2004), and Yan et al. (2003).
Evidence-based trust management considers anything that proves
the trust relationships among nodes including public key, address,
identity, or any evidence that any node can generate for itself or
other nodes through a challenge and response process. Monitor-
ing-based trust management rates the trust level of each partici-
pating node based on direct as well as indirect information. Direct
information includes observations of a node’s behaviors such as
packet dropping and flooding. Indirect information includes
reputation ratings forwarded by other nodes.

Existing trust management or trust-based network protocols
in MANETs are developed with diverse purposes such as secure
routing, access control, intrusion detection, key management, and
authentication. For developing collaborative secure routing pro-
tocols in MANETs, many papers seek to detect misbehaving nodes
including both selfish and malicious nodes (Ghosh et al., 2005; Li
et al., 2008; Mundinger and Boudec, 2008; Nekkanti and Lee,
2004; Pirzada and McDonald, 2004; Soltanali et al., 2007; Sun
et al., 2006). Most of these secure routing protocols are proposed
based on characteristics of trust (e.g., asymmetry, transitivity,
subjectivity, dynamicity, and context-dependency) by considering
either selfish nodes or malicious nodes or both. However, no prior
work comprehensively addresses the unique characteristics of
trust in MANETs.

Trust management is also used to ensure authentication

(Ghosh et al., 2005; Pirzada and McDonald, 2004). The weighted
transitivity property of trust was used to extend the trust space
based on the concept of a trust chain. However, this work only
uses direct information to evaluate trust. Further, they did not
seek to optimize the length of the trust chain.

Intrusion detection is also targeted as a goal of trust management
schemes in MANETs (Albers et al., 2002; Ahmed et al., 2006). Albers
et al. (2002) proposed a trust-based Local Intrusion Detection
System (LIDS). Ahmed et al. (2006) leveraged intrusion detection
mechanisms in order to evaluate the trust levels of participating
nodes. However, their work considered direct observations only.
Access control is a popular application of trust management in
MANETs (Adams and Davis, 2005; Gray et al., 2002; Luo et al.,
2004). Gray et al. (2002) proposed a trust-based admission control
based on local and global policies to measure trust level per session
in MANETs, but does not consider node dynamics or failure. Luo
et al. (2004) proposed a trust-based control system based on
threshold cryptography. Adams and Davis (2005) developed an
access control mechanism based on both direct observations and
reputation to detect misbehaving nodes.

Trust has also been applied in developing key management

protocols in MANETs (Adams and Davis, 2005; Hadjichristofi
et al., 2005; Li et al., 2006; Virenda et al., 2005). Virendra et al.
(2005) proposed a trust-based security architecture for secure
distributed control in MANETs. However, no analytical results
were given to prove the effectiveness of their protocol.
Hadjichristofi et al. (2005) presented a key management protocol
providing redundancy and robustness of Security Association (SA)
establishment between pairs of nodes in MANETs based on a
hierarchical trust Public Key Infrastructure (PKI) model where
nodes can dynamically take management roles. However, trust
relationships are derived solely from certificate chains. Adams
and Davis (2005) proposed a node-centric reputation manage-
ment scheme that considers feedback of a node’s behavior with a
reputation index. The reputation index is used to weigh a
trust management with trust chain optimization in mobile ad
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recommender’s reputation when evaluating feedback provided by
the recommender on the trustworthiness of another node. Li et al.
(2006) demonstrated a public key management protocol for
providing authentication. Yan et al. (2003) proposed a trust-based
solution to provide effective security decisions on data protection,
secure routing, and other network activities. Jiang and Baras
(2004) proposed a trust distribution scheme, called Ant-Based
trust Evidence Distribution (ABED), based on the swarm intelli-

gence paradigm. Baras and Jiang (2004) further addressed dis-
tributed trust computation and establishment using random
graph theory. Theodorakopoulos and Baras (2004) proposed a
trust evidence evaluation scheme for MANETs based on the
theory of Seminrings. The evaluation process is modeled as a path
problem in a directed graph where nodes indicate entities and
edges represent trust relations. Recently Buckerche and Ren
(2008) proposed a distributed reputation evaluation prototype.
Moloney and Weber (2005) presented a trust-based security
system that generates appropriate trust levels based on the
consideration of the unique characteristics of MANETs as well as
context-awareness.

Our work differs from the existing work cited above in that we
consider a comprehensive set of trust properties in MANETs and
we incorporate the trust concept into social networks in devel-
oping our trust management protocol.

Our research has its root in quantitative modeling (Ciardo
et al., 1994/1999; Sahner et al., 1996). We use an SPN as our
mathematical model for performance analysis. An SPN model is
essentially a concise representation of a Markov or semi-Markov

model, capable of accommodating a large number of states. It can
also accommodate general time distributions other than com-
monly used exponential time distributions for modeling system
events. In the literature on trust management for MANETs, little
has been done using quantitative modeling techniques (Li, 2008;
Moe et al., 2008; Mundinger and Boudec, 2008). Mundinger and
Boudec (2008) used a stochastic process model. Li (2008) mod-
eled opinion to represent trust among nodes using subjective logic.
Moe et al. (2008) described the trustworthiness of a node using
the state probability of the node in a hidden Markov model (HMM).
Different from our prior work (Cho et al., 2009), this work focuses
on identifying the optimal trust chain length for generating the
most accurate trust levels evaluated by the new trust metric
which embeds the tradeoff between trust availability (i.e.,
extended trust space) and path reliability (i.e., trust decays over
space).
3. Preliminaries

3.1. Properties of trust in MANETs

Due to the unique characteristics of MANETs and the inherent
unreliability of the wireless medium, trust management for
MANETs should encompass the following trust concepts. First,
trust is dynamic, not static. Trust in MANETs should be established
based on spatially and temporally local information, which may
be incomplete or inaccurate due to network dynamics (Capra,
2004). Second, trust is subjective (Abdul-Rahman and Hailes,
1997). In MANETs, different nodes may assess different trust
levels with respect to a target node due to different experiences
with the node. Third, trust is not necessarily completely transitive

(Sun et al., 2006). For example, if A trusts B, and B trusts C, but A

does not necessarily trust C. Fourth, trust is asymmetric and not
necessarily reciprocal (Adams and Davis, 2005). When A trusts B

with a trust level a, it does not mean B trusts A with the same
trust level a or may mean B may even distrust A. Finally, trust is
context-dependent (Sun et al., 2006). For example, A may trust B as
Please cite this article as: Cho J-H, et al. Modeling and analysis of
hoc networks. J Network Comput Appl (2011), doi:10.1016/j.jnca.20
a wine expert but not as a car fixer. For more details of trust
concepts and properties in MANETs, readers are referred to (Cho
et al., 2010).

3.2. The proposed trust management for MANETs

We assume that there is no predefined trust in the initial
network deployment. Without previous interactions, the initial
bootstrapping will establish a shallow level of trust based only on
indirect information (e.g., reputation from historically collected
data or recommendation by third parties) and authentication by a
challenge/response process (e.g., public key authentication). Over
time, nodes will establish a stronger trust level with more
confidence among group members based on direct interactions.

Trust is subjective and asymmetric as we described above.
Each node has a different capability (e.g., energy, number of 1-hop
neighbors, cooperativeness, and honesty) and it may use its own
capabilities as criteria to evaluate other nodes. In organizational
management (Schoorman et al., 2007), a supervisor tends to trust
an employee less than the employee trusts the supervisor. Like-
wise, in this work, a node with high capability may evaluate other
nodes’ trust levels more strictly than a node with low capability.

Our protocol allows each node to evaluate the overall trust of
other nodes as well as to be evaluated by other nodes based on
two factors, social trust and QoS (quality-of-service) trust. Social

trust may include friendship, honesty, privacy, and social reputa-
tion or recommendation derived from direct or indirect informa-
tion for ‘‘sociable’’ purpose. On the other hand, QoS trust may
embrace competence (e.g., computational power, radio range, or
energy), dependability, successful experience, cooperativeness
(unselfishness), and task-oriented reputation or recommendation
computed from direct or indirect information for a mission
execution purpose.

Trust is context-dependent particularly in dynamic distributed
systems such as MANETs. That is, the combination of social trust
and QoS trust will contribute to generating the overall trust
metric; the weight ratio will vary with the degree of difficulty
or risk of the assigned mission, and may dynamically react to
operational and environmental network conditions.

Our composite trust metric takes network dynamics into
account. Trust decays over time without further updates or
interactions between entities. Node mobility also hinders contin-
uous interactions with other group members, lowering the
chances of evaluation of each other in the group. This includes
cases such as a node moving to other areas causing its disconnec-
tion from the current group, leaving a group for tactical reasons,
voluntary disconnection (for saving power) or involuntary dis-
connection (due to physical terrain or low energy). We also
assume that individual nodes may behave selfishly in resource-
constrained MANET environments.

We adopt the concept of web of trust (Capra, 2004; Cook, 2003)
in order to expand trust over space based on a weighted
transitivity of trust. We obtain a certain degree of trust based
on the length of a trust chain. For example, when the length of the
trust chain is 4, e.g., A trusts B, B trusts C, C trusts D, and D trusts E,
then A may trust E. However, the longer the trust chain, the more
is the decay in the degree of trust (Capra, 2004). We also use the
concepts of referral and functional trust defined by Josang and
Pope (2005). Note that recommendations passed by a node is the
trust value only based on direct observations or relationships.
Particularly, notice that trust information passed by nodes A, B, C,
and D is referral trust (e.g., they do not have direct relationship
with node D but know someone who has direct relationship with
D) while one passed by D about node E is called functional trust
(i.e., node D actually has direct relationship with node E) (Josang
and Pope, 2005).
trust management with trust chain optimization in mobile ad
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According to Josang and LoPresti (2004) and Solhaug et al.
(2007), if the measured trust (often called the subjective level of
trust probability or simply called trust) overestimates trustworthi-

ness, the objective level of trust probability, then collaboration
may be risky, since the chance of being betrayed by a trustee
increases. On the other hand, if the measured trust underesti-
mates trustworthiness (actual trust), a trustor may lose benefit by
not collaborating with potentially good partners.

Our proposed trust management system is for a GCS in
military MANETs where a symmetric key, called the group key,
is used as a secret key for communications between group
members (Steiner et al., 1996). Upon a node’s disconnection from
the group, the system generates and redistributes a new key so
that non-member nodes will not be able to access a valid secret
group key. However, our proposed approach will still allow each
group member to keep the old trust information on non-member
nodes so that they can reuse the old trust information for future
interactions, properly weighted to reflect the decay over time.
This may prevent a newcomer attack attempting to flush out its
notorious past trust or reputation.
4. System model

4.1. Protocol design and assumptions

We assume a pure MANET environment, without a centralized
trusted entity, where nodes communicate through multi-hops.
We assume that mobile devices are carried by dismounted
soldiers and consider walking speeds (0,x] m/s for node mobility
where x indicates the upper bound of a speed of an entity. Nodes
may have different levels of energy and speed, thus reflecting
characteristics of a heterogeneous network. Each node periodi-
cally beacons its id and location information which enables
neighboring nodes to easily detect node failures and maintain
valid group membership in a timely manner. We consider a single
group with a single assigned mission. Involuntary disconnections
or reconnections caused by network topology changes (e.g., net-
work split or merge due to node mobility or failure) are implicitly
considered by a node’s join or leave process and the correspond-
ing rekeying cost is considered in calculating energy consumption,
as shown in the Appendix of the paper. A node’s disconnections or
reconnections is incorporated in calculating trust values of a node
based on the ‘‘closeness’’ trust component which represents the
degree of 1-hop neighbors of each node.

We assume that nodes often behave maliciously or selfishly
caused by their inherent nature as well as environmental or
operational conditions. That is, other than being affected by their
given nature, nodes are also affected by operational conditions.
For example, a node is much more likely to be selfish to save its
own energy particularly when the energy level is low. Further, a
node can be compromised. We relate the energy level of a node
with the rate at which the node may be compromised. That is, a
node is more likely to be compromised when its energy level is
low and vice versa since a node with high energy is more capable
of defending itself against attackers by performing more energy-
consuming defense mechanisms. Note that the association
between a node’s status and its behavior is based on the
assumption that each node has its own inherent nature to trigger
bad behaviors.

We assume that there exists a distributed intrusion detection
subsystem (IDS) for detecting insider attacks (compromised
nodes). As soon as a node is detected by IDS, the node is no
longer alive in the system meaning that trust value of the node
will drop suddenly. We do not prescribe specific IDS, but assume
that its false positive and false negative probabilities are known.
Please cite this article as: Cho J-H, et al. Modeling and analysis of
hoc networks. J Network Comput Appl (2011), doi:10.1016/j.jnca.20
We define the selfish behavior of a node as dropping group
communication packets transmitted from other nodes. Thus, even
though the node is selfish, it cooperates to perform rekeying and
IDS-related operations. We also assume that potential attackers,
compromised but not detected by IDS, may disseminate bogus
packets.

The energy level of each node is adjusted depending on its
status. For simplicity, we only consider energy consumption
based on the communication mode: receiving or transmitting,
without considering idle listening. For example, if a node becomes
selfish, the rate of energy consumption is slowed down and vice
versa. If a node becomes compromised but not detected by IDS,
the rate of energy consumption would grow since the node may
have a chance to perform attacks, thus consuming more energy.
We also consider redemption mechanisms for selfish nodes. We
use a period of reevaluation for selfish nodes, at the end of which
a selfish node can determine whether it will resume normal
behavior or continue being selfish depending on its own remain-
ing energy level. In addition, when a node is not a member, it will
not consume as much energy as when it is a member. We model
group member join and leave operations as most GCSs do. Upon
every membership change due to join/leave/eviction, individual
rekeying will be performed based on a distributed key agreement
protocol.

We assume that a node’s trust value is assessed based on
direct observations and indirect information passed from recom-
menders. For indirect information, this work uses recommenda-
tions obtained from 1-hop neighbors of a target node. We call
intermediate nodes passing the recommendation from the 1-hop
neighboring recommenders of the target node referral recommen-

ders. The 1-hop neighboring recommenders of the target node are
called functional recommenders. In our protocol, the functional
recommenders selected are the ones that have the highest trust
values about the target trustee node. The rationale is twofold.
First, with the presence of IDS that evicts bad nodes, there is a
high probability that the functional recommenders selected are
good nodes. Second, our trust metric reflects the amount of
interactions between the trustor and the trustee, so selecting
those functional recommenders having high trust values about a
target node means that these functional recommenders selected
have interacted more with and consequently know well about the
target node. However, the referral recommenders are selected
randomly in order to avoid dominant correlation of recommenda-
tions relayed by nodes that are regarded as highly trustable but
actually compromised but undetected. Note that all recommen-
ders provide their recommendations based on their direct obser-
vations (i.e., direct trust), not based on indirect information (i.e.,
indirect trust). Josang and Pope (2005) explained that when
derived trust (trust evaluated by both direct and indirect trust)
is used for recommendations, trust information from a compro-
mised referral node can be passed to multiple places and may
cause serious security vulnerability.

If the number of recommendations received is less than the
one required (i.e., # of recommendationso9S9 in Eq. (6)), recom-
mendations from all 1-hop neighbors (functional recommenders)
can be used. Further, when no trust information is received, then
each node simply relies on the trust information collected at a
previous trust update.

It is assumed that each node can observe behaviors of its 1-hop
neighbors and computes trust component values based on the
direct observations using a reputation monitoring mechanism
such as Watchdog or Pathrater (Marti et al., 2000). Each node
periodically disseminates this direct trust information of its 1-hop
neighbors and its own ID using a group key, via so called status
exchange messages. This will enable each node to compute trust
values of other nodes considering the original recommendation
trust management with trust chain optimization in mobile ad
11.03.016
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from the 1-hop neighbors of a target node as well as the reliability
of the path over which the trust information is obtained. When a
node receives the status exchange message, it can calculate trust
based on desired trust availability and required path reliability.
Trust availability is the probability that a target node exists within
n-hop distance from an evaluator’s location where n is the length
of the trust chain used. Thus, as n increases, trust availability
increases. On the other hand, when a target node is found within
n hops from the evaluator’s location, the reliability of the route
(called path reliability) taken to pass the trust information from a
functional recommender will decrease. We calculate path relia-
bility as the product of referral trust values of all referral
recommenders (or relay nodes). The referral trust value is
measured by the product of two direct trust components values,
honesty and cooperation (not faking or not dropping packets).
Thus, as n increases, path reliability decreases. Based on this
tradeoff, each node adjusts the length of its trust chain in order to
collaborate with more nodes by having desired trust availability
while maintaining required path reliability.

4.2. Trust metric

We consider a trust metric that spans two aspects of the trust
relationship. First, social trust (Golbeck, 2009) will be evaluated to
account for social relationships. We consider honesty and closeness
for social trust where honesty refers to the degree of being
uncompromised and closeness is measured by how many 1-hop
neighbors a node has in the social network. Second, QoS trust

accounts for the capability of a node to complete a given mission.
We consider the energy level and degree of cooperation (or
unselfishness) to estimate the QoS trust level of a node. A node’s
trust value changes dynamically to account for trust decay over time
due to node mobility or failure, as the trust chain becomes longer, as
the node’s energy level changes, as a node becomes compromised or
not, and as the node becomes selfish or cooperative.

We define a node’s trust level as a continuous real number in
the range [0, 1], with 1 indicating complete trust, 0.5 ignorance,
0 complete distrust. The overall trust value is derived based on
four components reflecting a node’s status in terms of energy
level (degree of remaining energyrenergy threshold, Tenergy),
honesty (i.e., degree of being uncompromised), cooperation (i.e.,
degree of being cooperative or unselfish), and closeness (i.e.,
number of 1-hop neighbors). In order to calculate trust values
probabilistically, we develop analytical models based on SPN
techniques to obtain each trust component. The obtained trust
component values are used as the basis of deriving trust values
probabilistically using our proposed trust metric below. Note that
in practice energy and honesty trust component values can be
binary as 0 or 1 while the cooperation trust component value can
be a probability based on statistical data available for packet
dropping behaviors during a trust update interval. Closeness is
expressed by the number of 1-hop neighbors to represent relative
largeness of 1-hop neighbors.

Now we address how the trust value toward a node is
calculated. Our trust metric reflects four trust components as
mentioned above: cooperation, energy, closeness, and honesty.
The trust value (Tn�hop

i,j ðtÞ) of node j as evaluated by node i using a
trust chain with n hops is given by

Tn�hop
i,j ðtÞ ¼w1Tn�hop,cooperation

i,j ðtÞþw2Tn2hop,energy
i,j ðtÞ

þw3Tn�hop,closeness
i,j ðtÞþw4Tn�hop,honesty

i,j ðtÞ ð1Þ

The four trust components shown in Eq. (1) are weighted
equally with w1¼w2¼w3¼w4 where w1þw2þw3þw4¼1 in our
study. Now we explain how each trust component, Tn�hop,X

i,j ðtÞ,
where X¼cooperation, energy, closeness, or honesty, is computed.
Please cite this article as: Cho J-H, et al. Modeling and analysis of
hoc networks. J Network Comput Appl (2011), doi:10.1016/j.jnca.20
Given n hops as the maximum length of a trust chain for node i

to find trust information about node j, node i can update node j’s
trust value at time t with both direct (or self) and indirect
information. If node j cannot be found within n hops, node i

relies on node j’s past trust value with some decay factor.
Reflecting these two cases Tn�hop,X

i,j ðtÞ is given by

Tn�hop, X
i,j ðtÞ ¼ aðbTn�hop, X

i,j ðt�DtÞþð1�bÞTn�hop, indirect�X
i,j ðtÞÞ

þð1�aÞTn�hop, X
i,j ðt�DtÞ0 ð2Þ

Tn�hop, X
i,j ðtÞ0 ¼ e�rTn�hop, X

i,j ðtÞ where r¼DtðhÞ ð3Þ

The first term with probability a is for the case in which node j

is found within n hops from node i’s location, and both direct and
indirect information is used to derive the trust value of node j

evaluated by node i. The second term with probability (1�a) is
for the case in which node j is not found within n hops from node
i’s location and the trust value at time t is evaluated based on past
trust information at time ðt�DtÞ with the decay factor to consider
the staleness (r), as shown in Eq. (3). Note that Eqs. (2) and (3) are
applied only when node i exists in the system. When node i does
not exist in the system due to energy depletion or eviction by IDS,
node i’s trust value will drop to zero. In Eq. (2), b is used as a
weight parameter for the node’s own information, say ‘‘self-
information’’ based on the past experience using trust value at
time ðt�DtÞ and (1�b) is a weight parameter for indirect
information using recommendations, say ‘‘others-information.’’
In Eq. (2), a is the so called trust availability mentioned earlier, and
can be obtained probabilistically from our SPN model by

a¼
Pn�hop

i,j ðtÞ

Pmax�hop
i,j ðtÞ

ð4Þ

where max indicates the maximum possible hops that node i can
use to find node j while n refers to the maximum allowed hops for
node i to use for finding node j in the operational area. We obtain
a probabilistically from our SPN model but in practice, Pn�hop

i,j ðtÞ is
1 when node j is found within n hops from node i’s location,
otherwise, it is 0. Further, Pmax�hop

i,j ðtÞ is1 when node j is still alive
in the system (that is, not compromised, or energy depleted);
otherwise, it is 0. The probability that nodes i and j are within n

hops, Pn�hop
i,j ðtÞ, shown in Eq. (4), is obtained via

Pn�hop
i,j ðtÞ ¼

Xn

k ¼ 1

qk�hop
i,j

where

qk�hop
i,j ðtÞ ¼

X
ðl,mÞES
ðPloc ¼ l

i ðtÞPloc ¼ m
j ðtÞÞ ð5Þ

Here S is a set covering all (l, m) pairs with the distance between
areas l and m being k hops. Notice that Pn�hop

i,j ðtÞ is the probability
that hop distance between two nodes rn hops, while qk�hop

i,j ðtÞ is
the probability that the hop distance between two nodes exactly
equals k. Ploc ¼ k

i ðtÞ is the probability that live node i is located in
area k and can be directly obtained from our SPN model for
statistical calculation. As mentioned above, in practice, Pn�hop

i,j ðtÞ

has binary value (0 or 1), and Eq. (5) is used to obtain it
probabilistically from our SPN model.

In Eq. (2), the indirect information for trust component X is
computed by

Tn�hop, indirect�X
i,j ðtÞ ¼

Xn

k ¼ 1

P
mASðT

k�hop,PR
i,m ðtÞTdirect�X

m,j ðtÞÞ

9S9

 !
qk�hop

i,j

Pn�hop
i,j ðtÞ

0
@

1
A

8<
:

9=
;
ð6Þ

Tk�hop,PR
i,m ðtÞ ¼ TPR

i,m1ðtÞT
PR
m1m2ðtÞ. . .T

PR
mðk�2Þ,mðtÞ where k42 ð7Þ
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T1�hop,PR
i,m ðtÞ ¼ TPR

i,mðtÞ, T2�hop,PR
i,m ðtÞ ¼ TPR

i,mðtÞ ð8Þ

where m is a functional recommender

TPR
i,w ¼ Tdirect-honesty

i,w ðtÞTdirect-cooperation
i,w ðtÞ ð9Þ

In Eq. (6), S is the set of functional recommenders having the
highest trust values toward node j. In Eq. (6), Tk�hop,PR

i,m ðtÞ refers to
the path reliability for the k-hop route between nodes i and m.
Tk�hop,PR

i,m ðtÞ is specified in Eq. (7) for k42. As shown in Eq. (8),
when kr2, m is the functional recommender of node j as well as
the 1-hop neighbor of node i. This process reflects the incomplete

transitivity characteristic of trust. Note that based on Josang and
Pope (2005), we use referral trust with Tk�hop,PR

i,m ðtÞ and functional
trust with Tdirect�X

m,j ðtÞ. Further, Tn�hop, indirect�X
i,j ðtÞ is derived based

on direct trust relationships between all intermediate nodes from
node i to node j in order to avoid the incorrect trust derivation
problem indicated in Josang and Pope (2005). Eq. (9) describes
how the path reliability between nodes i and w is obtained based
on direct observations of node w’s honesty and cooperation by
node i.

The trust value of node j based on direct observations by node
i, for a trust component X at time t, Tdirect�X

i,j ðtÞ, is obtained by

Tdirect�X
i,j ðtÞ ¼min

PX
j ðtÞ

PX
i ðtÞ

, 1

" #
ð10Þ

Tdirect�X
i,j ð0Þ ¼ 0:5 ð11Þ

In Eq. (10), we reflect the subjective characteristic of trust by
dividing node j’s capability ðPX

j ðtÞÞ by node i’s capability ðPX
i ðtÞÞ

where PX
i ðtÞ for all j’s is obtained directly from our analytical

model based on SPN techniques. As Eq. (11) shows, we also
assume that all nodes are trustable having ignorance trust value
0.5 in the beginning, say at time t¼0.

PX
i ðtÞ values for X¼cooperation, energy, or honesty are directly

obtained from our SPN while the one for X¼closeness should be

computed based on location information (Ploc ¼ l
i ðtÞ where l indi-

cates a particular area) obtained from our SPN model. Pcloseness
i ðtÞ

refers to the degree of node i’s closeness to any neighboring node j

at time t and is computed by

Pcloseness
i ðtÞ ¼

PN
j ¼ 1, ja i P1�hop

i,j ðtÞPN
j ¼ 1, ja i Pmax�hop

i,j ðtÞ
ð12Þ

PN
j ¼ 1, ja i P1�hop

i,j ðtÞ indicates the number of 1-hop neighbors of

node i at time t and
PN

j ¼ 1, ja i Pmax-hop
i,j ðtÞ is the number of all live

nodes in the system except node i at time t. Thus, Pcloseness
i ðtÞ is the

average closeness of node i toward any node j.
We also derive the values of objective trust on each node in

order to compare it against the trust value calculated by each
node, the so called subjective trust, based on Eqs. (1)–(12). The
objective trust is calculated based on the actual information of
each node without considering trust decay over time and the
length of a trust chain. The objective trust of node i is
calculated by

Tobj
j ðtÞ ¼w1Pcooperation

j ðtÞþw2Penergy
j ðtÞþw3Pcloseness

j ðtÞþw4Phonesty0
j ðtÞ

ð13Þ

As Eq. (1), the four trust components shown in Eq. (1) are
weighted equally with w1¼w2¼w3¼w4 where w1þw2þw3þ

w4¼1 in our study. Here PX
j ðtÞ values for X¼cooperation, energy,

closeness, or honesty0 are component of the overall trust value.
Note that Phonesty0

j ðtÞ is used for computing objective trust in
Eq. (13) while Phonesty

j ðtÞ is used for deriving the measured
subjective trust using Eqs. (1)–(12). In Phonesty0

j ðtÞ, undetected
Please cite this article as: Cho J-H, et al. Modeling and analysis of
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compromised nodes are also considered as dishonesty. The
difference between Phonesty

j ðtÞ and Phonesty0
j ðtÞ) is that Phonesty0

j ðtÞ

reflects actual compromised nodes, including compromised nodes
that were not detected by IDS while Phonesty

j ðtÞ only accounts for
the compromised nodes detected by IDS. Note that we do not
assume that the IDS is perfect (i.e., non-zero false positives and
false negatives). The objective trust in Eq. (13) is devised to refer
to trustworthiness mentioned in Josang and LoPresti (2004) and
Solhaug et al. (2007), meaning the objective level of trust
probability.

The goal of this study is to identify an optimal trust chain length
that can generate the measured subjective trust values (based on
Eqs. (1)–(12)) most accurately but safely (not revealing risk) when
compared with the objective trust values based on Eq. (13).

4.3. Energy model

We associate the energy level of a node with its state:
compromised or not, selfish or not, and member or not. Depend-
ing on the amount of remaining energy, each node acts differ-
ently. The rate of energy consumption is also affected by the
node’s status. Thus, these parameters are interwoven and affect
the node’s lifetime significantly.

The proposed GCS must handle events that trigger various types
of messages, including beacon, group communication, rekeying,
status exchange, and intrusion detection (IDS) messages, as well as
bogus messages from possible attackers. Recall that the status
exchange message is used for trust evaluation of 1-hop neighbor-
ing nodes as well as other distant nodes. Each node transmits this
status exchange containing the trust component values (for func-
tional trust) of its 1-hop neighbors attached with its ID. Further,
when the trust information for functional trust is forwarded,
intermediate nodes will attach its direct referral trust about the
previous node into the packet. A node will not forward a trust
information packet when the received packet reaches the allowed
length of the trust chain (in hops). More details of computing
energy consumption are described in the Appendix of this paper.

4.4. Attack model

We consider the presence of outside and inside attackers by
non-group members and legitimate group members, respectively.
We assume that the existing prevention techniques such as
encryption, authentication, or rekeying inhibit outsider attacks.
Our trust management protocol will utilize IDS to detect inside
attackers (compromised nodes) in order to achieve high
survivability.

We assume that a node becomes compromised with a certain
rate which can be obtained based on first-order approximation of
historical attacker data in practice. We assume that an inside
attacker, particularly compromised but not detected by IDS, may
consume more energy in order to disseminate bogus messages,
which is a way to perform a distributed denial of service (DDoS)
attack. Further, inside attackers may modify or forge messages to
disrupt normal group communication. We consider that selfish
nodes in the system may perform packet dropping attacks. We
also assume that smart inside attackers may not disrupt rekeying
operations in order not to be easily detected by IDS. Further, they
may want to have a chance to disrupt the entire system or fail
a given mission by obtaining a secret key (i.e., group key)
for performing more active attacks. A time-out mechanism
embedded in performing a rekeying operation enables IDS to
easily detect any node disrupting the rekeying operation. IDS will
categorize nodes performing real attacks as ‘‘blacklisted’’ culprits
and forward them to the GCS for permanent evictions of proven
attackers through individual rekeying operations.
trust management with trust chain optimization in mobile ad
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5. Performance model

5.1. Hierarchical modeling using SPNs

The goal of our study is to identify optimal design settings
through the evaluation of mathematical models developed using
a quantitative modeling technique. In this study, we use SPN as
our modeling tool as it provides an efficient representation of a
large number of states in the underlying Markov or semi-Markov

model. We develop a hierarchical modeling technique based on
SPN to avoid state explosion problems and to improve solution
efficiency for realizing and describing a large-scale GCS. We use a
SPN subnet to describe the behavior of a node in its lifetime in the
presence of inside attackers (compromised nodes) and selfish
nodes where IDS exists to detect the inside attackers. The square-
shaped operational area consists of m�m sub-grid areas, each
with width and height equal to the wireless radio range (R).
Initially the location of each node is randomly distributed over
the operational area based on uniform distribution. Nodes are
assumed to be at the center of the sub-grids; thus each node has
at most 4 neighboring areas. A node randomly moves to one of
four locations in four directions (i.e., north, west, south, and east)
in accordance with its mobility rate. The speed of each node is
chosen from [0, 2) m/s based on uniform distribution at the
beginning of network deployment, and then fixed during its
lifetime. To avoid end-effects, movement is wrapped around
(i.e., a torus is assumed).

The SPN subnet also gives us the location information of each
node such as the probability that a node is in a particular location
at time t, for example, the probability that node i is located in area
j at time t. This information along with the information of other
nodes’ location information at time t provides the information to
a node about its n-hop neighbors at time t. Since node movements
are independent, the probability that two nodes are in a particular
location at time t, is given by the product of the two individual
probabilities. Further, the SPN subnet is used to obtain each node’s
information (i.e., degree of cooperation, energy, closeness, and
honesty) to derive the trust relationships with other nodes in the
system. An iterative technique is used for one SPN subnet to
obtain other nodes’ information from their SPN subnets since one
subnet only describes one node’s lifetime. In the first round of
iteration, since there is no information available about the 1-hop
neighbors, each area is assumed to have an equal number of
nodes and they all are assumed to be healthy, meaning unselfish
Please cite this article as: Cho J-H, et al. Modeling and analysis of
hoc networks. J Network Comput Appl (2011), doi:10.1016/j.jnca.20
and uncompromised. In the second round of iteration, based on
the information collected (i.e., number of healthy, selfish, or
undetected compromised nodes as 1-hop neighbors) and location
information (i.e., probability that each node is located in a
particular area at time t) from the previous round of iteration,
each node knows how many nodes are 1-hop neighbors that can
directly communicate with it and their conditions whether they
are selfish or compromised, and further how many 1-hop neigh-
bors it has at time t. It then adjusts its conditions of 1-hop
neighbors at time t with the outputs obtained from the jth round
of iteration as inputs to the (jþ1)th round of iteration. This
process continues until a specified convergence condition is met.
The Mean Percentage Difference (MPD) is used to measure the
difference between critical design parameter values, a node’s
energy level, selfish probability, and undetected compromised
probability, at time t in two consecutive iterations. Note that MPD
is used to guarantee solution accuracy of the model output such
as the actual trust information about each node in the network
while utilizing the hierarchical SPN modeling technique. It is
unrelated to the performance of the proposed trust protocol. The
iteration stops when MPD is below a threshold (1%) for all nodes
in the system. The estimated MPD with parameter X for node i is
computed by

MPDX
i ¼

Pmax
t Dx

i ðtÞ

Ninterval
where Dx

i ðtÞ ¼
Xjþ1

i ðtÞ�Xj
i ðtÞ

��� ���
Xj

i ðtÞ
ð14Þ

where Xj
i ðtÞ indicates the value of parameter X of node i at time t

in the jth round of iteration, max is the maximum time, and
Ninterval is the number of time points. We compute MPD for the
energy level, probability of being selfish, and probability of being
compromised but not detected. The SPN subnet after convergence
provides the actual node information with which we can calculate
PX

i ðtÞ for X¼energy, cooperation or honesty in Eq. (10) and
Pcloseness

i ðtÞ in Eq. (12). Fig. 1 gives the brief overview of technical
procedures performed using our SPN model.

Fig. 2 shows the SPN subnet model. The subnet describes a
node’s mobility behavior, whether the node is a member or not,
and whether a node is compromised/detected by IDS or not, and
whether a node is selfish or not. The SPN subnet gives the
probability of each node being located in a particular area at a
particular time point. The transition T_LOCATION is triggered
when a node moves to a randomly selected area out of four
different directions from its current location with the rate
trust management with trust chain optimization in mobile ad
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calculated as Sinit/R based on initial speed (Sinit) and wireless radio
range (R).

Depending on the randomly selected location, the number of
tokens in place location is adjusted. We assume that inter-arrival
times of a node’s join and leave requests are exponentially
distributed with rates l and m, respectively.

Place energy represents the current energy level of a node. An
initial energy level is assigned to each node: we randomly
generate a number in the range of [12, 24] hrs based on uniform
distribution. A token is taken out when transition T_ENERGY fires.
The transition rate of T_ENERGY is adjusted on the fly based on a
node’s state; it is lower when a node becomes selfish to save
energy or when a node changes its status from member to non-
member; it is higher when the node becomes compromised since
it could perform attacks and consume more energy. We assume
that T seconds will be taken to consume one energy token when a
member node has no selfish or compromised 1-hop neighbors.

We use the energy model described in the Appendix for
adjusting the time taken to consume one token in place energy

based on a node’s status. Specifically, we derive P for the energy
consumption per second as a healthy node (Eq. (25)), Pselfish for the
energy consumption per second as a selfish node (Eq. (27)),
Pnon-member for the energy consumption per second as a non-
member (Eq. (28)), and Pattacker for the energy consumption
per second as an undetected attacker (Eq. (29)). Consequently,
when a node is a healthy member, a token is consumed in
T(¼(P� T)/P) seconds; when a node is a selfish member, it takes
(P� T)/Pselfish seconds; when a node is an undetected compro-
mised member, (P� T)/Pattacker is taken; and when a node is non-
member, (P� T)/Pnon-member is taken. Therefore, depending on the
node’s status, its energy consumption is dynamically changed and
accordingly its behaviors are affected. Place UCN indicates an
undetected compromised node. Place DCN represents a detected
compromised node. A node is compromised when transition
T_COMPRO with rate lcom fires where lcom is the base compromising
rate initially given. In practice, lcom can be derived via first-order
approximation from the observations of historical attack behaviors.
The behavior of a node being compromised is associated with the
energy level of the node. If the node has low energy, it is more likely
to become compromised, and vice versa. This is modeled by
the enabling function of T_COMPRO, which returns 1 to enable
T_COMPRO or returns 0 to disable T_COMPRO, as follows:

enabling_T_COMPRO :

if ðmarkðenergyÞ40 && markðUCNÞ ¼ ¼ 0 && mark DCNð Þ

¼ ¼ 0 && markðmemberÞ40Þ

fif ðNrandrPdishonestÞ return 1; else return 0; g

where Nrand ¼ rand½0,1�ðmarkðenergyÞþ1Þ ð15Þ

Here rand [0, 1] returns a random real number in the range of [0, 1]
based on uniform distribution and mark(energy) indicates the
remaining energy. Pdishonest models the inherent behavioral nature
of a node’s dishonesty and is a randomly selected number based on
the truncated exponential distribution with mean 0.5 and range of
[0, 1]. Eq. (15) implies that a node behaves dishonestly based on the
random seed of the bad behavior as its nature but the bad behavior
can be relaxed or further enhanced based on the current energy
level of the node. If the node is compromised, a token goes to UCN,
being compromised but not being detected by IDS. While the node is
not detected by IDS, it has a chance to perform attacks. After it is
being detected by IDS, a token is taken out from UCN into DCN and
the node is evicted immediately through individual rekeying
operations.

We consider false alarm probabilities of IDS. False negative

probability (PIDS
fn ) of IDS is applied in T_IDS with the rate
Please cite this article as: Cho J-H, et al. Modeling and analysis of
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ð1�PIDS
fn Þ=TIDS and false positive probability ðPIDS

fp Þ of IDS is con-

sidered in T_IDSFA with the rate PIDS
fp =TIDS.

Place SN represents whether a node is selfish or not. If a node
becomes selfish, a token goes to SN by triggering T_SELFISH.
Transition T_SELFISH fires based on the condition of the energy
level of a node. Our assumption is that if the node has low energy,
it is more likely to become selfish, and vice versa. The enabling
functions for T_SELFISH and T_REDEMP are given in Eqs. (16) and
(17), respectively by

enabling_T_SELFISH : if ðmark ðenergyÞ40 && mark ðmemberÞ

40 && mark ðSNÞ ¼ ¼ 0Þ

fif ðNrandrPselfishÞ return 1; else return 0; g

where Nrand ¼ rand 0,1½ �ðmarkðenergyÞþ1Þ ð16Þ

enabling_T_REDEMP : if ðmarkðenergyÞ40 && markðmemberÞ

40 && markðSNÞ40Þ

fif ðNrandrPselfishÞ return 0; else return 1; g

where Nrand ¼ rand 0,1½ �ðmarkðenergyÞþ1Þ ð17Þ

Pselfish models the inherent behavioral nature of a node’s selfishness
and is a randomly selected number based on the truncated
exponential distribution with mean 0.5 and range of [0, 1]. Other
parameters are similar to those used in Eq. (15). We define Tgc as
the time interval to disseminate a group communication packet,
assumed to be exponentially distributed in this work. Each node’s
selfishness is checked whenever a group communication packet is
transmitted, so that the transition rate of T_SELFISH is 1/Tgc. The
transition T_SELFISH is triggered when a node is a member, alive
with remaining energy (mark(energy)40), and currently not self-
ish. When the randomly selected number reflecting the degree of
the node’s current energy level (Nrand) is less than the probability of
being selfish (Pselfish), T_SELFISH fires, and vice versa. We also
similarly model the redemption mechanism for selfish nodes by

using the transition T_REDEMP with rate 1=Tupdate
trust . A node can have

a chance to be redeemed in a reevaluation period, corresponding to

a trust update interval (Tupdate
trust ). During the reevaluation period, if

the node behaves well, redemption is awarded, and vice versa. If a
node has sufficiently low energy, it may choose to remain selfish to
save its energy in a similar way as in transition T_SELFISH. No
redemption service is provided for compromised nodes, whether
they are detected or not.

5.2. Calculation of trust components

The trust value of node j by node i is calculated based on the
actual information (i.e., PX

i ðtÞ for energy, cooperation and honesty
and Ploc ¼ k

i ðtÞ to derive Pcloseness
i ðtÞ) on nodes collected from the last

round of iteration from the SPN subnet that has met the
convergence condition. We obtain the four trust component
values based on a reward assignment technique described below.

For each trust component calculation from the SPN subnet of a
particular node, with X(t) representing a general property value at
time t, the reward function would be

XðtÞ ¼
X
iA S

ðri � PiðtÞÞ ð18Þ

Here S indicates a set of states that meet particular conditions,
Pi(t) is the probability that the system is in state i at time t, and ri

is the reward to be assigned to those states.
Table 1 lists the conditions to be satisfied (in the ‘‘if’’ part) and

the reward ri, used (in the ‘‘return’’ part) in each reward function.
Note that for Phonesty(t), we reflect past experiences of a node’s
healthiness in order to consider the case when a node may detect
that a target is compromised, even if it is not having been detected
by IDS. We also differentiate Phonesty(t) used for the subjective trust
trust management with trust chain optimization in mobile ad
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Table 1
Reward functions.

Component Reward returned based on conditions in S

Penergy(t) if ðmarkðenergyÞ4Tenergy & markðDCNÞ ¼ ¼ 0

& markðmemberÞ40Þ return 1;

otherwise return 0;

Pcooperation(t) if ðmarkðSNÞ ¼ ¼ 0 & markðmemberÞ40 &

markðenergyÞ40 & markðDCNÞ ¼ ¼ 0Þ

return1; othewise return 0;

Phonesty(t) if ðmarkðDCNÞ ¼ ¼ 0 & markðUCNÞ ¼ ¼ 0 &

markðmemberÞ40 & markðenergyÞ40Þ return1;

elseif ðmarkðDCNÞ ¼ ¼ 0 & markðUCNÞ40 &

markðmemberÞ40 & markðenergyÞ40Þ

returnPhealthyðt�DtÞ; otherwise return 0;

Phonesty0 ðtÞ if ðmarkðDCNÞ ¼ ¼ 0 & markðUCNÞ ¼ ¼ 0 &

markðmemberÞ40 & markðenergyÞ40Þ return1;

otherwise return 0;

Ploc¼k(t) if ðmarkðlocationÞ ¼ ¼ k & markðmemberÞ40

& markðenergyÞ40 & markðDCNÞ ¼ ¼ 0Þ

return1; otherwise return 0;

Ploc ¼ k
UCN ðtÞ

if ððmarkðmemberÞ40Þ & ðmarkðUCNÞ40Þ

& ðmarkðenergyÞ0Þ & ðmarkðlocationÞ ¼ ¼ kÞÞ

return1; otherwise return 0;

Ploc ¼ k
selfish ðtÞ

if ðmarkðmemberÞ40 & markðSNÞ40

&markðenergyÞ40 & markðlocationÞ

¼ ¼ k & markðDCNÞ ¼ ¼ 0Þ

return1; otherwise return 0;

Ploc ¼ k
healthyðtÞ

if ðmarkðmemberÞ40 & markðSNÞ ¼ ¼ 0 &

markðenergyÞ40 & markðDCNÞ ¼ 0 &

markðlocationÞ ¼ ¼ kÞ return1; otherwise return0;

Table 2
Default parameter values used.

Param Value Param Value Param Value

N 150 Sinit (0, 2] m/s Mbeacon 32 bits

9S9 3 b 0.8 Mrekey 128 bits

R 250 m Tbeacon 2 min Mstatus 800 bits

l 1/(1 h) Tstatus 10 min Mbogus 300 bits

m 1/(4 h) lcom 1/(4 h) Mgc 500 bits

TIDS 10 min Tupdate
trust

10 min MIDS 128 bits

PIDS
fn

0.5% Einit [12, 24] h Tbogus 0.5 min

PIDS
fp

0.5% Tgc 2 min T 1 hr

Fig. 3. Trust values over time with respect to the length of a trust chain—one

target node’s trust values evaluated by one evaluator node.

J.-H. Cho et al. / Journal of Network and Computer Applications ] (]]]]) ]]]–]]] 9
from Phonesty0(t) employed for the objective trust in that the latter
also considers the dishonesty of a node that is not detected by IDS
but is compromised at time t, as shown in Table 1. Based on
Ploc ¼ k

j ðtÞ obtained, the probability that two nodes are k hops away
can be predicted and used to calculate Pcloseness

j . Note that in Table 1,
we omit the symbol j for notation efficiency.
6. Numerical results and analysis

In this section, we show numerical results obtained from
evaluating our hierarchical SPN model. Table 2 gives the default
parameter values used in this study. The square-shaped opera-
tional area consists of 6�6 sub-grid areas, each with width and
height equal to the wireless radio range (R)¼250 m.
Please cite this article as: Cho J-H, et al. Modeling and analysis of
hoc networks. J Network Comput Appl (2011), doi:10.1016/j.jnca.20
Fig. 3 describes how the trust value of one node evaluated by
one evaluator node evolves over time for various values of the
trust chain (TC) length. As explained earlier, based on Josang and
LoPresti (2004) and Solhaug et al. (2007), when the measured
subjective trust overestimates the objective trust (called trust-

worthiness in Josang and Solhaug’s terminology), collaboration
based on the measured trust may be risky. Thus, considering the
hostile environment of battlefield situations, our goal is to
identify the optimal TC length that gives subjective trust values
closest to the objective trust based on Eq. (13).

We consider two baseline cases against which our proposed trust
protocol using the optimal TC length is compared. The first baseline
case (‘‘local trust evaluation’’) is that trust of a trustee is evaluated
only based on local information collected by direct observations or
information from 1-hop neighbors of a trustor. This case corre-
sponds to the trust evaluation with TC length¼1. The second
baseline case (‘‘global trust evaluation’’) is that trust of the trustee
is assessed based on trust evidences forwarded by nodes that have
direct evidences towards the trustee using the maximum possible
length of the trust chain (TC length¼10 in this case study).

When the TC length is short, we observe low trust values
because of the low chances of finding the target node (low trust
availability) even if the path reliability is high. When the TC
length becomes longer, higher trust values are observed due to
higher chances of finding the target node (high trust availability)
even if the path reliability is low. Thus, the effect of trust
availability exceeds that of path reliability. Notice that when TC
is sufficiently long, say TC length 45, trustworthiness is over-
estimated, which should be avoided to reduce risk. Thus, each
node selects a TC length that provides accurate but safe trust
values by considering the desired trust availability and path
reliability over time. In the scenario depicted in Fig. 3, a TC length
of 4 appears to be optimal over the entire time horizon. Notice
that local trust evaluation with TC length¼1 shows very low trust
values with high inaccuracy due to lack of information. On the
other hand, global trust evaluation using TC length¼10 over-
estimates trust due to low path reliability, meaning that trust
information is not delivered properly, and trust evaluation relies
on past trust values which introduce inaccuracy.

Now, we explain the main underlying tradeoff addressed in
our trust evaluation in terms of trust availability and path
reliability. Fig. 4 shows how trust availability and path reliability
change with TC length. Note that we use Eq. (4) to obtain the
normalized trust availability and Eqs. (7)–(9) to compute path
reliability. Intuitively, path reliability decreases as TC length
trust management with trust chain optimization in mobile ad
11.03.016

dx.doi.org/10.1016/j.jnca.2011.03.016


Fig. 4. Path reliability versus normalized trust availability in the process of one

node’s trust evaluation for one target node.

Fig. 5. Accuracy of subjective trust when comparing with objective trust with

respect to the length of a trust chain—one target node’s trust accuracy evaluated

by one evaluator node.

Fig. 6. Number of trustee nodes where using an optimal TC¼k shows the most

accurate trust values without revealing risk-all nodes evaluated by one evaluator

node.
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grows since the functional trust sent from the initial functional
recommender has to go through more intermediate nodes (refer-
ral recommenders) and this requires the cooperation and honesty
of all the referral recommenders forwarding the reference. On the
other hand, trust availability increases as TC length increases
since allowing more hops to find a target node increases the
possibility of finding a functional recommender. We observe that
when TC¼4, trust availability exceeds 57% while path reliability
exceeds 60%. Based on this information, each node can adjust its
TC length to obtain trust values achieving both desired trust
availability and required path reliability.

Next we discuss the accuracy of the measured subjective trust by
plotting the normalized difference between the measured subject
trust (ST) and the objective trust (OT), (OT�ST)/ST as shown in
Fig. 5. Recall that we would like this ratio to be as close to zero as
possible, but positive (so as to avoid risk via overestimation). As in
Fig. 4, we observe that all cases with TC length43 perform well, and
that performance improves with increasing TC length as time
increases. In particular, we observe that in the very beginning and
end, TC¼10 gives the most accurate trust values.

Fig. 6 shows the number of trustee nodes that have their most
accurate trust values at a specific TC length as time progresses over
time. Note that the trust values used to identify the best TC length is
based on one node’s evaluation. For example, we measure how
many nodes have their most accurate trust values given a fixed TC
length at various time points. The general trend observed is that in
Please cite this article as: Cho J-H, et al. Modeling and analysis of
hoc networks. J Network Comput Appl (2011), doi:10.1016/j.jnca.20
the first half of the observed time period, TC length 43 is identified
as the optimal TC length. In particular, it is noticeable that trust
values are most accurately evaluated with TC length¼10 in the very
beginning since nodes do not have sufficient past trust information
due to lack of interactions. But in the second half of the observation
period, we also see that TC length o4 generates the most accurate
trust values. Notice that the overall best performance is observed
with TC length¼4 corresponding to the crossing point TC length¼4
of path reliability and trust availability in Fig. 4.
7. Conclusions and future work

We developed and analyzed a trust management protocol for a
mission-driven GCS in MANETs for efficiently establishing accurate
trust relationships among participating nodes that have not had any
prior interactions. We defined a composite trust metric that takes
into account both QoS and social trust aspects. We utilized a
hierarchical SPN model to describe the behaviors of a node to
tradeoff trust availability for path reliability over space. The model
allows us to identify the optimal length of a trust chain to accurately
evaluate the trust level of participating nodes on the trust chain. Our
trust metric reflects subjectivity, asymmetry, dynamicity, incom-
plete transitivity, and context-dependency, which are key aspects of
the trust concept in MANETs. Our conclusion is that an optimal trust
chain length exists such that it can most accurately evaluate trust
values of participating nodes without overestimation. Each node can
adopt an optimal trust chain length that meets desired trust
availability and path reliability and use the evaluated trust values
for collaboration decision with other nodes in the network.

As our ongoing work (Cho et al., 2010), we will further
investigate the complexity issue of the tradeoff between trust
accuracy and resource consumption (i.e., communication over-
head) in MANETs as the length of the trust chain increases.

We plan to extend our research by (1) identifying optimal design
settings given a mission with various difficulty levels or require-
ments; (2) examining tradeoffs between system lifetime (based on a
required trust level) and performance (e.g., service response time);
(3) applying more realistic group mobility models; (4) validating the
proposed trust protocol via simulations in a dynamic network
scenario; and (5) comparing the proposed trust protocol with
existing protocols to evaluate the performance of applications such
as intrusion detection, secure routing, and key management.
trust management with trust chain optimization in mobile ad
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Appendix

The approximate energy consumption per bit at a transmitter
(Kansal et al., 2005) is

Ptði,jÞ ¼ a1dði,jÞv ð19Þ

where d(i,j) is the distance between transmitter i and receiver j, n
is the path-loss factor (typically, 2rnr6), a1 is a distance
independent parameter. For simplicity, we use a1¼10�11

(Kansal et al., 2005), and d(i, j)¼R (wireless radio range). Since
the nodes are assumed to be located at the center of each area, we

have Pt ¼ 10�11
ðRÞ2 for the energy consumption per bit at a

transmitter, assuming n¼2. The energy consumed per second in
data transmission by a node is given by

Psend ¼ Pt½AþBNhealthy
1�hop þCNselfish

1�hopþDNUCN
1�hop� ð20Þ

Here the first term indicates energy consumption for its own
transmission where A represents bits to be transmitted per second,
considering messages for beacon, group communication, IDS-related
activities, status exchange, and rekeying operations. The second term
represents energy consumption for forwarding packets for healthy

1-hop neighbors ðNhealthy
1-hop Þ, that are neither compromised nor selfish,

where B represents bits to be transmitted per second, reflecting
messages for group communication, IDS-related activities, and rekey-
ing operation. Beacon and status exchange messages are not required
to be disseminated to all group members, and so are excluded from
forwarding. The third term indicates the energy consumption for

transmitting packets from selfish 1-hop neighbors ðNhealthy
1-hop Þ that do

not forward group communication packets received from others
where C indicates bits to be transmitted per second for IDS-related
activities, rekeying related operations, and its own group commu-
nication. The fourth term represents the packet transmission from

compromised but undetected 1-hop neighbors ðNUCN
1-hopÞwhere D is the

same as A plus bits for transmitted bogus messages. Our analytical
model is a prediction model that reflects possible traffic generated by

potential attackers. Nhealthy
1-hop is set to the average 1-hop neighboring

nodes (neither selfish nor compromised), Nselfish
1-hop, and NUCN

1-hop are set to

zero in the first round of iteration of the SPN subnets based on the
assumption that all neighbors are healthy. From the second round of

iteration, the estimations of Nhealthy
1-hop , Nselfish

1-hop, and NUCN
1-hop obtained at the

end of the previous round of iteration are used. Note that Nhealthy
1�hop ,

Nselfish
1�hop, and NUCN

1�hop are time-averaged values; they reflect the average

behaviors of the system and can be estimated after the first round of
iteration where the global location information is available.

Node i’s Nhealthy
i,1�hop is calculated as

Nhealthy
i,1�hop ¼

Pmax
t ¼ 0

PNarea

k ¼ 1 Ploc ¼ k
i ðtÞ½

P
xAXLloc ¼ x

i,healthyðtÞ�

Ninterval
ð21Þ

Lloc ¼ x
i,healthyðtÞ ¼

X
jA S,i=2S

Ploc ¼ x
j,healthyðtÞ ð22Þ

In Eq. (21), max is the upper bound of time measured, Narea

refers to the number of subareas in the operational area, and

Ninterval is the number of time points used. Ploc ¼ k
i ðtÞ is the

probability that node is located in area k at time t. X is a set

including 1-hop neighboring areas of node i and Lloc ¼ x
i,healthyðtÞ is the

number of healthy (i.e., unselfish and uncompromised) nodes in
area x except for node i.

In Eq. (22), S includes all nodes’ ids except for node i and

Ploc ¼ x
j,healthyðtÞ is the probability that node j is healthy and located in

area x at time t. Ploc ¼ k
i ðtÞ in Eq. (21) and Ploc ¼ x

j,healthyðtÞ in Eq. (22) are
Please cite this article as: Cho J-H, et al. Modeling and analysis of
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obtained from our performance model described in Section 5.

Similarly, Nselfish
1�hop and NUCN

1�hop are calculated as Eqs. (21) and (22). To

generalize terms, we omit the symbol i in Nhealthy
i,1�hop, Nselfish

i,1�hop, and

NUCN
i,1�hop in Eq. (20) and the following equations.

Assume that a node may leave the group voluntarily with rate

m and may rejoin the group with rate l. Then, the probability that

a node is in the group is l/(lþm) and the probability that it is not

is m/(lþm). TIDS represents an interval for evictions of detected
compromised nodes by IDS. Then, Trekeying, a rekeying interval, is
calculated as

Trekeying ¼
ð1=LJþLþTIDSÞ

2
where LJþ L ¼

2lm
lþm

ð23Þ

where LJþL is the aggregate join and leave rate. This indicates the
join and leave rates of all current nodes in equilibrium.

When a packet is received, the energy consumed is half of
transmission energy (Kansal et al., 2005) by using Pr¼Pt/2 in this
work. Each member node consumes energy per second for
receiving packets from 1-hop neighbors as follows:

Preceive ¼ Pr ½ANhealthy
1�hop þENselfish

1�hopþDNUNC
1�hop� ð24Þ

Note that A and D used here indicate the same number of bits
used as in Eq. (20). E represents bits received per second for
beacon, IDS-related, status exchange, rekeying, and its own group
communication messages. Even though the system would not
know undetected compromised nodes, this is a prediction model
estimating the energy consumption with respect to receiving
packets from potential attackers (i.e., undetected compromised
nodes). The first term explains the energy consumption by

receiving packets from healthy 1-hop neighbors ðNhealthy
1�hop Þ. The

second term indicates the energy consumption by receiving

packets from selfish 1-hop neighbors ðNselfish
1�hopÞ. The third term

represents the energy consumption by receiving packets from

compromised but undetected 1-hop neighbors ðNUNC
1�hopÞ.

In summary, the energy consumption per node per second is

P¼ PsendþPreceive ð25Þ

If a member node is selfish, it does not forward any packet
from others. The energy consumption per second for data trans-
mission by a selfish node is given by

Psend, selfish ¼ PtA ð26Þ

If a member node is selfish, energy consumption per second
for receiving packets is also Preceive since we assume all nodes are
in promiscuous mode. Thus, the node will save Psend�Psend,selfish

energy by being selfish. Thus, the total energy consumption as a
selfish node per second is

Pselfish ¼ Psend, selfishþPreceive ð27Þ

If a node is a non-member, it will only transmit and receive
beacons. The energy consumption per second as a non-member is
computed as

Pnon-member ¼ Psend, non-memberþPreceive, non-member ¼ FðPtþPrN1�hopÞ

ð28Þ

Here N1�hop includes Nhealthy
1�hop , Nselfish

1�hop, and NUCN
1�hop since any live

nodes will disseminate beacon messages, and F indicates bits to
be transmitted/received per second for a beacon message.

If a member node is compromised but not detected by IDS, the
energy consumption must account for an additional bogus packet
trust management with trust chain optimization in mobile ad
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(with G representing bits in a bogus message)

Pattacker ¼ Psend, attackerþPreceive where Psend, attacker ¼ PsendþPtG

ð29Þ
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