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SECTION 1
INTRODUCT ION

This report documents an extension of the research begun in
"Secure Computer Systems: Mathematical Foundations"(]) and
continued in “Sacure Computer Systems: A Mathematical Hodel."(z)
This extensicn was undertaken to investigate important facets of
secure computer systems not directly covered by "A Mathematical
Model." To trake clear the relation between the modei of the earlier
volumes and the refinements of this volume, 1 include in this
; section both a brief description of the model and an outline of
? this report, incorporating an cxplanation of each refinement's place

in Lie veneral schene of Lhe noded,
The models presented in the earlier volumes ¢t this series can

be described very simply. The major elements of the models are subjects,

f objects, access attributes, and access rules. One can think of

, subjects as representing user surrogates. Similarly, objects can be

b thought of as representing various entities within the system including
such things as data, stored programs, line printers, and teletypewriters.

i The access attributes in Volume Il were read, execute, write, append,

; and control. The first four represent in a general way the mode of

% access suagested by their names; the last one, control, is an attribute

é which represents the power of a subject to give or rescind angotiher

subject's acies. wu an object. The access rules are functions which

(3}
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specify allowable chahges to subiects' access to objects so that
i
"security" is maintained. Security is defined as a particular . {

relation bztween the securitx;leve! of a subject and the levels of

|

the objects it has access to at a ygiven instant. In addition, the
model's access rules pravent a certain set of circumstances wherein

the potential for security compromise exists. This last property

of the access rules is guaranteed by the preservation of a property
called "*~property." Thus, the model describes the interrelation
of subjects and objects, each with a security ievel, in such a way
that both security (as defined) and *-property are preserved.

The next three sections of this report document three refinements

to the model just described. The first refinement, foun. in Section II, '

T II|I‘==._.-‘E.-— - — . .

involves the inclusion of iTp1iCit. hierarchical control, As mentioned,
control was an explicit gé;ess attribute in Volume II. Viewing
a directory-hierarchy maf%ine like the Multics system as a likely
vehicle for the imp]eqﬁhtation of this model, one can easily see that
a more general contrd; scheme would be very helpful, This refinement
includes an implicit control scheme by distiibuting control throughout
a hierarchically-ordered object structure, which is itself patterned
after the Multics directory hierarchy,

The second refinement is included in Section I1I. The topic here
is a concept called "cirrent classification.’ The concept is included
in the model to allow a vast simplification of the get-access rules

of the medel: a laborious check of every object currently accessed

! 6
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by a subject can be replaced by a single compavison, The longer
check is then included in a ncw rule whose purpose is to allow a
subject to change its current classification; it is 2xpected that
this rule will be invoked much less frequently than the get-access
rules themselves,

Section 1V contains a double refinement to the *-property, It is
refined to reflect the concept of current classification (of Section II1)
and to allow for trustworthy subjects who are exempt from *-property
checks. It is emphasized that a subject mq% oe ?xempted from *-property
compliance only if it is demonstrated that }he ubject will not engage
in the type of security compromise that *-prbperty is designed to

prevent. 7

’
[
7

Section V concerns a concept cailed "compatibility.," Compatibility
is a strategy for the classification of a control hierarchy which is
currently required by the *-property. Section VI is a summary ¢f the
report, For the reader's convenierce, three appendices are incluced,

Appendix A is a concise list of the access rules in a standard format.

Appendix B contains proofs gpat the rules preserve security and *-property.

Appendix C contains a notational glossary: every notation, in this

volume or in the two %9r1ier cnes, is listed here :}xh a brief

explanation of its meaning.
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/ ./// SECTION I1

/ THE ALTERPTION OF CONTROL

An important factor in a flexidle computer system is the
ability to grant and rescind access privilege to users of the
system, Computer systems described by "A Mathematical Model" exhibit
limitations on the alteration of access privilege that are far from
perfectly genera:, In the first place, the control attribute is explicit,
Moreover, it cannot be extended during normal operation: a subject 55
has the control access attribute with respect tu an object 01

(1) if Si created 03' or

(2) if the contr»l officer added that attribute to M, s

during abnorm=1 operation.

In addition, a subject Si with control over Oj can exterd only those

other attributes which he nimself has. That is, if Si has only the

read and control access attributes relative to object Cj' then Si

cannot extend write access to subject 5,

While modifying or 1ifting restrictions such a: theze would -
substantially affect the external characteristics of an implementaticn
nf the model, the control of access-privilege alteration would
remain both centralized and explicit, As such, the modei corld not
adequately describe a system such as Multics where this control is
both decentralized and implicit, It is the purpose of this section to

make the model more easily applicable to Multics by investigating
8
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diffuse, implicit contror over the ability to alter access

privilege.

Preliminary Discussion

The type of access-privilege control we wish to incorporate
into the model builds an the organization of the objects themselves,
Specifically, we will deal with a sct O of objects which is
hierarcnicaliy urganizeu in g direcied tree ctiucture (Figure 1Y, The
hierarchical arrangement of objects will be dynawic, so that a means of
expression which allows us to denote changes of structure easily will
be desirable, The notion of & function will be used to formalize the
hierarchicai structurc of the data: each object 0 will have as image
the set of objects (if any) directly inferior to 0. Minor chanaes to
the current hierarchy fuhcffga.will-}hen reflect alterations to the
object structure itself. This framework will be developed in the
next subsection,

The capability to alter access pfivilegcglwi]1 he expressed
implicitly within the frimework of offject hierarchy. Svecifically,
write access to object C which is ﬁf?ect]y superior to object Oj
will imply the capability to alEg%'Qhe access privilege of any
subject to Oj (See Figure 1/),/ The/ t,’yce of control thus generated is
diffuse and it is 1mp1icjx: In orfler to begin the investigaticn of
systems with this type of controlﬁ we must start by formalizing the

object-structuring function, whichk we shall call a hierarchy.

/




Figure 1.

A Directed-Tree Structure on UObjects
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Figure 2.
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Hierarchies
We begin by definino a set H# of functions called "hierarchies.”

.) -
Definition 2.1: Let H <{P0)' be defined by H e H if

(1) 0, 7 02 implies H(O]) N H(02) = ¢ and
(2) there does not exist a set {0}, N (I
of objects such that 0 ., ¢ H(Or) where
1 <r<wand Ow*l = 0].

The intopnretation of M (Ficyre 2) is that an phiect “j ic ip thn
set H(Q) provided 0 1is directly superior to 0j (or Oj is directly
inferijor to 0). In Figure 2, H(OS) is the set of objests
{O]], 0]2} while H(O]4) = ¢ since 0]4 has no inferior objects.

Conditicn (1) requires therefore, that no object be directly
inferior to two different objects. Condition (2) furbids the existence
of a ring of objects, each directly superior to the next. In terms
of graph structure, there are no directed circuits and the object
structure is a tree. Notice that a hierarch+ is a one-level record
of connection in thz object structure: more remote connections are
rarely of interest in the developmencs to foilow and are therefore
suppressed in the model. That the definition of #H does indeed
impose a directed tree structure on ¢ s established by the foilowing

proposition®,

*Propositions 2.2 and 2.3 are graph-theoretical results of a
technical nature and are not vital to an understanding of the
remainder of the section,

12
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Proposition 2.2: For He (P0)" let E(H) = ((04,05): 0, Oy € O g

and 0, € H(O])) and set G(H) equal to the graph (0, E(H)). If
He H, G(H) is the disjoint union of directed trees and isolated

points.,

Proof: By (1), Indeg 0 < 1 for al1 0 e 0. By (2), 9 is
acyclic. Thus every nontrival component of 0 is a directed tree

and the propcsition is proved.

Every H ¢ H yields a tree structure of the desired type. Thre

converse is also true.

Proposition 2,3: Let G = (0, E) be the disjoint union of

trees and isolated points. For every 0 ¢ 0, define

5t (0, Oj) ¢ E}. H is a hierarchy in H and

Proof: In a tree, Indeg v < 1 for all vertices v. The same
is true for isolated vertices. Thus, (1) holds. Both trees and
isolated pcints are acyclic. (2) holds, That G(H)=G is
immediate from the definition of H and G(H).

Wnile our definition allows there to be more than one tree,
we shall consider hierarchies with a single tree to be the most

relevant, Hence we shall optionally invoke property (3) which

guarantees a single tree:

13
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(3) W (PO - {¢}) - UHIC) = (0g}.

The object 0R will be called the root object, If condition

(3) does not hold, each object which has non-empty image under H
and no inverse image will be called a root object of the system,
The restriction above is mentioned only in passing since none of
the results depend on it,

The set H of hierarchies as defined is somewhat tco general
for our use, Therefore, we will restrict the set of hierarchies of
interest using the notion of the active set of objects. A(™) is
the set of object-indices which identify the objects with a nonempty

column in the matrix M e M. Specifically, A(M) = {j: there is

an S, ¢ S such that Mij # ¢}. In a given state, we want the
active objects to be precisely the nonisolated vertices of the graph.

The following definition identifies the hierarchies that satisfy

this condition.

Definition 2.4: for M e M, set

Hy = e KT (6) -UH(O) = €045 § £ A(IY.

The definition of H, requires H(Oj) = ¢ for every
j £ A(M). Thus the active objects are precisely those that are
in the tree portion of the structure. In a Multics setting, the
active objects would he the seagments in the directory structure and
the terminal oojects (that is, objects with no inferior objects)
would represent the data segments at the "bottom" of the directory

structure.
14
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The notion of a hierarchy H is now available for use in
the model of secure computer systems. In the next subsection, we

shall make minor modifications to the model to incorporate the

current hierarchy,

First Refinement of the Model

We shall revise the definition of a state to be a four-tuple
(by My, f, H) « P (S xQ xA) x M xF xH=Usuch that H e Hy.

The access attributes set A is now the set ({(r, e, w, a}
with the same connotations as before.

Contro! will now be expressed implicitly. If object 0k is
directly superior to Oj # 0y, then the entries Mij» V2 1 20, are
considered to reside in the object 0k directly superior to Oj.

In addition, a list of the objects directly inferior to Ok’ namely
H(Ok), is also recorded in 0. Thus deletions or additions to
access privileges to OJ can be effected by any subject having write
access to Ok'

To simplify the notation somewhat, we shall partition the

set of requests into five disjoint sets:

R(]) = requests for get- and release-access;

R(z) = requests for give- and rescind-access;

R(3) = requests for creation of objects;

R(4) = requests for the destruction of objects; and
(5) .

requests for changing classification and category set.

15
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The intended use of the requests {n R(B), R(4), and R(S) is obvious,
Requests in R(]) represent initial requests for access to an cbject
or requests to have an object removed from a subject's current-access
list, Requests in P(Z) have analogous interpretations. A qive-access
request represents an extending of access privilege to the named subject;
a rescind-access request corresponds to revoking a subject's privilege
to access a given object,

Hithin the model, the sets of requests are formally defined as

follows:

R(1) = RA x S x 0 xA RA={g, r};

R(z) =S x RA xS x 0 x Aj

RKS):S)(OXCXPKXX, X={_e;' ¢};and
R4 < 50
R(5)=SxCXPK

These modifications to the model are clearly of a minor nature
and they effectively include all relevant information about the

current hierarchy within the current state.

Conclusion

In this section, a structure was imposed on the objects to
facilitate the introduction of an implicit control attribute like s
that found in Multics. This change affects only those rules ¢f

Volume II! which depend on the control attribute. The only such rules

16
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invoive the giving/rescinding of access or the creation/deletion of

objects. New rules for these requests are included in Appendix A

as rules 121 P13s Pigs and €ige It is proved in Appendix B that

the .e new rules are security-preserving and ®*-property-preserving,

T L P P TR

unde: the extended meaning of the *-property introduced in Section IV,

The set of rules (A),I11 = {019 929 930 041 pso 9129 O]3o 9149 0]5}

defines the system (R, D, w(wiii). zo). By Theorems 3,2 and 3.3 of e
Volume II, the system is secure and satisfies *-property provided the j

initial state z4 does,

¥
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SECTION 17! ’ '

THE INCLUSION OF CURRENT SECHURITY LEVEL 4
' t

Introdugtion !
The concept of "current” security classification is directly

# implied by the *-property. Moreover, as was discovered in the initial

attempt to use the secure computer model in the design of a security

kerne].(3) not only is the use of the current security levelt naturai |

but also it can lead to dramatic simplifications of the *-property

L checks of rules Pl Pp» and 04 of "A Mathematical Model.," This

b section will investigate both the justification for the current

security level and the implications of its inclusion in the model.

& Rackground

We are considering the system z(R,D,w(w),zO) where z, is

secure and satisfies *_property. We begin by defining two pairs of
partial functions:

g7(S,v) = max {f,(0): (S,0,w) € b};

g,(S,v) = U {f,(0): (S,0,w) ¢ b};

h](S,v) = max {fz(O): (S,0,r) ¢ b}; and

h2(S.v)

The domains of these functions are pairs (S,v) such that corresponding

T

U{f,(0): (S,0.r) ¢ b},

bracketed set is not empty. The intuitive interpretations of 9 and

g, areas follows:

g](S.v) is the highest classification of any object O

+That 1s, the c1assificatfon-and-category-set.(4)

18
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currently accessed by S in the write mode in state v;
gz(S,v) is the smallest category set which contains the

category se* of each object 0 currently accessed by

S in the write mode in state v.

h, and h2 are interpreted similarly with "read" in place of

"write".

The order imposed on the objects currently accessed by S

is established by Theorem 3.1 below.

Thegrem 3.1: 1f v satisfies *-property, then the following

are true:
(1) (5.0,w) = b => g,(S,v} = £,(0) and gy(S,v) = f,{0);
(2) (s.9,a) ¢ b and g](S.v) defined =>

91(Ssv) g f,(0) and gy(s,v) Sf,a(0);
b => h](SoV) 2 f2(0) and hz(S.v).9f4(0); and
(4) QI(S.V) and h1(S.v) defined =>

™

(3) (s.0,r)

g](S,v) 2 h](S,V) and 92(59\’) ;hz(sav)-
Proof: A direct application of the *-property.

The four conclusions above can be paraphrased as follows:

(1) If S has current write access to two diflerent
objects 0, and 02 in b, then 0] and 02 have the
same classification and category set.

(2) If S has current append access to 0, and current write

access to 02 in b, then Ol's security level

19
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dominates 02'5 security level,
(3) Conclusion (3) is a restatement of the definitions of
h] and h2'
(4) If S has current write access to 0, and current read
access to 02 in b, then Ol's security level
dominates the security level of 02.

The first three of these conclusions tend to make the prospect
of checkirg for the preservation of *-property more manageable, since
the fouwr values of 9 9o h], and h2 group the classifications and
categories of currently-uccessed objects in & natural manner, (See
Figure 3.) The fourth conclusion reduces the number of important
values to two, The full import of this argument 1is revealed in
= A

Objerts ir this

range can only

|
.

increasing
be appended.

This defines the current'
- level of write access.

security

[E3

Objects in this
< level

In

range are

read only.

Figure 3. The Natural Ordering of Currently-Accessed Objects
20
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Caorollary 3.2.

Corollary 3.2: When g](S.v) is defined and v satisfies the

*-property, then
(1) (5,9:2) e b => £,(0) 2 9;(S,v) and f,(0} 2g,(S,v);
(i1) (S,0,W) ¢ b => fZ(O) = gl(S.v) and f4(0) = gz(S.v); and
(111) (S,0,r) e b => £,(0)

A

g](S.v) and fq(O)G.gz(S,v).

Ac: rding to Corollary 3.2, in a state which satisfies the

*.property, there is for each subject S which has current write

.
1

access to same object a unique security level which equals the
scrurity level of every object currently accessed by S 1in the
write mode, This security level simultaneously dominates those of

objects being accessed in read mnde and is dominated by the security

A 0

B WA TR Bl W

E.3
|

increasing

security

1=

level

1€

Figure 4. Information Flow and Security Level
21
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level of every object being accessed in the append mode. (See Figure 4] g
The possibility of great simplification comes from the global importance . {
of this security level for a given subject S in state v, i
The partial converse of Corollary 3.2 contained in Theorem 3.3 ;
provides precisely the needed tool for simpliifying the rules, ;
1

Theorem 3.3: Let (fg, fc) ¢ S xS, Let | 1

H e Hy and let v = (b,M,f,H) be a state such that the implications
(1), (2), and (3) below hold:

v

(1) (5.0,3) ¢ b => f,(0) 2 fc(S) and f,(0) Pf6(s);
(2) (Svopﬂ) € b => fz(o) s fs(s) and fa(O) = fs(s)c and

(3) (S¢0'£) e b => fz(o)

HaA

fs(s) and f4(0) SfG(S).

Then v satisfies ®~property.

Proof: Let S¢S, 0, ¢ b(S:w,a) and 0, c b(S:r,w). It
must be shown that f2(0]) 2 f2(02) and f4(01) .9f4(02) in order
to establish that v satisfies *-property. By (1) and (2),
o f5(0;)

fs(S) : f2(02) and fG(S) 2f4(02). The nececsary relations

nv

f(S) and f,(0,) QfG(S). By (2) and (3),

hold by transitivity and v satisfies *-property.

Thearem 3.3 establishes that if implications (1), (2), and

—

(3) were the definition of *-property, then checks for the
preservation of *-property could be reauced in most cases to a

simple comparison. The importance of this reduction in an
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implementation is great enough that *-property will be redefined
in Section 1V to take advantage of the simpler checks. In the
next subsection, the functions f5 and f6 of Theorem 3.3 will be
added to the model for later use.

Second Refinement of the Model

We shall revise the definition of F as a subset of
Sk ¥ x rk)S x ()Y x & x (PK)S such that
f= (f, o0 f30 f4u fou fc) € Fif and only if for all s €5,
v
£1(s) 3 £5(5)

and

Call fS(S) the current classification of S {relative to f)} and
fG(S) the current category-set of S (relative to f). The current
classification and current category-set will be used in the next
section to redefine the *-property tu take advantage of the
simplification implicit in Theorem 3.3. In the remainder of this
subsection, we shall discuss the simplifications which are the

stimuli for the changes to come.

Define V3'3 to be the subset of V consisting of all
v=(bM,fH) satisfying the hypotheces of Theorem 3.3. That is,
v = (b,M,f,H) ¢ V; 5 provided

(1) (5,0,a) ¢ b = f2(0)

(2) (S5,0,w) € b => f2(0)

v

fs(S) and £,(0) 2 f5(S);
fe(s) and f,(0) = fg(S): and

23
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(3) (S,0,r) ¢ b =~ f2(0) . fS(S) and fa(O) ng(S}.
Every v e V3_3 satisfies *-property by Theorem 3,3, (On the other
hand, it v satisfies *-property and b(S:wj # ¢ for S o &,
then v ¢ V3.3 by Corollary 3.2, Hence, the conditions for v to
be member of V3.3 are only slightly stronger than those ftor v
to satisfy *-property. In particular, v = (b, f,H) can satisfy
*-property and fail to be in the set V (Figure ) only if there

3.3
is an S ¢ Swith b (S:w) = ¢ and either

-+

(1) there is an 0] . b(5:a) with fZ(O]) 1oy ";»Yg(ol) = r(sy,

(8]

"

or
(2) there is an 02 ¢ b(S:r) with f2(02) £ fS(S) or fa(uzj < .6(5)_
In eitner case, however, 1t *-pronerty holds, then the soouricy
level of any object in b(S:a) dominates the security level ot any
object in b(S:r) and the exclusion of v from Vy 3 results from
an incongruity between the explicit values fs(S) and fG(S) and
their implicit bounds, inf(fz(O): 0 e b(S:a)} and
sup{f,(0): 0 e b(S:r)) for fe and N(f,(0): 0 c b(S:a)

and U{fa(O): 0 ¢ b(S:r)} for f (These implicit bounds are represented

6
by the lines below the a t-acket and above the r bracket in Figure 5.)
To justify the elimination ot this incongruity in Secticn IV,

let us derive an alternative condition for the *.property-preserving
condition Up = ¢ of rule 1 under the assumptions that v e V3 3
] L 4

and that 51'5 security level is the infimum 97 the security levels

of the objects in b(S‘:g,g). In that situation, the following

24
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i
3 Figure 5. State v Satisfies *-Property While v £ V, 4 i
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conditions are equivalent: ;‘
Up] = {0: 0¢ b(Si:ﬂ,g) and [fz(Oj) > f2(0) or .
F4(0,) £ £4(00]) = o \

<> [f,(0,) = £,(0) and £4(0;) Sf,(0)] i

for all 0 such that [(5,,0,4) ¢ b or (5,,0,a) ¢ b] ';

<=> £,(05) ¢ f5(s;) and f4(oj)5f6(si).

Clearly, then, the substitution of ”f2(0j) < fS(Si) and

f g} " =
fd(oj) f6('1) for Uo]

fact that f1 remains security-preserving and the fact that the

$" in rule oy guarantees both the

proposition below is true:

if veVyq and oq(R,v) = (D,v*), then v* c Vg o
In fact, the same guarantee can be advanced for each of the

sybstitutions listed below:

[u = 6] <= [£,(0) < f5(S;) and £4(0,) SFg(S)];
[Upz = .p] <=3 [fZ(OJ) : f5(51) and f4(OJ)2f6(Sl)]; and -
[Up4 =61 <= {f,(0;) . f5(S;) and £,(04] = fe(S.)].

It now becomes imperative that a subject be able to change
his f5 and f6 values, This 1s accomplished in the model by
incorporating rule 017 found 1n Appendix A. The checks made by
£y7 before granting a change of current security level are

(1) that the implications required by Theorem 3.3 vis-a-vis

the objects currently accessed are satisified, and

[y
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] (2) that the relations f](Si) > fS(Si) and f3(Si) Qfs(si) E (
E hold true, g 1
E Conclusion - ﬁ
E The rules o1s Ppo and Py Can be greatly simplified by two f
b

simple revisions. The first is a revision nf *-property suggested
by Theorem 3.3; this revision is found in Section IV. The second
revision is the adoption cf the concepts of current classification
and current category set: these concepts are directiv implied by the
*_property itself., Little generality is lost in the rules listed

in using the current security level and the new definition of

*_property, since the *-property guarantees the near-equivalence

bt it A e e e S ] i i 49

of the two sets of conditions listed in the previous subsection.




SECTION 1V
REVISING THE *-PROPERTY

Introduction

TTTTTE— T T ———— T

The *-property was introduced in "A Mathematical Model" to
allow the prevention of potential compromise in secure computer
systems. In this section, the *-property will be revised in two
ways. The first revision was motivated in Section IIl and involves
b a new set of conditions for the definition of *-property. The
second revision alters the set of subjects which are ccntrolled by
the *-property; the motivation for the second revision {s contained in
the rext subsection.

The Background of the *-Property

The original motivation for the *-property was the potential

for security compromise caused by simultanecus access of two or more

objects with different security levels by a single subject. Tne

~ argument for some sort of potential-compromise prevention ran as
follows:
(1) a subject S with simultaneous write or append access to
- cbject 01 and read or write access to object 02 with
) i security level greater than that of 0] might put 02
. information into object 0];
r : (2) 1if S should do so, the actual security level of the contents

of 0] would not agree with the record of 01'5 security

28
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level in the system data base;

Iy

(3) 1in this case, the system has lost the ability to control

B ()

the situation accurately;

(4) it is not desirable for the system to lose control of the
situation; hence,

(5) the system must not allow the type of simultaneous access

described in (1) above.

,
b

The argument is almost syllegistic in its simplicity. The

construction and use of the *-property, however, overlooked a

major possibility 1mplicit in statement (1): there may be subjects
which will never mix information of different security levels as was
described. The *-property was used in “A Mathematical Model" as if
no subject could be trusted not to mix classified information. In
this section, the *-property will be revised by remov.ng that
assumption.

The set S 1s the set of all subjects. Let S' represent
the set of all subjects that are untrustworthy and may mix information
as described. A state v = (b,M,f,H) will ke said to satisfy the

*-property relative to S' prcvided that for every S e S'the *-property

conditions of Theorem 3.3 are satisfied. With this definition, the
the assumption that no subject can be trusted is removed and the Theorem

3.3 condition 1s substituted for the original * .pro, :rty condition.

As shall be seen later, this modification is easiiy integrated into
the model. First, however, we shall formally alter the model in the

described.
way cr 29




Third Refinement of the Model

Let S' be any subset of S. A state v = (b,M,f,H) with

i
v

1
Hoe Hy satisfies the *-property relative to $' provided \
f,0) 2 f5(S) and f,{0) 2 fe(S); i

t

J 0 ¢ b(S:a)
Ses => 0 ¢ b(S:w)

0 ¢ b(S:r)

"
v

f,0) = f5(S) and f,(0) = fc(S); and
f,(0) 2 f5(S) and £,(0) € fc(S). |

"
v

Now, v satisfies the *-property in the sense of "A Mathematical

Model" provided v satisfies the *-property relative to S. Thus

the new definition of *-property includes the old one but is some-

what more general.

Arule p : RxV+DxYV preserves the *-property relative

to S' 1if whenever p(Rk,v) = (Dm,v*\ and v satisfies *-property
relative to $', then v* satisfies *-property relative to S'.
Note that a proof that a rule p nreserves *-property relative
to S' can be generated from a proof that o preserves *-property 5
by adding the conditions "S; € S' " to each argument involving Lo
St' However, since the implications of Theorem 3.3 have been
substituted for the original conditions in "A Mathematical Model,"
new proofs are required for the statements that the py are *.property -
preserving. These proofs are included in Appendix B.

Since the change from *-property to *-property relative to S'

is nearly trivial, we shall simplify discussion by using the phrase

u —————y ¢ b AN

“*_.property", keeping in mind that a fixed but arbitrary set S' of

é subjects is involved.
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Conclusion

The *-property can be revised as indicated with no noticeable
perturbation in the model. Moreover, with these alterations, the
model can allow a vast simplification of the *-property checks as

well as free a design as much as possible from excessive preventive

measures. With this revision of the *-property then, the model

1. prevents untrusted subjects from degrading the system
by mistake (an unexpected side-effect of a program or
a bug); and

2.

allows trusted subjects to operate without the extra

ercumbrance of the *-property,
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SECTION V
) CLASSIFICATION OF A CONTROL HIERARCHY

Introduction
The refinements to the model contained in Section 1T make

l it clear that objects which do not represent data are present in )

the model. There are, in fact, objects which represent entries in
the access matrix, just as is the case for directory segments in
the current Multics system. This fact causes certain problems in

the design of a secure computer system, In this section, the

ol

desirability of orqanizing the objects in a coherent manner in

order to ease these design problems is discussed. It is further

b

shown that the proposed organization is eminently feasible,

“"""b

Compatibility

The security levels of objects provides an ordering <af 1
on objects:
0,V 0, <=> [f2(01) < f2(02) and f4(01) c f4(02)].
e Since a hierarchy also imposes an ordering on obizcts, the
! possibility of some sort ov correspondence between the two orderings
| presents itself as an interesting possibility.t We shall call a
‘ state v ‘“compatible" provided the structure of <. is similar
to the tree-structure implied by an element of HM' More precisely,

we shall call a state v = (b,M,f.H) compatible if

C———.

i
b
r for 211 0 ¢ 0 [0 ¢ K(0) = £,(0) 5 F,(0;) & £,(0) S4(0,)]).

+This particular object-ordering was first mentioned in (5).
32




¢ That is, v is compatible provided security level is monotonically
non-decreasing along any path away from the root. The next

subsection will discuss the justification for requiring compatibility

ik TR o 2N

in a secure computer system,

1

Extrinsic Justification for Adopting Compatibility

The developmental work of the secure computer modei has heretofore

been primarily directed by current manual security procedures for classified

documents. In the large, analogy was Guite useful in this task:

|
e - S

L

data files in an information system correspond directly to documents
in a file-drawer system. Unfortunately, the analogy is not perfect.
For example, the Multics analogue of the "organization" of a file
drawer is the directory structure, and the directories themselves are

segments, just as data-objects themselves are segmerts. Hence, in

considering a pfactical secure computer System in a Multics-like
enviranment, one is forced to consider issues beyond the purview of
current security procedures. The remainder of this subsection will
deal with three of those issues, leading to a justification for the
adoption of compatibility,

; The first {ssue is whether directories should be considered
objects. From one point of view, directories are basically an index
into the data stored in data segments., With this perspective, one
wouid consider that the directories support the model by filling the

role of a unique index to the set of objects. However, as mentioned

33
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above, Multics directories are segments and as such are subject to
alteration, Hence, the index which the directories represent is in
no sense immutabie. Moreover, a Multics directory contains access
infprmation to all of its inferior directories and/or data segments.
Hence, some sort of control over access to directories must be
enforced. Since security-related information is involved, protection
for directories must be absolutely certain. The protection of objects
in the model is thus of precisely the nature required for the
protection of directories. Since in Multics both directories and
files are segments, the inclusion of directories in the set of objects
allows the protection of segments to be accomplished in a uniform
manner with the secure computer model acting as a specific guide in
the undertaking.

The second issue revolves around the classification of directeries,
It would simplify matters if nothing more than the analogues of
documents (namely data segments) were required to be classified., This
approach, however, is infeasible because directories are also segments,
and they contain important information about inferior obiects. The
most obvious example is a file 0 whose very name is classified secret,
The name of O will be part of D, so that if D 1is unclassified,
the votential for compromise exists., Clearly, then, provision must be
made to classify D appropriately to bar unauthorized users from
reading the information about O which is in D. There are alsc many
less c¢bvious examples which can make a successful implementation

34
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quite difficult even with classified directories.™  Altogether,

I
PO —

then, provision must be made for the classification of directories,

Suppose now that we are resolved both to include directories

" e e

as objects and to allow classified directories for the reason given ahove. %
The final question is whether there §s any reason to impose
compatibility, thus in some sense forcing the directory structure
to match the security ordering=..

There is indeed a reason to impose compatibiiity, The issue
here is illustrated by the situation pictured in Figure 6, a
situation rendered impossible by the imposition of compatibility.

Currently access to 02 in the Multics svstem is "through"

Secret

Unclassified

Figure 6. A Noncompatible Situation

e ——— .

+A full discussion of the implementation problems actually encountered
in the design of a closed secure computer system can be found in
Section 3.7 of the design analysis report for the Air Force Data
Services Center (Reference 6).

AR i el S . s Mt bl 1
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0]. More specifically, the name of 02 is the path in the

ol pa—

hierarchy from the root object 0R to 02. Hence, a request for

access to 02 by an unclassified subject admits of two resolutions:

e B

denial of the access or provision of control mechanisms to protect 0]

while 02 is being arcessed. It is now considered unlikely that

L ——

appropriate control mechanisms can be provided within the constraints
of the security kernel concept.(G) Thus, it will be necessary to
deny access to 02 by unclassified subjects. Hence, no subject
classified below secret could ever access objects below 0] in the
hierarchy, rendering classifications 1ike that pictured in Figure 6
fatuous, Thus, within the constraints of practicality compatibility
15 2 necessity., In the next subsection, it will be shown irhat the
preservation of compatibility is not only feasible but also relatively
simple,

The Preservation of Compatibility

Clearly the preservation of compatibility could be threatened

only by alteration of f or H. A quick review of the rules in

wiy; Shows that only rules I (create-object) and P15 (delete-
object) can ever affect either f or H. Moreover, 15 does not
alter f and may only disassemble part of the hierarchy tree. Thus

the burden of preserving compatibility will fall on a replacement for -

rule °14*




- = - = =~

Rule P14 itself will preserve compatibility if and only if the
two following conditions are satisfied:

(1) fz\Oj) < Cu and
Hence, adding these two conditions as restrictions for 014 will =

(2) f

yield a rule which preserves compatibility.

HM‘H\\:'I‘]\ i

Proposition 5.1: The rule 16 below preserves compatibility;

that is, if °16(Rk’v) = (Dm,v*) where v 1is compatible, then v*
is compatible., Moreover, 0, Preserves security.*
o (@) R £RE)
. r
( es,(b,M @ Lr-‘!'-'-@-]i,r(j,M)’ 0‘(Ojof:CUoQ)t B](Oth))

&

el

iR T (3008 ¢ a(3) and

[Os(j) e b(S;:w,a)] and
fz(OJ.) < C, and f4(0j)C,I_Q'.

|
|
!
fé;
§

Ll

AN o

{
p]ﬁ(Rknv) = \ ( BS,(h,M Q [Log!_w_lﬁ,]i.r(j'")l “1(03’f‘cu'0)’81(03 ’H))
16 R, = (5;,054C,,008) ¢ R(3) and
[0g(4) € b(S;ma)] and
fz(Oj) s C, and f4(0j)§;Q;

L (no,v) otherwise,

+The function ay in the definition of P16 denotes the classification

obtained from f by setting the new object's security level equal to

oV e et s oo ARG v A e ot I, 1

(Cu.Q). By s the hierarchy obtained from H by adding a new object

Ak

directly below Oj. Both ay and By are detined in Appendix C.
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Proof: Write v = (b,M,f,H} and v* = (b*,M*,f* H*), Note

that f and f* differ only on O Pick 0 ¥ Oj' Then

t(J,M)
H*{(0) = H{0)}. Hence since v 1is compatible, ft(O) is dominated by

ft(O]) for 0] ¢ H{0) and t = 2, 4, Consider Oj‘ H*(Oj) equals

either H(Oj) or H(O.)LJ{OT(j M))’ and the check for compatibiiity

J
reduces to a check vis-a-vis 0j and 0 \ where Rk € R(3);

("
. . . n.) <
Os(j) ¢ b(S,:iw,a); fZ(OJ) ¢ (5 and fal J) c Q.

* *
But f2(0 = Cu and fQ(OT(j.M)) - Q 40 that

t(j,m)’
v* is compatible and °i6 is compatibility-preserving as claimed.

—

i

o ——n

Since °16 iLoa rafiine

preserving, °16 is itself
If one desires a secure

compat:. e states satisfying

ent of

14 which is security-
security-preserving. /
computer system which exhibits only //

the *-property, one can use the

set of rules
“ii1 7 (P10 0g0 Pgs 0gn P51 P1p0 9330 Bygs Oygs 0yy)
together with a compatible, secure initial state 2 which
satisfies the “-property.
Conclusion
Compatibility is currently required by practical considerations.
In addition, it can be provided by adding one further condition
to the create-object rule. Thus, compatibility is both a

desirable and a feasible refinement to the secure computer model.
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SECTION VI . l._
SUMMARY - |
1
. . |
In this report, the secure computer xdel is extended in !
sevelal ways. .
| B
The first extension allows a hierarchical order»ag of the 1

objects and for implicit control over the objects. This revision

s 4

clearly .ncorporates certain control structures into the set of
objects. With appropriate interpretation of the access attributes :

as applied to control objects in the hierarchy, the model can now

[l LR

be appliad to a Multics~1ike information system in a very direcl way.

The second extension is the introduction of current classification

ol v |l s

and current category set (fs and  f¢, respectively). This
revision made possible a vast simplification of the *-property check

in the various rules.

o i Bty [ i B

The third extension a'ters the *-property to allow for trust-
worthy subjects. This revision makes the development of the *-property
sounder and it gives the model more flexibility.

Finally, a number of practical considerations are discussed,
leading to the conclusion that enforcing compatibility, a discipline
of nondecreasing security level on the object hierarchy, is required
by the *.property in a Multics-1ike environment. The inclusion of
this discipline is achieved by the replacement of one rule in wiii
by another very similar one, resulting in a secure computer system
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which preserves both the extended *-property and compatibility.
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APPENDIX A

THE RULES

In this appendix, the rules of this volume are listed in

numerical order., The set w3 of Section il comprises rules 1, 2,

3, 4,5, 12, 13, 14, 15, and 17, The set wi%i of Section V, which
guarantees the preservation of compatibility, consists of the rules

1, 2, 3, 4, 5, 12, 13, 15, 16, and 17, Rules 1 - 5 are rules retained
from "A Mathematical Model." Rules 12 -~ 17 are new rules, The proof
of rule 16 appears in Section V as Proposition 5.1 (page 33}; the

remaining proofs are in Appendix B.
There is a standard format for the presentation of rules in

this appendix. The domain of o4 is a description of the form a

request that rule o, handies will take. The semantics of p. is a
i i

brief explanation of the situation that rule o is designed to

arbitrate. The *-property function 9, is a Boolean function which
specifies the conditions which must be satisfied before a positive
decision is allowed for an untrustworthy subject--that is, a subject
in S'. If the *-property does not affect the rule, the *-property
function is listed as a tautology (always TRUE) and o, does not appear
in the rule itself. Next the rule is presented in an abbreviated
furctional form. Finally, an algorithm for 05 is presented, Any
unfamiliar notation can be found listed in the Notational Glossary in

Appendix C.
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Rule 1: get-read

Domain of py: all Ry = (9,5;,0;.1) ¢ (1),

Semantic: Subject Si requests access to object

OJ. in read (r) mode.

*.property function:

o (R,v) = TRUE <=> [f(S;) 2 F,(04) & fe(S5) 2 fd(Oj)].

The rule:
((2,v) ifR £ domain of P13
(yes, augb(Rk.v)) 1'f[Rk ¢ domain of p]]
& [re H].J.]
p1(Reav) = ¢ [,(5;) 2 £,(0,)]

& 2
& [fy(s,) 2 f4(Oj)]
& sy €3 oroi(R,v)];

L (no,v) otherwise.
Aigorithm for I

i Rk ¢ domain of o1 then p1(Rk,v) = (1,v);

re H“

and <[S, ¢ S* and o,(R,,v)]

or [S, ¢ 8 and f,(S5,) z fz(oj) and f4(S;) 2f4(0j)]>
then o, (R.,v) = (yes, augb (R, ,v);

else if
n

else p. (R, ,v) = (no, v);
else pyik, no

end; 42
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Rule 2: get-append

Domain of o,: all Ry = (9.5,,0,.2) € r(1),

Semantics: Subject Si requests access to object
0j in append (a) mode,

*-property function:

OZ(Rk’v) = TRUE <=> [fS(Si) < fz(Oj) & fﬁ(si) g_f4(0j)].

The rule:

1 (2.v) if R ¢ domain of o,
(yes. augb(Rk.v)) if [Rk ¢ domain of pz]
92(Rkov) = < & [_a_ € Mij]

& [Si £ S or oz(Rk.v)];

_ (no, v} otherwise.
Algorithm for o,:

if Rk ¢ domain of CPS then pz(Rk.V) = (2.v);

else ifaeH

13
and <[S, € S' and o,(R.,v)] or [S; ¢ S'J>

then o, (R, ,v) = (yes,augb(R,,v));

ﬁ_e_ Dz(Rklv) = (ﬂov);

end;
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fule 3: get-execute

Domain of pj: all Ry = (g,Si,Oj.g) € R(]).

Semantics: Subject Si requests access to object Oj

in execute (e) mode.
*.property function:

03(Rk'v) = TRUE.

The ruie:
(2.v)
(yes, augb(R, ,v)
03(R ) = <
L(Q_O_.v)

Algorithm for p3:

44

if Rk ¢ domain of p3i
if [Rk ¢ domain of p3]
& {E, € M.lj];

otherwise.
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Rule 4: get-write

Domain of op: all R = (9,5{,0;m) ¢ r(1),

*.property function:

04(Rk.v) = TRUE <=> [fs(si) = fz(Oj) & f6(Si) = f4(0j)].

The rule:

(2,v) if Rk ¢ domain of 014

(yes,augb(Ry,,v)) if [R, ¢ domain of P4
°4(Rk,v) = & [we M”]

& [f1(51) 2 fz(ni)]
o)
, 8 [s. €' org(R.v)];
(no,v) otherwise.

Algorithm for CFE

[= 8

omain of p, then o,(R,,v) = (2,v);

e ifwe M1j

and <[S, £ 5° and £1(S;) 2 f,(05) and f3(S;) 2 £4(05)]
or [S; ¢ S* and 0,(R,,v)]

then oa(R sv) = (yes,augb(R,v));

else pg(R V) = (no,v);
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Rule 5: release-read/execute/write/append

Domain of P all Ri = (r.Si.Oj,L) £ R(]).
Semantics: Subject S1 signals the release of access to object
OJ in mode x, where x is r (read),

e (execute), w (write), or a (append).

*.property function:
ps(Rk,v) = TRUE,
The rule:

(xgg.dimb(kk.v)) if Pk ¢ domain of P
Ds(Rktv) =

(2,v) otherwise.
Algorithm for og:

if PR, ¢ domain of og then °5(Rk’v) = (2,v);

eise pg(R ,v) = (yes, dimb(R ,v));

end;

46

e e i —



J T el A

B s

T W g AL 4T

Rule 12: qive-read/execute/write/append

. . - (2) .
Domain of CIPE all R = (Sx.g.si.oj,g) e R with Oj # OR'

Semantics: Subject SA gives subject Si the right of access

to object Oj in mode x where x is r, e, w, Or a,
*-property function:

c -
lz(Rk’V) = TRUE.

The rule:
((2,v) if R ¢ domain of 0,3
(yes.(b,M & I'yij.f,H))
°12(Rk‘v) = if [Rk ¢ domain of 012]
& [Os(j) 6 b(S)\:_\r_l_)];
L([ga,v) otherwise,

Algorithm for °i2:
if R £ domain of o, then o), (R.,v) = (2,v);

g]ie‘_ﬁos(” € b(Sx:t_l.)
I-_'_‘S_n_ D]z(Rk'V) = ( s, (b’M 1 [ﬁfj'f’H));

else 0y,(R. V) = (no,v);

——— e o DO e —
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Rule 13: rescind-read/execute/write/append 4
. (2) ‘
Domain of P13t all R = (Sx.r.Si.Oj._:g) e R wth OJ- * Op. )
{
Semantics: Subject S/\ rescinds S‘.'s privilege of l
access to object OJ. in mode x when x is r, '
e, w, or a. |
*.property functions:
013(Rk.v) = TRUE,
The rule:
r . . X
(2,v) if R, ¢ domain of o,4;
(yes.(b - {(Si.OJ..x)). M@ [5]1j.f.H))
013(Rk.vf < 4 if [Rk ¢ domain of 013]
1) [Os(j) £ b(szﬁ)]'.
L(LLQ_.V) otherwise,
Algorithm for f13° C
if Rk ¢ domain of °13 then 913(Rk.v) = (2,v); fﬁr
else -‘ios(j) € b(S)‘:ﬂ) then 4
p13(Reev) = (yesy (b - ((S;,050x)3,M 8 [X];,F2H)) i
else oy3(Rpav) = (no,v); . ; 1
end; o
|
!
48
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Rule 14: create-object

Domain of CIVE all Rk = (Si ,OJ.CU,Q.X) € R(3) with OJ. 4 OR'

Semantics: Subject Si requests the "creation" (i.e., attachment)

of an object directly below object OJ.. The new object is

- ol B e | W
L i e

to have clascification Cu and category set Q. If X = €,

S; wishes to be given r, e, w, and a access to the new object;

if x = #, S, wishes only r, w, and 3 access. I
- *.property fun. ion:
514(Rsv) = TRUE. §
The rule:
([ (2,v) if R, ¢ domain of py,;
(Le—s-I(b:M e LE’!‘.DQJ1'T(J ,M) 'G] (OT(J 'M).f.cu.Q).B]((()%;H.M)) ?
if [Rk = (S'l 'Oj‘cu'Q'” e R ] f
'. O14(RkoV) = & [Oj € b(S,‘ :ﬁn,a_)]'n ;‘,\
( ES.(b.M ° [L"e'.!"a'Ji,T(j.M) ,G] (OT(J.M)’f.CU'Q)’B1(OJ 'H'M)) :
if [Rk - (S.‘ ‘Oj ncquo.e_) € R(3)] i
& [OJ e b{S,:w,a)]; F
. 1
P L (no,v) otherwise.
49
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Agorithm for CIVE

if Rl: ¢ R(3), the domain of P then pM(Rk.v) = (2,v);

else if O, € b(S;:w,a) then

f eise D]4(Rkov) = (noiv);

50




e P

—

Rule 15: delete-object

. - (4) .

Scemantics: Subject Si requests that object Oj and all
objects inferior to Oj be "deleted" (i.e., detached
from the hierarchy).

*~property function:

OIS(Rk'V) = TRUE,
The rule:
((2,v) if R, ¢ domain of o,.;
- k 15°
(yes, (8;(3:0)185(3.4),,8,(0;,H))
p15(Resv) = { if [R e domain of o,]
& [0g(5y « b(S;:w) ;s
_(no,v) otherwise.

Algorithm for 15"

R e R(4), the domain of ¢, ., then o]:;(Rk,\') = (2.v);
else 1j_OS(J) e b(S,:w) then
P5(Ryav) = (yes,(8y(3,0),8,(3.M),F,8,(0,,H));
else yg(Rav) = (no,v);

end;
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Rule 16: create-object{preserving compatibility)

| _ _ NG
Domain of CRPE all Rk (Si'oj’cu’Q’*) ¢ R with 0} # 0p.

Semantics: Subject Si requests the "creation" (i.e.,, attachment)
of an object directly below object OJ. The new object is
to have classification Cu and category set Q. S wishes

to receive access attributes r w, and a to the new object.

Si also wishes e access if x = e,
*_property function:
% 6(Rysv) = TRUE.
The rule:
((2.v) if R, ¢ domain of oy
(yes,(b,M 6 [r,!,gji’T(j’M).a](UT(j'M),f,Cu.Q),B](OJ,H,M))

1F Ry = (51,04,C400,0) € r(3)3
& [0J € b(Sizg,g)]

p16(Rsv) = < 8 [f,(0;) s ¢, and f,(0,) SQJ;

& [0;i € b(Si:y_,g)]

t(gg,v) otherwise,

52
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(Le__s_i(bin 0 [Loivﬁoﬂ]i .T(j ,H) Du‘l (OT(J ,H) 'fICUOQ) iB] (OJ ’H OM))
PF IR, = (5{,0,,C,.0,8) € r(3);

& [£,(05) £ ¢, and f,(0;) € QL;
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!
). Algorithm for p,c: - L
»
‘ (3) . ‘
if R ¢ R, the domain of 0160 then plﬁ(Rk‘v) = (2,v); CoE
| else if 0j - e b(S,:w,a) then B 1
F do; " ‘
= ‘
¢ = {r,w,al; “ i
if x = 2 then ¢ = ouie}; ; ]
: O}S(er'/) = (yeS,(b.”. L [ﬂi,'r(j,M)'ui(or(j,M)’f’cu’Q)'B](oj'H’M)); 3
' end; -
b else (R, ,v) = (no,v); :
ol °16' "k LS
b ,
D o
{ :
1 B j
/ J;F" 4
-, !
Z
e
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Rule 17: change-security-level

Domain of pyq all Rk = (Si'cu'Q) € R(S).

Semantics: Subject Si requests a change in his current security level

(that is, his f5 and f6 vaiues) to C and Q.

u

*-property function:

p”(Rk,v) = TRUE <=> [f](S‘.) > Cu and f3(Si)‘;’Q]

L N e

& [0 ¢ b(S;:a) => €, ¢ f,(0) and QC f,(0) ]
8 [0 e b(S;:w) => €, = f,(0) and Q = £,4(0) ]
& [0 e b(S;:r) => C, 2 f,(0) and Q@ 2f,(0) 1.
The rule:
r{2,v) if R, ¢ domain of o1y
( ) g (&.(b.”,oz(f,si .CU,Q).H)) if [Rk ¢ domain of p]7]
R V) = [ .
177k &[S, £ oropR V)]s
| (no,v) otherwise.

l\\

Aigorithm for CIPH

if Rg ¢ domain of 17 then p]7(Rk,V) = (2.v)s
?]je_lﬂ [S'i ¢s' or 0]7(Rk'v)] then 917(Rk'v) = (Le_s_o(b'noaz(fysi ocqu)aH));
i else py7(R.,v) = (ng,v);

| end;
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APPENDIX B
PROOFS OF THE RULES

In this apuindix are gathered all new proofs for the various
rules of Volume III. The proofs of the ruies contained in Volume II
are not included here. Since the proof that rule 16 is security-
preserving is contained in Proposition 5.1, it is omitted here,

For rule 12, the full justification of the correspondence
between the functional specification of the rule and 1ts algorithm
is given in full to indicate the form such a verification takes.

Similar demonstrations for the other rules are omitted.

Proposition B.0: A rule p preserves *-property relative to S’

if the following implication is valid:
if v=(b,M,f,H) satisfies *-property relative
to 8'5 o(R..v) = (D ,v*)3
vk = (b* M* f H*); H* € Hy; and
(S'i .Oj.gt_) € b* - b, then
S ¢S or Oj satisfies the first, second,
or third *-property condition as x is a, w, or r.
Proof: Assume the implication is valid, Let S ¢ S' and
suppose O e b* {(S: a,w,r).
If 0eb* (S: a), then either 0 ¢ b{S:a) or (S,0,a) ¢ b* - b,
In either case, the first *-property condition holds, either by the

assumption on v or Ly the implication.
85
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Similarly, if 0 e b* (S: w) (respectively, b* (S:r)), then
either 0 ¢ b(S: w) (respectively, b(S: r)) or (S,0,w) e b* - b
(respectively, (S,0,r) ¢ b* - b). Again in either case, the
second (respectively, third) *-property condition holds, either by
the assumption on v or by the implication,

Since the definition of *-property is satisified, v* satisfies

*-property as claimed.

Proposition B.1: Rules 1, 2, and 4 preserve *-property

relative to S'.

Proof: Llet u=1,2,0r4 and x;=a, X, =W, and x, = r.
Suppose v = (b,M,f,H) satisfies *-property relative to S';
oy (Rk.v) = (Dm, v*); and v* = (b*,M*,f* H*). By Proposition B.O,
it suffices to show that

(1) f=

(2) H* ¢ H"; and

"

i

(3) (Si,Oj.l) e b* - b {implies

S1 £S' or Oj satisfies the appropriate

*-property condition.
But by Byt v¥= v or aug (Rk.v) so that in either case
f*2 f and H¥* s H e H". Now b* # b iff v* = aug (Rk.v). Hence
b*# b implies b* - b = {(51'Oj'5u)} where R = (g, Si'oj'ﬁu)'
If S, ¢S8', then since v* = aug (Rk.v). 0|J(Rk’v) = TRUE, which
is by definition equivalent to the appropriate *-property condition,
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Thus by Proposition B,0, v* satisfies *-property relative to S'.

Proposition B.2: Rules 3, 5, 12, 13, 14, 15, and 16 preserve

*_property relative to S'.

Proof: This proposition follows directly from Proposition B.0.
For rules 5, 12, 13, 14, 15, and 16, the premise (Si.Oj.g) e b®~ Db
of the implicaticn above is never true so that the implication itself
is trivially true. Hence the listed rules do indeed preserve
*_property relative to S'. For rule 3, b* - b # ¢ implies
b* - b = {(Si,oj,g)} so that the conclusion of the implication is
vacuousiy true. Hence rule 3 2lso preserves the *-property relative
to S'.

Proposition B.3: Rule 12 is security-preserving.

Proof: If v = (b,M,f,H), v* = (b*,M* f* H*) and
P12 (Rk.v) = (Dm.v). then b* = b and f*=f. If v 1is secure,
every (S1.Ojl5) in b = b* satisfies SC rel f (hence SC rel f*).

Thus v* must be secure.

Proposition B.4: The l1isted algorithm calculates Py
Proof:
(i) Let Ry ¢ R(Z). The condition on line 1 of the
algorithm is satisfied, so that 912(Rk,v) is set equal to (2,v)
as desired and the algorithm terminates in this case.
(11) Let Ry * (SA.r.S‘.OJ,g) € R(z). The condition of line 1
57
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is not satisfied so line 2 is used, The condition of line 2 is

T e ew——

satisfied so that °]2(Rk'v) is set equal to (?,v) ac desired; the
algorithm terminates.
(iii) Let R = (SA-Q-Si'OJaﬁ) £ R(z) and let w ¢ Mx,s(j)’
The conditions on lines 1 and 2 are not satisfied; line 3 is used.
The condition of 1ine 3 is satisfied and plz(Rk,V) is set equal to
(yes, (b, M @ [éJij’ f, H)) as desired. The algorithm terminates,
(iv) Suppose none of the conditions of (i), (ii), or (iii) hoid.
The condition of line 1 cannot be satisfied since (i) doesn't hold.
The condition of line 2 cannot hold since (ii) doesn't hold. Since
(ifi) doesn't hold, the condition on line 3 is not satisfied so that
line 4 of the zlgorithm is invoked, setting plz(Rk'V) equal to (no, v)

as desired, The algorithm terminates.

Proposition B.5: Rule 13 is security-preserving.

Proof: Llet v = (b,M,f,H), V* = (b*M* f* H*), and
p]3(Rk,v) = (Dm,v‘). By rule 13, b*S b and f* = f, Hence if v

is secure, v* is secure,

Proposition B.6: Rule 14 i1s security-preserving,

Proof: If v = (b,M,f,H), v* = (b* ,M*,f* H*), and
®14(Rs¥) = (Duv*), then b* = b and % = o,(0,,f,C,.Q) provided '
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Ry = (84204,,,0ux) ¢ RE3) and % = £ otherwise. Since £+ and f
agree on subjects and on active objects, v* 1is secure provided v

is secure,

Proposition B.7: Rule 15 is security-preserving,

Proof: If v = (b,M,f,H), v* = (b*,M* f* H*), and
p]S(Rk’V) = (Dm,v*). then b*C b and f* = f, Thus v* is

secure provided v s,

Proposition B.8: Rule 16 is security-preserving.

Proof: See Proposition 5,1, page 33,

Prcposition B.9: Rule 17 is security-preserving, and preserves

the *-property relative to S';

Proof: If v = (b,M,f,H), v* = (b*,M* f* H*}, and
£q7 (Rk.v) = (Dm.v*), then bd*=b and f*=f or uz(f,si.CU.Q).
In either case, neither b ror the values of f]. f2, f3, or f4 have
changed so that security 1s preserved.

If f*= f or if S1 £S', then it is immediate that P17
preserves *-property relative to &' by Proposition B.0. If f* g f
and $; € S', then f* e az(f.s1.cu.o)e Rk ¢ domain of Py7» and
0i7(Rk.v) ‘s true. Clearly f* ¢ F since fg(Si) s f{(Si) = f](Si) and
f6(5;) = Q C-3(5,) = £4(S,) by the first condition of py7e
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Moreover,

0 ¢ b%(S;:a) = b(S,:a) => [F,(0) = £,(0) 2 C, = fg(s,)

5 £,(0) = £,(0) 20 = £1(5,)];
b(S;tw) => [£,(0) = £,(0) = C, = fg(s.)
& 7,(0) = £,(0) = Q = F4(5,)]; and
[F3(0) = £,(0) 5 C, = f&(5))
8 £300) = £,0) S Q = F(s)D.

Thus if v satisfies *-properiy relative to S', then v* satisfies

0 ¢ b¥(s, W)

0 ¢ b*(Si :r)

[}

b(Si:g) =

v

*_property relative to S'. Hence P17 also preserves the *-property

relative to $' and the assertion is proved.
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& APPENDIX C
‘ NOTATIONAL GLOSSARY
| t
| ; In this apperdix are listed the major notations used in the
E Secure Computer Systems series. There are three lists--a Roman
alphabet list, a Greek alphabet list, and a symbol list. Each
entry has a brief description of the concept involved and a
reference to the principal appearances of the notation in the
D three volumes. A reference is in the form (n]; Nos n3) where
» " is a page number in Volume I, n, is a page number in Volume II,
and ny is a page number in Volume III,
F ) Roman Alphabet List
_a_.Agp_&nd the alter-only attribute in the set
;' of access attributes. (-; 22; 1)
A the set of access attributes.
(-3 22;1)
,,_"i A(M) the set of active object indices;
' {j: V<, Jj<gm and Mijy'cpfor some i},
(-3 39; -)
augb(Rk.v) denotes the addition of the triple
t specified by Rk to b; if R, = (g.Si ,OJ. WX)
) and v = (b,M,f,H), then
r ‘ augb(Rk.v) = (bu{(SiOJ.L)hM,f,H).
(«; 38; -)
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b, b*

TTT———— T <

a record of curtent access; a subset

of PIS x 0 x A}, (17;25;-~)

b(S:XsYreeer)

the set of objects O accessed by S
in mode x ory or .. . or %,

according to b; {0; 0 ¢ ¢ and

[($,0,x) e b or. .. or (5,0,2)€bl}.

(-327;~)

an element of RA denoting "create."

(-322;-)

¢, control

the control attribute in the set A in

volume II. (-;22;-)

C the set of classifications, (14;22;-)

Cu an arbitrary classification from the set
c. (14;22;-)

d an element of RA denoting "delete."
(-322;-)

D the set of decisions. (15;23;-)

Dm an arbitrary decision from the set D.
(15;23;-)

dimb(Rk,v) denotes the deletion of the triple

specified by Rk from b; if

Ry * (r.Si.Oj.g_) and v = (b,M,f,H), then
dimb(Rk.V) = (b - {(Si 'Oj'_x_)}u M.sz)-
(-338;-)
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e, execute the execute attribute in the set A
of access attributes: it implies
neither the ability to read the

object nor the ability to alter

R S P T
b s o e ——

it. (-312,22;1) :

E(H) the set of edges implied by the E
hierarchy H; {(0].02). ¢ 0 and § o
Ope H(0,)). (=i-39) B
i\ error a decision used to coordinate a ; |
‘\ set of rules. (-:13;-) :
f, f* a classification/category vector %
from the set F. (15;23;-) %
F ¢S x @ x ()5 x (k)% x & x (Pk)S, :
(15;23;19)
fafarfaafyafsfe components of a vector f from the e
set F. (15;23;19)
i g an element of RA denoting "give" ;
| or "grant." (-;22;-) %
9 a partial function fromS xV to C ;'
i denoting the highest classification of gr
! ! any object currently accessed by a g

subject in write mode in a given state; |

i
i
3
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g](S.v) = maxffz(o)l (S.O,!) e b}.
(-3-314)

a partial function from

S x V to PK denoting the smallest
category set containing the category
set of each object currently
accessed by a subject in write mode
in a given state;

9,(S,v) =V, (0): (S,0,u) € b},
(-3~3149)

G(H)

the digraph canonically generated

from a hierarchy H; G(H) = (0, E(H)).

(=3=39)

a hierarchy from the set H of

hierarchies. (=-;-;8)

the set of hierarchies; H e HC(P0)"
if (1) 0‘ 7 02 => H(Ol)f‘H(Oz) = ¢
and (2) there does not exist a set
{044...40,) such that 0 ., ¢ H(0,.)
where 1 < r cwand 9 ., = 0,.
(=3=38)

the subset of H consisting of
hierarchies H with the vertices of
its tree being precisely the active
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objects; {H e H:

o

T — e

x H™(9) = UH(0) = {055 § ¢ AM)DY,
(-3-310)

a partial function from S x V to C

qowr a
2
—

- g I s’

denoting the highest classification ' )

P LR

of any object currently accessed by

a subject in read mode in a given state;
h](s.v) = max{fz(O): (S,0,r) € b},
(-;-:14)

e e e ————T | I L AT

h2 a partial function from S x V to PK
denoting the smallest category set :
containing the category set of each
object currently accessed by 3 subject
in read mode in a given state;
hz(S.v) =LKf4(0): (S,0,r) ¢ b}.

, (-3-i14)

illegal a decision used to eliminate the ?

decision and to make a set of rules

A 1 K

covering, (-313;-)

ki

[y

the category set, (14;22;-)

K, a category from the set K. (14;22;-) é

1 M, M* M ' an access matrix from the set of all §
access matrices; an n x m matrix with %

entries from PA. (16;24;-) %
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no a decision from the set D, |
(~313;-) \
O.OJ,Ok.O].Oz an arbitrary object from the set ¢

of objects. (14;22;-)

0 the set of objects. (14;22;-)

7 Pa the power set of Pa; the set of

all subsets of a. (15;-3-)

Q an arbitrary category set contained
* in K. (-3-333)

r an element ot RA denoting "release"

or "rescind." (-;22;-)

r, read the see-only attribute in the set A

of access attributes. (-3;12,22;11)

R the set of requests; in Volume 11,

the disjoint union of the sets
R(]). R(z). R(3). R\4)' and R(s).

- (15;22;-)

RA request elements; (g, r, ¢, d} in {

Volume II and {g, r} in Volume III.
(-:122;12)

Rk an arbitrary request from the set R.
(15;22;-)
RAX S x 0 x A, (-;-311)

o)
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ri2) S % RA xS x 0 x * (-3-,11)

r(3) S x 0 x € x PKx X (-3-:11)

r(4) S x 0. (-3-:11)

r(®) Sx Cx Pk (-3=31)

s(3) the index of the object directly
superior to a noninitial object in
a hierarchyv; s(j) = {(k: 05 € (O, )}
(-3-343)

S'Si’SA an arbitrary subject from the set S.
(14;225-)

S the set of all subjects., {14;22;-)

3! a subset of S which represents the
untrusted subjects; S' € S. (-;-;25)

S+ the augmentation of S by the element
¢; S+ = S uie). (-322;-)

SCrel f the security condition relative to f;
a per-subject condition for security.
(-326;-)

T the time-index set, (15;23;-)

t an element of T; a time. {15;23;-)

by sets whose vacuity imply the presence

of the *-property; used in the
statement of the rules in Volume II.

(-339;22)
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an element of the set V of all

states. (17;24;11)

the set of all states;

VEP(S x 0 x A) x M < F * H,

H e Hy. (16524311)

W, write the see-and-alter attribute in the

set A of access attributes, (~;12,22;13)

W(w) the relation generated by a set w

of rules. (-;28;-)

X a request sequence from the set X,
(16;23;-)
X an arbitrary access attribute from

the set A, (-;26;-)

X the set of request seauences:

RY. (16323;-)

ol gt e

X¢ the t-th request in the sequence x. g .
(16;23;-) %

y a decision sequence from the set Y, :
(16;23;-)

Y the set of aecision sequences; DT.
(16;23;-) p

yes a decision from the set D. (-;13;-)

Ye the t-th decision in the sequence f

y. (16;23;-)
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) 2 a state sequence from the set Z.

(16;24;-)

o lIT—g

o

R

z the set of state sequences; VT.

(16;24;-)

I
g -

an initial state. (17;25;-) 1
2 the t-th state in the sequence z.

» (]6;24;")

e e e e T A
~
o
-

Greek Alphabet List

o1 UK OxF xCxPK~F; ay alters

L e

. the images of 0j under f to Cu

and Q, respectively;

.
g e

)

?

g a](Oj,f,Cu,Q) = f* ¢ F where f: = ft
. § for t =1, 3, 5, or 6; f;(O) = 7,(0)

el

.

. * - .
if 0 ¢ 0j and f2(0j) = Cu, and ;
ot
% f4(0) =z f4(0) if Q¢ Oj and P
* = --_-33) 5‘,_
' f4(0j) Q- ( "y j

a, ap: SxF xCxPK+F by

|

_ L 23 F 1
“Z(Si'f’cu’Q) = f ¢ F where ?
W :

ft = ft for t =1, 2, 3, and 4; :

*ie

fe (s) = fS(S) if S¢# S, and .

ok ke .
Y fs (Si) = Cu; f6 (S) = fﬁ(S) if

2.1
S ¥ Si and f6 (Si) = Q. (-;-;50)
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By 0 x H x M~ H; e](oj,u,w) = H¥ ¢ H
where H*(0) = H(Q) if O # oj and

* = . .
H*(0,) = H(0;) U0 (5,
the "first" inactive object to Oj

fn the hierarchy H. (-;-;33)

M)); B] attaches

e — e g A

By: 0 x H +~ H; ez(OJ,H) = H* ¢ h

where
(H(0) - 0,)
¢

H*(O) :J

L H(0)

c2 removes the subtree rooted at 0j

from H. (-;-;47)

o

1F.0 = 0g5)

if there is a set

{0!. .« e ey Ow) .
i \

with 0i+l € H(O1

for

1si<w,0,=0

J 1’

and 0 = 0w o

otherwise;

| e e g 15 W N

an arbitrary element of RA, (-;38;-) : 1

A](j.H) = {k: there exist

1 ¢ Ugs « = = s U, g M where

ug = J u, = k and 0u

141 uj ;
for 0 < i <wh (-3-3

e H(O ) f
68)
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!
0
\\
8, 8,(3,b) = b ={(5;,0,,x): 1
Vi ke (3, J
; 1
g X ¢ Ab. (-3-347) {
: |
A & ..M = ’
3 sG.M) =He [L's’lglglgn,kea.'(j,r{), l
' e ~ See the Symbol List. {
i
! 0y 0y arule; p: RxVaDxV, (-327;-) ;
% 91 99 arbitrary elements of S‘ in Volume II. i
; (-3385-)
!
i o *-property functions in Volume III.
f (-3-337)
] I(R,D,w,zo) the system under investigation;
; :(R.D,w,zo)‘E X x Y xZ with
&
E (x,y,2) ¢ z(R,D.H,zO) if
(xt’yt’zt’zt-1)° W for each t ¢ T,
(17;25;-)
i (j,M) a function to identify a unique
’ inactive object index; for specificity,
w(j,M) was defined to be
min{k: j < k ¢m and k £ A(M)}.
(-3-333)
$, ¢ See the Symbnl List,
) a subset of A. (-;38;45)
X an arbitrary element of %, (-;-;48)
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AU{¢}UF in Volume IL; {e,s}

in Volume III, (-;22;12)

an arbitrary set of rules or the set

{D]s 02’ 039 94» Csp 06’ p7s 08’ 09’ 010}
in Volume II, (-;28, 51;-)

a set of rules for distributed implicit
control; Volume III notation for the
set {D'lo 02’ 03: 04’ DSO 012' 013»

014: O]sy 0]7}- (';‘;]3)

“i41

a set of rules for distributed
implicit control and for the main-
tenance of conpatability; differs

from w344 by the substitution of P16

for 014; {D]g 02o 03‘ 04' 059 012; 013;
0]5’ D]G' 017}- (‘;';34)

Symbol List
*-property

a property of a state which does not
allow the possibility of improper

mixing of classified information by

any subject; a Volume Il concept which
is replaced in Volume III by "*-property

relative to $'." (-;28;-)

*.property-preserving

description of a rule that generates
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o em

a state satisfying *-property

e ——

(relative to some S') from any state

satisfying the same property. (-;28;-)

*-property relative to S' a property of a state which dces not

| g B

allow the possibility of improper

———— e

mixing of classified information by

any subject in the set S'; the
: Volume Il replacement for "*-property." !
(-3-~325) ' {
2 a decision used to coordinate a set i !

of rules, (-;13;-)

by ¥ the empty set

<f ' the ordering of objects implicit in
the functions f2 and f4; 0]<:f 02 <=>
fz(Ol) < f2(02) and f4(0])§ f4(02).
(-3-:28)

® a symbol used in describing additions
to an access matrix M; M@ [o ]ij is

the matrix M* where

O D R, T R T R

My if (s,t) # (i,3)
* - N
\ My = 1
MStU0 if (S.t) = (1..].)‘ L
, (-539;-) ;
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1

h

l\

’ 8 a symbol used in describing : £
1

1}
i deletions from an access matrix )
- 1
M; Mo [°]ii is the matrix M ; 1
- where i
3 § |
Mgy iF (s,t) 7 (1,3) o
; !
"1** i : ‘
“st : i
MSt - ’ 1f (Slt) = (isJ)- %
(~539;-)
b H
H .
)
|
| |
! i
- z
;
r ‘o
i
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