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THE EFFECTS OF ELECTROMAGNETIC PULSE (EMP)
ON STATE AND LOCAL RADIO COMMUNICATIONS

Paul R. Barnes
ABSTRACT

The electromagnetic pulse (EMP) produced by a high-
altitude nuclear detonation consists of a transient
pulse of high intensity electromagnetic fields. Theze
intense fields induce current and voltage transients
in electrical conductors. If these transients are well
coupled to electronic circuits, equipment malfunction
or failure may result. In this study, analytical,
numerical, and experimental techniques have been used
to determine the effects of EMP on the two-way radio
communication systems available for civil defense.

The results of this study indicate that the proba-
bilities of failure for two-way radio communication
systems without EMP protection is a strong function
of the radio carrier frequencies that compose the
electromagnetic links of the systems. The probabili-
ties of failure are also a relatively strong function
of the EMP's amplitude and time history, the active
electronics components' employed in the communications
equipment, gain and type of antennas in the system,
the use of RF overload protection, and system
configurations.

As a specific example, the probabilities of fail-
ure for some typical communication systems subjected
to a long EMP with a higher than average amplitude
are: (1) near 1.0 for Radio Amateur Civil Emergency
Service (RACES) 3.997 MHz tube-type systems with
vertical tower antennas, (2) near 1.0 for VHF low
band and CB solid state systems with receiver RF
overload protection of 10 dB, (3) about 0.8 for VHF
high band solid state systems employing a repeater
station with a 10 dB gain antenna and receiver RF
overload protection of 10 dB, and (4) about 0.6 for
UHF solid state systems employing a repeater station
with a 10 4B gain antenna and receiver RF overload
protection of 10 dB.

The probability of communications failure for
these systems can be reduced to near zero by imple-
menting a recommended emergency preparedness pro-
gram. This program consists of providing low-cost
EMP protection for the systems and emergency back-
up equipment for some essential system components.
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CHAPTER I
INTRODUCTION

1.1 BACKGROUND

Communications is a key. element inrcivil defense (CD) efforts to
mobilize and integrate the diverse human and material resources of the
community, state, and nation in response'to the threat of nuclear attack.
Defense Civil Preparedness Agency (DCPA)¥ research studies have detail.d
the requirements and resources needed for CD émgrgency communications
and have called attention tc the vulnerability of communicaticns systems
to nuclear effects.

This study is a continuation of previous DCPA efforts to determine
the effects of nuclear electromagnetic pulse (EMP) onﬂcﬁ‘éommunications
systems. In this report we-hawe fccused on the problem of understanding
the effects of EMP on two-way radio communications equipment and systems
and, where possible, of proposing measures to reduce the probability of

damage.

1.2 OBJECTIVE AND SCOPE
The objectives of Task Order 2213G, under which this report was pre-

pared, are:

"To determine what categories of radio communications sys=-
tems available for civil defense operations at the state and
local levels are vulnerable to EMP associated with high alti-
tude nuclear explosions, and to develop cost-effective measures
and equipment to reduce the probability of those communications
systems being damaged by EMP."

The scope of this report is ts follows:

Review the two-way radio communications equipment and sys-
tems available for CD emergencies at the state and local
levels to determine representative equipment and systems for
analysis. Analyze the effects of EMP on such equipment and
systems and categorize them according to the nature and prob-
ability of damage they would suffer as a result of EMP's of
typical magnitudes. And propose measures and equipment to
eliminate such damage or at least reduce the probability
thereof.

*Formerly the Office of Civil Defense.

LA



Maritime and aeronautical radio communica ions systems are not con-
sidered in this effort. Also CD communications systems available for
civil emergency operations at the national level are not considered

within the scope of this work.

1.3 THE EMP ENVIRONMENT

The detonation of a nuclear weapon is accompanied by an electro-
magﬁetic pulse (EMP) with a large portion of its energy within the radio
frequency spectrum. The characteristics of EMP have been described in
previous reports.'?223 A brief description is repeated here in order to
give the assumptions used in this study.

The electromagnetic fields radiated from nuclear detonations vary
greatly with the weapon yield and detonation location. A strong EMP is
produced by both low and high altitude detonations. The fields produced
by low altitude detonations attenuate quickly with distance from the
blast and are normally accompanied by shock waves. Exoatmospheric deto-
nations, however, produce high intensity Zields that are relatively free
from the other nuclear weapon's effects and can cover a large portion of
the country. In the event of a nuclear attack, nearly all parts of the
nation are expected to be subjected to numerous EMP's produced by the
detonation of megaton-range weapons just outside the earth atmosphere.
Since many CD radio communications have little or no blast protection
and many others will not be confronted by low altitude bursts, the most
significant EMP for our studies is that produced by high altitude
explosions.

The interachion with the atmosphere of gamma radiation from a
nuclear blast generates a Compton electron current.  The high intensity
electromagnetic fields radiated from high altitude bursts are largely
the result of the interaction of this Compton electron current with the
geomagnetic field. As a rule of thumb,® the direction of the electric
field is at right angles to the earth's magnetic field. The geomagnetic
dip angle is approximately 70 degreces for most of the continental United
States. Thus, the incident EMP electric field is likely to lie between
zern and 30 degrees off the horizontal depending on the direction of

propagation of the incident wave.




In order to perform system analysis of the effects of EMP, an ana-
lytical representative pulse is used. The far zone electromagnetic
radiation is assumed to be a plane wave with the magnitude of the elec~
tric field E and the magnitude of the magnetic field H related by

E - ZH , (1.1)

where Z is the free spa..: wave impedance approximately equal to 1707 ohms.
The electric field unit direction vector 33 and the magnetic field unit
direction vector E% are related to the unit direction of propagation vec-
tor 31 by

@ Xe = &, (1.2)

where X 18 the vector cross product. The orthogonal field vectors are
related to their diraciion vectors by

B=EF% (1.3)

H

"

He . (1.4)

It is assumeu that the time hicvory of the electric field associuted
with such a representative pulse is given by

E(t) = E,f(t) (1.5)
where
]
(e =5 0t tao (1.6,
el

and B, 1s a scale factor with units of volte per mater, r(t) ia the
wave shape, 1 is the nth Linear constant, <, is the n®M inverr) time
conatant with unites Lf inverse ssconds, ard N 1s a poeitive integer.
For tre very high frequency (VHF) and ultra high frequency (UHF)
communications aystems analysis in this report, a series for f(t) cone
slatiry of just the firat two terms was used to calculete the system
reaponge to EMP. A two-term series can well repressont ths FMP for the

frequencies in the frequency spectrum above the low frequency (LF) band.
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Writing the first two terms of f(t) gives a double exponential wave shape
of the form

ft) = st | mmt (1.7)

where a1 = 1 and a; = -1, Using f(t) given by Eq. {1.7) in the analysis
will result in an overestimate of the system recponse at low frequencies.
However, the system response at frequencies below the LF band should be
very small and contribute iittle to the overall response.

Equation (1.7) can be written in the Laplace domain as

F(s) = Ty (oY (1.8)

where 8 is related to the radian frequency w by s = jow and j =./<1 . 1In
the Fourier frequency domain Eq. (1.7) becomes

Flo) = =t %, +J[ w - & ] . (1.9)

r)f-orwa (ﬁ+wa ()g+wa df-O-uJa

The magnitude of the electric field in the Fourier frequency domain
18 given by

lm(w)l = B, JIRIF@I N7 + (L[ Flw , (1.10)

where Ro[F(w)] is the first two terms of Eq. (1.9) and In(F(w)] 18 the
third term of Eq. (1.9) with J omitted.

The energy content is proportional to lE(w)" . A normalized energy
spectral density of the pulse ca) be defined ae

En(w) - Blw _:

’ (1.11)
E(Wo) '“

where |E(w)|' ie a maximum for w = w,. The accumulstive energy in the
palee can be useful in determining frsquency end points for the calcula-
tions. The percent of accumulative energy up to we 18 given by

w w,
J€ 2oe) wx 100 [ ¥|E(w)| a0 x 100
Q 4]

P - o s ' (1.12)
[ Enlw)dw [ )| o
o . (=]

T Y T T
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Subscituting Bgs. (1.10) and (1.9) into (1. 1) and avaluating the
integral glves

w Ww
200 [ a e - Yo .
: A, N Lan ann - | — . 1
P = TS l o vl tan o (1.1%)

The representative pulges used in this atudy hava baen chogon ug a

probable typical EMP environment for most CD communications asystems. The

:ﬁg pulses are given below;
E. Pulse A; Eg(t) = Eaf(t)
. Pulse B Ey(t) = Eggf (t)
T Pulse G Eelt) = 1.2 Eoufy(t)
i§3 Pulse D: Eq(t) = 2.2 Eopfy(¥)
" where
Eor = 5.2 x 1t volts/meter
Eos = 2.3 x 10* volts/meter
£ (t) = et | gt
f,(t) = e"Ral | o7t
:é; g, = 1.5 x 1P sec™?
.§5 Qpq = 2.6 x 10° sec™?
3 Qp = 1.5 x 107 sec™
&y = 2.0 x 1P gec™t .-

The waveshape f) (t) ls representative of a typical long pulse. Wave-
shape t,(t) is a shorter pulsge uszd in the analysis to obtaln a quanti-
tative feel for tlhe effects of pulse waveshape on system vulnerability.

Pulse A represents a typical above average long pulse. This pulse
can be used as a likely horizontal component of E and & likely vertical
component of ZH and a muchk above average vertical compunent of B field.”
DPulse B represents a typical long wulse with » smaller magnitude than
Pulse A. This pulse can be used as a typical "around average" vertical
component of the fields. » ‘

Pulses C and D have applications simildy to pulses A and B respec-

tively and are ire¢praesentative of pulses with shorter time histories.

o

*Horizontal and vertical ure withArespect to the giound plane.
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In Fig. 1.1, the representative pulses are shown as a function of
time. In Fig. 1.2a, the normalized energy spectral density of the pulses
are plotted as a function of frequency f = w/27. The percent of accumula-
tive energy as a funciion of frequency for the pulses is shown in Fig.
1.2b.

The effects of EMP are often compared with the effects of lightning.
This is a useful ccmperison since most people are familiar with the dam-
age that can result from a lightning strike. Lightning also generates
electromagnetic transizats which can be observed in the form of a dis-
torted television picture during a thunder storm. The electromagnetic
fields due to lightning have a rise time on the order of 10 times that
of EMP and a fall time that is several orders of magnitude that of EMP.
The peak value of the electric field generated by & lightning discharge
one mile away from the observer is on the order of 10™® that of an EMP
produced by a nuclear detonation several hundred miles away. Although
the electromagnetic environment due to lightning rarely causes damage to
communications systems other than a momentarily distorted reception, EMP
can potentially cause damage as a result of the orders of magnitude
higher EMP energy content in HF, VHF, and UHF bands.

1.4 METHOD OF APPROACH ,

The approach used to determine the EMP vulnerability of radio com-
munications systems available to CD emergencies is to classify typical
available radio communications systems and equipment, select representa-
tive circuits and perform system analysis of the effects of representa-
tive EMP's, and categorize the systems by the nature and probability of
damage.

A limited survey was conducted to determine "typical' available
radio communications systems and equipment. Communications engineers
at state and local emergency operating centers (EOC's), other state and
local governmental departments and those in industry were contacted.

The results of the survey are believed to be representative for the pur-
pose of EMP analysis of common radio communications systems used in pub-
lic and industrial service. 1In addition to public and industrial service,
gome common radio equipment used in amateur radio and citizen's band

service are considered in the study.
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The approach used in the EMP analysis and assessment of the radio

communications systems is as follows:

1. determine the points of entry (POE's) for each piece
of equipment in the system;

2. obtain guantitative estimates of the energy and/or
power entering the equipment through the POE;

3. compare the electrical destructive mechanisms at the
POE with the minimum values that cause degradation
effects on electrical components that are closely
coupled to the POE; and

L. perform a detailed circuit analysis for electrical

components that have questionable survivability.

To obtain additional data on the nature and probability of damage
of communications equipment, an experimental test was conducted.
Selected communications antennas and radio equipment were subjected to
a simulated free-field EMP environment. The results of that test are

presented in Chapter IV.
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CHAPIER IX
STAT® AND LOCAY, CD IWO-WAY RADIO COMMUNICATIONS

TR ?’,."""f_m ,:ﬁaﬁ_ = ﬁ!ﬁ',‘_._ o

Q.1  GENERAL
A very hostile environment consisting of radiation fallout, fires,

and the direct effects of blast will exist over much of the nation dur-

TR

ing aud following & nuclear attack. State and local governments must be

1

prepared to provide the necessary emergency services to ensure national
- survival and eventual recovery. To this end, communi -ations are essential.

Telephone and telegraph common carrier communications are the princi-

e RS

s
T

pal means nongidered to be avallable to all elements of CD operations.*
However, much of the telecommunications except in some local areag are
likely to be damaged by the nuclear attack. In the event that telecom-

munlcations are not available, two-way radio comnunications will be re-

R A T a1

quired to fulfill the commuiiications requirements.

2.2 AVAILABLE TWO-WAY RADI® COMMUNICATIONS -

State and regional emergency operating centers (EOC's) have the
primary functions of coordinating and controlling CD operations across
local jurisdictional boundaries. The available two-way radio communi-
cations for state CD operations are primarily those communication net-
works that can provide statewide coverage. Such networks are those of
the state and local civil defense organization, state police, forestry,
park, and highway departments, Radio Amateur BEmergency Service (RACES),
statewide utilities compsnies, Corps of Engineers, etc.

Local governments have the primary functions.of providing the neces-
‘sary emergency services to save lives, limit damesge, and speed recovery.
Public and private resources also would be called upon to assist in local
Cch opeﬁations.

Immediately following a nuclear attack, the essential actions re-
quired by the local governments are those related to countering the
threats to life and property by radiation fallout and fires. Other oper-
ations will be feagible only to the cxtent that radiation and fire
situations permit.®* The two-way radio communications associated with
the Radiological Defenge (RADEF) and the fire department nets will
likely have large communications traffic requirements during the early
period following the attack.

vvvvvv
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QOther services such as police, medicdl, rescue and evacuation, wel-
fare, restoring resources services, etc. will be provided as the environ-
ment permitg. Public safety and public utilities forces will be the
agencies that will provide these services. The primary two-way radio
communications associated with these services are those that are normally
used by these agencies. | .

In addition to the radio communications available for local CD oper- o
ations from CD, public safety, and public utilities organizations; ' ‘ _' f
industrial businesses, and transportation as well as other local, state, ‘ i
and federal government agencies commdnication systems are avallable.
‘These systems could be uped as backups to the primary communications ;
nets. Also the radio communications used by private individuals would ;
1ikely support local CD operations. ;

In general, the basic two-way radio communications that are avail- ]
able for state and local CD operations are those of government and non- i
government owned land mobile radio systems and the amateur and citizens E
radio services. Some other elements of national, state, and local gov-
ernment communications systems would also be available. The Maritime
and Aviation Radio Sérvices will be available for CD operations only on
a very limited scale since these services have their own priority commit-

ments during emergency periods.

The land mobile radio systems are considered to congist of public
safety, industrisl, land transportation, and domestic public service

groups. The public service group consists of local government, police
and fire departments, hospitals, physicians, rescue organizations, etc.
The industrial group consists of manufacturers, businesses, utilities
companies, etc. The land transportation group is composed of radio ser~
vices for buses, taxicabs, railroads, etc. 'The domesatic public gervice
is primarily the mobile radiotelephone service.

Most of the assignable frequencies ror the land mobile radio systems P
lie within three bands; 20 to 50 MHz, 170 to 174 MHz, and 450 to 470 MHz }
which ars commonly called the VHF low and high and UHF bands, respectively.
Alzz Zome frequencles in the 72 to 76 MHz vand are used (primaril& for
control and repeater stations). Nearly all the land mobile radio systeus
u:e frequency modulation (FM). B ' : L
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The amateur radio service consigts of groups of amateg} radio oper-
atorg. These groups provide emergency communications nets with little
or no sponsgorship. Amateurs are authorized to use ™, amplitude modula«
tion (AM), and single sideband (SSB)‘in various freguency bands ranging
from 1800 XKHz to.21,000 MHz and frequencies above 40,000 MHz. RACES are
authorized to use the amataur band frequencies ranging from 1800 KHz to
224.92 MHz. Longer range frequencies such as in the 80 meter band have ,
o ' been allocated to states for CD operations. RACES can pfovide efficient _ ]
X local communications by frequencies in the 50, 1lhk, and 220 MHz bands. ‘

h
S T RS T R P S R R

cSa

B & The citizeng radio service conglsts of four clagses: Class A, B,
i ¢, and D. Classes A and B operate within the 460 tc 470 Miz band and
Classes ¢ and D operate within the 26.96 to 27.23 MHz band or on 27.255
MHz. A large majority of the licensed stations are in Clasgs D which is
authorized for AM communication with an input power of 5 watts or less.

2.3 TYPICAL COMMUNICATION SYSTEMS
Communications networks consist of stations connected by links. The

station types are portable, mobile, fixed, base, remote, console, etec.
Radio and wire links provide communications channels between the stations.
The radio equipment at each station is a radio unit and consisﬁs of all
or part of the following: transmitter/receiver equipment, antennas,

rar o s s e et e

the power gupply, and other local equipment that is connected to the
radio.

The relevant differences in typical communications systems are the é
number and type of points of entry (POE's) that EMP energy can enter -
potentially vulnerable equipment. Also the total dependence of the
system or network on one particular unit or station is an imporﬁant con-

P O

sideration for determining the probability of systém'failure.
Nearly all portable and mobile units have a similar configuration

consisting of an antenna, a receiver/transmitter, controls, a battery

power supply and a microphone and a speaker. The antenna, battery, con-

4
4
i
p]
i

by
;
i
:

trols, ete. are normally located on, or within, the case of the trans-
mitter/receiver or connected to it by relatively short.cables. The POE's
for portable units are the antenna and direct coupling. The POE's for
mobile units are the antenna and interconnecting cables. '
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Most of the differences relevant to IMP coupling analysis are in
the base and control portion of the communications systems. Fowr typi-.
cal bage aud control station configurations are shown in Figse. 2.1 and
2.2, Typlcal two-way radio b&se/control gtations are either extension
or combinationg of the ones shown.® The cémplete network may conslist of
portable, mobile, and/or other fixed stations which are not shown in
the figures. The four basic communicetions base and control stations
are discugsed below. .

2.3.1 local Base Station :

The local bage station éystem has the base transmitter/receiver
equipment physically located at the diépatch point. The anvenna is
normally located on a roof top or tower and is connected to the tranas-
mitter/receiver via a coaxial cable. The station normally uses com-

 mercial power available in the building. The local base station is

ghown in Fig. 2.1la.

~ The local base station may be part of a simplex (single frequency)
or a duplex (two frequency) system. All units transmit and receive on
the same frequency in a gimplex system, thug direct communications bé-
tween mobile and/or portable units are possible. In a duplex system,
the base stations transmit to other units on one frequency and receive
comnunications from the other units on a second frequency. No commu-
nications between units is possible. Thus, losg of the base station
in & duplex system cauges failure of the entire gysten..

2.3.2 Remote Base Station
The remote base station gystem hag the bage gtation located at a
remote location such as on a mountain top. The base station is operated

by a remote control consgole at the dispatch/control point. . A remote
~control gtation and the remote base station may be connected by & pri-
-vate line or telephone cable link ag shown in Fig. 2.1b or by a micro-

wave, VHF;, or UHF radio link. The remote base station system may be a

‘simplex or Juplex system with the effective operation-of the:system'the

same as that of the local base station system.

. e g et
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(a) Local Bage Station (b) Remote Rase Station
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Pig. 2.2. Typical Communications Syatems Relevant to EMP.
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(b) Base Station and a Repeater Station
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2.3.3 Locally Remote Control Consoles

Base and console a‘ations may be operated remotely using remote con-

AT T R

trol consoles, telephone-type desk sets, or remote microphone speaker
units. Normally there is one master console that has overall control.

A remote base station system with remote telephone-type desk sets is
ghown in Fig. 2.2a. Locally remote control consoles may be used with all

i types of systems to extend radio communications capabilities without the
$ necegslty of adding additional transmitter/receivers.

; 2.3.4 Repeater Station
' The repeater station system is a duplex system. All units

transmit to the repeater on one frequency and the information is immedi-

%- : ately retransmitted by the repeater and received by all units on a sec-

‘ ond frequency. Loss of the repeater causes fallure of the entire gystem.
¥ : The repeater station system permits the use of low-power units and

: hasg the effect of giving base station transmit power to all units., If

A E multiple repeaters are used, reliable communications can be provided

'Q, : over a very large area or over long distances.

; The base or control station may be connected to the repeater station
£ by & cable link or microwave, VHF, or UHF control link. Th~ 72 to 76 MHz ‘
: band is commonly used for the RF control link. A base station connected !
9 ‘ by an RF link to a repeater station is shown in Fig. 2.2b.

2.3.5 Other Systems
Other typical communicatlons systems are extensions and/or combina-

tions of those ..entioned above, The remote base concept can be extended
to multiple low-power remote stations located throughout a city for city-
wide UHF coverage. The repeater can be mobile to perform as & local
mobile relay to give low-power portable units the effective transmit
power of a mobile transmitter.

It is possible of course to find radio communications systems that
are not included in the above mentioned gystem types; however, these sgys-
tems are not commonly used. OQur concern ig with those typical comaunica-
tions systems that would be available in a CD emergency. A very large
wajority of the commonly available systems are included .u the clasgi-
ficationa listed above.
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Preceding page blank
CHAPTER III
COMPONENTS OF COMMUNICATIONS SYSTEMS

3.1 INTRODUCTION

The elcctrical and geometric properties of typicel components of
communication systems are required in order to perform an EMP aralysis.
The principal system components of the four basic communication systems
mentioned in Chapter II are listed below.

The components of the local bage station system are:

1. transmitter/receiver units
2. antennas and feedlines
3. power sourcesy

the components of the remote base station system, in addition to those
named above, are:

4. g remote control chagsis and congole
5. a communications and control link between the
remote base and control stationsy

the components of the repeater station svetem, in addition to those
named above, are:
6. a repeater con'rol circuitg
the components of the locally remote control consoles system include
all or some of the components named above, and
7. locally remote control consoles.
Some general considerations of the electrical and physical charac-

teristics for these components are presented in this chapter. 8ome of

. the circuits and properties detailed here will be referred to later in

the EMP enalysis and assessment of communications systems.

3.2 TRANSMITTER~RECEIVER UNITS

A transmitterereceiver unit consists of a transmitter and a regelver
that use the same power supply and antenna. The transmitter and receiver
circuitries are completely separate although both are mounted on the same
chagsis. A transmitter/receiver unit is sometimes called a transceiver.
However, in this report, the word trangceiver will mean a unit composed
of a transmitter and receiver that use many of the game amplifier cir-
cuits., BSuch trausceivers are commonly used for small low-power, low-cost
CB walkla talkiaea.
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The receiver front-end of a transmitter-receiver unit is normally
connected to an antenna through the relay switch. When the transmitter-
receiver unit is used for transmitting, the antenna rela:r disconnects
the antenna from the recelver and connects it to the transmitter. The
probability that the antenna will be connected to the receiver at any
given time is high since a transmitte.-receiver unit is normally in the
receiving mode. Even during times of heavy communications traffic the
antenra is likely to be connected to the receiver more than fifty per-
cent of the time.

The receiver front-end stage is required to handle low RF power re-
lative to the transmitter output stage. The RF power received from the
antenna is typically less than a microwatt. The receiver front-end
stage normally concists of relatively low-power electrical components.
The transmitter output stage, on the other hand, is designed for rela-
tively high RF power. Typical transmit power ranges from nne watt for
portable units to about a kilowatt for amateur service. Typical trans-
mit power for the land mobile service ranges from 30 to 110 watts.

Bince the power handling requirement of the receiver input is very low
relative to the transmitter output, the most EMP-vulnerable circuitry
connected vo the antenna is that assoclated with the receiver. Accord-
ingly, ve shall place the emphasis of our study on the receiver,

Most of the recelvers in service todny are transistorized. The same
receiver circuitry is normally used for bage, mobile, and repsater sta-
tion applications. The basic block diagram configurations for i cceivers
used in the land mobile service are shown in Fig., 3.1. 1In general, the
front-end circultry congists of bandpass filter stages, radio frequency
amplifier stages (RF Amp), mixer stages, and injection oscillator stages
(o08C).

In Fig. 3.la, the bandpass filter is located between the antenna
and the RF amplifier. Thig configuration without the RF pre-amplifier
is commonly used in many older (6 to 12 years old) UHi and VHF high band
receivers. Thie configuration is also commonly used in newer (2 to §
years old) UHF and VHF low and high brnnd receivers. However, the RF
amplifier stege is often omitted and the RF pre-amplifier atage is used
only in ultra-high sensitivity receivers. In Fig. 3.lb, the RF amplifier

R I NSO
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is located between the antenna and the bandpass filter. This configura-
tion is commonly used in older VHF low band receivers. The location of
the bandpass filter with respect to the RF amplifier may be an important
consideration in our assessment of the receivers.

The specifications associated with the front-end of receivers in the
land mobile class are the selectivity, sensitivity, and input impedance.
The selectivity for 20 dB quieting is typicelly - 100 dB at + 15 kHz for
VHF units and - 100 4B at = 35 kHz for UHF units. The sensitivity ror
20 dB quieting is normally .5 microvolts for units without a pre-amplifier
stage and .25 microvolts for units with a pre-amplifier. The input imped-
ance 1is normally rated at 50 ohms.

The specifications for receivers used in the citizen's and amateur
bands vary over a wide range and depend on the cost and intended use of
the equipment. 1In general, these receivers have less selectivity and
sensitivity than the receivers used for puablic safety and industrial
applications in the land mobile class. Typical specification for above
average quality CB receivers are: a gensitivity of .5 microvolts for
10 dB signal-to-noise ratio and a selectivity of -30 4B on the adjacent
CB channels. High quality amateur band receivers have specifications
comparable with those used for public safety service. The input impedance
of CB and amateur band receivers ranges from 50 to 75 ohms.

Several commonly used and typical receiver front-end electrical sche-
matic diagrams are shown in Appendix A. The figures include circuits of
relatively old and new equipment used in the land mobile class as well as
common circuits used in citizen's and amateur band receivers. The ama-
teur band receiver shown in Fig. A-8 of Appendix A is typical of many
home-brew amateur radios. This circuit was obtained from Ref. 6.

In the front-end circuits of base, mobile, and repeater receivers,
500 V capacitors and 1/4 and 1/8 watt resistors are normally used. In
portable equipment, 75 V capacitors and 1/8 watt resistors are normally
used.

Many later model receivers employ the Field Effect Transistor (FET)
in the RF amplifier and/or mixer stages as can be seen in Appendix A.

The voltage ratings of capaéitors, power ratings of resistors, and the
type of transistors used in the front-ends are important considerations
for EMP analysie.
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Another significant aspect of the receiver front-end is the protec-
tion against RF overload and static charges. Many receivers have a neon
bulb to provide protection against static charge gn the antenna. The
neon bulb is connected between the antenna and the system ground. And
many receivers alsc have a semiconductor diode in the circuit near the
first transistor to provide protection against the reception of high
radio frequency (RF) power.

For the purpose of a more detailed analysis, consider the electri-
cal and physical description of a commonly used and generally typical
transmitter-receiver unit, the Motrac MHT series. The principal POE's
are the antenna terminals, the microphone lead connector, the external
power cord, and direct coupling. Schematic diagrams of circuits that
are closely coupled in the POE's are shown in Figs. 3.2, 3.3, and 3.hL.
In Fig. 3.2 the transmitter output and receiver frount-end circuits are
shown. 1In Fig. 3.3, a RF pre-amplifiier and the transmitter audio ampli-
fier are shown. And in Fig. 3.4, a typical power supply circuit is
shown. With a few exceptions, capacitors in the figures are given in
microfarads (uLf) and resistors are shown in ohms (Q) or kilo~ohms (kn).

These circuits will be referred to later in this report.

3.3 ANTENNAS

The antennas used in VHF and UHF communication systems in the land
mobile, citizen's band, and amateur service are normally oriented per-
pendicular to the ground. The omnidirectional horizontal radiation pat-
tern of the simple vertical antenna is desired in order to make communi-
cations between the base and mobile stations independent of the vehicle's
orientation. If a directional antenna is desired for base station appli-
cations, the vertical antenna can be easily made directional by the addi-
tion of parallel antenna elements. The antennas that are most commonly
used for VHF and UHF two-way communications are the simple half-dipole,
the folded half-dipole, the coaxial dipole, and the collinear array.
Other antenna types such as the yagi, corner reflector, and loop antennas
are also used but to a lesser extent.

The antennas used in amateur HF communications systems can be hori-

zontal or vertical to the ground. The antenna types that are commonly

A o R s S R R
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~ used are the simple half-dipole, the simple horizontal dipole, and. the

~rhombic antenna. : v e

The more commonly uﬂed and typical antenna types are discussed
below.

3.3.1 The Half-Dipole , _

The half-dipole antenna is- often called a monopole -or whip~antenna.
It consists of a metal rod or tube erected perpendicular to a ground
plane as shown in Fig.-3.5a. Consequently, the metal rod is one half
of the antenna and its ground plane image is the other half as shown in
Fig. 3.5b., The length, g, of the unloaded half-djpole is normally about
& quarter wavelength of the antenna's designed frequency. The half-
dipole antenna is commonly driven by a coaxial feedline as shown in
Pig. 3.5a. The coaxial cable characteristic impedance is normally 50
ohmg which is a fairly good match to the 37 ohm half-dipole resonant
impedance.

For mobile applications; the half-dipole antenna is normally mounted
on the rooftop, fender, or bumper of the vehicle. The metal vehicle
serveg as the ground plane. The antenna feedline commonly used for
mobile units is RG-58U cable.

For bage-station applications, it 1is desirablé to mount the antenna
above the earth to achieve better coverage. Bage-station antennas are
usually mounted on masts above buildings where a ground plane is not
present. The ground plane is normally simulated by radials, wires ex-
tending radially from the bage of the antenna in-a symmetiic arrange~
ment. The half-dipole antenna with a radial ground plane is shqyn in
Fig. 3.6a. The half-dipole with a radial ground plane resembles a di-
pole in free space with respect to the vertical radiation pattern in the
horizontal plane. And the power gain is hypically within 0.1 dB that of
a free space dipole.” For base-gtation antennas; RG«8U coax cable feed-
lines ere commonly used. ‘

3.3.2 The Folded Half-Dipole :
The folded half-dipole antenna 18 shown with a radial ground plane
in Pig. 3.6b. The radiating element of the folded half-dipole is folded
back and is electrically connected to the base of tbe antenna, The
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GROUND. PLANE

(¢) THE CYLINDRICAL HALF-DIPOLE ANTENNA

w24
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(6) THE CYLINDRICAL HALF-DIPOLE AND IMAGE
HALF-DIPOLE ELEMENTS

Fig. 3.5. The Half-Dipole Antenns.

(a) The Cylindrical Half-Dipole Antenna _
(b) The Cylindrical Half-Dipole and Image Half-Dipole Elements
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RADIATING ELEMENT

GROUNDED

- DIELECTRIC SECTION

MAST-~ ﬁ -~ COAX FEEDLINE

(a) THE HALF~-QIPOLE ANTENNA (6) THE FOLDED HALF-DIPOLE .

RADIATING

COAXIAL SKIRT ,
: ELEMENT

A,

(¢) THE COAXIAL DIPOLE " ‘ "~ (o) COLLINEAR ARRAY

Fig. 3.6. Common Two-Way Redio Antennas.
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folded configuration ig 'nherently more broadbanded than the single-

radi&tlhé»alement. Also, the do path formed by the grounded section -
- provides grotection against lightning swrges. The  grounded radiating

element does not, however, provide IMP protection., |

"~ The resistive radiative impedance of the folded dipole is nowinally

150 ohma. - In practice, the grounded section of the antenna is made
' i , smaller in diameter than the other part of the fold to lowér.the imped-
ancé to 50 ochmg. Thus, the folded half-dipole provides a better imped-
; ance matoch to the conventioral feedline than is obtained from the half-
dipole antenna, The ghin of the folded half-dipole associated with the
vertical radiation pattern in the horizontal plane is unity ﬁith respect
to a dinole antenna. "
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e 3.3¢3 The Coaxial Dipole
The coaxial or sleeve dipole is shown in Fig. 3.6c. ‘It consists of

two radiating elements; the upper element is a metal rod similar to that
§ used for the half-dipole and the bottom element is a metal coaxial skirt.
! "é A choke which is not shown in Fig. 3.6c 1s often used to isolate the an-
S
!

~ tenna from the mast. The coaxial dipole behaves as a half-wave dipole
in free space.

3.3.4 The Collinear Array

£ , .The collinear array antenna is commonly used f'or bage and repeater

| gtation applications with high gain requirements. The power gain de-

pends on the number, type, and arrangement of the radiating elements.

A typical range for the gain refersnced to a dipole is from 6 to 10 dB.
A radisating element which is commonly used in collinear arrayg is

the‘coaxial~dipolé; The coaxial dipoles are nbrmally series~fed by a

coaxial line. The'entire antenna is e.aclosed in a fiberglass radome

for protection and rigidity. This antenna has an omnidirectional radia=-
tion pattern.
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Another radiating element which is commonly used in collirear
barrays'is the folded dipole as shown in Fig. 3.6a. The dipoles are
series-fed by a coaxial line. This antenna can be mad: omnidirectional
or directional depending on the arrangement of the folded dipole ele-
ments. A tower-mounted collinear array is shown in Fig. 3.7.
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The radiation resistance of the collinear array antenna is nominally
50 ohms. This is achieved by impedance-matching techniques used in the
design of the antenna. Some of the matching techhiques are short-
circuited lines, coaxial chokes, and phasing sections.

3.3.5 Tower-Mounted Antennas

Several antennas are often mounted on the same tower. The antennas
may be part of an array or geparate antenna systems that cperate at dif-
ferent frequencies. The tower itself may be part of a side-mounted an-
tenra'by_performiag as an antenna reflector element. Figure 3.8 shows
an example of ;everal antennas mounted on one tower. The top antenna is
a folded half-dipocle. A gide-mounted half-dipole and a yagi array are
also on the tower. The vertical lines within the tower near the left

gide are coax cable feedlines.

3.4 POWER SOURCE ]
Commercial electric power is normally used by fixed stations. Port-

able and mobile stations generally are battery powered. Many walkie
talkies have rechargable batteries. When not in use, walkie talkies are
typically connected to commercial'power through a battery charger.
Commercial power is transmitted from the power generation plant by
high-voltage overhead transmission lines. These lines are located about
20 meters above the ground with a typical line-to-ground voltage of
geveral hundred kilovolts. The transmission line voltage is stepped
down to about 13 kilovolts by one or wmore distribution substations.
Electrical power is supplied to the local area from the substation
by primary distribution lines. Primary distribution lines are located
about 10 meters above the ground and range from about one-half to several
miles in length depending on the power requirements of the local area.
The primary distribution line voltage is stepped down to a secondary
line voltage by the distribution power transformer. For threew-phase
power, & three-phase transformer, or a three-trangformer bank is used.
The transformer or transformer bank is generslly located near the build-
ing being supplied with electrical power. Each transformer is normally
protected against overload by a primary line fuse. In high or moderate
lighthing areas, each transformer is also protected against lightning

N TR Y a6 il e A 13 A A bt e g £ S

1



» -
>4




- AT TV T SR TSI PR T P S ST T TR M R AT R T RN m
s

- S AT ARTY GAVNIE TR O R TS [T A B R R

Boiasnt:

S

i
s RO 2o

34

= iy g St

surges by & lightning arrester connected to the primary distribution lines
near the trangformer. Examples of primary distribution lines, a trans-
former bank, and a secondary building sérvice are shown in Fig. 3.8.

Most communication equipment uses single-phase 120-volt ac power.
This power can normally be obtained from either the single-phase or
three-phase power that is supplied to the building at the main switch

box. In small buildings, the 120-volt ac wall plug is likely connected

g directly to the main switch and fuse box by the internal building wiring.
- In large buildings, the 120-volt ac wall plug is likely connected to the

s 1 ettt i 5. VAT

main switch box through several distribution and fuse boxes.

3.5 REMOTE CONTROL CHASSIS AND CONSOLE
S The remote control chassis is e unit at the remote base station used

[

, to provide the specific switching functions necessary for the operation ;
! of the station. Remote control functions are accomplished by applying '
: various de line currents to the chassis via the contrel line from the

agsoclated remote control console at the main dispatch/control peoint.

E» The remote control console permits the operator to monitor all messages
§ received by the remote base station and to trangmit by means of the re-
E mote base station transmitter. i

The remote control chagsia consists of amplifier and logic circuitry.
Audio and control signals are input to the circuitry from the contrel

line through a line transformer and filter. The switching functions of
the control chassis are commonly provided by transistorized logic cir-

N
K-
i N
5
3

cuits; the transistor switch, the schmitt trigger, and the bistable mul-

tivibrator are the most common c¢ircuits used. These circuits generally i

i e e

f.';. V;e{. o

congist of low-level, low-power components which are vulnerable to tran- i

{
§ sients. Yo protect the remote control chasgis from surges on the con-
§ trol line, transient suppressor circuits are normally provided at the

line transgformer and filter. A line transformer and filter with surge i
protection is shown in Fig. 3.9. The surge protection is provided by !
the bridge circuit which becomes a short circuit when triggered by a :

surge. An example circuit of the remote control chasgsis is not shown
%Q due to the extensive amount of circultry involved.

-%’ The remote control console conslsts of a control panel, control
3 circuits, audio circuits, a power supply, and a microphone and speaker,

- e A e ) T e A L e LU s L e it i
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The control circuitry provides dec control voltages for transmitter end
receiver control. The audio circuit consists of a transmit audio ampli-
fier, a receive audio amplifier, and & compression-type line amplifier.
Input and output to the remote control console is accomplished through
& balanced line -transformer.

Figure 3.10 shows a partial schematic diagram for a remote control
console. The circuits for the receive and transmit amplifiers are shown
as example circuits for possible future reference. Notice that the line
transformer in Fig. 3.10 has the bridge surge protection circuit. 1In
Fig. 3.11, the power supply for the console is shown. Reference to com-
ponent values in these circuits will be made as rcquired during the

assessment of the remote control console.

3.6 CONTROL LINKS

The control link electrically connects the remote control console
with the remote base or repeater station. Both communications and con-
trol signals are transmitted by the link. The most common types of links
are the transmission line cable and the radio frequency electromagnetic
links.

Cable links are the most common control links and are usually ob-
tained from the facilities installed for normal telephone services. For
service up to about 20 miles, cable facilities are generally used. If
there are no repeater coils or other telephone equipment in the line,
dc control can be provided over the same pair of wires used for audio
transmission. This is called two-wire control. If the audio line will
not transmit dec voltages, separate wires can be used for de control in
a four-wire audio/control link.

The telephone line control link is likely tc be connected through
switching facilities and thus does not provide a direct line between
the control point and the base station. The audio/control pair is likely
to be part of & shielded multi-wire cable for most of the route and an
ingulated two-wire cable for some of the route near the remote station.
Overhead lines are normally placed about ! meters above the ground. An
cxample of a telephone line control link is shown in Fig. 3.12.

The type of telephone line facilities that aré‘normally used for

control links are those used for speech transmission with eguipment




7

A AN A DL g e T N T Dt AR A SR
ORNL-DWG 73-6280
RECEIVER AMPLIFIER
Y
Lcm apn * ) 3
Tan ' b e -
 Umm——
cron o p
e —ye | ) 1
b - "um
[ e B T T "
[ e N 00
'z{ o8 4 Gate
2 [ - ”e @ 8” 5 A
LA Y
REO8 w 0204 ] L1 L)1)
e
B
(1o

(¢} RECEIVER AMPLIFIER

TRANSMIT ABMLIFIER

T0

e

B " LW

nrre

e "0’2“;' s oaven
') -t Teos - T
crs care L5 Ll R ——
nes T3 au00 L
(o Rt i AT R A -
" en o Ty it - “'_"‘_‘.___I.___q;__@
coor | .
e, 0213 0218 . .- 1 M
ot R e L, E—‘ e )
P ) 43 tore s e 9] om [ -+
3.3 e GRS
2 o0
Ll B ’
g aper )
1.5 s m brazny :v’o‘ +c08
Qe oty o0
wss2¢
comy
¥l

.,

{(6) LINE TRANSFORMER AND TRANSMIT AMPLIFIER

Fig. 3.10.

(a) Receiver Amplifier

Partial Schematic Diagram for the Moteorola T1360A
Series Remote Control Console.

(b) Line Transformer and Transmit

Amplifier




38

+5TOSUO) TOJIFUO) 2j0uway SITISS YOJEeTL BTOI030KW
ay3 Jo Arddng asmod sul JI03 wesdeTd OT}BWOYOS TBI3Ied “TI‘t ‘814

FC )

- [

— e — T
VISHINTL
EU 024y _ /7 VSEEONTLL _
*0T8 MEUESYURIEE —|| — L
sota e s-n )
-1 SEN
. o w7, rxor 61 R
auss §p D9 N dAa1 tye OGN sy gy
or = 3~m~. _!.._\63 L84 LYa LYs 1§l
.mﬁ P rozu> ﬁ T o
voz3Te oze
€ H U o " ¢ sote} i azyen T po. o T ) : T
- . -
: $ - |
.H _ oze .c.uuﬂ. ] —
NWEGA..» 1 — e} _ , T o
Joze AR o RETRLT ] _ Porr 028 ”s .o.\»..-«:-.!.‘-i
L5 o s =
.} _— PN

L3
A1ddNS HIMOd 0ILYINOIY JGAR'E)

6229 ~€L4 9MQ -INYO




39

PHOTO 0346-73

v
’

L

Fig. 3.12. Telephone Line Facil
Remote Base and Repeater Stations.

SEVERAL TWO-WIRE

B 0 remoTE STATIONS

CABLES

e

I

itieg Serve as Control Iinks for




40

designed for 600-ohm circuits. For this reason, the remote control
console and chassis are designed for input-output circuits with 600-ohm
impedances.

RF control links are also used in remote base and repeater station
systems. RF links are not, however, as common as telephone control
links. The control frequency that is normally used is about 75 MHz.

RF control links employ two-way radio transmitters and receivers for
the transmission of audio and control signals. Control functions are

performed by carrier and tone-controlled logic circuits.

3.7 REPEATER CONTROL CIRCUIT

A repeater station system is a duplex system. The function of a
repeater station is to receive transmission from the control-dispatch
station on frequency f; and repeat the transmission to other stations
in the system on frequency f,. And the repeater station receives
transmission from the other stations on f; and again repeats the trans-
mission on f, which is received at the control point.

The repeat function is performed by a repeater control circuit
that connects the repeater receiver and transmitter. The repeater con-
troi circuit in its simplest form consists of an audio coupler circuit,
a carrier-operated switch, and a drop-out delay timer. The sudio cou-
pler matches the receiver discriminator output to the transmitter input.
The carrier-operated switch keys (activates) the repeater transmitter
and applies the audio signal to the transmitter modulator. The drop-out
delay timer decreases the repeater transmitter on-off cycles by keeping
the transmitter keyed for a delay period after the receiver squelches.
The delay period is normally set for about one second. After the delay
time lapses and no signal is applied to the repeater receiver, the trans-
mitter keying circuit de-energizes and the transmitter turns off.

The keying, timing, and audio coupler circuits are, in general,
transistorized. Transistor switches, Schmitt triggers, and timing cir-
cuits are used. Electromechanical relays are, however, used in older
repeater control circuits. The electronic components used in the re-
peat r control circuit are normally low-power circuit elements; resis-
tors ‘ypically have 1/2-watt power ratings and capacitors typically

have 1) to 150 VDC ratings.
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3.3 LOCALLY REMOTE CONTROL CONSOLES

Several remote control consoles may be installed at dispatch points.
In this type of system, the locally remote control consoles, typically
telephone-type desk sets, are connected in parallel to the primary re-
mote control console. The primary remote control console is designated
as the control point. The console at the control point has supervisory
control and monitor features for the control of the local and remote
base station. The control point console has been described under
paragraph 3.5.

The locally remote control console circuitry is, in gereral, simi-
lar to that of the control point console except for the supervisory con-
trol features. Locally remote consoles commonly use two-wire telephone
lines having an impedance of 600 ohms. The two-wire line of each con-
scle is connected in parallel with the audio-line pair on the line side
of the control point console line transformer (see Fig. 3.10). The
Jocally remote control consoles use a balanced line transformer to con-
nect the console circuitry to the two-wire line. The line transformer
is normally protected by a surge protection circuit similar to that used
on the control point console line transformer. Since the audio and power
supply circuits of the locally remote control console are similar to

those described in section 3.5, an example circuit is not shown.
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R IV

EMP TEST OF SELECTED RADIO COMMUNICATIONS EQUIPMENT

4.1 TINTRODUCTION

On 12 and 13 December 1972, a test on the effects of simulated EMP
interaction with selected communications equipment and antennas was per-
formed by ORNL. The test was limited to radio equipment and antennas
used in the land mobile, amateur, citizen's, and commercial broadcast
band radio classifications with emphasis on the land mobile class.

The ob.jectives of the test are: (1) to compare theoretical and experi-
mental results of communication antennas responses to EMP, (2) to determine
field strength threshold levels at which obvious malfunctions occur in the
selected radio equipment due to direct, indirect, and anterns EMP coupling,
and (%) to check the effectiveness of special EMP and standard lightning
protection devices for protecting radios‘against EMP energy collected by the
antenna.

The test was divided into two parts: (1) the antenna response and EMP
protection effectiveness test, and (2) the effects of EMP on two-way and
broadcast radios test. Both parts of the test were performed using the

same field environment.

L.2 EXPERIMENTAL ARRANGEMENT AND TEST FACILITY

The test was performed at the Air Force Weapons Leboratory's ALECS
bounded wave EMP simulation facility located on Kirtland AFB, Albuguerque,
New Mexico. The acronym ALECS is derived from the facility's name: Air
Force Weapons Laboratory and Los Alamos Scientific Laboratory Electromag-
netic Pulse Calibration and Simulation Facility. ‘

The ALECS Facility consists of a parallel plate transmission line, a
high-voltage pulse generator, and a data acquisition system. The data
acquisition system consists of EMP environment sensors located in or near
the test volume and an array of oscilloscopes in a shielded room located
under the ground plane of the facility. The geometry of the ALECS Fscil-
ity is shown in Fig. 4.1. The dimensions of the test volume are given in

meters (m).
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Fig. 4.1. The ALECS EMP Simulation Facility
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The experimental setup is shown in Fig. 4.2. The antennas were mounted
on the ground plane over existing sensor ports. Measurements of the antennsa
responses were performed under the ground plane as shown in Fig. L.2a. The
locations of the portable radios and mobile units tested are shown in Fig. 4.2b.

The interaction between the vehicle and the UHF antenna locetzd 18 feet
away at sensor port No. 1 was negligible in this test. This can be seen from
the fact that the 50 ohm load current response of the UHF antenna theoretically
decays to near zero in approximately 25 nanoseconds (ns), and the wave scat-
tered from the vehicle reached the UHF antenna about 36 ns after the incident
wave. This back scattered wave did not distort the measured response and, in
fact, could not be detected in the measured data.

Photographs of some of the antennas and radios in the test volume are
shown in Figs. 4.3 through 4,7. Figures 4.3 and L.} show the VHF high band
half-dipole and folded half-dipole antennas respectively. TFigure 4.5 shows
Alburquerque Fire Department Chief Ray Huhn with a VHF high band mobile unit
in the test volume. The microphone and microphone cord held by Chief Huhn is
& non-deliberate antenna for the EMP (see Fig. 4.7). In Fig. 4.6, the UHF
mobile unit is shown in the test volume. And in Fig. 4.7, a VHF high bvand

portable unit with an external microphone is shown in the test volume.

L.3 THE ALECS EMP ENVIRONMENT

The EMP generated by the ALECS Facility closely simulates a plane wave
within the test volume. The time history of tne electromagnetic wave is
approximately a double exporential function of time. The rise time of this
double exponential is between 4 and 10 nanoseconds (ns) and the pulse decays
to near zero in about 570 ns. The peak velue of the electric f{ield waveform,
i.e., the amplitude of the electric field, within the test vulume can be ad-
justed to desired values ranging from 5 kV/m to 100 kV/m. Peak values greater
than 100 kV/m can be obtained in the transition section.

The early time history of the waveform may be cne of two types depending
on vhether the amplitude of the electric field lies above or below 12 KV/m.
The difference between the two types is primarily the high Trequency oscilla-
tions added to the double exponential waveform of the electric field pulse

with an amplitude below 12 kV/m. The early time waveTorms of the ALECS
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electric field with peak values below and above 12 kV/m are shown in Figs.
4L.8a and 4.9a respectively. In Fig. L4.8a, oscillations appear as soon as
the pulse has reached a near peak value, i.e., after about 4 ns of pulse
time history. These oscillations have an amplitude on the order of 10% of
the double exponential waveform.

For pulses of all amplitudes there is a significant departure from the
double exponential after about 10 ns of pulse time history. An oscillatory
wave is added to the double exponential waveform. The amplitude of this
oscillatory wave is about 25% of the peak value of the doucle exponential
and the period is about 2C ns. This corresponds to frequencies near 50
MHz. This discrepancy from the double exponential waveform is evident in
waveforms of all adjustable amplitudes and is a characteristic of the high
voltage pulser.

One effect of the oscillations riding on the double exponential wave-
form is that the amplitude of the double exponential is not readily avail-
able from the measurements. The definition of pulse amplitude Ep used by
the ALECS Facility personnel is the value of the first peak. In Fig. 4.8a,
£he first peak is not the highest peak of the waveform. In Fig. 4.9a, the
first peak is the maximum value of the waveform.

This difference between the electric field waveforms for Ep < 15 kV/m
and Ep = 10 kv/m and the significance of the large oscillatory wave will be

referred to later in this feport in the evaluation of the data.

4.4 THRESHOLD FAILURE LEVELS

The EMP electric field amplitude threshold failure levels of selected
communications equipment were experimentally determined. The radios that
were tested are: two-way radios used in the land mobile class, citizen's
band transceivers, an amateur band receiver and a broadcast band r:dio.
The two-way VHF and UHF radios were provided by the Albuquerque Office of
Emergency Preparedness -Bernalillo County Civil Defense Departmént. That
office obtained the radios from within its own organization, from the
Albuquerque City Fire Department and from the Mountain Bell Telephone Com-
pany. The citizen's band transceivers were provided by the Oak Ridge Com-
munications Company and the broadcast and amateur band receivers were pro-
vided by Dnvid Nelson of ORNL.
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The procedure used to test the radios is to attempt to Teceive commi--

'_nicatiéﬁs after each test shot and recordiahy'mgqunctionS'thgtiéfé'observed.ug‘;;»fu_
. The equipment was first subfected to a low field level of 5 kV/m.r The iele¢-- R
" tric field strength levels were ‘then increaged incrementally by 'S, 10, ‘or 20 - 'f .

'kv/m, and the above test procedure was followed for each field level. Also
" for each field level, the radios were firgt tested with EMP protection and

then again without EMP protection. Since the squipment was tested-with incre-"

mental field strength levels, the upper and lower bounds of the EMP. electric

field threshold failure level Ey were determined for the particular orienta-,v:

tion of the antennas in the test electric field. T -

Table 4.1 summarizes the results of the radios test. Eight of the thir-
teen radios tested had obvious malfunctions.-resulting from the simqléﬁed EMP.
The lowest threshold failure level of the radios tested lies in the range

5 kv/m < Ef S 10 kV/m for the CB transceiver. As will be shown in Section 4.6,

the corresponding threshold failure level of that transceiver for EMP with a
direction of incidence that indudes the maximum response in the antenna lies
in the range of 2.14 kV/m < Ep S 4.28 kV/m,

The CB transceiver front-end schematic diagram is shown in Fig. 4.10.

As indicated in the figure the receiver RF transistor was damaged. The col-
lector to emitter Junction of the transistor was shorted by the EMP energy
that was coupled to the antenna, )

Most of the damaged equipment had semiconductor components that were
destroyed by the ALECS EMP-induced, electrical ﬁransients. The receiver RF
transistor is the circuit element that was most often damaged. 1In Fig. k.1ll,
the damaged RF transistor MO48L is shown in the front-end scheusatic diagram
of the Motorols VHF high band H-21 Handie Talkie. As we can see, this tyan-
gistor was protected asgainst R¥ overload by diodes CRl and CR6. This protec- _
tion likely increasged the threshold failure 1eve1 of the thdie Talkie.

~ The VHF low band tube-t/pe mobile unit hgd damaged.electrical components
although it continued to function and communications were possible for a short
 time after the test. It became non-operational during thefpostutest equipment
'check after the EMP test. This unit, although survivable for a short time,
is vulnerable to the ALECS EMP, _tuning coils and the wiring throughout the
equipment was damaged by the effects of high voltage arcing which produced

shorts in the circuit. It is uncertain to what extent this damage was caused

RN




:56 |

o STHTREL STHTeA
. : _ we H - TerI3empay
3 ) o oy’ 41 > oot 038180RY, sToI030K aEn sTvaoH FUer o1
: o - o 4 310
- L g suueyUs:: . HOI3WIS sseq
N L s S uped gp g 96¢ 14 ‘voe IS pweq 9BH . £3938S ATrQnd
sBgudp: of ©. . euoy - ¥2 > oot aqar  oyazoery ?Wamu _ SHA - STIAoH PUoT 6
S o 3TU0gyo ? e . 3T STINON .
s _ . PIYBIFIUT  SITASS IHH OwIIoN PURQ WETH - £383eS OTIqRd :
¢ 98wamp oy suoy 39> 00T  puw zo3sysURL ¥TOICH JBA STIGH pawy g
R T S b 3TNDITD : 37N srqeadogd
O 3IMOAT DPRINAE  UOTESTRSHRIY) _ , pajeIdaquy oe suoydotpey JH paeq ¥ITH #3938 oTIq@
© o -eAuyoTROY o 00T s 92> 0L puw  Jogsysmeay W[OJO30H . dBA . 9TIqCH powy )
o SR Mmoo _ ST{TSL FTATSA -
, L o pajeaBajuy o2 IH pueq g3TH - £3e3%S STIwd -
Fo3syeuexy g, so1idscex of- 00Z = 48> 001 pue ‘zoysTSmRI] ¥IOI03o ZHA St Wer 9
Juprma pae ‘ )
‘87100 Bugung L TN STIGOH
‘83T Buy  yTwuOTGRaado ADITHE puRq Aog £39798 STIqd
TN WETNUY ~aoy - 00T 5 J3'> of aqny, V[0X030H JHA TTQM vl G
.29potp Ayddns . _ e
Janod pue - 3700 STqulaed
- ‘1018TRURIY - I _UOTSSTWSURYY J03815UBI] puw 91-1¢ I8 pueq aog £33~ O>TIR
‘sT105 Fuymmy of 00T s da > of sany prIQAH wToI030H ZHA - STIGON PaeT
o . 05-IMD TOPCH . STHINL ITYTEM
203873uUBxy 4y uctsdedex oy 025 %Z>o01 J03sT8URIL I3TIMC Y sI333a@ T " pued §,USTID €
. , 0g-I8D T3poH aTATRL STHIeA
F03878uUely Jg uctydedaz oy ors da>¢ 203sTSURLY a37aM0D s1933 Y pued 8,U321310 2
) . o 08-5 TIPOR A zeATIOR
Po%2gD. 3o auoy %3 > 001 SqUL 0D SINIIRIOTITVE sivlam 02 sswg merwy T
sjusuodiod suorsoUNTEN  (W/AM)IE ToAST odhy 1opcH paw preg o . )
- -pageemeq BNOTAGO  aIny ey PIOYSPIyL M FOATIIY FInjoujuusyy .nunwwwm.m.ml _ PIS 38D 8
Tl ﬂ. D ."..1 s . k - Rl . "

Pa3183], SOTPEY UO UOTIBWIOIUT JO ATewmng

“1°4 31q5L

o e de

e e B R AR e i) RraY s L el e o R g

P I T S




s

Iy

o7

-yooy> suaudinba 2883-3so0d 8yu3

Butanp Teuolgsiado-uou parlasal
>*

uotqdaoar
J03S1SuUBI} ou w2ne
10381T1080 J0 2131311 006 s 44 > 00% JO}STSUBLY suc3Teay 3sBoprOId WA otpey TBI2I3WED T
X031 8ISURI] uo13daoaux fhehe
Jd NBap 00 s Ja > 00y JO3}STSUBIL auo3TBaY yseopeotd WV otpey Teiaxswusd 21
3TUn ATTA0H
. SaTI98 IHNW 80TAIBS
oBJIICH TetrIssnpul
afswep CON QucN Ig > 001 JO3STISuURL], BTOI03CH AHN 9T TQON FPuwvj} 1T
gsquauodwo) suctyounyTen  (W/AY) Jq 1ansq TapCH pus pusg
s . dfi vue SSBI N
padeusd SnNcIAqO aanited prouysaxyy odAy 1318028 IaJn30BINUEN fouanbaag odfy vue SSEID :

{penutiuo)) T°f 1YL




58

OANL-DWG 73-3000
THIS RF TRANSISTOR WAS

DAMAGED BY EMP
MIXER
2507728

| oo 1
i ! 3

!
1 | f !
] 4
) )
JoeFy 044 o.un !
X '
i !
T o

1 _.——-I——

NC

& 17

SQUELIH X
50000 <

>3
4

i;mon

RECEIVE
ExXTERNAL
ANTERNA l@ (A4
ﬂvtﬁr' L] | B
oy [’)‘M w9y @ }
L -

13
_259,.” _‘2-591.9’@ 100! @;«mm

Fig. 4.10. Front-End Schematic Diagram of the Courier CB Transceiver.
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by'the actual EMP-induced transients or by follow-on surges from the power
supply. One of'the tuning circuits that was damaged during the test is shown
in Fig. 4.1%a. | | |

The VHF low band portable unit also had high voltage damage to the wiring
and tuning colis. This radio was powered by & 30-foot power cable connected to
a 12-volt battery. The power supply rectifier dlodes were destroyed: this and
some bf the other damages are likely due to transients induced in the power
cable.

The VHF high band portable unit had an integrated circuit (1c) that was dam-
aged -during the test. The damaged IC was in the audio amplifier stage of the
transmitter. The audio circuit is shown in Fig. 4.12b. Since the IC in the
audio circuit is the only circuit component that was damaged, it is likely that
EMP-induced surges in the microphone cord destroyed the audio circuit. Thus,
the phone cord performed as an effective non-deliberate antenna for the ALECS

EMP.

4,5 COMMUNICATION ANTENNAS RESPONSES TO EMP

The Phelps Dodge Communications Company provided four of the six antennas
used in the test. The four antennas ars: & quarter-wave whip, & vehicular bage
loaded gain antenna, a folded half-dipole, and & broadband array gain antenna.
All of these antennas are designed for the VHF high band and are commonly used
in the public safety, industrial, and transportation services. ,

The two remaining antennas were provided by ORNL. They are a UHF quarter-
wave whip and a RG-8U coaxiasl cable non~deliberste antenna. The specifications
for the six antenuas are ligted below:

Antenna Fraquency Bandwidth QJain ,
1. Quarter-wave whip 15443 1Hz o C Unity* :
2. Vehicular loaded whip ~154.43 Miz 5+6 Mz = 2,5 dB* ;
3. Folded half-dipole 154,43 Miz 3 Miz  Unityw
4, Gain antenna 154,43 Mz C 1k Mg 9 dB¥¢
5. UHF quarter.wave whip 450 MHz - ~ Uniwy }

6. R0-8 coax cable (5 meters long) - .

|
The gain ig referenced to a quarter-wave half-dipole. : w N
**The gain is referenced to & half-wave dipole. ' i
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The two types of antenna responses that were successfully recorded are

the short circuit current and the 50 ohm load current responses. The open

g circuit voltage response was not measur.d accurately due to erroneous signals
: introduced in the data acquisition system. Examples of 50 ohm load current

measurements for the five communications antennas are shown in Figs. 4.13 and
4.14, The current responses through a 5C ohm load were recorde? for the five
P antennas for values of Ep ~ 5, 10, 20, 30, 40, 5, 70, and 100 kV/m.

The short circuit current responses were recorded for the five communi-
cations antennas with Ep = 5 kV/m. In Fig. k.15, an example of a short cir=
cult current meagurement is shown for the folded half-dipole antenna. The
short circuit current waveform has about the same ringing frequercy as that
of the 50 ~hm load current. As expected, the short circuit current is less
damyed than the current through a primarily resistive load.

1

In Fig. %.16, the 50 ohm load current and short circuit current responses
nre shown for uthe VHF quarter-wave whip. It can be observed that the ampli-
tude of the 50 olu: :oad current for the first half cycles is about 70% that
of the ghort circuit current.

e = At g

L.6 ANTENNA RESPONSE CALCULATIONS

The direction of incidence of the ALECS EMP wave was approximately broad-
side to the antennas since the electric field within the test volume is nearly
perpendicular to the ground piane. This direction of incidence corregponds to
a polar angle of @ = 1/2, meagured from the axis of the antenna. Half-dipole [
antennas have a maximum response for a direction of incidence with polar engle !
Oy corresponding to the maximum lobe of the radiati-n pattern. The raiio of
the values of the electric fields at the maximum lobe and at @ = n/2 of a
transmitting half-dipole antenns is given by’

E(r/2
E{6y

By the Reciprocity Theorem for antennas we know that- the radiation patterns
of a given antenna are the same wnether the antenna is uged for radistion or recep-
tion. Also, tl. response of a receiving antenna is proportional to the electric
field.® If I(6,) is the half-dipole 50 ohm load current raesponse to an electro-
magnetic wave with the magnetic field polarized perpendicular to the antenna and "

= 428 . (4.1) n
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with & direction of incidence equal to O, then the antenna response to broad-

side incidence is
I(n/2) = .428 I(6,) . (4.2)

Equations {4.1) and (L4.2) arise from the effect of the finite size o! the
effective angenna ground plane. This =ffect, however, is practically indepen-
dent of the ground plane size.” For an infinite antenna ground plane, Op = /2
and Eqs. (4.1) and (4.2) arc not valid.

The maximum response, I(6p), can be theoretically calculated from the ideal-
ized problem of a half-dipole mounted on an infinite ground plane and subiected
to an EMP with broadside incidence. A technique to calculate the dominant terms
in the time-domain solution of the electric dipole and half-dipole responses to
broadside EMP has been described in a previous report.® It consists of applying
recent work involving the Singularity Expansion Method which expresses the solu-
tion in terms of the natural modes of the dipole structure. This technique in
conjunction with BEq. (L4.2) has been used to calculate the half-dipole responses
to the ALECS EifP; the results are shown in Figs. 4.17o and L4.18b for the VHF
and UHF quarter-wave whips respectively. The measured responses are shown in
Figs. 4.17a and 4.18a such that we can easily compare the theoretical and
experimental results.

The ALECS EMP electric field was approximated by a double exponential wave-
form for the calculations. The approximate ALECS EMP electric field time his-

tory used in the caicuviations is

B(t) = B, (e - &%) (4.3)
vinere
£ -1
2 = T x 10 sec
3 = 2.2 x 109 gec™?!
and
T = 1.15EF

o P

where Ep is the measured amplilude ol the wavel[orm. The wavei'orm defined by
Eq. (4.%) has a rise time of atout 10 ng and a fall time of aboul 00 ns. The
10 ng tall Lime is the lime in which the waveform has decreased 1o 2% of its

pei boadae,
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In Fig. 4.Ll7, the current through a 50 ohm load is shown tfor a half-
dipole antenna, designed for 154.L43 MHz, illuminated by the ALECS EMP with
Ep ~ 29 kV/m. The peak value of the measured response I, over the tirst half'-
cycle is about -7 amperes (A) whereas the calculated value I, is about -9A.
3 The percent of relative difference between the imeasured and calculated values

is
x 100% (L.b),

which is equal to 28.9% for I, = -TA and I, = -9A.

For the second negative peak, the measured value is about -2A and the
calculated result is aboul -2.2A. The relative difference is 10%.

The time of the first zero crossing for the calculated waveform t, is
about 6 ns and Llhe {irst zero crossing for the measured wavelorm tp is about
€ ns. The relative difference is 25% where t, has been substituted for Ip
and t, has been substituted for I, in Eq. (4.L).

In Fig. 4.18, the 50 ohm ioad current response is shown for a L50 MHz
p =~ 35 k’v’/m.

The amplitudes of the {irst peak for the measured and calculated results are

UE? welf-divole antenna illuminated by the ALECS EMP with E

-1.%4& and -1.7A respectively. The relative difference is 3&%.
The time histories of the theoretical and experimental results for the
UHF antenna response are not in very good agreement. This i1s due primarily
to the limited response capability of the L54 Tektronic oscilloscope used
fo:- the test. The rise time capability of tl'e 4ShL gcope is 2.4 ns. This
is about the same as the rise time of the measurad response in Fig. 4.1%a.
Antenna {eedlines are non-deliberate antienras for EMP. A S5-metler RG-8U
hrafed coax cable non-deliberate anienna was tested in Lhe same manner as
the other aniennas. One end of the canle was positioned throuch & metal plate
ovrer a sersor port. The shield ot the cable was electrically connected to ithe

srours) plane at the plate. The other end of the cable was erecled perpendicu-

lar ‘o the sround planc. Response measurements were made at Lhe botltom end of
he oable under the cround plane and with Lhe top end of the cabile unterminated.

PR

P egtinale the open-circuilt vollase response ol the coax antenna, we

¢

Lhserye tnaio ‘he shield of the cal le 1z, Lo o rood approximetion. a shoried

by i et ipo ke Thein, we can comprte Lhe shisld corevoent by fhe pame melhod nsed

Coor U gt o= whiipe

]
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To calculate the open-circuit voltage, we can apply a rule of thumb,
i.e., for typical EMP pulses, the attenuation of common singla-braided
coax cables of length comparable to the radiation length or longer is
on the order of 48 dB. Thus, the internally induced current through a
50-ohm load for RG-5U cable is on the order of 1/250 that of the shield

current.

The Thevenin equivalent voltage for the coax cable and the electromas-

netic environment is approximately related to the shield current I{w) by

50.0 + Zc(‘»'O)

N
Vv 550

I(w) (4.5)

where Zo(w) is the impedance of the coax cable. The period of the dominant
wavelorm In the colutlon of the ghleld current regpousc Lo Lhe ALECH WP 1o
about 72 ns. The impedance of the S-meter RG-8U coax cable for the wavelorm
is about 0 ohms for the first 72 ns.

In Tig. 4.19, the measured and calculated results for the coax cable
o = 5 k7/m are

shown. Equation (4.5) was used for the calculation with the coax cable imped-

antenna open-circult voltage response to the ALECS EMP with B

ance equal to 50 ohms. Except {or the first half-cycle, the measured and

computed results compare very well.

Thus far we have compared thecretically =stimates with measured responses
for the VHF and UHF quarter-wave whips and the coax cable antenna. Now we
turn our attention to the more complicated gain antenna. Tor typical EMP's
the dominant response of a quartier-wave VHF half-dipole is composed of two
damped sinusoids.® Thg angular frequency of the response is equal io the
antenna's [irst resonant frequency which is normally the anlenna desizn
‘reguency.

The power received by a galn antenna at the desien ‘requency is related
to that of a dipole by the power gain G. Since ihe dominant response ot Lhe

simple dipole VHF antenna has a frequency equal to the design frequency of

the antenna we can postulate that
I, s / G Iy (.':,(7)

i the power rain at the desiin Trequency reterenced to a iipote. ond
I, are the S50 ~hm 1ol currenl reponges Lo Dypleal BMP 2 Por ‘he cain

ot dipole anfernng roespoetlively,



VOLTS

T2

OFNL-DWCE 22 - 2019

VERTICAL 10 V/dw
HORIZONTAL 2Cns/div

(g) MEASURED RESFOIISE

40 -
20 -
C i N
-20
— 40 L,.J. U U DS U S S TP S P __}J
0 { 2 (x107™9)
TIME (sec)

() CALCULATED RESPONSE

Fig. %#.19. The Open Circuit Voltage Response of a 5-Meter
RG3 Coaxial Cable Monopole Antenna Subjected to ALECS FMP with
Ep &~ kV/m.
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Equation (4.6) can be checked by Lhe measurcd results in wig. h.le.
The peak response for the 154.4% MHz gquarter-wave whip is abioud 15 amporos.
The peak response for a 15i.4% MHz half-wave dipole would be agboul ithe same
since their gains are about equal.1 For the gain antenna used in Lhe test,
JC = 2.82. Applying Eq. (4.6) gives the peak value of the rain antennu
response as equal Lo or less than 2.82 x 10A = 45.24.

The peak value 21 the measured gain anienna 5 ohm Lowd current, TESPONSE
is about LOA. Thus, in our example calculaiion,Eq. (L4.6) pave an upper bouno

~as was postulated.

4.7 NON-LINEAR EFFECTS

The response to EMP of the half-dipole antenna located in Iree spacc
varies linearly with the amplitude of the eleciric {ield. This asswnpiion vies
used in Section L. to estimate the half-dipole response Lo the ALECS EMP. How-
ever, for the antenna in an air medium, one mustl, take into account the eliec.s
oi corona discharge and spark-over associasted with high Tield sirengihs.

In Fig. 4.20, the peak current response through a 50 ohm loac Ip is plot-
ted against E,, the measured amplitude of the electiric field, for four or the
communication antennas tested. The plot for the Tifth antenra, Llhe {olded
nalf-dipole, is not shown since 1t is ebout the same as tha: ol the guarter-
wave whip.* There are three types of non-linearities that can be observed rrom

FPig. 4.20: an apparent non-linearity associated with Ep < 15 kV/m, a non-linear

[¢+]

ffect assoclated with relatively hipgh field strengsths, and a non-linearity

. . ! ~
ssceiated with the 5/2 wavelenglh VHF loaded antenna.

o

-

or {i=zld strengths less than about 15 kv/m, Lthe measured peak current
is larger proportionally than that measured at hicher field sirengths. This
phenomenon is likely due to the difference in the ALECS EMP wuveforms :or low
ani high “leld strengths as was discussed in Section h.%. TIv the eleciric

field amplitudes for i

4]

ld  strengths less than 19 kV/m were detined as the

.\

mazimum mezsured peak value of the waveform instead of the first peak value.

ther the resalts would appear nearly linear for low field levels. It is

therefore, plausible to attribule the non-Llinear effecis al low Uiel! levels

t, the chanpe in the wavelorm characteristics an . nobt directly Lo the vield

Vesrgpen ! '
pLee o, 5

Thosy bhis non=linecarity is an apparen’ non=Litenr e loet associat e

wiih Lhie alectyeio Claeld stren;cth,

v
The comparicon was made for the Cirst half-cycele rosponscs.
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For field strength levels above 50 kv/m, the 50 ohm load current responses
become non-linear and do not increase proportionally with EP as can be seen
from Fig. 4.20a. This phenomenon first occurred at Ep = 50 kV/m for the quarter-
wave whip and at Ep =70 kV/m for the gain antenna. The gain antenna consisted
of a collinear array of folded dipole elements. The radius of each folded dipole
element‘ +8 about one and a half times that of the quarter-wave whip. Since this
phenomenon occurred for the smaller radius antenna, at lower field levels, it is
likely due to corona discharge. The effect of this phenomenon on the quarter-
wave whip 1s to reduce its 50 ohm load current response to ALECS EMP by about
20% for Ep = 100 kv/m.

The response for the 5/8 wavelength loaded antenna appeared to be non-linear
at abQut 50 kV/m. However, after careful study of the data we feel that the non-
linear effect shown on Fig. 4.20b is due to a poorly connected antenna lead. The
antenna lead was checked on or about test shot No., 61. Figure 4.21 shows the
difference in the measured waveforms. There is, however, a ncn-linear effect
associated with the 5/8 wavelength antenna. The response at 50 kV/m was about
the same amplitude as that of the guarter-wave whip and the meximum value of the
current occurred during the first halfe-cycle of ihe weveform. For high field
strength levels, the vaveform of the response ig different from that at low
levels., This can be seen by comparing Figs. 4.21b and 4.lha. This effect is
likely due to spark-overs in the loading coil. Spasrk-overs in the coil would
change the antenna-loading coil impedance which would change the waveform of

the 50 ohm load current response.

4.8 PROTECTION AGAINST EMP-INDUCED SURGES

The eftectiveness of a standard lightning arrestor and some special
transient protective devices for suppressing EMP-induced current surges was
experimentally determined. The devices were tested with the collinear array
gain antenna for various electric field strength levels. The devices that
were lested are a coaxial lightning arrestor manufactured by Phelps Dodge
Communications Company, the 250 and 35" series Splkeguard transient protectors
manufactured by Flscher Custom Communications, and a prototype semiconductor
dinde transient protector constructed by ORNL. The Spikeguard and diode-type
protectors are constructed within standard . axial tees. The semiconductor
diodes used in the ORNL prototype are IN%653's switching diodes each with a
forward blas current rating of 40O milliamperes.
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The specifications for the protective devices sre listed below:

Device DC Breakdown Voltage Voltage Stauding Wave Ratio
Lightning Arrestor 500 to 1200 volts Under 1.03:1 to 500 MHz
Spikeguard 250-N 230 volts Under 1.8:1 to 4LOO MHz
Spikeguard 350-N 550 volts Under 1.8:1 to LOO MHz
Spikeguard 350-UHF 550 volts Under 1.5:1 to 250 MHz
Prototype diode Under 1 volt Not measured

The lightning arrestor, Spikeguards 250-N and 350-N, and the diode pro-
tector have type N coaxial connectors. The Spikeguard 350-UHF nas & UHF iype
connector.

Figures 4.22 through 4.27 show the measured results of the effect of the
surge protectors on the gain antenns 50 ohm load current for various field
levels., In Fig. 4.22, EP = 9.5 kV/m and the peak voltage on the antenna feed-
line is about 550 V. The Spikeguard 350-UHF is not effective at this field
level as can be seen in Fig. 4.22b,

In Fig. 4.23, Ep = 20 kV/m and the Spikeguard 350-UHF becomes effective
after the first full cycle of the induced current. As we can see f.um Fig.
L.23, the addition of the diode protection to the Spikeguard 350-UHF almost
totally supvressed the current waveform.

At Ep =30 kV/m, the Spikeguard 350-UHF is an effective surge suppressor
as can be observed by Fig. 4.2kb. The Spikeguard 350-UHI" is more effective than
the 350-N as can be seen by comparing Figs. 4.24a and 4.2ib.

At Ep = 50 kV/m, we observe from Fig. 4.25a that Lhe lightning arrestor has
little or no effect on the EMP-induced current. Although the peak feedline
voltage was about 1L0O V, which exceeds the lightning arrestor breakdown voliage,
the arrestor failed to respond. The initial rate of rise of the feedline volt-
age was about 300 V/ns. The time of the first zero crogsing for the waverorm
was avout 30 ns. The fast rise time and short duration of the pulse evidently
did not allow sufficient time to activate the arrestor. The lightning arrescor
also failed to respond at higher 1ield strenrh levels used in the test.

Flgures 4.25b and 4.25c show the effectiveness of the Spikeguards 250-N
and 350-N protectors. Both devices are effective as & surge suppressor after

the first halt-cycle. During the f{irst half-cycle, the 250N protector cli ped
Y
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the 50 ohm load wcurrent to about 204 and the load voltage to about 1000
volts. The 3550-N Spikeguard clipped the current to-about lOA and the volte
age to about 500 volts.

In Figs. 4.26 and 4.27, the waveforms of the currenty thfough & 50 ahm
load with various EMP protection are shown for $p /s 100 kV/m. The effectiye~
ness of the devices as surge suppressors are presented in order of increasing
gff'ectiveness, i.e., the Splkeguardi 250.N, I%0-N, and 350-UHF, the diode pro-
tector, and the parallel combination of the 5504UHF and‘tha diode protectors.

The 250-N protector suppregsed the first h&lf«cyclevload voltage to
about 1500 volts, whereas the 3§0§N suppressed ths load voltage to about 500
voltg., The effecliveness of the 350-UHF at this surge level is about the same

as that of the 350-N protector. The dlode protector supprasged the load volt-

age to approximately %00 volts. The most effective device tested is the parallel

combination of the Spikeguard 350-UHF and the dlode protector. It suppressed
the 50 ohm load voltage frm 25°C volits to about 5" valts. This reprssents a

reduction of the energy supplied to the leoad over the first hulchycle by &500.

k.9 CONCLUSIONS

We have demonsirated that EMP i¢ & potentisl threat tO radio communica-
tions. The EMP electric field threshold failure level can be ss Low &g U4.28
kV/m for some communizatlons equipment. Other communications equipment, how-
ever, are not vulnerable to vhe ALECS EMP at a high electric field level of
100 kV/m. The important EMP energy collectors for the radios tested are the
antenna, the microphone cord, and the power cable. Direct coupling of the
EMP into the equipmeni had nv observable eftects. . _ .

We have shown tha'. the technigue deseribed in Reference 8 for estimating
the EMP responses of the c¢jylindrical electric half-dipole antenna gives rea-
songble regults. .The relative difference between the measured and calculated
results is conservative Ly about 28%. This difference would be smaller if the
ALECS EMP had been better represented analytically and if the expérimental
arror c¢ould be reduced to zero. The test has shown that the calculated results
are sufficiently accurate for the purpose of EMP analysls and assegsment of
communication systems. Also, the test has provided experimental date uvni the
responses of the coax ceble non-deliberate feedline antenna and complicated

gain antennas.

B il e e e et e b
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The test on the effectiveness of soms selected surge protection devices
has demonstrated that it is possidble to suppréss trangients induced on VHF
and UHF antennas Ly EMP.  The fast gas-diode and the hybrid fast gaa-diode
and s';eitching-type semiconductor diocde devices can provide almost total sup-
pression of the induced surges. The 'hybrid device 1s the mosgt effective EMP
protector that was tesgted. (
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‘ ‘CHAPTER V

EMP COUPLING ANALYSIS

5.1 INTRODUCTION : N
The EMP energy and/or\power that is coupled to communications equip-
ment is estimated in this chapter. The EMP energy c¢ollectors that are

important to communication asystems are: antennas, antenna feedlines, com-

mercial power, wicrophone cords, -control lines, direct coupling, and
indirect coupling.

5.2 ANTENNA ANALYSIS

Antennas are a major concern in the EMP vulnerability analysis of
communication systems. The two primary reasons for this concern are:

(1) antennas are normally connected through feedlines and tuning cir-
cultry to some of the most sensitive electrical components in the sys-
tem and (2) antennas that operate at frequencies below several hundred
MHz normally perform well as nuclear EMP energy'collection devices.

In considering an antenna as a recelving device, it is useful to
employ Thevenin and Norton equivalent circuits to calculate the antenna's
load response. For the Norton circuilt, the current through the load is
given by
) Ia(w) ¥ (w)
T Y lw) + Y (w)

I(w) (5.1)
where Ia is the Norton equivalent current source of the antenna and the
electromagnetic environment, Y, is the admittance of the antenna, Yp is
the admittance of the load, and w is the angular frequency. Ia(w) and
Ya(w) are generally complicated functions of frequency and, even for a
simple antenna type such ag the cylindrical electric half-dipole, are

difficult to calculate. There are, however, antenna theories that approx-

imate thofe functions over certain frequency ranges. These approximating
theories can be used to estimate I(w) and then to calculate numerically
the time domain antenna load current response i(t) via the Fourier trans-
form. However, these piece-wise approximations to I(w) may introduce

large errors in i(t).
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A new technique-to calculatas the dominant electric cylindrical di-
| polé and half-dipole load current responses to EMP has been described in
§ l, & previous repoft.8 -Basically, it involves applying the results of the
? ' singularity expansion method formulated by Baum.® This method expands
. the timerd6Main solution of the electromagnetic quantity in terms of ana-
lytical functicas. Bach term comes from an inverse transform of the cor-

regponding term in the frequency domain singularity expansion. In %his
manner all of the important singularities that contribute significantly
‘to i(t) are considered. '

i
b
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When this new technique is applied to the cylindrical half-dipole
antenna, the Norton equivalent current source for a double exponential
EMP as defined by Eqs. (1.5) and (1.7) is®

M
- -y & - b
1,(t) = LE 2 gg; {Dyy e = Dy ©

cos wmt + Dy, sin wmt] } o, (5.2)

. where the incident electric field is in the direction of maximum sensli-
i tivity of the antenna. The constants Eys s and o, are defined by

Eqs. (1.5) and (1.7). M is the number of poles employed in the solution
and ¢ is the length of the half-dipole. The constants Y and w_ are the

m
natural damping constants and the natural resonant frequencies respectively

A e = ey -

i ¢ and are functions of the antenna parameters only. The constants Dml’ sz,
Dm3’ and Dmh determine the amplitude of the current and are functions of

e

the antenna parameters and the incident wave.

e e At

Tt was shown in Ref. 8 that for a resistive load, i(t) is similar
to ia(t) times an exponential damping factor which is a function of the
resigstive load and the antenna parameterg. The natural resonant fre-
quencies are only sl ghtly altered by the admittance function.

The most sigaificant contribution to the load current respcnse is
made by the first mode, which corresponds to the pole nearest the ima-

glnary axis in the complex frequency plane, i.e., M= 1. At M =1, the

R S, T T AT A g ST e oy gen

approximate response is
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- I
i(t) = b E 4 {D B Dy et Lt

[Dy cos wt + D, sin wt]} (5.3)
where the m subscripts have been dropped and the primes on the inverse
time constants indicate that they have been modified by the admittance
transfer functions. The constants in Eq. (5.3) can be computed from
formulas given in Ref. 8. The constant w = w; 1is the normal design fre-
quency of the quarter wavelength half-dipole antenna. At the design
frequency, the receiver load resisténce is about 50 ohms.

In Figs. 5.1 through 5.4, the gingularity expansion method has been
applied to calculate the 50-ohm load current responses of some quarter-
wave half-dipoles. Five singularities were used to compute the Norton
equivalent current and the antenna admittance. A length-to-radius ratio
equal to 259 was used in the calculations.

The responses are presented for both Pulse A, the long pulse, and
Pulse C, the short pulse. The responses to Pulses B and D can be ob-
tained from those of Pulses A and C respectively by multiplying the ordi-
nates gcale on the figures by 0.442 since the responses are linearly pro-
portional with E,.

In Pig. 5.1 the current through a 50-ohm load is shown for an 80-
meter-band RACES frequency half-dipole ancenna. Pulse A induces the
largest response with this antenna. 1In Fig. 5.2 the load current re-
sponse is shown for a citizen's band quarter-wave whip. A slightly
larger response is obtained with Pulge C for the citizen's band antenna.

In Figs. 5.3 and 5.4 the load responses of a VHF and a UHF antenna
are shown respectively. Pulse C induces the larger response for both of
these antennas. Additional plots of 50-ohm load current responses of
half-dipole antennas with designed frequencies that are typically used
in the land mobile class are shown in Appendix B. Also, the short-
circuit current responses of various half-dipole antennasg are shown in
Appendix B.

The damage to an electronic component from a short damped sinusoi-
dal pulse is due primarily to the energy deposited in the device during
the first half-cycle of the wavefor'.. By treating the load current re-

sponse during the first half-cycle as a sine wave, we may estimate the

o s ot e a1
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where I, o the peak current in amperss and t, ia the first half-cyole
pariod In gecondas.

The enorgies recteived by a H0=ohm load have bean computed by Eg.

(4 %) for half-dipoles of various dasigned frequancies Yor the towr
repregantative pulses. The regults of this caloulation are presented
in Tabkle Y.1, The paak load current apd voltage and the half-aycle
pariod are alsgo pregented in Table H.l. For a gtep-function EMP, the
anargy received by a raatstive load duricg the first half-gyele of the
load cwrrent ig invergely propoertional to the cube of the cesign 'ra-
Queney.”  We can see from Table 5.1 that this "inverse oube" rule.of-
thumb ls within a factor of 2 for the doubls exponcaiial IMP's used in
the calculations.

It was shown in Chapter TV that an upper boand of the load current
for the gain antanona is equal to the product of the current gain and the
peak value of the half-dipole lead current. Also, 1t was shown in the
experinantal data that the half-cycle pericd of the galin ’ntenna curs
rent ls on the order of three times that of the half-dipole due to the
brecad band effect of the gain antenna. Thus, the enorgy recaeived by
the load of the more ccmplicated gain antenns can be congervatively esti.
mated as three times the product of the energy level for the half-dipole
antenna as shown in Table 5.1 and the sntenna's power gain. Table 5.2
shows approximate energy levels for gain antennas that have been calcu-
lated by the procedure cutlined ahove.

5.3 ANTENNA FEEDLINE ANALYSILS

The antenna feedline collects IMP energy and thus performs &8s a none
deliberate antenna, Consider & RGB/U coaxial cable feedline for a base
gtation antenna mounted on a wooden pole 20 meters above the earth. The
pole is located next to the building that houses the communications
gquipment and the coaxial cable shield ls grounded at a point near the
garth for lightning protection. The antenna feedliine configuration is

shown in Fig. 5.5.
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\ Table 5.1, Bummary of 50=ohm Load Rewponse Data for the
L Hadf«Dipole During the Mrat Half-Qyole ]
¥
i {
(. . . . . , ! Bnave
d Pfrequanoy  Pulpa  Current Peait  Voltage Peak  Half-Period .
i (MHz ) (A) (KV) (na) Rage- ' ad
\
- 3,997 A h120.0 206.0 125 53,045.0
k‘ ! 3.997 B 1822.0 91.0 L2y 10,302.6 ’
N 4 .
o 3.997 ¢ 3200,0 160.0 97 4, 832.0 i
it
?é 3,997 D W1k, 0 0.7 97 4,848,5 !
v ‘
;o 27,83 A R5.0 26.3 23 158.5 E
. 27,23 B 232,0 1.6 23 30.9 }
P 21,23 c 555.0 27,8 2 161.7 |
27.23 D 245.0 12.3 a1 31.5 |
i\. \ h() +Q A 315 N Q l‘)' . H l.( ut? 2 ;
- h0.0 B 139.0 10,0 17 8.2 :
I hO.0 ¢ 20,0 17.0 16 h6.2 |
i . )
3 : ho.(.) D 15000 7;5 lb 900 }‘
é r
Pt
i 75.0 A 125,0 6.3 10 4.0 {
E!: \ 75,0 B 55.0 2.8 10 0.7
. ¢ ;
%\ ; 75.0 c 138.0 6.9 9.7 b6 )
N 7.0 D 61.0 3.1 9.7 0.9 \
S
é § 150.0 A 40,8 2.0k 5.8 0.241
% ‘ 150.0 B 18,0 0.9 5.8 0.047
] § 150.C ¢ 45,2 2.3 5.6 0.290
. 150.0 D 2k.0 1.2 5.6 0.080
| 4500 A 5.8 0.30 2 0.002
450.0 B 2.6 0.13 2 0.001
h50.0 ¢ 6.k 0.32 2 0.002
Ry 150.0 D 2.8 0. 2 0.001
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Table 5.8, Tha Energy Received Dwring tho FMirat Half-Cyele
by a 50-ohm Load Conneoted to a Gain Antonna

By gy Ruaeiveda

Fraquanoy  Pulse

(Mila) Unity Gain 3 dB Galn 6 9B Gain 10 AR gain 15 @B Gata”
3.997 A 53.1 3 318.6 § 637.2 J 1593.0 § SokhE g
3.997 B 0.4 2.k .8 3 312.0 J 988.,0
3.597 ¢ 2 8 18,8 3§ 297.6 J Thiy, O § 2356.0
3.997 D he9 d 204 3 58.8 J 7.0 J§ h65.5 J
27,23 A 58,5 951.0 1.9 J .8 15.1
27,23 B 30.9 185 .4 370.8 927.0 2.9}
27.23 C 161.7 970.2 1.9 3 .9 3 154 3
27.23 D 31.5 189.0 378.0 Qhs.0 3.0 J
40,0 A La.2 253.2 506.4 1.3 4.0 J
o] B 8.2 k9.2 98. 4 246.0 779.0
40.0 C 46,2 277.2 5544 1k bl J
40.0 D 9.0 54,0 108.0 270.0 55.0
75.0 A b0 24,0 48.0 120.0 380.0
75,0 B 0.7 h.e 8.4 21.0 66.5
75.0 C h.6 27.6 55.2 136.0 437.0
75.0 D 0.9 5.k 10.8 27.0 85.5
150.0 A 0.241 1.5 2.9 7.2 22.9
150.0 B 0.0k7 0.28 0.56 1.4 ' 4.5
150.0 c 0.290 1.7 3.5 8.7 27.6
150.0 D 0.080 . 0.48 0.96 2.4 7.6
450.0 A 0.002 0.012 0.024 0.06 0.19
450.0 B 0.001 0.006 0.012 0.03 0.09
450.0 C 0.00°1 0.013 0.025 0.06 0.20
450.0 D 0.001 0.006 0.012 0.03 0.09

a’J.‘he energy 1ls given in millijoules unless stated.
blS dB gain antennas are not commonly used for HF and VHF.
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To make this a more tractable problem, we further specify that the
20-meter vertical section of the line is much, much longer than the hori-
zontal portion. This is a common feedline arrangement. Thus, the 20-
meter segment of the cable will have much larger shield currents induced
on it by the EMP than will the remaining portion of the line, and the
major contribution of shield-to-inner-conductor coupling will occur
along the 20-meter section.

To calculate the EMP-induced shield current, we model the vertical
portion of the line as a short-circuited half-dipole antenna as shown in
Fig. 5.5b. 1The upper end of the cable is unterminated for the analysis.
This should be a good approximation to the antenna impedance termination
for the relatively low frequencies of the induced shield current.

The ghort-circult current response of a 20-meter half-dipole an-
tenna is shown in Appendix B, Fig. B-4, for the representative EMP's A
and C. Pulse A induces the larger response; the peak current is about
5500 A and the half-cycle period is O.14 us.

The open-circuit voltage that will appear at the receiver's input
during the first 120 ns due to ghield-to-inner-conductor coupling along

the vertical section of the cable is, approximately

v(t) = i(t)/2.5 volte (5.5)

where Eq. (4.5) has been used with the coax cable impedance equal to its
characteristic impedance of 50 ohms and i(t) is the induced current on
the cable shield. The peak of the open-circuit voltage for the non-
deliberate feedline antenna is, from Eg. (5.5), on the order of 5 kV.

The input of a receiver is normally an RF amplifier or RF pre-
amplifier or a band-pass filter. The amplifier circuits and most band-
pass filter circuits have tapped-coil input tuned circuits. Some band-
pass filters use capacitive-divider input circuits. At the relatively
low frequencies of the Thevenin equivalent voltage source, the receiver
input impedance 3s inductive and nearly a short circuit for the tappcd-
~-il ioput and is capacivive aud nearly an open civcult for the
capacitor-divider input.

For the tapped-coil receiver inpul, the peak current through the

coil resulting from the feedline antenna interaction with Pulge A is

i
[EGLURE JU A

v o
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on the order of 100 amperes, i.e., 5 kV divided by the 50-ohm character-
igstic impedance of the cable. Of course, the time history of the induced
current is, in general, not the gsame as that of the open-circuit voltage
due to the reflections in the horizontal segment of the cable. This
otgcillating induced coil current pulse will decay to near zero after
several microseconds of time history since the driving voltage is near

zero at that time.

5.4 COMMERCIAL POWER LINE ANALYSIS

The current induced on power linesg by the EMP has been considered
in a previous report.lo In Fig. 3.7 of Ref. 10, an estimate of the in-
duced current has been obtained by the application of transmission line
theory for & wire with frequency dependent resistance located 10 meters
above a finitely conducting ground. The EMP source used in the calcula-
tion has a time history similar to Pulse A; the magnetic field unit vec-
tor Zb is polarized perpendicular to the axis of wire and the direction
of incidence unit vector 31 is 10° above the horizon.

The voltage induced between wire and grcund by an incident plane
wave, such as EMP, is the product of three factors. The first two fac-
tors are, as is usuwal in trr ~mission theory, the characteristic imped-
ance and the current. The third factor is the cosine of the angle be-
tween the direction of propagation of the incident wave and the direction
of positive current along the transmission line. The total voltage is the
sum of the induced voltage and the voltage (the line integral of the elec-
tric field) of the incident plane wave.

In Fig. 5.6a, the transmission line voltage is shown for & 400-ohm
line cariying the current given in Fig. 3.7 of Ref. 10. ‘he electric
field (with direction Eﬁ) lies in the vertical plane of incidence.

The use of this EMP is overly conservative since (1) polarizationg
of the electric field greater than thirty drgrees off the horizon are not
likely in thc ccuvinental USA, and (2) the effects of corona discharge
have not been taken into account.

1o Tig. 5.1, & more realistic nolarization {s vRed, aprroximate
effects of corona discharge have been included in the calculation. The
values of the voltage in Fig. 5.6b were computed from those in Fig. 5.6a
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Pulge A Located 10° Above the Horizon.
effects of corona discharge.

Figure (b) includes the
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simply by multiplying by the factor 0.35. This factor arises from the
following considerations. The vector 2% is the normalized projection of
the electric field vector in the vertical x~y plane. As can be seen from
Fig. 5.6b, the component of the electric field in the direction of'-é4 is
one-half the incident electric field and it has an angle of 80° with
respect to the axis of the wire. Thus, the induced voltage, without
accounting for corona discharge, is one-half that shown in Fig. 5.6a since
the induced current is linearly proportional to the magnitude of the elec-
tric field. Corona discharge further recduces the voltage by about 25% as
was observed in Chapter IV. Thus, the voltage in Fig. 5.6b is about 0.35
that in FPig. 5.6a.

For the purpose of analygis, we can represent the power line voltage
by the analytical approximation

. - s]
v(t>=vo(e5“-e“) 0ostss (5.6)
where
Vo = lLowW
Bhl = 205 ‘.'.Bec
Yy = 0.2 psec .

After about five microseconds, the decay of the induced voltage shown
in Fig. 4.6b is not well approximated by an exponential function and Eq.
(5.8) should not be used.

At this point we can make some observations concerning the EMP re-
sponge of commercial power systems. Most of the energy in the pulses
induced in power lines by the IMP is between 0.1 and 1 MHz in the fre-

-quency spectrum. Thus, the behavior of the commercial power system at

$0 Hz hes little bearing on the IMP response of the system. Furthermore,
the pulses {nduced in the lines by the EMP propagates primarily as common=-

‘mode signals. Therefore, the phase line to earth response of each phase

of a balanced three-phase system is similar to that of a single-phase
system with eguivalent electrical and electromagnetic characteristics.

And the phage~to-phase response of a three~phase system is small rela~
tive to the phase-to-ground response. Also, the differential transmis-
gsion line mode is used for the transmission and conversion of 60-Hz power;

N b N s abine
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the behavior of power system components as differential-mode devices is
not necessarily applicable to our analysis. This is particularly true for
phase-to-phase differential-mode devices.

To estimate the EMP energy available to communications equipment at
the wall plugs, consider the single-phase system shown in Fig. 5.7a.
The system consists of a primary distribution line, lightning arrestor
and fuse, a 13 kV to 120/240 V transformer, and a secondary drop to the
weatherhead. The transformer is electrically characterized by primary
a primary wind-

and secondary windings; an interwinding capacitance, Cyis

ing to system ground capacitance, Cp; and two secondary windings to
system ground capacitances, Cs's. At the weatherhead the secondary con-
ductors enter a conduit riser as shown. Also, the primary neutral sys-
tem ground is connected to earth ground by a vertical ground wire 9 m
long. The conduit is ¢lso connected to earth ground by a short ground-
ing wire inside the building.

There are two long transmission lines than can collect large amounts
of EMP energy. One is the transmission line formed by the primary line
and the earth. And the other is the transmission line formed by the
primary neutral and the earth. The characteristic impedance Zy of each
line is around 400 ohms. A mid-frequency model of the commercial power
source ig shown in Fig. 5.7b. The voltages induced by EMP on the primary

and neutral lines are designated V_ and Vn respectively and are approxi-

mately equal to the voltage given En Fig. 5.6b. Since we are concerned
with the coupling at frequencies well above 60 Hz, the transformer wind-
ings are not included in the model.

The lightning arrester is modeled as a voltage-activated switch Sa
in series with a non-linear resister Ry- The switch is activated at
voltages between fifty and several hundred kilovolts; the exact value
depends on the rate of rise of the voltage surge. An average value for
Ry is about 5 ohms. The vertical ground wire is modeled as a voltage
source Vg which is the voltage induced at the upper end of the wire by
the EMP. This source is in series with a ground wire impedance repre-

sented by 7 For frequencies lower than the lowest resonant frequency

g
of Vg, the impedance of the ground wire approaches that associated with

the inductance of the wire, LF' The first resonance of Vg is about the
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same as that for a 9-m half-dipole, i.e., about 8 MHz. The inductance L,
in Pig. 5.7b is the inductance of the conduit riser from the weatherhead
to earth ground. This inductance is about 5 puh.

In order to simplify the circuit shown in Fig. 5.7b, consider the
relative importance of the circuit elements for the frequencies of inter-

est. The ground wire inductance L, is about 10 ph. The voltage across

)
Lg at node A due to V, is small relative to the voltage at the primary

bushing of the transformer at node B for frequencies such that

zZ je
£ O/

[ — (5.7)
2n Lg ’

which are frequencies below 3 MHz f . L8 = 10 ph. For frequencies above
3 MHz, the magnitude of the voltage at node A due to V, may be on the
same order of magnitude as that at node B. And the voltage drop across
S, may not be sufficient to activate the switch.

The order of magnitude of Vg is about the same as the voltage

'} This voltage will likely

between the primary line and earth ground.
have a ringing frequency associated with the length of the ground wire.
The polarity of the waveform of Vg is a fanction of the vertical compo-
nent of the incident electric field. To calculate the exact time history
of the voltage induced on the ground wire will reguire further investigation.
The above discussion concerning the voltage between node A and earth
ground suggests that the time required to fire the lightning arrester
may be longer for EMP-induced surges than for lightning surges. For
times greater than 0.2 pusec, the voltage at node A due to both Vg and V,
will likely be small relative to that at node B. The time required to
activate the arrester is likely to be about 0.2 psec after a fast rising
pulse is applied to the device.*® The exact time depends on the arrester
characteristics and the pulse. For our analysis we shall assume that the
arrester fires after 0.l psec of pulse time history.
The inductance L, will have little effect on the pulse that reaches
the weatherhead after about 100 ns cince its value is only about 3 to 5
uwh and the time constant 2 Lc/zO is oniy ahout 25 ns. Thus, we may con-
sider the weatherhead neuﬁral at near earth ground potential after 0.1

naet and Lo is not very important for the analysis.
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The values of the transformer capacitance Cpr Cpo ¢y dapand on the
transformer dagign. Normally the raelative valuas of the capacitances
are guch that Cp << Cy < Cy. Reagonabla values for thaess capucitora arey
= 50 pf, Cg = 300 pf, and Cf = N0 pf.

The mid-frequancy medel shown in Fig. 5.7b can be approxinataly re-

-

duced to that shown in Mg. §.7¢ for frequencies £, such that

Cp

T T e e et e et 2 et ot s S

1 1 -
. M ' < e < pee ) (‘;"8)
; ‘ n ?o CB Il 2 dp

A S AP PRY,
== S

£ 2 5 e
s i

which ig about 3 MHz for 7, = 40O ohms and Cg = 300 pf.
The values of the circuit olemants in the simplifled wid-frequency

model are given for §, open by

A
A Vg = KV, (5.9)
= ©) (”‘ "
Ry 1<zmﬁ,’ (5.10)
Co = CL/K (5.11)
and Ci
K - Cl " C . (5'12)
]
For Sg closed, the values are
) 2V _K Ry
. Ve = ‘f_) R o+ Z b4 (5'1{)
a o] é
: |
; KR, 2 '
: a "o
: R = et (5.14)
{ 3
; e 2 Ra + Zo
§ and the values of K and C, are the same as tuose given for 8, open.
E The voltage acr.ss Vw is given by
{
: 7 s V. (s)
[ W e
H \" (B) = - 3 (5'15>
i W R, + 2, (8 + 1)
§ where s is the Laplace frequency domain variable and t igs the circult
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invaraa tiwe vonatant agual to

t oW -(r%--{ﬁ\iﬂp' ' (5,16)

Tha aubatitution of Bga. (5.6), (4.,9), and (5.00) or Bga, (5.0),
(A.33), and (5.14) futo Ro. (H.15) glvea

ARV (veB)
) 8w 9 a N
Vo) Ky + %) o (AeR) (&3] (avt) ! (3.31)

and the luverse Laplace transform of Vw ia

V() o ey Yo o ot p e e oY
w (Rt‘ + 2“)“0 Tw)y “t’\ (f‘\“) '(,.r) ) (R 1K

The transwiasaion line formed by the gecondary oconductors and the
conduit riger hag a charvacteristic impedance ggual to about h0 ohma.

If the condult 38 long, compared with the vavelengths of the impresaed
signal, the weatherhasad input impadance ig effectively that ot the con-
dait trangmission line. If, on the otrher hand, the conduit ia shorg
compared with the wavelengths, tha weatherhead impedance is approxi-
mately the load lmpedance of the building., PFor most commercial power
gsource:, the conduit ig short relative to the wavelength of the fre<
quancies asgociated with the IMP-induced voltage.

The voltage that is coupled to the woatherhead of a relatively short
conduit as shown in Fig., 5.8 for a 1l0-ohm resistive load. The souree
voltage V, ig that shown in Fig. 5.6b. The switch 8, has Leen asgumed
to be activated at O.4 psec and tihe transition voltage st times slightly
greater than 0.4 psec has been pletted from those ghown in Ref, 12 The
other parameters used in Eq. (5.18) to calculate the values plotted in
Fig. 5.8 are those given in this section; namely, Ry = 5 ohni, 25 = W00
ohms, C8 = 300 pf, and Ci = 900 pt.

As we can see from Fig. 5.8, the MMP-induced power line surge is
rather poorly coupled to the secondary circuit. This is due primarily
to the attenuatlion of the Alatribution trangformer and the miamatch
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between R, and Zo For 2, = 40 ohms, more energy is transferred to the
secondary circuit, and the voltage peak is about 50 kV.

The voltage at the wall plug which'is located a short distance from
the main switch box will be about the same as that at the switch box and
the weatherhead. The voltage at the wall plug which is located hundreds
of feet from the main switch box will be modified by the internal build-
ing wiring. The rise time of the pulse will be increased due to the ef-
fects of the additional inductance of the wiring. And the voltage pulse
will have damped oscillations with ringing frequencies associated with

the wiring in the megahertz range.

5.5 THE MICROPHONE CORD

The microphone cord normally consists of a coiled cable containing
four wires; two of the four wires connect the microphone cartridge to
the transmitter audio circuit through a switch and the other two wires
are used to switch the radio from the receive mode to the transmit mode.
A push button, double-pole switch is mounted in the microphone case.

When the microphone cord is subjected to EMP, currents will be in-
duced in the wires within the cable. The four conductors form a non-
deliberate antenna with an effective radius approximately equal to the
radius of a single conductor. The effective length of this antenna is
near the maximum value when the cord is extended its full length.

For the purpose of EMP coupling analysis, consider a possible worst
case situation of a l-meter, straight microphone cord connected perpen-
dicular to a metal radio case. The microphone cord and the metal case
form a half-dipole antenna. We shall further specify that the orienta-
tion of the incident EMP is such that a maximum response is induced in
the microphone cord, non-deliberate antenna. And that the communications
equipment is located in an unshielded building high above the earth such
that the ground-reflected EMP arrives at the microphone cord about 40 ns
after the direct incident EMP.

The 50-ohm load current and short circuit current responses of the
microphone cord, non-deliberate antenna as described above are given for
the first 40 ns by Figs. B-2 and B-8 respectively. The currents in each

of the conductors within the cable are approximately equal for equal
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loads. Thus, the responses of each wire are about 1/i those shown in
Figs. B-2 and B-8. 1If some wires have 50-ohm loads and others have
short circuits, the responses of cach of the wires during the first
half-cycle will be about the same as those for equal loads since there
is little difference between the two types of responses during this

period.

5.6 CONTROL LINK ANALYSIS

As stated in Chapter III, telephone lineg and VHF, UHF, and micro-
wave antennas are used to provide control links. The VHF and UHF an-
tennas have been considered under Section 5.2. In this section we shall
consider the EMP coupling to microwave antennas and to a special two-
wire control line.

Aperture antennas are employed for point-to-point radio communica-
tions service in the 952 to 960 MHz and the super high frequency (SHF)
bands. The total energy received by an aperture antenna from a double
exponential EMP as given by Eq. (1.7) has been investigated by IITRI.>2
IITRI assumed that the effective area A,pp of the antenna has no fre-
gquency dependence and that the aperture antenna performs as a perfect
bandpass filter with upper and lower radian cutoff frequencies w, and Wy

respectively. The total energy received by the antenna is given by13

E? (2 - o) C
- o L otant & L L g &
En = App 7 CED) {a2 tan’ % " % tan Gé} . . (5.19)

The effective area of an aperture antenna is of the same order as

the physical area S , a typical effective area is

A

opp = 0.6 8 . (5.20)

The total energy received from Pulse C by an aperture antenna with
an effective area given by Eq. (5.20) and upper and lower cutoff fre-

quencies 950 and 990 MHz respectively is

B, =0.06 8 mj . (5.21)
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For 8 aqual to 0.5 we, the total enargy recaeived i 0.0% wj. This
Qnargy level ie an upper bound for the more realietic apertwe antenna
with an affective area whiah ig a funation of frequancy such that the
power gain of the antenna is 3 4D down at tha cutoff frequenciea. The
time required to dapoait 90d of the received enargy ia approximately
glvan by'?

1w il (5.82)

Ug = W
For tha outoff frequenclas uasad above, the deposi time la aboub
70 na, Tha tiwe hiatory of the apaerture antennd rasponge Lo WP is not
given by Nga, {5.19) and (5.22). For a resistive load Ry, the total
anargy 18 related to the time-domain load cuvrant L(t) by

©
By « Ry, £ 18(t) av . (5.23)

If we agsume that the current is proporticnal te a decayving expos
nential function of vime given by

1(t) = 3, 0, (5.24)
than tha total energy is
By = I® Ry T/dn 10 (5.25)
and
o = ARG (5.26)

27T

For Bp = Q.03 mJ, T = 70 ng and Ry, = 50 ohms, the peak value of the load
eurrent ig L.4h A and @ = 1.6 x 17 sec”t.

Consider now the EMP energy coupled to communications equipment by
a two-wire telephone control line. Assume that the control link is a
long unshielded two-wire cable terminated in a bslance transfgimer load.
The induced current in the cgble hag dominant frequencies high ébove the
audio rénge; ﬁhus, we can expect the signal to be,cApaditiVely coupled

oA PR R i SR R A G NS " : oS
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from the primary vo tha aeccondary side of the line btrangformer. Thio
capacitive qoupling charactaristic of a ling tranaformer was experimen-
tally vaerifiaed fov a five=miorosecond pulse.

A mldefroquancy modal for each wire of the telephone cable and half
of th: line tranaformer termination is shown in Flg, 5.98. The capa~
eitance €, in the lJ.gure ia the inter-winding capacitance and Cp la the
gagondary to gystem/earth ground oupacitance. R is the aquipment load
imnpedance v the aegondary and h ia the height of the wire above the
aarth,

The IMP-induced tranamigsion line voltage across the aquipment load
1s shown in Fig. 5.9b for R = GO0 ohms, €, = 92 pf, Cp » 8 pf, and H =
5 mevers. The IMP sowrce uged in the caloulation iy the ssme as that
used to calculate valuas for Flg., 5.6b. This calculation was performed
by first caloulating the current induced on an infinite copper wire with
an effective radius equal to O.4 mm and then applying transmission line
thaory to calculate the current through the load. The energy received
by the load from the pulss shown in Fig. 5.9b is about five millijoules.
The values for C; and C,; used in the calculation are approximate values !

for the line transformer examined by ORNL.

5.7 DIRECT EMP COUPLING

Electromagnetic pulge radiation can couple directly to electronie ;
equipment. The connecting wires within electronic egquipment can collect
small amounts of EMP energy by performing as small loaded loop antennas.
Congider the wire loop shown in Fig. 5.10a; the length of the wire is g, {
the area formed by the wire, circuit elements, and the chassis is 8, and
the total impedance of the oircult is 2Zy. Since the loop is physically
small compared to the wavelength of the FMP, quasi-gtatic approximations
can be used. - The current Iy through the load is given abproximateiytfdr
late times, t > 5 L/R, by C

o 5

I, =3%

<4

, B - (5.27)

where the magnetic field vector of the EMP is oriented perpendicular to
the plane of the loop, R is a registive load, L ig thé lo- impedance,
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o 1s permeability of free cpace, and Z is the free space wave impedance.
The loop inductance 15 i '

o 4 S :
L% (4n (8 g/M8) 2] >, - (5.28).

where a is the radius of the wire. For a No. 18 gage connecting wire
20 cm long, the loop induc*ance is equal to about 0.4 ph. If the total
load is & resistance equal to 100 ohms, Eq. (5.27) applies for times
greater than 20 ns.

The energy recelved by the load from the- double exponential BMP

given by Eq. (1.7) is

© u® 8® B G Q&)a
ER=R_£ IZ(t) 4t = 5= R°(al+a9 , (= )

which, for Pulse A, is equal to about 4 yj for 8 = 0.1 m® and R = 100 Q.

If the electronic circuit is located in a shielded enclosure such
ag an iron case, the inclident electromagnetic fields at the connecting
wire are reduced. To estimate the effectiveness of a metal casge as a
shield enclosure, consider the electromagnetic fields in the metal box
ghown in Fig. 10b. The circular hole hag a diameter D and the point of
interest P is located a distance d from the hole on the axis of the
circle as shown.

The magnetic field at P is given to a zerot? order approximation

by14

: Hintf“,%'(ﬁ) H . SR ,;(5%3Q)h.f.__u__;.A-.

where the quasi-static formula given oy Eq. (46) of Ref. 14 for the
electric field tha . penetrates a perfectly cOnduc%ing sphefe'ﬁibh'a
circular aperture ior D/d << 1 has been uged. | '

The substitutions of Eqs. (5.30), (1.1), and (1.7) into Eq. (5.29)
gives the meximum energy received by the connecting’wire locp located
in a metal case which has a single circular hole as

81 % 8° B (0 -y ) D°

R "‘TT(% +a;)-a” e (5.31)
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.For_R =100 Q, 8 = 0.1 m®, D=2 cm, and d = 20 cm, the energy

~ received from Pulse A is reduced from 4 p,j to about 10™*¢ joules. Thus,
the attenuation of the shiéld enclqsure is aboﬁﬁ lO". Since'the time
period required to réceiVe thg,EM?'énergy is aboﬁt‘theAsame.for shielded
and unshieldedAloops,Athe.powér attenuation of the encloswe is about
70 dB.

Equation (5.31) is a very rough approximation of the energy received
by the connecting wire loop. The fields that penetrate the enclosure
are no longer plane waves and thus, Eg. (5.30) does not precisely apply.
However, Eq. (5.31) does indicate the benefits of the shielded enclosures.

5.8 INDIRECT COUPLING
Electromagnetic energy can couple to electronic circuits from the

fields that are radiated from the EMP-induced currents in long conduct-
ing structures. Metal structures such as pipes and air ducts that are
40 m long can be expected to have about 5 kA maximum peak current induced
in them by Pulse A as is shown in Fig. B-4. Very long structures could
have on the order of 10 kA induced in them by Pulse A.*° The other
pulses, B, C, and D, will induce smaller currents.

To estimate the effects of the re-radiated fields, consider model-
ing the long metal structure by a cylinder with an effective radius a,.
For times t >> ae/c where ¢ is the speed of light in free space, the
magnetic field radiated by the structure is

H = 5o (5.32)

where I is the EMP-induced current and r is the radial distance frowm the
axis of the effective cylinder. The magnetic field unit direction vec-
tor is the same ag the phi unit direction vector of the cylindrical
coordinate system with the z axis colncident with the axis of the effece
tive cylinder. |

The effective value of the current induced in a perfectly conducting
infinite cylinder by a double exponential EMP with'broadwide incidence
is spproximately given by*® '

I ety ~ (5.33)

= .
m

Z oy 40 (ae°a1')
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Substituting Eq. (5.32) into Eq. (5.33) gives the maximum re-radiated
magnetic field for broadside EMP incidence a8
c E -
H, = (5.34)
rm
: T Z in ( ) :
o x

The distance from the structure, for which the maximum re-radiated
magnetic field is equal to or less than ten times the incident EMP mag-
netic field,1is '

Te 2 N . (o <) . (5.35)
0
o 4n O&

The value of rc for Pulse A is

20

r, 2 m meters , (5.36)

which equals 2.6 m for a, = 0.1 m Equation (5.36) gives an upper bound
for the r, associated with a non-perfectly conducting structure. The
peak value of the EMP-induced current in a copper cylinder is about 1/6
that of the perfectly conducting cylinder.’® Thus, for the non-perfectly
conducting structure, r, equals about 0.43 m for a; = 0.1 m and Pulse A
EMP.
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CHAPTER VI
EFFECTS OF EMP ON COMMUNICATION SYSTIMS

6.1 INTRODUCTION

In Chapter VI, calculational techniques along with experimental
date are used to determine the EMP-induced voltages across and currents
into-POE's of communications equipment. To determine equipment vulner-
ability to these transients and the probability of equipment-and ultie-
mately system failure is very difficult, if not impossible, duerto the
limited amount of statistical data. Nevertheless, apparent probabilities
based on the available information are computed, and superficial esti-
mates of the actual probabilities are obtained. These provide apprbxi-
mate values of the probabilities of damages and failures and furnish a
bagsis to classify communications equipment and systems according 4o their
relative probabilities of failure.

6.2 ELECTRONIC COMPONENY VULNTRABYLITIES

The eleckronic components that are most susceptible to electrical
transieprt. are gemiconductor dindes, IC's, transistors, low voltage capa-
citors and vacuum tubes, and low power resistors and conductors. Some
ruleg. of- thumt ihat are uged for the vusnerability analysis of resistors
and capasivors are: (1) quarter-wett carbon resistors can be damagud by
25 kilowatts of pulse power dissipated during several microseconds, (2)
thin-£1lm regiztors can be damaged by voltages slightly above the resis-

_ tor's voltage sating, and {3) capacitors can be damaged by voltage tran-
. gients that exceed their rated values by at least a factor of ten. Unfor-
twiately, there is not & Larga'amount of available experimental data on |
r..letor and capacitor valnerabilities and the probabilities of démages

to these compounents by aﬁrgea'eannbt be apgesged. The nature of tran-
sient dumages to resistors and capacitors is that the device is normally
short oi open ciréuited.by the effects of the surge. _

The most sonsitive electronic components sre semiconductors, A
80lid state device is considered to have been damaged 1f the paramoters
nf any p-n Junction have been ser;ously”degrad@dglbr if a junction has
become an open or short circuit. -The‘threahold pulse for semiconductor
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damage is inversely proportional to the square root of the pulge width
and is given by'® '

p-xt /2

t 2 100 ns ' (6.1)
where P is the average power, t is the pulge time, and K is the damage

factor constant. For pulse widths of 100 ns or less, a pulse power fail-
ure dependence of t~! is more appropriate.'® Thus, the threshold failure

energy for a short pulse is
Er= 316K g . (6.2)

The value of K can be estimated from the junction capacitance Cj
and breakdown voltage Vbd for silicon planar transistors by the semi-

empirical formula’®
K=28 CJ Vbd(l’63) x 10® watt-gec’? (6.3)

where o hag units of picofarads. Other geml-emnirical formulys are
given in Ref. 14 for germanium and silicon nonplanar devices.
Experimental velues of Ep for some typical solid state devices have
been determined by semiconductor vulnerability studies.’® The threshold
failure energles to cause burnout for some typical devices used in radio

communications sre presented below:

Device Enf (mj)
Ge audio transistor 2N331 10
81 audio transistor 2N327A 16
GCe UHF transistor 2N2188 .1
8i RF analog IC RCA CA3005 .CO8
§1 VHF FET 2Nk224 .03 ,
31 microwave diode I1IN23B 1wl
81 general purpose dicde IN6L7 2
triode vacuum tube 66N8 2 jJoulaes
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For she Motorola communications transistor MoW8), tha baga-to-
collactor Junavion capacitange in 0.5 pf and the breakdown voltage® ia
about 67.5 V. Tha value of X computed from Wq. (6.3) ta 0.00465 watte
secl/e. The value of X was also datermined from a thermal resistance
model presented in Ref. 16 and the result is K « 0.00403. The thrashold
energy level corresponding to this valus of K e Q.05 mj.

The value of E,¢ is the energy threshold failure levael at which the
device failure probability is roughly 0.5. This can ba obsarved from
the experimental data presentsd in Ref, 16. It can also be observed, for
the semi-conductors testad, that the experimental value of E,p for a pare
ticular device may differ from that computed by Eq. (6.2) by plus or minus
an order of magnitude. Thus, it is reasonable to agsume that the device
failure cumulative distribution function F(x) is a logarithinic (base 10)
function of the normalized dissipated energy »x deflined by

En
X=3716F% (6.4)
where E, is the energy dissipated by the device. The value of F(1) is
0.5. Since the probability of device failure for x < 10 1is high, we
set F(x) = 1 for x = 10. The cumulative distribution function with the
above mentioned properties is presented in Fig. 6.1. The probability of
device failure p for a given normalized dissipated energy b can be deter-

mined from Fig. 6.1 by
p(x = b) = F(b) . (6.5)

5.3 EQUIPMENT VUINERABI LITIES

Electronic equipment is vulnerable if one or more essential circuit
elements are severely damuged. In order to simplify the assessment of
equipment vulnerabilities, we shall agsume that the probalities of com-
ponent damages are independent. This is a reasonable assumption since
most of the sensitive essentisl components are largely decoupled. The
probability of equipment damage is related to independent probabilities

of circuilt comronent damages by

%The oreakdown voltage is estimated as 50% larger than the rated
value.
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P=1-(1-p) (1-pz) (1-p) *-++ (L-py) (6.6)

where n is the number of vulnerable essential circuit components and pp

is the damage probability of the nbh componeht.

6.3.1 Transmitter-Receiver Units

Base station transmitter-receiver units have four important POE's:
the antenna and feedline, the microphone cord, the commercial power
source, and the direct coupling. Mobile units have only two important
POE's, the antenna and microphone cord. And portable units can have all
the POE's of base station units including the commercial power at times
when the portables are being recharged.

Consider first the antenna and feedline POE. It was determined in
Chapter V that the current induced on the inner conductor of a coaxial
feedline connected to a tap-coll receiver irmut circuit is abont 100 A
maximum for Pulse A. Since the duration of the current is only a frac-
tion of a microsecond, there is little chanc: of damage to the coil.
For the capacitor-divider irout, the maximum peak voltage is about 0.5
kKV. Since this value is tun times the normal capacitor rated value of
500 V, it is likely that the capacitor-input circuit will be damaged by
Pulse A or C, particularly if it is subjected to multiple pulses. TFor
Pulse B or C, the capacitor-input circuit would not likely be damaged
by a single pulse but the probability of damage is much higher for many
pulses due to the cumulative effects on the capacitors.

Very little of the energy of the feedline non-deliberate antenna
response will pass through the receiver's input bandpass filter since
the dominant frequencies are below the filter's cutoff frequency. How-
ever, most of the energy of the antenna's response, in contrast, will
pass through the filter since the dominant frequencies are within the
bandpass frequency band. The power attenuation of the antenna relay,
the bandpass filter, and bias circuitry is about 4 dB betweén the an-
tenna input terminal and the first active device. Additional attenua~
tion to large pulses is provided on some units by the RF overlecad
protection.

To estimate the effecfiveness of the RF overload protection against

the effects of EMP, consider the Motorola HT 220 unit, item 6 in Table k4.1,
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that failed at 200 kV/m during the EMP test. The RF transistor that was
damaged, the M9481, has an E,¢ equal to about 0.015 mj. The energy that
the transistor would receive at Ep = 100 kV/m without RF overload protec-
tion is approximately 0.075 mj. The probability of damage from Fig. 6.1
for b = 5 is 0.85. However, the RF overload protection likely reduces
this probability. The extent of the reduction of the damage probability
can only bte conjecture without further investigations.

, = 100 kKV/m, the unit did not fail even
though the total multipulse probability of damage was about 0.98. At

Ep = 200 kV/m, the unit was damaged by the first pulse for which addi-
tional EMP protection was not used. For Ep = 200 kv/m, B = 20; thus for
this particular unit the attenuation provided by the RF overload protec-
tion was less than 23 dB and was likely about 10 dB since the unit was

destroyed on the first shot. We shall assume, because of the lack of

After several pulses a2t E

any other information, that a 10 dB surge attenvation is typical for RF
overload protection circuits.

The probabilities of damages to RF receiver components by Pulses A,
B, C, and D are displayed in Table 6.1 for a range of components, fre-
quency bands, and antenna gains. The threshold energy levels for a 0.5
probability of damage that were used to compute the probabilities given
in Table 6.1 are: 2 j for the tube, 0.1 mj for the transistor, and 0.03
mj for the sensitive transistor or FET. A L dB attenuation was used for
the tube, transistor, and FET calculations. For the FET with RF overload
protection, 14 dB attenuation was used for a 10 dB protection factor, and
2L dB was used for a 20 dB protection factor.

Now consider the vulnerability of components in the transmitter
audio stage that are closely coupled to the microphone cord. It was
determined in Chapter V that the maximum response of the microphone cord
is similar to that of a 75 MHz half-dipole. When the transistor in Fig.
3.3b is reverse-biased at a level exceeding the breakdown voltage, the
input impedance is near 50 ohms. If we assume a typical reverse-biased,
base-to-emitter breakdown voltage of 20 V, the energy dissipated in the
transistor is about 0.015 mj. This amount of energy has a near zero prob-
ability of damage to an audio transistor with Epp = 10 mj. However, for

an FET with an Enf of 0.03 mj, the probability of damage is 0.35. And
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for an IC audio amplifier with an Eps of 0.0075 mh, p is equal to 0.65
for a dissipated energy level of 0.015 mj.

We shall now consider the effects of the EMP energy from the come
mercial power line on the equipment's power supply. Referring to Fig.
3.4, the EMP-induced voltage at the wall plug will capacitively couple
across the power transformer T20l. The fraction of the voltage that will
couple across each winding depends on the relative values of the inter-
winding and winding-to-ground capacitance.

One of the most vulnerable portions of the power supply is the
transmitter-exciter supply circuit which is connected to winding E in
Fig. 3.4. This circuit typically has vectifier diodes with a forward
current rating of about 200 ma. These diodes are frequently damaged by
lightning. Since the wall plug voltage due to lightning can be as high
as 10 KV and the voltage due to EMP may be 10 kV or greater. it is likely
that the EMP voltage will damage the small current rectifier diodes in the
power supply circuit.

The probability of damage to the power supply by EMP surges depends
on the EMP source voltage, source impedance, and the values of the inter-
winding capacitances. For our analysis, consider an interwinding capaci-
tance of 100 pf and a wall plug EMP-induced voltage with a 10 O source
impedance defined by Fig. 5.8. If we assume that the total induced volt-
age is coupled across winding E of Fig. 3.4, the energy dissipated by a
diode with a 0.6 V forward breakdown vol‘age is 0.016 mj. A larger source
impedance or coupling capacitance would result in & larger dissipated
energy.

The threshold failure energy for diodes with forward current ratings
of several hundred milliamperes can be computed from the experimental
data presented in Ref. 16 as equal to about 0.03 mj. The probability of
damage to these diodes from an EMP surge that deposits 0.015 mj of energy
is near 0O.h.

A probability of damage to the power supply equal to O.L is likely
an optimistic value. The probability of damage will be larger than 10
ohms and a coupling capacitance larger than 100 pf. Also, the damages
to other semiconductors and the transformer windings have not been con-

sidered. Therefore, the probability of damage to the power supply by
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FMP is at least O.4 for Pulses A and C. For Pulses B and D, the energy
dissipated by the power supply is reduced by a factor of 4. And the
" probability of damage is reduced to about 0.11.

Finally, we consider the effects of direct coupling on electronic
circuits. The maximum energy received by a circuit-connecting wire from
direct coupling is about 4 pj. If this energy were completely dissipated
by an integrated circuit it could possibly result in damages to an IC.
However, for most circuit components & pj should not cause any problems.
We shall consider the probability of damage due to direct coupling as
near zero for our analyses.

Now consider the overall probability orf damage to representative
transmitter-receiver units. We have selected as representative equipment,
the most commonly used equipment in service at the present time. Repre-
sentative HF units have tubes in all stages except for the semiconductor
diodes. Ciltizen's band units normally have transistorized receivers. And
UHF and VHF units commonly have transistorized receivers and transmitter
audio stages. The VHF or UHF RF receiver stage normally has a sensitive
RF transistor or FET and may or may not have RF surge protection. For
our analysis, we specify that the representative VHF and UHF units have
10 dB RF overload protection.

The probabilities of damage to representative transmitter-receiver
units are presented in Table 6.2. Modern equipment employing FET's, IC's,
etc. will have higher probabilities of damage. And older equipment employ-
ing tube RF and audio amplifier stages will have a lower probability of
damage. Also, the probabilities of damages to HF, CB, and VHF low-band
units given in Table 6.2 are optimistic values since the likelihood of
the probable damages to coils and relays have not been taken into

account.

6.3.2 Remote Control Consoles and Chassis and the
Repeater Control Circuit

Remote control consoles and remote base and repeater stations that
use commercial power will have probabilities of damages from the power
source POE similar to those for the transmitter-receiver unit, i.e.,

p = 0.4 for Pulse A or C and p >~ 0.1 for Pulse B or D. The primary re-

mote control console and the locally remote control consoles can also
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Table 6.2. Probabilities of Damages to Representative
Transmitter-Receiver Equipment

Probability of Dama.gea

Frequency Band Pulse 3 5 s
Portable Mobile Fixed
HF A Not Not 1
B Commonly Commonly C.%2
C Used Used 1
D 0.82
CB A 1 1 1
B 1l 1 1
c 1 1 1
D 1 1 1
VHF A 1 1 1
Low Band B 1 1 1
C 1 1 1
D 1 A 1l
VHF A 0.2k 0.24 0.5h
High Band B 0 0 0.1
C 0.29 0.29 0.57
D 0.01 0.01 0.1
UHF A 0 0 0.4
B 0 0 c.1
C 0 0 O.k4
D 0 0 0.1

8'The numeral 1 is used for approximately one and O is
used for approximately zero.

bThe unity gain antenna energy was used in the calcu-
lations.

“The 10 dB gain antenna energy was used in all calcu-
lations except for HF and CB unit} which normally have unity
gain antennas.
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receive EMP energy from the microphone cord. However, this energy is
not likely to cause damages to the audio transistors that are commonly
used in console circuits since they have relatively high threshold fail-
ure energy levels.

The last iﬁportant gsource of EMP energy for consoles and remote con-
trol chassis and repeater circuits is that energy received from the con-
trol link. For a telephone line link, the energy received by the line
transformer's secondary load is about 5 mj. The probability of damages
to logic circuits employing sensitive switching transistors such as the
ON706 with a threshold failure energy of 60 uj is about 1.0 for Pulse A
or C and near 0.7 for Pulse B or D.¥ If the line transformer has a surge
suppressor circuit across the secondary winding terminals to the system
ground, the probability of damages to logic circuits should be near zero.

On the primary side of the line transformer, the EMP-induced voltage
from each line to ground is on the order of 1.5 kV. However, the voltage
across the transformer is near zero since.the telephone wires are termi-
nated by a balance load. Thus, the probability of damage to the primary
side of the transformer should be very small.

For systems that employ an RF control link as many as two additional
transmitter-receiver units have to be considered; one at the control point
and another at the remote station. For a 75 MHz control link, th:s proba-
bility of damage to a representative transmitter-receiver with a 10 4B
gain antenna is near 1 for Pulse A or C, about 0.83 for Pulse B, and about
0.87 for Pulse D.

6.4 PROBABILITY OF SYSTEM FAILURES

The four communications systems as defined in Chapter III consist
of a fixed control and base stations network and portable and mobile units.
A system has experienced a failure when communications between the fixed
station and mobile stations are no longer possible. TIf the fixed station
is destroyed, then the system has failed. On the other hand, if the fixed
station continues to function and a few mobile stations become non-
functional, the system is only degraded. If many mobile stations cannot
communicate, then the system has been degraded to the extent that it can

no longer perform its mission and should be considered to have failed.

*One-tenth of the total energy is assumed to be dissipated by the
transistor.
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For this study, we éhall,goqsider the system to have failed if 50%

or more of the mobile units fail. The probability ‘that one-half or more . “
. -of the mobile units will fail is given by '

Z (X a-om, (6

(§/2]

where N is.the number of mobile units and p-is the probability of fail-
we for a single unit. For N = 50, the probability of failure for 25 or
more VHF high-band representative mobile units is about 0.002 or less

"for Pulse A, B, C, or D. The probability of failure for 25 or more of

50 representative units is near 0.l for lower frequency bands and near
zero for the UHF band.

The probabilities of failure for communications systems consisting
of stations with representative equipment are presented in Table 6.3.

The locally remote eontrol eonsole system has not been included in Table
6.3 since its probability of failure is about the same as that of the
remote hage station system due to the surge protection used on the rep-
resentative congoles. The probabilities of failure for the remote base
station system have been computed for a telephone line control link with
the assumption that the probability of damage to the telephone facilities
is zero. The probabilities of failure for the repeater station system
are for a system with an RF control link at a frequency equal to one of
the repeater frequencies. If a 75 MHz RF control link is used, the probe
abilities of failures for VHF high-band anu UHF systems would be larger
than those in Table 6.3.

The wubile-to-mobile system 1isted in Table 6.3 ia an omergency sys-
tem consiscing of a mobile unit used as & base station and the other
mobile unite. The probability of fallure for this system ip based on the
probability that 25 or more mobile units out of a total of 50 mobile ata-
tions will fail. This emergency communication system, although limited
to a relatively small area of aoverage and to simpiex frequency mobile
equipment, has a low probability of fallure at VHF high»band and UHF
freguencies.




Table 6.3. Probabilities of Failure for Two-Way Communication
i Systems Consisting of Stations with Representative Equipment
L Freguency Pulse Probability of System Failure ,
S Band Local Remote Repeater Mobile~-to~
s Bage Bage Mobile
- HF® A 1
Not Not Not
B 0.99 '
- Commonly Commonly Commonly \
; ¢ ! Used Used Used
;‘E D OO 97o &
o8 A ! Not Not !
B 1 Commonly Commonly .
. € 1 Used Used 1
;f : D 1 1
% VHF A 1 1 1 1
g Low Band B 1 1 1 1
c 1 1 1 1 §
D 1 1 1 1
VHF A 0,54 0.72 0.79 0 g
High Band B 0.1 0.19 0.19 0 i
c 0.57 0.7h4 0.82 0 ;
D 0.1 0.19 0.19 0 :
UK A 0.k 0.6k 0.6k 0 :
B 0.1 0.1 0.19 0 |
C 0.k 0,64 0.6k 0 |
| ™ |
D 0.1 0.19 0.19 0 ]
% is uged ﬁ;a/wfoxtmtely zero and 1 is used for approximately
one.
br.coal bang to local base station communications.
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CHAPTER VII
EMP PROTECTION OF COMMUNICATIONS:SYSTEMS

7.1 INTRODUCTION

To protect communications equipment from EMP-induced transients,
the pulse energy dissipated by sensgitive electronic components must be
limited to values below the components' threshold energy failure levels.
This can be accomplished by the addition of filters, transient suppres-
sors, shielding, etc. The EMP protective measures must significantly
reduce the probability of damage to the equipment and also be practical
and cost effective. Of course, not all of the conceiveble protective
schemes meet the last two reqi lrements. -

In this chapter, the specifications for protective devices are de-
termined for the more important PUE's of communications equipment and
some devices that meet these specifications are recommended. Methods of
providing & sufficlent ground and shielding as an EMP protective mea-
adre have been adequately covered in a previous report" and will not be
discussed here.

7.2 THE ANTENNA
One protective measure against the EMP energy received by the an~

“tenna is to limit the effective area of the antenna by limiting itse

length. This method can be used for portable unite with a gtub or
collapsivle-telescoping antenna at the expense of area coverage. An
upper bound for the energy received during the first half-cyclv by a
50 ohm load ig®

B = 2.4 E‘; 2 x10%° oy , {7.1)

where ¢ i8 the length of the antenna and the antenna's length-to-radius
ratio ia 259, If we wssume & 4 dB power attenuation between the antenna
terminale and the first RF traasistor and E, = 50 KV/m, then the maximum

antenna length in terwms of the tranasistor's throshold enargy failure
leval ig

L= (Enf/a.b)l/3 maters , (7-9)
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whers. Epp has units of millijoules and the receiver has no RF overload
protection. For a sensitive FET with an E,p = 0.024 mj, £ is equal to
0.22 m (about 8-1/2 in.) for a less than 0.5 probability of damage.

For a receiver with RF overload protection that provides 10 dB surge
attenuation, the anteana's length should be no longer than

1 (B2 (7.3)

which is equal to 0.46 meters for E,p = 0.024 mj. Since the operator
may not know if his portable unit has RF overlead protection, it is rec-
ommended that the antenna's length of units with FET's be limited to
about 8 inches.

For one of the CB transceivers that was destroyed during the ORNL
EMP test (see Chapter III), the threshold electric field level for EMP
with a direction of incidence that induces the maximum response in the 62-
inch-long antenna is no greater than 5 kV/m. At 50 kV/m, the minimum
antenna length to collect enough EMP snergy to cause failure in that
transgceiver is 0.34 m (13.5 in.). The transceiver did not have RF over-
load protection, tkus from Eq. (7.2), Enpr =~ 1 mj for the RF transistor
which is falrly typical for non-sensitive RF transistors. If the trans-
ceiver had had RF overload protection, with 10 dB surge attenuation,
then the minimum antenna length to cause failure would have been about -
0.75 m« For & very hard RF transistor with En¢ = 2.4 mj, the minimun
antenna langth to cause failure to a unit with RF overload protection is
greater than 2 meters. However, since the operator normally will not
have knowledge of the RF transistor's gensitivity to transients or the
RF surge protection, it is recommended that the antenna‘s length of non-
FET units be limited to 12 inches.

For most fixed and mobile stations, however, limiting the length of
the antenna is undesirable. These stations can be protected by surge
suppressors similar to those described in Chapter IXI. Burge suppressors
are recommended over filters becauge most of the energy collected by the
antenna ig at the antenna's designed frequency.? A filter that would
attenuate the surge would, in sost cases, & .30 attenuate the RF carrier
gignal., ' ’
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The transisnt suppressor sghould be able to conduat currents egual
to about five times the expected short-cirocuit current for a dwration of
about ten bimes the expected halfwpariod. For the (B, VHF, and ' &nw
tennag, o device capable of conducting 3 kA for 200 ns will meat these
requirements. For HF antennas, & guppregsor that can hndle 30 kA fox
a microsecond should he used. If 30 kA devices are nobt available, a de-
vice capable of conducting no less than 10 kA for 9 uses should be uaed.

The surge attenuation required for the suppressor ig that which re-
duces the pulse energy to at lesst 1/10 the threshold failure level of
a FET or sensitive transistor and is given by

A=10E8/8. , (7.4)

which is equal to 32 dB for a CB antenna and E ¢ = 0.01 mJ.

The maximum clamping voltage of the device for a unit with & dB sig-
nal attenuation to reduce the energy dissipated by the solid state device
to 1/10 Epe 1s

2.5 B ‘\

ch ("“"S"""“nr') ’ {7.5)

where T ig the half-period, a 50 ohm load has been agsumed, and the wnits
of Epp and T are Joules ani secounds respectively. If the unit has RF

overload protection with a 10 dB surge attenuation, the maximum clamping
voltage 1is

/2

»

v . (25 By (7.6)
For a B unit with an FET front-end, V, = 80 V and V] = 250 V. If
the CB unit has an RF trecgistor with an Eye = 0.1 mj, then V, = 250V
and Vé = 790 V. For a VHF high band unit .with an FET or sensitive tran-
sistor RF stage with Epp = 0.01 mj, Vo = 160 V an¢ v/ = 500 V.
The Spikeguard 350 series surge suppressorg testsd by ORNL have a

500 V clamping voltage and can handle-pulses with rates of r{ss on thp,

order of a kV/ns. This davice uses & ghe-gap &iode‘with a sméll reﬁﬁonae
time and it has very?little\overshoot'above it claﬁ@ing veltage. .During
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the second half-period of the pulse waveform the voltage across the diode
is suppressed to near zero and is maintained at that level. The clamping
voltage can be reduced to about 50 V by the addition of semiconductor
diodes to the gas-diode suppressor. This hybrid semiconductor/gas-diode
device was tested by OﬁNL énd it performed very well as a suppressor.

In Fig. 7.1, the gas-gap diode and the hybrid gas-gap and semicon-
ductor diodes protection circuits are shown. The recommended use of these
protection devices is presented in Table 7.1 and is based on the reguired
protection levels for near zero probability of damage. The diode protec~-
tion device indicated for UHF equipment with an FET or sensitive transis-
tor RF stage is the hybrid circuit shown in Fig. 7.1lb without the gas-gap
diode. In addition to the protection devices shown in Fig. 7.1, it is
recommended that base stations also employ a standard antenna lightning

arrester at the antenne.

7.3 THE COMMERCIAL POWER SOURCE

The voltage transient available to communications equipment from the
commercial power source due to the EMP has a rate of rise on the order of
0.3 kV/ns and a peak voltage of 10 to 50 KV. The peak current that will
flow through a low impedance surge suppressor is about 1 kA. A surge
suppressor that can respond to these transients within 10 ns and clamp
the voltage to several hundred volts should provide adequate protection.
The suppressor should be rated for at least 5 kA of current for a dura-
tion of at least 5 psec. Such a device is the Joslyn surge arrester
P/N 2001-06. It has a pulse breakdown voltage of 1.8 kv for a transient
voltage with a 0.5 kV rate of rise.*® And it clamps the voltage pulse
to about 230 V after 8 ns of pulse time history. It is rated at 10 kA
for a 20 psec triangular surge test pulse.

Recommended power line transient protection circuits are shown in
Figs. 7.2a and 7.2b. These circuits suppress both common and differen-
tial mode surges. For the three-wire power cable shown in Fig. 7.2Db,
two of the wires are normally connected to earth ground. The gas-gap
diode connected to the two ground wires is not necessary énd can be
omitted if the same two wires are always connected to ground at the

various power receptacles available for the equipment.
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GAS-GAP DIODE

IN A COAXIAL TEE
SPIKE GUARD 350
OR SIMILAR —~

(¢) GAS GAP PROTECTION

N

ORNL- DWG 73-6247

TRANSMITTER-RECEIVER
ANTENNA INPUT

RF FROM XMTR

*

O\QRF TO RCVR

{z z%,‘—-‘--swwcmnc DIODES
. IN3653 OR SIMILAR
=

(6) HYBRID GAS-GAP AND SEMICONDUCTOR DIODE PROTECTION

Fig. 7.1.
on the Antenna.

Devices for the Protection of Equipment from Transients
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[N 9 o o
] et el
|
120V oc !
| s = SYSTEM
! - GROUND
EQUIPMENT CHASSIS | INSTALL
OR CASE THREE GAS-GAP DIODES : JOSLYN P/N 2001-06

OR SIMILAR

(o) POWER LINE TRANSIENT PROTECTION FOR EQUIPMENT WITH TWO--WIRE
POWER CABLES

*'r 4\9——-0/;:
saon | @

f + —.

20Vac — L =" SYSTEM
| = - GROUND
{

EQAPMENT cHASSIS | INSTALL

OR CASE -—o1 TWO GAS-GAP DIODES : JOSLYN P/N 2001~ 06
OR SIMILAR

(6) POWER LINE TRANSIENT PROTECTION FOR EQUIPMENT WITH THREE-WIRE
POWER CABLES

¢ IC AUDIC
CIRCUIT

- - -
D—

EQUIPMENT CASE —»~1 I~

INSTALL

TWO SWITCHING DIODES : IN3653 OR SIMILAR
ONE CAPACITCR C: 0.1 uF~ 500V

{c) MICROPHONE CABLE TRANSIENT PROTECTION FOR TRANSMITTER AUDIO IC
AND FET AMPLIFIER CIRCUITS.

Fig. 7.2. Recommended Surge Protection Circuits for
Communications Eguipment.
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We recommend that these protection circuits be employed on. all com-

munieations equipment connected to commercial power even though these

circuits have not been experimentally verified. Equipment such as the
primary remote control consoles, local and iemote bage transmitter-
receiver units, repeater stations, and walkie~talkie battery chargers
should be protected. 1In addition to installing protection at the power
input of each piece of equipment, we strongly recommend that fast re-
sponge gas-diodes with at least a 10 kA current rating be installed at
the switch box where the commereial power enters the buildings or th;
sections of the buildings where the communications equipment is located.
The, diodes should be connected between each 120 V line and ground.

It is possible that 60 Hz power "follow-on" for the first half-cycle
after the diode has fired could cause the equipment's power fuse to blow.
Therefore, we recommend that extra fuses be kept handy. Power follow-on
will not likely cause the commercial power line fuses to open.

7.4 THE MICROPHONE CORD

Transmitter audic amplifier circuits employing integrated circuits
or sengitive FET's should be protected against the EMP energy collected
by the microphone cord. For some delicate IC's this is a difficult task.
We cautiously recommend vhe surge protection circuit shown in“?ig. 7.2¢
for FET and IC audio circuits. However, the surge attenuation of this
circuit may not be sufficient to protect some IC's that are very sensi-
tive to voltage transiente, i.e., IC's that can be damaged by several
volts above the normal values. To protect such delicate IC's, addi-
tional effort will likely be required.

The protection circuit ghown in Fig. 7.2¢c may have to be modified
for the particular audio eircuit being protect ted. The added capacitor C
may reduce the audio signal asupplied to the amplifier circuit and thus
degrade fhe transmitter.“'Iano, the value of the oabaéibor should be
reduced but kept as large as posaible without degrading the.system.
Algo, the switching diodes will oot work in the cireuit if the bias
voltage at the microphone cord input is 0.6 V or greater. This problem
can be solVed by connecting the switching diodes to ground through a
capacitor. The value of the capacitor should be about 0_5 to luf w;th
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a voltage rating of 500 V. Another solution. to this problem is to replace
the awitching diodes by a Zener dlode with a Zener voltage rating greater
than the bias voltage. The Zener diode should have a pulse current capa-
bility of several hundred amperes for a duratign of about a millisecond.

7.5 CONTROL LINKS

The protection of radio fregquency electromagnetic links hae,béen
covered in Section 7.2. Microwave links appear to have a high probability
of damage to the EMP's with directions of incidences that couple the maxi-
mum energy to the antennas. HSwever, microwave aperture antennes are
highly directive and the probability of damage to a particular microwave
link is a function of the orientation of the link with respgct to the
proba%r’ : BMP sources. Since the probability of damage to microwave
links is likely low for many of the radio.commun.cation systems avail-
able for civil defense operations, protection for microwave links is
not covered in this report.

To protect communications equipment from the EMP energy collected by
telephone line control links, gas-gap diodes can be installed between
each line and earth-ground by the telephone company. The telephone com-
pany provides gas-gap diodes, called gas-tube protectors, etc., on lines
that have a history of lightning problems. It is recommeggad that these
protectors be installed on the line side of all line trangformera of the
primary and secondary or locally remote control conscles, repeaters and
remote control chassis. These protectors, along with any surge suppres-
gor circuits on the equipment side of the transformers, should signifi-
cantly reduce the probability of damage to communications equipment.

It should be pointed out, however, that the probability of damage to the
telephone facilities waa not considered in this etfort, thus probecﬁion
recommendations for the telephcne relay, switchinu, etc. oircu{ta ahould g
be determined through other 1nveatigations. |

7.6 EMERGENCY PREPARATIONS

State and local civil defense emergency operating centers, police
and fire departmenta, emergency rescue organizations, ‘and other 1mpcrtunt
elements of civil defense ghould prepara against the EMF threut. EMP
proteobive measures will also provide good probection as&inst lighbning

surges.
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The emergency preparations we recommend are relatively low-cost and
simple. These preparations can be classified into two types: preventa-
tive measures and emergency operating procedures. PEmergency operating
procedures are actions that can be taken, providing the preparations have
been accomplished, to further ensure that communications will be main-
tained. And the preventative measures are the use of the EMP protective
devices and technigues described in this report. The preventative mea-
sures include:

1. 1Install EMP protective devices at the antennas, commercial
power source, and the telephone line POE's as described in this chapter.

2. 1Install an EMP protective circuit at the microphone ccrd POE if
FEU's and/or IC's are used in the transmit audio circuit.

3. Ensure that a low impedance ground system is available to gas-
gap diode protectors, particularly at the equipment's antenna i.put con-
nector and at the main switch box where commercial power enters the
building. Also, the antenna tower and feedline shield should be well
grounded.

L. Keep equipment and building fuses handy.

5. If a shielded riow is available, locate the communications equip-
ment within the shielded enclosure and install surge protectors on all
wires entering the room.

6. Locate the communications equipment at least 10 feet from long
conducting structures to minimize indirect coupling. This rule should
also be applied to the antenna feedline and telephone control link if
possible. '

7. Use equipment housed in a metal case when possible for better
protection against direct coupling.

Some emergency operating procedures include:

1. Switch to auxiliary power, if available, as soon as the threat
of a nuclear attack is known.

2. 1If protected equipment fails to operate, check for blown fuses.

3. If the eguipment is damaged, instruct the repairmen that semi-
conductors in the receiver RF stage and the power supply may be "burned

out.
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4. If the normal control/base station communications equipment is'

damaged, set up emergency auxiliary station.
" An emergency auxiliary base station ctn-congist of -a base atation

ﬁtransmitter-receiver unit arid a roof-mounted antenna. The transmitter-

receiver unit can be an olu .secondhand set. It should have EMP proteo-l

tive devices installed and be stored with the microphone corﬁ.and, A .kf‘
applicable, the power cord disconnected. The antgnna mayAbe“a.ﬁhip.or ﬁaT
gein antenna; the antenna's feedline should be grounded when not in use. "
'If the department or orgenization is planning to upgrade 1tg_commﬁn1;a;f--‘3"

tions equipment, consideration should be given to retaining any old

~local base station equipment for an emergency back-upﬁstation. An aux-
iliary battery/inverter power system should be maintained for the backsup

unit if generator power is not available.

An emergency auxiliary base station can also be set up by employing
a mobile unit. The moubile unit in a simplex system performs as a relay .
station. Communications between the dispatch station and the mobile re-
lay unit can be accomplished by the use of battery powered direct-line
telephones. BSome experimentation may be required to determine a good
location for the mobile relay such that adequate communications coverage

.18 obtained.

A rough estimate of the cost of providing EMP protection-and emer=
gency operating equipment.to & police repeater station communications
system with simplex/duplex mobile units is presented below:

No. Item : Coat
1 Hybrid diode-coaxial tee protector for $ 50.00
repeater antenna L R
Installation charge for No. 1 15.00
3 Cwmwhlwwrwremwmﬁmfwtm 8,00 .
repeater station® (4gas-gap diodes) - .
4 Commercial power surge protection for the 8.00
remote control console station
5  Installation charge for No. 3 and No. 4 34,00
6 Coaxial-tee gas-gap diode protectors for 150,00

5 mobile units o
7 = Installation chgpge for No. 6 5.00 '

Y AT S e RN o e Wbt e S b A ot

e et




1h2

Used duplex base station pack~up unit 300.00

9 Coaxial tee protector for back-up unit 35.00

10 Roof-top 3 dB gain antenna, installed 60.00

11 Battery powered phones for mobile relay 15.00
12 Telephone control line protection no charge

$ 680.00

aTwo gas~-gap diodes for the repeater unit and two
diodes for the main switch box.

The cost of protecting the base station equipment is about $115.00.

This assumes that the station already has a low impedance ground system
otection on the antenne. The total cost of the
ineluding & low-cost back-up

and standard lightning pr

emergency preparedness is about $700.00,
This is only & small amount of the total invest-

quired to save 1ife and prop-

communications system.
ment in the radio communications system re

erty during local emergencies and nuclear crisis.
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CHAPTER VIII
. SUMMARY.

The two-way radio communications available for civil defense activi-

'tiés at the .state and local levels are those used by goverhment and busi-

ness in the land mobile class as well as those used by private individuals
in the citizen's band and amateur classes. Four two-wey radio communi-
cations aystems have been considered in this study, namely, the local

_ base station, remote base - station, and repeater station systems and gys-

tems wili i extended remote control consoles. All or most uf the two-way

radio communications: networks consiat of cembinaticns of these four systems.

e EMP from a high-altitude nuclear detonation will induce voltage
and current transients in electrical conductors associated with the commu-
nications systems. Four representative EMP's were considored in this
study: Pulse A, a long pulse with a large amplitude; Pulse ﬁ, &8 long
pulse with a moderate amplitude; Pulse C, a short pulse with a large
amplitude; and Pulse D, a short pulse with a moderate amplitude. Of the
four pulges, Pulse A induces the largest current surge in power and tele-
phone lines and in RACES HF antennas. And Pulse ¢ induces the largest
current and voltage transients in CB, VHF, and UHF antennas.

The EMP-induced surges in antennas, power lines,ﬁ%élephone control.
lines, and inter-connecting wires will couple to communications equip-
ment. These surges may damage some electronic components and cause com-
munication systems to malfunction or fail. Of the four communications
gystems considered in this study, the Local bage station system is the
least vulnerable to the EMP. The remote base and repeater station sys-

‘tems have about the same vulnerability to the EMP, whereas systems with

extended locallyiremofe control console units without ransient protec-
tion have increased vulnerability compared to systems without extended

_remote control.

Communications equipmenﬁ and aystems can be categorized according
to the nature and probability of damage they will suffer by the EMP.
Solid state equipment will likely have damaged semiconductor components.
HF, CB, and VHF low-band units may have tuning circuits dameged by the
Fixed gtation units will likely




sk

have some damages in{licted on the power supply circuit by the IMP-
induced surges on the power lines.

- Communication” &78tems can be clugsified accoidlag to tleir probabil-
ity.of failure by: (1) the frequency band of operation, (2) the active
electronic components, (3) the use of RF overload protection, (4) the
antenna gain, and (5) the type of control link employed, if applicable.
In general, the lower the carrier frequency within the range 3 to 450 MHz,
the higher the probability of failure. The more vulnerable the active
devices used in the receiver RF, transmit audio, line amplifier, power
supply, etc. stages of the various equipment in the system, the higher

-~the probability of failure. In order of increesing vulnerability, the

active components used in communications equipment are: tubes, transis-
tors, FET's, and IC's.

The probability of failure is lower for receivers with RF surge sup-
pressor circuits than those units without protection. Communication
systems that employ high gain antennas have a higher probability of fail-
ure than those that use unity gain antennag. The higher the gain, the
nigher the probability of failure. And systems that employ lightning-
protected fielephone control lines have a lower probability of failure
than systems that use a 75 MHz RF control link which is unprotected
ageinat EMP. This is based on the assumption that the telerhone facili-
tieg will not be damaged.

The probability of failure of typlcal communication systems without
EMP protection is listed below:

Frequency Band Active Components Probability of

Failure
HF (RACES 3.997 MHz)  Tube . Moderate to High
VHF -~ low band Tube & Transistors Modérate to High
VHF - high band Solid State Moderate .
UHF ‘8olid State Low to Moderate

The probability of failure of communications gystems can be sig-
nificantly decreased for both lightning and EMP surges by the addition
of EMP protection. This protection is low-cost and easy to install.

Furthermore, the probability of system failure can be decreased to near
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zero with tolerable degradation by the use of both EMP protection and
emergency back-up communications equipment.
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APPENDIX A

FRONT END SCHEMATIC DIAGRAMS

The following figures show the front end schematic diagrams for
some circuits commonly used in communications equipment. The type of

equipment in the figures are listed below.

o e St o bt o i——

['igure Equipment

A-1 Typical VHF low-band receivers !
A2 Modern VHF low~band receiver
A=3 Typical UHF high-band receivers {
A-L Typical VHF high-band receivers m
A-5 UHF receivers ,
A-6 RF Preamplifiers %
A-T7 Walkie Talkies %

A-8 Citizeh's and Amateur band receivers
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APPENDIX B

THE CYLINDRICAL ELECTRIC HALF-DIPOLE RESPONSE TO EMP

The following figures show the time domain responses of the cylin-
drical electric half-dipole to WMP's A and C.

Pulse C is the short EMP defined in Chapter I.

Pulse A is the long EMP and

The magnetic fields of

the EMP's are polarized perpendicular to the axis of the antennas. The

direction of incidence of the EMP's is the direction that the maximum

response is obtained. 1If the antennas are mounted on a perfect ground

plane of infinite size, the direction of incidence is broadside to the

antennas. If the antennas are mounted on a perfectly conducting ground

plane of finite size, the direction of incidence that induces a maximum

response is not broadside, but is on the order of 20° to 300 off broad-

side, i.e., the angle of incidence is about 70° measure from the axis of

the antenna. The exact angle depends on the electrical and physical

properties of the ground plane.

A list of the figures that follow is given below:

Figure Antenna Responsge

B-1 50 ohm load current for a LO MHz antenna

B-2 50 ohm load current for a 75 MHz antenna

B-3 50 ohm load current for a 158.5 MHz antenna
B~k Short circuit current for a 20-m-long antenna
B-5 Short circuit current for a 3.997 MHz antenna
B-6 Short circuit current for a 27.23 MHz antenna
‘B-7 Short circuit current for a 40O MHz antenna
B-8 Short circuit current for a 75 MHz antenna
B-G Short circuit current for a 150 MHz antenna
B-10 Short circuit current for a 158.5 MHz antenna
B-11 Short circuit current for a 450 MHz antenna
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