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WELCOMING ADDRESS

Rear Admiral W. H. Groverman
Commander, Western Sea Frontier, U.S. Navy

1 consider it an honor, a privilege,
and a responsibility to be asked to
welcome vou to San Francisco for
your fourth annual seminar. My qual-
ification for this position is iike your
classification  problems—rather un-
ique. Needless to say, 1 am neither
the mayor of San Francisco, who 1s a
native son and one of the most im-
pressive figures in public life that I
have had the pleasure to meet, nor am
I the protocol officer of the city, who
is Mr. Magnin. another distinguish-
ed aiigen the ladies in the audience
may rccognize by name, My choice as
the weicoming speaker is that of your
chairman, Fred Daigle, who felt that
with San Francisco being a Navy
oriented city and with the Navy Ma-
terial Command staunchly support-
ing the NCMS, a Naval officer would
would be an appropriate speaker. Of
course he is a little prejudiced, having
served in the Navy himself,

There is no greater problem con-
fronting the nation today than that
of national security. Although the
public is emotionally upset by do-
mestic problems, and it is not my pur-
pose to belittle these, the nation is
strong enough and its people under-
standing enough to preyail. The real
danger lies in the rapifly expanding
technology of the age which can and
has revolutionized concepts of in-
dustrial, economic, social, and mili-
tary capabilities. Never in the history
of mankind have science and tech-
nology opened such a Pandora’s box.

NCMS]—1968

The science fiction that I read as a
child, “Tom Swift and the Diamond
Makers” and  “Twenty "Thousand
Leagues Undei the Sea,” are no long-
er fairy tales, but realitics. Wiil the
science fiction of today remain fig-
ments of the imagination or become
realittes of tomorrow?

What has all this to do with clas-
sification management? It means that
the Government, and all who are in-
volved in this explosive environment
of knowledge, and especially those in
the industrial complex of this great
nation, must work in unison to de-
termine what must be placed in a
security status and what, in the way
of new developments, could be de-
trimental to our national security if
placed under security wraps. The lat-
ter is important because our industrial
and economic strength lies in our
progress and this progress could be
stifled by too much security.

I have bheen reading Vice-Admiral
Rickover’s testimony before the Joint
Committee on Atomic Energy in
which he expressed serious concern
about the question of selling a smali
oceanographic research submarine to
the Russians. This single item illus-
trates most of the problems con-
fronting this society today. Who
establishes the guidance: The Presi-
dent, with advice from his Marine
Science Council of the National
Council on Marine Resources and
Engineering Development; the Atom-
ic Energy Comimission—although the
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vessel is not atomic-powered it relates
o atomic submarine design; tlie Navy
under the Department of Defense,
since the rclcase of its design might
jeopardize our submarine program;
or industry, with its knowledge of
which parts are classified and which
are not?

Let us assume that the Navy is
given the task., Upon what criteria
should the decision be made? As an
example, 1 recall when 1 was in the
Office of Naval Research back shortly
after World War 11, Popular Science
issued an article on U.S. submarine
development. At that time the only
Top Secret document I had in my
possession was our Submarine De-
velopment Program. When I compar-
ed the two, they were for all prac-
tical purposes identical. In investigat-
ing the circumstances, I learned that
each part of the submarine design
had been released at one time or an-
other and the Chief of Information
therefore concluded that the Top
Secret document was releasable,

What has this to do with the re-
search submarine in quesiion? It is
obvious that the new deveiopments
such as the shape, the material, the
processing techniques, etc., could have
been released separately at one time
or another. The relation to submar-
ine design, however, might not be so
evident. Should the Navy classify the
research vessel or release it to foreigp
purchase? Is it a military decision, an
industrial decision, or an economic
decision? How and when should it
be classified and who should be re-
sponsible for the decision?

These -re extremely challenging
questions and are difficult for any

6

one person 1o answer with certainty.
It is, therefore, cncouraging to know
that government and industry have
formed the National Classification
Management  Socicty  There is no
doubt that help is n:eced. Though
the industrial people present may be
primarily interested in reducing the
complexity and cost of managing
classification, their help is needed.

But if I may digress a moment, I
am reminded of a question asked of
me once while I was on duty in
Washington, ie., “Who makes na-
tional policy?” My answer, right or
wrong, was that it is usually conceived
and drafted at a low level, massaged
and refined on its way to the top,
and then accredited to the senior
man. So in classification, the guid-
ance, the method, and then the man-
agement, must be a team effort gen-
erated from within the group or
groups responsible and no doubt the
result will be accredited to the senior
responsible person.

In reviewing some of your past
papers on the subject, there is little
thai J can add, for you seem to be
well aware of all aspects of the prob-
lems. I can, however, wish you suc-
cess in your undertakings, for I
strongly believe that classification
and declassification are essential to
our national health and well-being.
So, like medicine, we must learn what
is good and what is bad for the pa-
tient under varying symptoms.

Again, welcome to San Francisco,
where Broadway declassifies the se-
crets of life, and if you are not satis-
fied with the weather, as Herb Caen
says, “Wait a minute.”
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PRESIDENTIAL WELCOME

Lorimer F. McConnell

It is a real pleasure for me to be
here this morning to welcome you
ou boialf of the NCMS, both those

{ you who arc micmibers and those of
you who are guests. 1 sce so many
familiar faces I am very glad to sce.

Somic of you have been with us

before at these seminars and have

decided it was worthwhile to come
back again. I hope you are not dis-
appointed. For those of you who are
here for the first time, I hope that
vou will icel at the end of this sem-
inar that it was very worthwhile.

Mr. Daigle has done an outstand-
ing job in putting together what we
hope to be the best one we have had.
He was talked into taking the job at
a cocktail party; before he knew what
was happening, he had signed a paper
saying he would do it. The Califor-
nia Chapter 7. that time consisted of
eight members. He looked around and
thought, “What did I de?”

This moment is evidence that the
impossible has been made possibie,
and I wish to take this opportunity
to congratulate Fred and his commit-
tee for a really outstanding job.

Now, 1 am going to make the bal-
ance of my remarks very short. I be-
lieve one of the things I would want
to do is talk about what our expecta-
tions are for the seminar before we
go into our program proper.

I really dor’t think of any better
words to say to you than those said
to you by Don Woodbridge a coupie
of years ago. We are conducting a
seminar—nat a conference, not a de-
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Late, not a discussion, but a scianar.,
Don reminded us that this word
means “seedbed.” This is a seedbed
frorn which we can grow. I think tiis
is something we should keep in mind
in the uext few days. This is not a
placc to train people, but to uy to
plant a few seeds that will be nur-
tured and grow—for many of us, long
after these three days are over.
Looking at our program, 1 think
we have many seeds that can grow if
they are nurtured. Basically, the pro-
gram is designed to address itself to
working-level people. There will be
discussions of preparation of classifi-
cation guidance, coordination De-
tween industry and Department of
Defense, “the man in the middle”—
what is the problem of the docunent
control man, and other people who
suffer, perhaps, as a result of classifi-
cation decisions or lack of decisions.
Then, speakers on classification
management cost studies, and the ap-
plication and usc of the revised Form
DD 254.”
These are all working-level prob-
lems discussion of which I think will
help all of us learn a great deal.

Also, we are expanding cur areas
of interest in three rather significant
areas. You will notice from the pro-
gram that Dick Durham is moderat-
ing a panel on “Freedom of Informa-

~tion versus Classified 1lnformation.”

Distinguished members of the press
will discuss classification problems
from the standpoint of the working
newspaperman and the press.
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Ao very highly debated mauer 1s
classified rescarch on the campus. We
are going to address ourselves to this
question. And you wil} have the op-
portunity to finally launch a discus-
sion of proprietary information—
something that the Society has not
yei geared iiseif to address, but which
is part of our charter.

We have some very distinguished
guests for our luncheon speakers. To-
day we will have Mr. Charles Mar-
shall, Director of the Division of
Classification, Atomic Energy Com-
mission. Tomorrow at cur luanchecon
we will have Mr. George MacClain,
the Director of Security Classification
Management Divisior, Office of the
Assistant Secretary of Defense. The
third day—-this doesn’t appear in the
program--we wiil be honored by bav-
ing an address by Mr. Barry Miller,
who is Senior Editor and Manager of
Aviation Week and Space Technology
magazine. And please believe me
when I say thar we are going to have
some discussion after that luncheon
meeting.

One point about the seminar 1
would like to siress is that discussion
from the floor has been a traditional
part of the seminar, and I want to
encourage all of you wot o be bask-
ful in standing up and making a
comment or a contribution to the dis-
cussict. ‘Time has been specifically
set aside in the program for this, and
I hope we will have a lot of ii. It
makes for a vital meeting, and we
learn from the people in the audience,
not just those of you on the podium.

Finally, this note: this year we
have rearranged our forma:. The
business meeting that is usually heid

8

at this time has been held over until
Thursday afternoon. The  thought
here 1s that after two und a half days
ol mceting, the membership and the
gucests who wish to attend would have
ideas and thouglits 10 express that
might not have occurred to them on
the first morning.

Now, the next item on our pro-
gram is a rather special onc that we

call our Special Recognition Program.

This will be handled by the present
Chairman of our Board of Directors,
Mr. Richard Durham.

RICHARD DURHAM: Today
gives me the greatest satisfaction I
have had as a member of the Sociery,
because today i am going to inake a
special presentation to a gentleman
who richly dcserves it. I hope this is
a surprise t6 him. We went through
a lot of shenanigans to make sure he
would he present.

I am going to read this certificate:

Robert Rushing gave unsuintingly

of his time and ralents during the
Society’s crucial formative period,
as a principaf member of the ini-
tial steering committee and then as
the fivst Presidenr. His organiza-
tiona! skill, and his insight into
what the essential nature of the So-
cicty should and could be, were
vitzl. More than hall of the charter
members, and many other key mem-
bers, joined the Society as the divect
result of his personal efforts. It was
he who successfully formulated and
“put into writing the specific scope
and goals of the Sucicty, and his
President’s letter of 1965 remains
the Society’s definitive statrement of
classification management. By his
leadership Bob has made 2 notable
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contribution to the Socicty and to
the defense effort of the United
Statcs.

In recognition thercof, the Board
of Directors on behalf of the Na-
tional Classification Management
Socicty hereby awards him this
Certificate of Appreciation and an
honorary membership for life.

Bob, if you will come up, 1
would like to give it to you at this
time.

ROBER'T RUSHING: Ladies and
gentleman: I am surprised. Your
success in making this a surprisc is
certainly a tribute tQ you. It proves
that you can classify something and
keep it a secret. I guess I would say
this is the time when you appreciate
taking those courses on thinking on
your feet, which I wish I bad studied
better.

I do sincercly appreciate this hon-
or. I am very happy that 1 was able
to contribute in a small way 10 the
formation and success of the Socicty.
In these days when we hear so much
of rights and so little of responsibil-
ity, 1 think that the aims and objec-
tives—and achievements—of this So-
cicty certainly demonsirate the value
of taking responsibility and doing a
good job for the country. 1 am the
type that when I hear the band I
still get goose pimples, and I ceriain-
ly subscribe to this philosophy of
duty, honor, and country.

So I will certainly continue to be
interested in the Society. I know
that the Society can in an important
way contribute to the defense of the
nation, and the progress of democracy.
I thank you again.

KEYNOTE ADDRESS
By Donald B. Woodbridge

It is good to be in San Francisco.
As the folders Fred Daigle sent out
to us kept saying, San Francisco is
everybody’s favorite city. San Francis-
co welcomes everyone and has some-

thing for everyone, whether you are

a flower child or your thing is some-
thing called Classification Manage-
ment.

I have been coming out here for a
good many years to touch base with
our friends at Livermore and 1 always
look forward to the trips. Every now
and again I think back to my first
trip when I was a boy. My father
was on sabbatical leave from Colum-
bia University and had come out to

NCMS]J--1968

Berkeley to lecture on philosophy to
the young Californians, who. I might
remark, differed considerably from
their successors on the campus today.
It was in Berkeley that I learned to
roller skate and ride a bicycle. I have
vivid memories of coasting on my
skates down the steep Berkeley slopes,
sitting on a stick for a brake. And
would you believe that I used to roller
skate to school down the middle of
University Avenue? My most nostalgic
memory is of the ferryboat ride back
across the bay on a Sunday evening
surrounded by holiday makers singing
to the sound of ukeleles that nonsense
song that starts off, “One, two. three,

9
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four/sometitmes 1 wish there were
morce.” The Age of Innocence. Before
we got back to New York, Woodrow
Wilson had abandoned ncutrality and
the United States was at war. Isolation
was gone, innocence faded, and some-
thing happened to  the American
dream,

1 was also in San Francisco on No-
vember 22, 1963. On that fatal Friday
my wife and 1 were returning {from a
very pleasant week here on the coast
and it was in the airport that we
heard the appalling news of John
Kennedy's assassination. Now fresh in
all our minds, still hardly blunted, is
the horror of his brother’s murder in
San Francisco’s sister city down the
coast. Any of us seeking a keynote to-
day, whether for our personal lives or
our public commitments, must find
in it an echo of the death kneil
“Never send to know for whom the
bell tolls; it tolls for thee.”

The program says this is a keynote
address and I am much honored. I am
rot sure what the committee hoped I
would choose as my theme. Perhaps
because this assembly may be thought
of as a fifth anniversary celebration
they tclt a Keynote address should be
delivered by a charter member.

I rather like the way' Bcob Donovan
had it in the C/M Bulletin: “The
keynote speaker will be delivered by
Don Woodbridge.” The only trouble
was, he did not say delivered from
what.

Perhaps 1 should hark back to that
now legendary gathering in Kansas
City in 1963. But I harked back two
vears ago, and Dick Durham has still
further immortalized the occasion in
the latest issue of the Journal. Dick
wants vou to have the record straight
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and know the founding fathers. T com-
mend his essay to your study. You will
note, however, that thie Society was
not mcorporated il March 31, 1964,
Thus we can always debate which an-
niversary we are celebrating.

That 1 had the temerity to accept
ihis assignment continues o astonish
and dismay me. Faced with the re-
sponsibility, I have taken as my theme,
“NCMS in the Age of Dissent.” Per-
haps that does pot suike you as a
strong enough characterizaiion of our
world today. What should we call
this age? When wce cast an optunistic
eye beyond the last horizon to follow
our astronauts on the way to the moon
or when we waitch the sinister growth
of rocket-launched missiles, we m:y
call it the Space Age. When we look
at the fantastic and ominous develop-
ment of the computer, now ready to
control not only our machines, but
our very lives, demolishing the last
strongholds of privacy; when ma-
chines have minds and memortes and
the human brain is something to be
programmed-—then we know we are
in the Cybernetic Age. If we consider
the onward thrust of emerging nations
and the struggles of the downtrodden,
despised, and oppressed toward free-
dom and human dignity, we recognize
that we are in an Age of Revolution.
Indeed, it is tempting to say that all
these movements are part of a revolu-
tion. Certainly their effect on our lives
is revoluticnarvy and will continue to
be for lenger than we can foresee.

But the dark side of the picture is
not revolution — disturbing as that
may be. The dark side of the picture
is the trend toward anarchy, anarchy
fostered by the best and by the worst
of motives. The irony of anarchy is, of

NCMS]—1968
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course, that once amarchy prevails,
motives are quite nrelevant. Today,
in many quarters, dissent is exalted as
one of the noblest attributes of man,
civii disobedience has become a sacra-
mental act, and the Bill of Rights has
been expanded to include the right to
make your own rules whencver con-
science dictates—or whenever there is
somcthing to be gained by it. This
wend js of vital importance to us as
individaals and, 1 sabmit, it is im-
portant to us in NCMS as a society.
For the past few months I have fol-
lowed with great interest a conroversy
in the American Physical Society over
the role the society should play in
public affairs. The issuc was brauched
a year ago by Charles Schwarty, a
physicisi from across the Bay in Herk-
eley. Dr, Schwartz proposed an amend-
ment to the socicty’s constitution to
allow one percent or more of the
membership to initate a vote by all
members “on any matter of concern
to the society.” On the face of 1, this
proposal does not sound very alarm-
ing; but Dr. Schwartz anct his sup-
porters huve made it clear that they
are motivated not by concern for the
advancement of physics, but by an in-
tense concern for the divection in
which public affairs are moving to-
day. More particularly, they want
APS to take a stand on the Vietnam
war. The argument would appear to
run that if one out of every hundred
members fears a political, military or
cultural catastrophe in our nation the
remaining ninety-nine should be made
aware of that fear and asked to vote
on it. That is, they should be asked to
pass or defeat a resoluticn: relating to
that fear and what should be done
about it. As you grow more passionate

NCMS[—1968

in your cancern, you naiurally iend to
believe that otkers should be equalty
passionate and that all avennes should
be activated in bebalf of your causc
regardiess of consequences. Objectivity
and passion scldom go hand in had.
One wonders what reactions there
would be if a resolutien opposing the
war in Vietnam were defeated in APS
or il one percent of the members of-
fered a resolution to impeach Earl
Warren.

It takes no great imagination to
discover the seeds ol chaos in the
Schwartz am-ndment, and its oppon-
ents were quick to do so. Distinguish-
ed scientists like Frederick Seitz, Karl
Darrow, and FEdward Teller pointed
out that to open the society to debate
on general public issues would soon
erode the high professional status and
regard achieved by many yezars of
service in the cause of physics. The
articles of incorporation of ihe society
read: “The object and purpose of the
Society shall be to promote the ad-
vancement anid diffusion of the know-
ledge of physics, to publish a periodi-
cal and other publications for that
as may be conducive to said purpose.”
Adoption of the amendment could
lead to plebiscites and referenda that
couid not be construed as conducive
to that purpose and, incidentally, put
the society to considerable unwar-
ranied expense. Before a so-called mat-
ter of concern could be debated and
voted tF re wouid have to be debate
on whether it was indeed a matter of
concern. Physicists have no special
competance in questions of public pol-
icy just because they are physicists. To
make the socieiy an arena ior resolu-
tions on public issues would baild an
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image of the society as another pres-
sure group, an image that would hard-
ly advance the cause of physics. In
this arcpa member could be piited
against :nember in emotion-laden
struggles whose only concrete result
would be to divide the membership
and undermine the society. Imdced,
several members have already signi-
fied their intention te resign should
the Schwartz amendment be ratified.

Dr. Schwartz’s opponents applaud
his concern for what is happening to
our country and his willingness to
stand up and be counted for what
he believes. Many of them share his
fear of catastrophe, but they insist that
weakening the American Physical So-

ciety is not the way (o strengthen the.

country. Scientists have many avenues
through which ihey can make them-
selves felt as citizen-scientists or scier-
tist-citizens — notably the Federation
of American Scientists and the Associ-
ation for the Advancement of Science.
"The American Physical Society was
founded with a simple, straightfor-
ward object and purpese. By adhering
to that purpose, by acting in accord-
ance with their obiigations as pro-
fessionals to the profession of physics,
its members have made it a great in-

~stitutionn. To seck now to make the

society a vehicle for dissent is a step on
the road to anarchy.

APS has over one hundred times
as many members as NCMS, but 1 am
not about to say that APS is one hun-
dred time as good or cne hundred
times as important. Maybe settling
problems in APS is one hundred times
more comnplicated. In NCMS we don’t
have 1o talk about our inembership
as statistics. When we are interested
in one percent we just cali them by

12

name, like Dick and Lomv. And 1
think it hardly likely that Dick or
Loiry or any other one percent will
jolt us with a resolution on American
foreign policy or the war on poverty.
But it is not impossible that a mili-
tant group in our midsi might disre-
gard or faii to recognize the limita-
tions imposed by thie aims and pur-
pose of NCMS. Such a group might
feel it apprepriate for the Society to
express its corporate opinion on Gov-
ernment classification policies, that is,
on what the Government chooses to
classify, or on what the Covernment
chooses to declassify. Such a group
might seek to make this Society a
vehicle for dissent—another step on
the road to anarchy.

You and 1 may have verv strong
opinions about some of the things gov-
ernment agencies and departments
promulgate in the field of classifica-
tion (I know for a faci that some of
you do). Maybe you want to sound
off about them. One of the great
things about NCMS is that you can-—
but ysu're on your own., You cannot
expect the Society to endorse what you
say, and it £ nects your conduct to be
inpeccably professional. I am sure
you liave all been impressed and grati-
fied, as I have, by how ready and will-
ing representatives of the Department
of Defense and its various components
have been to listen to what we have to
say and the questions we ask. And I
believe you share my admiration for
their equanimity and poise.

The name of our society is well
chosen. At one t'ne I was dubious
about it. The word “management”
seemed to strike a pedestrian note that
failed to do justice to the esoteric and
intellectual aspects of our profession.

NCMS]—1968
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And you knoew, it certainly raises the
status of a profession if it can lay
claim to intellcctuality and be rccog-
nized as something out of the ordin-
ary. But ol course, managing » class-
ification program calls for a lot more
than worrying about the number of
miles of filing space in classified re-
positories or the number of dollars it
takes to generate and preserve a secret
document. 1t calls for more even than
paragraph classification. The name
points up the fact that our profession-
al aim is to administer as effectively
as possible those portions of the Gov-
ernment’s classification programs that
are entrusted to us. It disarms any
suspicion of hidden agenda devoted to
questioning whether or not certain in-
formation should be classified.

I would like to take time now to
tell you about action the Board of
Directors took last night amending
the bylaws to define the purpose and
scope of NCMS. These changes em-
phasize that ours is a profes-ional
society—not a lobby. Article II was
amended as follows:

ARTICLE I
Purpose and Scope

Section 1. It is the purpose of the
National Classification Management So-
ciety to advance the practice of classifi-
cation managenient as a profession and
to foster the highest qualities of pro-
fessionalism and professional competence
among its members. In furthering this
purpase, the Society provides a forum
for the free exchange of views and in-
formation on the methods, practices,
and proc.dures for managing classifica-
tion programs and it engages in activi-
ties for disseiinating such information
and for developing and refining the
principles and techniques of classifica-
tion management.,

Section 2. The Society shall engage in
activities for promoting the following:
(a) Understanding of the philosophies,

doctrines, standards, and criteria of
the Government’s programs for iden-
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tifying and designating information
that requires protection in the inter-
cst of national defensc.

(b) Mcthods for training and indoctrin-
ationi of personnel in the applica-
tien of classification principles, prac-
tices, techniques, procedures and re-
quirements. '

(c) Systems and techniques for identify-
ing and marking documents and
matcrials  requiring classification,
rcegrading or declassification  under
guidance issued by the Government.

(d) Understanding among the indus-
trial, scientific, and technical com-
munitics of the characrer and signif-
icance of security classification.

{¢) Procedures, methods and practices
for the management of classified
inventories.

{f) Mecthods, techmniques and standards
for identifying and designating com-
pany-private or proprietary informa-
tion,

This leads me to what I consider a
very important point—the difference
between classification of information
and classification of documents and
materials. It epitoraizes the difference
between the Government’s role in
classification and our roles as classi-
fication managers. The distinction
has always been more clear-cut, 1 be-
lieve, in the domain of the AEC be-
cause of the u; ique nature of Restrict-
ed Data information as defined by the
Atomic Energy Act. In the latest re-
vision of its classification handbook
the Division of Classification at AEC
Headquarters reemphasizes the fact
that apari from the Commission the
role of the classifier consists in classi-
fying documents and materials accord-
ing to the information they reveal.
The classification of information it-
self is determined by law and by guid-
ance issued by Government agencies.
1, as a classification officer for a con-
tractor, do not classify information.
I examine information that I find re-
vealed in one way or another to see

whether I can identify or recognize
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it as information already classified. 1f
1 can, I take appropriate action such
as stamping or tagging. If it comes
over the telephone, perhaps all 1 can
do is hang up. I once knew a man who
figured he had the problem of tele-
phone communications solved. When-
ever he got to the scnsitive part of a
conversat.on he whispered. It reminds
me of the young lady appearing as a
witness in a divorce hearing. She said
she didn’t knew it was adultery in the
daytime.

Our friends on the DOD side do not
have life simplified for them in such
a paternal fashion by the phenomenon
of Restricted Data, but they recognize
that classification must start with in-
formation and that the final authority
resides with the Government. Let me
quote Don Garrett in the latest issue
of the Journal. “There are certain fun-
damentals that need to be expressed
and understood at the start. First of
all, it is inmformation that is classi-
fied . . . . Second, things, documents,
and hardware, are classified only be-
cause they contain and reveal classi-
fied information.” Tkree years ago,
addressing the American Society of
Industrial Security, Don explored this
same theme and described to his audi-
ence the DOD efforts and aims in
developing centralizcd guidance and
making it available. Incidentally, he
took advantage of that meeting to
Iet the security folks know about the
progress of NCMS and our first semin-
ar in Washington.

Let me repeat paragraph (c) of
Section 2.

The Society shall engage in activities
for promoting systems and techniques
for identifying and marking docuinents
and materials requiring classification,
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regrading or declassification under guid-

ance issited by the Government,

You will have noted also that ihe
revised article in our bylaws provides
for activities to promote understand-
ing in ihe scientific community of the
character and signilicance of security
classification. In this we recognize an-
other area ol dissent—-repudiation by
scientists of research related to the
defense of their country, particularly
classified research. This will be dis-
cussed at length by the panel tomor-
row and I will touch on it only briefly
here. Moreover, Bob Donovan has
kept up informed with his discern-
ing summaries and provocative quo-
tations in his C/M Bulletin. (Here
let me interrupt for a moment to say
for the record that I admire very much
what Bob is doing for us in the
Bulletin and envy his ability to keep
it up.) Motives in this dissent are
various and mixed and often hidden.
When expressed, they are inevitably
noble. The Council of the American
Federation of Scientists does not say
we should not defend our country; it
says “The University should not enter
into any coniraci supporiing research,
the specific purpose of which is the
development of weapons or devices

- designed to destroy human life or to

mcapacitaic human beings.” Classifi-
cation is not the issue here. An un-
classified device for incapacitating hu-
man beings is just as wicked as a class-
ified one. However, the Council goes
on to condemn “secrecy in research as
counter to the basic values and func-
tions of the university.” 1 have not
seen the full statement and I find my-
self somewhat puzzeled. Should cone re-
fuse a -defense contract because it is
wicked or because it is secret? Perhaps

NCMS]—1968
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the answer is that it is much more
reprehensible to work on a wicked de-
vice in secret than in the open, and if
you work im secret, you must be
wicked. Some dwellers in the halls of
ivy, humanists probably more often
than scientsts, take their stand on
academic freedom. Classified rescarch,
they say, violates the very essence of
the immemorial university spirit—the
spirit of free inquiry. I find myself
wanting to paraphrase Richard Love-
lace’s {famous verse—l1 could not love
thee, my country dear, so much/lov'd
I not academic freedom more. I never
cease to be astonished and dismayed
how often among those we expect to
be the most intelligent in the land,
those to whom we send our children
to be trained and made wise, there
seems to be no recognition that the
existence of that cherished academic
freedom depends upon the existence
of a strong and well-defended nation.
Quite apart {rom the rejected virtues
of patriotism and duty, there does not
seem to be an intelligent sense of self-
preservation. It is reassuring to hear
voices on the other side pointing out
that it is equally a violation of aca-
demic freedom to forbid classitied re-
search, or to condemn a colleague be-
cause he chooses to aid his country by
classified research even if his true mo-
tive may be nc loftier than choosing
the best way to keep up with technical
and scientific advances in his field.
What are we to think of the spec-
tacle of the great universities—Cali-
fornia, Chicago, Columbia, Cornell,
Minnesota, Pennsylvania, Pittsburgh,
and Princeton—yielding to the pres-
sure of students and faculties to elim-
nate classified research, yielding to
something that calls itself Students for

NCMSJ—1968

Democratic Action? The noble senti-
ments notwithstanding, it is a spec-
tacle of dissent—nor of aflimation,
Academic freedom is not at
Therc is malaise abroad in the land,
there is guilt to be assuaged, a spectre
must be exorcised, and so the cry 1s
raised: repudiate the Pentagon; down
with CIA, the DIA, and the AEC and
maybe the State Department! Wash-
ington gold is tainted gold—what
there is left of it. 1 sometimes think
the State Department escapes consid-
erable abuse because it hasn't a good
nickname. Just think how vilification
would pick up if that splendid build-
ing off Virginia Avenue had six sides
or eight sides.

Dissent has a long and honorable
history. Dissenting Hebrews were led
by their God out of the land of Egypt,
out of the house of bondage into the
promised land. Early Christians be-
came martyrs to their faith because
they dissented from the practice of de-
ifying the Roman emperor. In 1517 a
German  dissenter, nailing his 95
theses on the door of the church at
Wittenberg, changed the course of re-
ligious history. A century later, a small
band of dissenters set sail from Ply-
mouth in a boat christened Mayflower
to help lay the foundation of this re-
public. Some years later a gang of
their descendants, dressed as Indians,
registered their dissent by dumping
three cargoes of Bohea tea into Boston
harbor, and not long afterward a Vir-
ginia gentleman sat down to write a
document starting with the words,
“When in the course of human
events . ., ."”

(Do you ecver stop to wonder
whether you would have been a Tory
or a rebel, back thenr)

stake,
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History shows us that without dis-
sent man's struggle to improve his lot
and his progress toward a nobler ve-

lation with his fellow man would
have been stifled, But in

creasingly to-
day dissent is valued and practiced
for its own sake. It is becoming an end
in itself and neot a means to an cind.
Once upon a time, 1 seem to remem-
ber, people used to worry about our
becoming a mnation of coniormers.
Times have changed, haven’t they?
Nowadays, in many segments ol our
culture, the act of dissent, regardless
of what is being repudiated, takes on a
keroic quality—like Satan in “Para-
dise Lost” defying the Celestial Estab-
lishment. I recently browsed in Mil-
ton’s great epic again and found much
food for thought in his magnificent
portrait of Satan. There is no escaping
the fact that the only heroic and three-
dimensional figu e in the poem is
Satan. Almighty God 1ooks like a stuf-
ty manager of the Celestial Enterprises
and his Divine Son seems pretty much
of an insufferable prig for all his illus-
trious power and glory. Our sympa-
thies are with Satan and we follow his
schemes to subvert the will of heaven
with eager Interest despite the fact
that we know fuli well how the story
comes out and that we are his victims.
But there is also no gainsaying the
fact that Satan’s aims are thoroughly,
shall we say, satanic—sin and anarchy,
no less. There has always been some-
thing compelling about the powers of
Satan and today we find it is a satanic

-figure like Che Guevara that captures

the devotion—in de¢ath even more
than in life—of romantic young an-
archists. The rioting students of Paris
paste his picture everywhere.

The lack of responsibility, the
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breakdown of decency, and rhe fail-
ure of reason are vividly illustrated in
the slogans and sayings of today’s
dissenters. Even so eminent a group as
the Federauion of American Scientists
shows that it is not immune, as 1
pointed out ecarlier, when it appears
to characierize work done under de-
fense contracts by words like *“de-
signed to destroy human life or in-
capacitate human beings.” You prob-
ably saw in a recent issue of Time
some choice specimens of violence in
ianguage gathered by Benjamin De-
mott, who teachcs English at my alma
mater:

“The family is

Fascism.”

“The white race is the cancer

of history.”

That second one did not come from
Rap Brown, but from Susan Sontag.
It’s not all from one side, though. De-
Mott gives us a quotation from Ro-
bert Welch of the John Birch Society:

“The whole country is one
vast insane asylum and they
are letting the worst patients
run the place.”

Probably the ultimate in slogans of
dissent is “God is dead,” promulgated
by some of our most intellectual theo-
logians and happily adopted by many
people of lesser intellect. When God is
dead, each man can become his own
deity, owing obedience and allegiance
to no one but himself, making his
own rules.

In this climate those who are con-
cerned with keeping the nation’s
secrets face an impalpable hazard.
When will dissent seek fulfillment by
exposing information vital to our se-
curity? Exposing a secret can be as
satisfying as throwing a rock through

American
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an embassy window. Will the day
come when a great physicist, a man of
surpassing intellect, moved by great
compassion, undertakes to play God
for the rest of us and decide which ap-
ples from the tree ol knowledge we
may eat? It raises an interesting ques-
tion: Should the instinct to play God
be grounds for denying security clear-
ance like the instinct for throwing
stoues at glass houses?

If we are to escape the demonic
urge toward anarchy we must cherish
order and orderliness. We will not
save the world by tearing down its
institutions. But at the same time,

THE OTHER SIDE
by Robert Lindsey, San

Usually, when a newspaperman gets
together with a hundred o1 so people
from government agencies and the De-
fense industry, he can expect to pick
up at least one security leak.

But as I look out here today, I have
a hunch I'm in the wrong crowd for
that.

As visitors to San Francisco and
as custodians of our government’s in-
formation, you might be interested in
a recent piece of San Francisco lore
which I suppose is also sort of a warn-
ing to visitors. Although all of the de-
tails aren’t available, because someone
in authority decided the press should-
n’t have them, it seems that about a
month ago an Air Force officer who
had been down at the Air Force Satel-
lite Test Center at Sunnyvale decided
to visit San Francisco. He left a brief-

case containing some Air Force docu-
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when all is said, we must recognize
that order by iwsell is sterile—it is
only a framework in which to work
out our salvation. The world will be

. . th ‘e A
saved only by changing the hearts and

minds of the men and women who
dwell in it. You and I, in our very
special ways, as keepers of secrets, are
custodians of order. It is a profession-
al responsibility we accept. But you
and I, as members in the brotherhood
of man, must not forget that we are
not going to save mankind by keep-
ing secrets; we dare not forget the
dreadful question: Am I my brother’s
keeper?

OF THE COIN

Jose Mercury-News

ments, which apparently were not
classified but were of a sensitive na-
ture, as well as his airline ticket and
two paychecks in his car. The car was
broken into and the briefcase disap-
peared. Well, it wasn’t long before one
of the “flower people” of San Frandis-
¢0 was irying to seil the Air Force
documents and the checks and tickets
in the Haight-Ashbury District, not
too far from here, :

Police intervened and concluded
that the bearded hippie probably did-
n’t come by the documents by honest
means. In other words, they decided
he probably did not have a proper
security clearance. Eventually the
stolen materials were returned to the
officer.

The hippie didn’t have much luck
selling the Air Foice data.

The task I've been assigned on vour

17
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program is to give a newspaperntan’s
view of the classilication system for
which, to a large degrec, the members
ol your Socicty are responsible. Un-
fortunately, I'm afraid much of wlhat
I'll suy will be old hat to you; you've
heard it before. But from the view-
point of the press, xt least, 1 think it
deserves rcepetition.

1 don’t think hearing the other side
will necessarily give you enough em-
pathy for you to have sympathy for
our point of view. But I think it might
be valuable to understand at least
some of the reasons why a large por-
tion of the working press looks cynical-
ly at government classification proces-
ses, and why there is a continuing bat-
tie to penetrate the barriers you erect.

Regardless of what some of you
may think, newsmen—for the most
part—are not unpatriotic when they
publish information which you have
tried to keep from them. Most report-
ers who cover the Pentagon, the de-
fense industry, and the field of public
and military affairs have seen enough
abuses of the system that they treat
it with suspicion and, in many cases,
have no moral compunction against
“breaking securily,” as you would say.

To put it another way, some of us
think you have cried wolf too much,
and so the whole system suffers.

Granted, many or the things which
appear in print that make you unhap-
py are there because a reporter writes
for what you might call purely selfish
reasons. Like everybody else, he is
driven by certain ambitions to beat
his competition, to look good to his
boss, or tulfill whatever other needs he
has. News gathering, like national de-
fense, is a highly competitive business.

1 would reiterate what I said

18

carlicr—most reporters do not fecel it
morally wrong to break your sccurity,
because they do not respect it. ‘They
feel the public is cntitled to know
about affairs which upsct theii.

I'd like to address mysell to two
main points and then elaborate a lit-
tle on each.

The first one is that, in my opinion,
too many persons have authority to
prevent defense information from
reaching the public; and too many of
these people are using this power for
the selfish interests of themselves or
their agencies.

Secondly, it seems to me many of
the regulations concerning the release
of defense information are unrealistic
and superfluous. They not only com-
plicate the process of informing the
public, they cost taxpayers too much
money. As you know better than I,
classification of documents is an ex-
pensive procedure.

Turning back to the first point, that
too many persons can classify inform-
ation and that many of them do it for
reasons other than valid questions of
national security, 1 should say at the
outset, as I'm sure you know, the Free-
dom of Information Law has had vir-
tually no effect at all on the covering
defense news. You have barriered
yourself behind the same fence as
ever — that the data is ‘“classified,”
and that’s that.

It would be fine if everything you
classified—or, putting it another way,
everything you have restricted from
public consumption—were data that
if it were revealed would aid and com-
fort potential enemies. Most newsmen
are skeptical of your system because
they have discovered, usually after it

* is too late, incidents where so-called
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“security”’ has been used o hide mis-
takes or poor judgement; or to pro-
tect a program when it is in jeopardy
in Congress or perhaps at the civilian
DOD levcel; or when there is an inter-
agency fight for funds or jurisdiction;
or in comparablc situations.

In this government, one function of
the press is to report o the public on
the performance of its Ieaders. The
facts it generates flow into the nation-
21 consciousness, and the people use
them to pass judgement on whether
they think their leaders and the agen-
cies of government are doing a good
job.

When three men died in the Apollo
fire at Cape Kennedy eighteen months
ago, NASA was brought to task for
certain errors in judgment. Since then,
as you know, there has been a sharp
decline in the national image of
NASA, and its budget has been cut by
about §1 billion. Part of the budget
cut, of course, 1s due to the war, but
much of it is a direct result of the
Apollo fire.

Putting myself in your shoes, to re-
verse the empathy, I can see the
Apollo incident is a pretty clear les-
son for survival in the world you live
in. Looking at it quite cynically, and
unfairly in regard to the three men
who died in the Apollo capsule, the
lesson is this: Don’t get caught at your
mistakes, or you might go out of bus-
iness.

The Apollo fire, because of its
the world’s eyes, and it could not have
been concealed in any case.

But how about failures and poor
judgement in military programs
which are conducted in secrecy? To a
large degree, you are immune from
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cataclysmic nature, happened before
the systemn of checks and balances. In
my judgement, it is part of our system
that agencies and personncel take re-
sponsibility for their performance—
and now many are ducking it.

1 am familiar with the argument
that Congress and the GAO act as a
watchdog on these classificd activities
and thercfore the public’s interest is
served. Well, I have to say I don’t buy
that. Surcly, there arc bright and con-
scientious members of Congress and
they are frequently backed up by per-
ceptive, knowledgeable and hard-
nosed committee staff members. How-
ever, as one who has covered congres-
sional hearings on military and space
appropriations and has witnessed the
processes at work—it seems fairly easy
to “snow” Congressmen on some issues
and, on occasion, Congressmen are too
much concerned with their own in-
terests to look after things which
should be scrutinized.

The public is part of our system of
checks and balances, and it has a right
to know what is happening, not only
so it can judge the men who act as
their agents in government, but to be
aware of events that affect its destiny.
As you know, much of the informa-
tion that reaches the public about
national defense comes via news re-
leases from industry or governmental
agencies. Typically, an industry pub-
lic relations man or a military PIO
will draft a news release and submit it
up through channels for approval. In
preparing for this talk, I decided to
look into this process. with more ix-
terest than before, and I was ama:=d
at the intricate maze which exists to
filter the information before it reaches
the public.

19
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For one typicai rclease on an Air
Force funded satellite program: whosc
mission, incidentally, is not classified,
1 found {ifteen points or fifteen people
wherce someone could censor or kill
the news releasc. Actually, T lost count
at fiftcen, when the release vanished
into sort of a burcaucratic muddle and
1 couldn’t trace it any more.

1t’s the tendency of the working

press to become annoyed with their
direct interface, to use an engineering
term, usually a PIO or perhaps a low-
Icvel officer in a program office. How-
ever, as I looked into the system, 1
realized it is usually not at this level
where the muzzle is most often clamp-
ed, or at your level. Most often, it is
apparently some faceless man up the
chain of command who has been given
the information, a sign-off list, and
authority to censor. Perhaps he is a
middle level officer assigned to a staff
job in a program office, or perhaps he
is a junior officer in Security Review.

As 1 studied the system, it became
apparent that too many people can
amend, delete, or otherwise censor in-
formation as it passes up the labyrinth
of industrial and government bureau-
cracy, withoui really being held re-
sponsible for the end product. Not
only that, there is a built-in facet of
the system which tends to reduce the
flow of information to the public to
its lowest possible denominator: No-
body wants to say yes, when the in-
formation lands on his desk for ap-
proval. If he says no, he has no prob-
lem. But of he savs yes, he’s sticking
his neck out. So he takes the easy way
out, and says no.

Now let’s consider the motivation
of the men in these jobs. As mid-
career officers, they are likely to be
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very conceraied how they will fare on
their next cfficiency report. 1t's really
not  sinister motive, perhaps. They
are concerned about their promotions,
their careers and, of course, the wel-
farc of their familics. A civilian 1n a
comparable job has different consider-
ations, but rcally ilie same basic con-
cern of self-preservation.

ldeally, only legitimately classified
data would be deleted {rom the in-
formation destined for the public. But
it doesn’t work that way, and I'd like
to cite one example which sort of
documents what I'm irying to say.

A month or so ago, 1 was at Cape
Kennedy to cover the last launch of
the defense communication satellite
system. The night before the launch,
there was a cocktail party, and as you
do at cocktail parties, I began talking
to a man who turned out to be a
lieutenant colonel from Air Force
Systems Command with a staff job, a
technical management job, in this
program. I don’t think he realized I
was a2 newsman, but we began talking
about clearance procedures for news.
One of his minor jobs, he said, was
tc review osiensibly for technical ac-
curacy and security, news releases
about his program. But, rather can-
didly I thought, he said security and
accuracy were not the only things he
took into consideration. He said, and
1 quote, “It's within the guidelines to
use your blue pencil on releases for
policy.”

I asked him what “policy” he was
referring to, and as far as I could as-
certain, there was no policy written
down, just the whim of the individual
or the agency doing the blue pencil-
ing at the time. 1 asked for examples
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ol where he might use “policy” as a
reason for censoring news and he said,
in effect, in anything which might
jeopardize the nation or the program
or, as he put it, “anything we don't
want to get out at this particular point
in ume.”

In my judgeimeni, this is a piciiy
clear viclation of the intent of the
Freedom of Information Law.

This incident, of course, is one
minor example. 1 bave an idea the
people in this room know examples
which could illustrate my point much
better. Beyond the various personal
motivations of the individuals, there
is, of course, the collective one, the
inter-agency. battle, the inter-service
rivalries, and thic constant efiort to
maintain a so-called “good image.”

When a program is in trouble tech-
nically or financially, suddenly the
respouisible people refuse to talk or
they pnut an embargo on news which
could add to the agency’s troubles. Or,
conversely, what was “classified” yes-
terday can now be leaked to an influ-
ential newspaper or magazine because
it helps sell the program.

While on this subject of motivation,
it’s obvious that bona fide concern for
the national interests guides many of
the men who conceal defense infor-
maticn from the public, and they are
right in doing so much of the time.

But aren’t there some who tend to
over-classify information about pro-
jects on which they are working, be-
cause it contributes to their personal
egos? This type is annoyed that any-
one can know about his “secret” work.
As soon as it gets into the public do-
maini, he somehow feels less impor-
tant—and _therefore resists legitimate
efforts to report news about work he is
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conducting as an employce of the pub-
lic.

Still another type is the officer who
has some kind of an “clite” complex

aliow

evates him above the rest of

attitude that says the professionals of
thic Air Yoice, the Navy, or whoever
he works for, know best, that the pub-
lic couldn’t understand and really
shouldn’t know about the defense ac-
tivities affecting it.

His attitude is “Tell 'em nothing.
We'll look after them.” I, for omng,
don’t trust people like that.

What I've tried to say is, the system
you run regulating defense informa-
tion is pocked with so many holes that
the press can’t respect it. 1 could name
other examples—of how, for instance,
one military service will classify a
piece of information while another
clears 1t; of how classification of new
patents is used for political ambitions
of military services. But you've prob-
ably heard them before. I'm. not sure
you have any influence in establishing
policy on these matters, but it seems
to me somcone should clean up the
present system, to control and limit
who can prevent information from
reaching the public, and why. Then
the remaining system would be
strengthened.

This brings me to my second point:
that many of the regulations concern-
ing classification of defense informa-
tion are unrealistic, un ~orkable, and
needlessly cost money.

It is a general policy of your pro-
fession not to downgrade the classifica-
tion level of information merely be-
cause it has appeared in, say, the New
York Times, Aviation Week, or somne
other publication. I think the ration-
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ale for this policy goes something like
this: “"I'his guy was guessing and he
guessed right. But to admit it would
be to dignify his guess with stamp of
authority.” In other words, you don’t
confirm truthful mformation :ucrely
because it Las appeared in the public
domain

Is this rcalistic? It secms foolish to
me, not so much because you are still
sitting on flacts which the world
knows, but because if a reasonably
perceptive journalist can make a cor-
rect conclusion based on the avail-
able facts, what can a large group of
professional intelligence analysts in
the Soviet Unien do?

1 don’t say you should declassily
every classified item that reaches the
public print. But it scems to me that
a great deal of it should be, that the
existing system suffers from a na-
tiona! egotism, an underestimation of
enemy intelfigence. '

One exampie of this myopic policy
is the subject of reconnaissance satel-
lites. From 1959 until 1962, as some
of you will recall, Air Force program.-
ming to develop satellites for photo-

. .
graphic and electronic reco
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and similar inielligence missions was
relatively open. Governmment officials
discussed it publicly, DOD cleared
news releases on the subject, and
carly launches from Vandenberg Air
Force Base were cevered by the press.

in 1962, Secretary McNamara de-
cided that the satellites should go
“underground,” as it were, and today
there are few programs with as much
security resirictions around them—an
extension, really, of the secrecy around
other national intelligence activities.
Now, the press and the public are
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asked to forget that the satellites ex-
ist. These carlier cleared news releasces
are now classified, and DOD has done
its best to rewrite history, to ignore
they ever ( asted.

But again, i1s this realistic? Do you
believe the Soviet Union is not aware
oi 1the satellites that photograph it
regularly? Can you believe that lead-
crs of other countries are not aware
of them? Anybody with relatively
primitive clectronic wacking systems
or ¢ven a powerful telescope can
learn.

So if he Russians know about
them, and i other nations know about
them, whom are we trying to fool-—
oursclves?

In most major arcas of advanced
weapons techuclogy, the lead time of
one naticiy over a potential enemy is
very brief. And it is, of course, essen-
tial to protect the information while
we have the lead. But I think ihere
15 a tendency to iguore that the So-
viet Union, Red China, and other
nations also have bright young men.
In most arcas of weaponry, reasonably
bright engineers and intelligence
analysts can accurately extrapolate
where a nation is going—or has gone
-—techinologically.

To return to the question of recon-
naissance satellites, for instance, DOD
today refuses to declassify certain
technology on cameras, sids-looking
radar systems, and other systems which
are more than five years old. NASA
could use the data for its earth re-
sources satellite program. Isn't it like-
ly that in many of the areas such as
this foreign technology has moved
ahead also, and that revealing the
data would not tell them anything?
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It seems that there should be more
coordination between the people in
your profession and those of the in-
telligence  community—although 1
would speculaie the intelligence peo-
ple are not all that casy to work
with,

in any cvent, this overciassificaiion
—when we are hiding facts from our-
selves rather than our enemies, who
already have them—is a useless and
expensive deierrent to technological
growth.

One last word on motivation—the
motivation of the journalists who try
to beat your system. This is a matter
of values, and they vary among jour-
nalists as well as any group. But by
and large, they feel the public should
know as much as possible about their
government. ‘“As much as possibie”—
this, of course, is where ocur conflict
arises. At a time in history when nu-
clear devices and other medern weap-
ons have afforded the world a very
short fuse, potentially a thirty-min-
ute lead-time to annihilation, it seems
to me the people deserve to know very
much more about what their leaders
are doing and how iheir decisions af-
fect them.

FRED DAIGLE: Thank you, Bob.

Does anyone care to pose any ques-
tion of Mr. Lindsey?

JOHN CONTE: If you were sit-
ting in the classification roan’s place
and had to make a decision whether
or not to release a picce of technol.
ogy, and you do not really know
whether the other side knows this
technology or not, which way should
you be, liberal or conservative?

LINDSEY: I suppose in your shoes
I would be conservative. 1 shouldn't
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assume that perhaps the Russians al-
ready know it. That is the precise
problem. Intelligence people them-
selves may not know it. I don’t think
there is any question you should re-
lease technology and tell the Russians.
National security is important. But
not the political nformation 1 was
talking about.

ANTHONY CORREIA: Mr. Lind-
scy, what is your opinion—I have
discussed this before with reporters
and people in Barry Miller’s maga-
zine-—wliat is your opinion of re-
porters’ being granted access to clas-
sified information officially and given
2 clearance, for instance, and then
agreeing unot to publish certain
things? Would this hamper you peo-
ple in putting out your story and
writing your articles?

LINDSEY: 1 wouldi’'t do that.
From my point of view, 1 don’t want
to be doing it. On a few occasions
where 1 have done this, I haven't
violated the agreement, but some-
times one can get the same informa-
ton through a legitimate source, or
what we consider a legitimate source
—ycu might pick it up through a
cocktail party. 50 1 don’t like to be
told this. During the last World War,
the New York Times, correctly con-
cluded that the nation was develop-
ing an atomic bomb and went to the
authorities and asked if it was true.
In this case the reporter agreed to
not publish it and was granted pri.
vileges later. If you have a guy take
action on a story that you think
would be a catastrophe or would be
cataclysmic I would offer some kind
of wrrangement and 1 think most re-
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perters are responsible to do their
part in such circumstances.

CORREIA: That is the thing I got
before. They don’t want to be ¢leared,
because if they have access to infor-
mation they want to Ixx able to write
about it.

FRANCIS JAHN: Your statement
abhout the satellites flying around
and the Russian scientists knowing
about them is common knowledge and
therefore should be admitted by our
Government—how do you reconcile
this with the U-2? I am sure the Rus-
sian scientists knew it was flying
arcund and knew when it came down.

LINDSEY: This is a ditferent set
of circumstances, made different by a
lot of things. One thing, they couldn’t
shoot it down. Number two, the Rus-
sians are doing the same thing, so it
is a (wo-way street. I see there is a
problem. I am not quite sure how I
would reconcile it. Incidentally, on
this question of classification policy,
classification regulations of things
like the U-2, you will find that a lot
of journalists oppose this kind of
thing--including the U-2, the Bay of
Pigs business, the Pueblo incident—
they feel that the public should know
these things are going on, because they
couldt lead the countyy into trouble,
The U2, the Bay of Pigs had bad
repercussions. The Pueble is one in-
cident that could rock us into a2 nu-
clear war—righi or wrong. We fecl
the public kas a right to know wiat
is going on. All of ihese things have
tremendons impact. And so we feel
the public has a right to kuow these

things.
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FRANK DILL: Where do you sug-
gest the line be drawn in giving in-
formation?

LINDSEY: Well, first of all, it
seems o me you have got to simplify
your systemn, restrict the number of
peaple-—1 am talking about news re-
leases in this case-—restrict the pum-
ber of people that can handle news
relations. And the person that does
this should have access to information
as to what is classified and what is
not and that is all he should be able
to do, noi: pencil things out for poiicy
considerations. The line should be
drawn where it is going to revea! in-
formation that would give aid and
comfort to the potential enemy.

DILL: Isn’t that what we are do-
ing?

LINDSEY: No, I don’t think we
are. As I said before, the system is so
fouled up a lot of political considera-
tions come in.

CORREIA: On jet propulsion, of
the entire amount of classified infor-
mation in this country, what percen-
tage do you feel should be released to

neerare?
the Poussianss

LINDSEY: I don’t know how much
there is classified, unfortunately. 1
see the point of your question, and 1
don't have any idea, because a lot of
the things are invisible to the press.

So I can’t say how much should be

deciassified, because I don't know
how much there is. That is basic.
Some of the older technology should
be released, and some of the things
that are classified for reasorns other
than national protection. But I have
no idex what the body of classified
iniormagion is.

NCMS]—1968

R T T T s R e EE<Y

L A B T Y N D W

[T

s

1t R S PRI A, Dt el

TP UPA N




ke

e Y
s L

ACHRA g TP T Y

v
A

I
SRS & 5 Y

TEY SSEE O AR YRR B AT N e,
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Charles Marshall, U.S. Atomic Energy Commission

What I have for you is a very short
history of how we came into becing
and what the Commission’s role is in
the field of classification and Restrict-
ed Data and how it got that way.

Manv of you are too young to re-
member the Manhattan District days,
because, after all, they were twenty
years ago and more. There was a time
when the atomic energy program was
conducted solely by the military, and
in a manner that was so completely
classified that even its existence was
unknown by a great many people un-
til immediately after the war. How-
ever a great deal of moncy had been
spent on the first two atomic bombs
dropped on Japan, and it was felt by
the general commanding the group,
General Groves, that something
should ke done to bring to the know-
ledge of the public something about
how their money had been spent. So
the Smyth Report was written. I sup-
pose you have read ii. If you haven’t,
even at this late date ¥ commend it
{0 you.

In those days, since the war was
over, pressure began to be applied—
pressure with which I think we are
all now quite familiar-~to release in-
formztion that had been developed
during the years of the Munhattan
District program. As a result of the
response to this pressure, various se-
curity officers around the country had
begun to release items of information,
some of them with very undesirable
effects. '

General Groves recognized this very
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carly, and he appointed a committee
to look into the orderly release of
what had been classified information.
The committee was to devise a meth-
od of release that would take into ac-
count the need by industry through-
out the country for a great deal of in-
formation that could be used not only
for their benefit but the general bene-
fit of the country as well.

This committee was headed by Dr.
Tolman, and they, meeting here in
California for the first time, drew up
a set of rules for the release of, or the
declassification and reicase of, such

<jnformation. The committee also set

up a system to bring these rules into
being and make them work.

The set of rules they brought into
being, known as the declassification
guide, has long since becn outdated
and has been replaced by a number of
others that go a great deal fariher
than the first one did, of necessity;
but the basic organization that they
set up has survived, with very few
changes—-I think no significant ones.
They set up a committee of four sen-
1or “responsible reviewers,” omne of
whom, Dr. Warren C. Johmson, 1s
still a member of cur Commitice of
Senior Reviewers. The other members
were Dr. W, F. Libby, a subsequent
Nobel prize winner, Dr. R. L. Thorn-
ton of Berkeley, a high energy physi-
cist, and Dr. . HI. Manley, a weapons
expert who is still at Los Alamos, al-
though he has had ditferent positions
mn between.

These four were the {irst committee
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ol sentor responsit e reviewers. We
now have eight mecn . ors on the Com-
mittee of Scnior Reviewers covering
major aspects of the program. We
have onc member from the ALC lab-
oratory at Livermore; two from the
one at Los Alamos, one from the San-
dia Corporation, two from univer-
sities, one for the jsotope separation
program and one for research. Ih.
Johnsont is now the chaivman of the
comunittee.

In essence, the organization set up
by the Tolman Committee is still in
existence. We still have responsible
reviewers, a title which the Tolman
Committee criginated. Their {function
is to make technical reviews of doc-
uments submitted for declassification.
We still have coordinating organiza-
tion directors, who are highly placed
mdividuals in the contract corpora-
tions that work with the AEC on our
program. Their function is largely to
malke sure that the reports are accur-
ate, well written, and that all patent-
able items are covered in appropriate
patent applications.

The seinor reviewers are the prin-
cipal advisors to the AEC and to the
Division of Glassification in the draw-
ing-up of policy classification guides.
They meet quite frequently—too fre-
quently, they sometimes think--be-
cause we call on them often to con-
sider and to recommend what infor-
mation should be released from the
Restricted Data category 2nd declassi-
fied. This is the way our policy classi-
fication guides arc written. In their
deliberations, the senior reviewers
listen to the views of classification of-
ficers. Other apinions alse are con-
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sidered. All of the views presented arc
studied and when possible are incor-
porated in the draft guide which is
then presented to the Commission {o
approval. The committce of senior re-
viewers also helps in the preparation
of our program guides and once in a
while we call upon them to review a
particularly difficult case to help us
determine whether or not some decu-
ment should or should not be re-
leased. The committee has operated
very effectively during the years, and
will continue to play a very important
role in the AEG classification pro-
gram in the future.

pom

L]

Omne of the other things that the
‘Tolman Comimittee did was to recog-
nize the difference between security
as such, i, e., physical security, and
classification. General Groves recog-
nized that although physical security
in the organization of the Manhattan
District was very good, it was not
equipped to perform the function of
deciding which information could be
declassified. They could not adequate-
Iy handle the job of declassification,
wiiich is, as you know, the function of
identifying that which should be pro-
tected as contrasted with the absolute
-business of protecting it. The busi-
ness of protecting is the security busi-
ness.

General Groves recognized this dif-
ference and the Tolman Committee
also recognized this difference. When
they nominated the people who would
administer the program of declassi-
fying information, everyone who was
selected to perform a function in the
declassification program was a tech-
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nically-trained individual, i. e., a per-
son with a technical degree.

That is largely the case now. With-
in the Atomic Energy Conn
is the case. All our classmcauon peo-
ple have technical degrees, a recogni-
tion of the difference between the
physical protection of identified in-
formation and its identification. In
other agencies this may not be so nec-
essary, simply because in other or-
ganizations what should be classified
may not necessarily be technical. In
our organization practically all of it
is. All of our classification people
are technically-trained people. With-
out technical training, one doesn’t get
to be an AEC classification officer. A
mathematics degree is considered to
be a technical degree. Mathemati-
cians, therefore, would be acceptable,
particularly because we are computer-
izing our operation as fast as we can.

During the time General Groves
and the Tolman Committee were
working to set up this organization,
ithe congress was also concerned about
atomic energy. The war was over.
What to do with this new branch of
knowledge, this terrible power that
had been discovered?

It was clear to the members of con-
gress, when they looked at the existing
laws, that the existing laws would not
properly take care of the problem.
There were weaknesses in what was
then the so-called Espionage Act. (It
has since been changed.) For exam-
ple, it was a crime to give a document
to another individual if the document
contained information the loss of
which would be detrimental to the
United States. But there wasn’t a law

smn 1t
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that said you couldn’t talk to some-
once and tell him what you wanted.
The law didn’t actually cover that.
The congress took all this into ac-
count. They decided that this ncew
{orce, this new program, deserved and
nccded a law of its own. So they start-
c¢d to draft the Atomic Lknergy Act,
an act that has a great many features
not found in any other law, not even
now, but which certainly were need-
ed. For one thing, the act prescribed
much stiffer penalties. In later years,
they included penalties for violating
it withour the need tc show an intent
to injure the U.S.

Carelessness was punishable and
still 1s under the new law. As far as
I know, it never was under the old Es-
pionage Act. One had to prove intent
to injure. But what the congress did,
and what was far more interesting
from our point of view, was that it
changed the basic concept of classi-
fied information. Under the Espion-
age Act, information or material does-
n’t become classified until somebody
says it is. For example, if somebody
invents a new rifle, a new tank, a new
hand grenade, or some such, these de-
vices are not automatically classified.
Someone has to look at them and say,
“This should be classified.” The act
of classification is necessary.

Under the Atomic Energy Act, this
is not the case. The Atomic Energy
Act provides that anything that has
to do with the design, fabrication, or
manufacture of atomic weapons or
the use of these weapons, anything
that has to do with the use of special
material in the production of energy,
is Restricted Data.

27




It is interesting to note the act does-
n't use the word “classified.” i calls

the information “Restricted Data,”.

but then goes on to describe the man-
ner in which that Restricted Data
will be handled, and this manner was
far more stringent than the way class-
itied information had previously been
handled by anyone.

What this meant was that it was
no longer necessary to say that this
thing, or this piece of paper, or that
statement, is classified. What became
necessary was that if one wanted to
bring about a change, one had to say
specifically that this piece of infor-
mation or that thing was no longer
classified, was no longer Restricted
Data. In other words one could de-
classify but could not classify.

So when the law was passed, all in-
formation pertaining to »' wuic ener-
gy immediately became Restricted
Data.

What the Commission did, of
course, was to recognize the existence
of the classification guide that had
been prepared by the Tolman Com-
mittec and to appiy it to this Restrict-
ed Data, and to say that wherever
that guide says information is un-
classified, it is declassified; and wher-
ever it doesn't say that information
is unclassified, it is classified. That is
still the case. Although the guide is
different, the principle remains.
Whatever our classification guides
state that the Commission has declass-
ified, is unclassified; and whatever
our zuides do not state that the Com-
mission has declassified remains class-
ified as Restricted Data or as another
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kind of data called Formerly Restrict-
ed Data.

I will explain these terms later, but
the concept 1 want most to impress
on you is the fact that atomic energy
information is born classified. It
comes into existence classified under
the law, and to change that state
requires action by the Comnission.
The law went on to prescribe the
ways by which information could be
removed from the Restricted Data
category and they are very specific.

It provides that the Commission
can from time to time determine that
information which may be removed
from the Restricted Data category and
which may be published without un-
due risk to the common defense and
security. Note that it is the Commis-
sion that is to make this determina-
tion.

The implications of this subsection
are, I think, quite clear, namely, that
the Commission doesn’t classify. It
only declassifies. The law classifies.

The Atomic Energy Act creates the
Restricted Data even to the extent
that wherever an individual person is,
and whoever is supporting his work
(if anybody is), it is possible for him
or her to generate Restricted Data.
Someone working in a basement room,
dreaming up a design for some new
method of separating isotopes or some
new kind of nuclear weapon, some
new explosive device that may incor-
porate the principles of atomic energy,
could be generating Restricted Data,
in spite of the fact that he has no
government support.

Does the law forbid him to do that?
As long as he doesn’t translate his

NCMS]—1968




weapon concepts into hardware it
docsn’'t. What it does do, though, is
to forbid him to communicate any
of the Restricted Data te any otl

person unless it is established that
the other person is autharized to re-

rvewras

ceive that Kind of intormation. That
means, of course, he could communi-
cate it to the Atomic Energy Commis-
sion and to anyone who the Atomic
Energy Commission will say is prop-
erly cleared and has the proper need
to know.

Unless and until that individual
communicates Restricted Data in-
formation to anybody else, he has not
broken the law, but when he does
communicate it and if that someone
else is not authorized to receive the
information, he has broken the law
and he is subject to all penalties pro-
vided by other sections of the act,
some of which are rather severe. As
far as Restricted Data is concerned,
such an individual doesn’t have the
right to declassify it. As to those of
you who are contractor representatives
for the Department of Defense or who
are contractor representatives for the
Atomic Energy Commission, or who
are representatives of neither but are
working in industry-—you may gener-
ate such information but do not have
the right to declassify it. It may have
been wholly supported by you or by
your organization, but you don’t have
the right to declassify the informa-
tion, and neither does your organiza-
tion. Only the Commission has that
right.

There is a subsection of the Atomic
Energy Act that describes a form of
Restricted Data that requires joint
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ALEC-DOD declassification action.
The class of Restricted Data to which
this requirement applies would come
into cxistence as a result of a deier-
mination by the AEC and the DOD
that certain information concerning
weapons is  primarily iniormation
about the use of weapons rather than
about their design. Once that deter-
mination has been made, declassifica-
tion cannot take place unless the
Commission and the Department of
Defense collaborate. There is no such
information in existence today.

There is, however, a somewhst dif-
ferent class of information that was
once Restricted Data but is no longer
Restricted Data. This class of infor-
mation comes into existence in a man-
ner similar to the one described above.
As before, the Commission and the
DOD must agree that the Restricted
Data involved is primarily informa-
tion about the use of weapons rather
than about their design. In this case,
however, the two agencies must make
an additional determination, namely,
that the information involved may
also be adequately protected as De-
fense Information.

At this point, we meet the term
“Defense Information.” This tends to
be somewhat confusing because the
term covers Restricted Data as well as
military types of information, such
as the order of battle, or the design of
a new non-nuclear anti-aircraft mis-
sile, or a tank, etc. All of these are De-
fense Information, but the label “De-
fense Information” has been given, at
least in the popular concept, only to
the non-nuclear type of military in-
formation, Restricted Data is there-
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fore one form of Defense Information,
but this scction of the law says, for
one thing, that once the Department
and the Commission decide that cer-
tain kinds of information (which meet
a technical criterion) can be ade-
quately safeguarded as Defense In-
formation (meaning ordinary Defense
Information), that information is no
longer Restricted Data, but remains
classified as Defense Information.
The proposal that was put forth to
the congress by the Department of
Defense, and supported by the AEC.
went just this far. But when it got
to congress, the congress didn’t quite
accept that concept. It said that is all
right; it would approve such a change
if it would help, but it wanted to be
sure that none of the information
that would be removed from Re-
stricted Data under that section of the
act would be transmitted to a foreign
country unless the information was
within the scope of an existing agree-
ment for cooperation between the
United States and that foreign coun-
try, which had been set before the
congress for a prescribed period of
time. Accordingly, the congress added
a proviso to the act to cover this
point. That proviso gave classification
management a problem, because it
created a class of information that
was no longer Restricted Data, it was
Defense Information, but it wasn’t
the ordinary kind of Defense Infor-
mation. It had somehow te be set
apart so that it wouldn't be sent to
a foreign country with which the U.S.
didn’t have an appropriate agreement
for cooperation. Therefore, it needed
a label to identify it, to set it apart—
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and that is how the designation
“Formerly Restricted Data™ origina-
ted.

It is descriptive. The information
was formerly Restricted Data, and
now it isn't, although it isn’t unclassi-
fied. The marking Formerly Resirict-
cd Data i1s a label that sets it apart
from Restricted Data and from other
kinds of Defense Information, and lets
everyone know that this information
1s. not to be sent to a foreign country
without certain prerequisites.

As you can now see, we have three
kinds of classified information: Res-
tricted Data, Formerly Restricted
Data, and the one that is called De-
fense Information with no other label.

Formerly Restricted Data cannot be
declassified by the Commission alone.
It is declassified jointly by the AEG
and the Department of Defense. It is
interesting to note that the wording
the act uses in this case is slightly dif-
ferent from the wording used in the
declassification of Restricted Data. Jn
the case of FRD, the Commission and
the DOD determine that the infor-
mation can be published without un-

zasonable risk to the country’s se-
curity. In the case of Restricted Data,
the Commission’s determination is
that the information can be publishec
without undue risk.

There is another subsection you
ought to know about, principally be-
cause it will give you an insight into
how broad a concept congress con-
sidered Restricted Data to be. This
subsection provides that “The Com-
mission shall remove from the Re-
stricted Data category such informa-
tion concerning the atomic energy
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programs of other nations as the Com-
mission and the Director of Central
Intelligence jointly determine to be
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provisions
of section 102(d) of the National
Security Act of 1947 . . .”

I won't quote it further. 1t 1sn't
necessary. The important point about
this section is that it expressed the
view of congress that the kind of in-
formation that we are talking about,
this atomic energy information, this
Restricted Data, extends beyond the
Lorders of our own country. You may
ask yourself, supposing the French or
the Russians develop Restricted Data,
how are we going to protect them?
How are we going to keep it classi-
fied?

Well of course, as long as it remains
within their country, they will do
with it what they please, because
their people are not citizens of the
United States and are not subject to
our laws while outside the U.S. But
once you or I or any other citizen
of the United States obtains such in-
he is required to protect the informa-
tion that he has received, if it is classi-
fied, in the same way as he would
protect Restricted Data from our own
programs.

However, the Commission—and the
Director of Central Intelligence—have
removed all Russian and all Chinese
information from the Restricted Data
category. Most French information
has also been removed from the Re-
stricted Data category. British classi-
fied atomic energy information is pro-
tected by us as Restricted Data, since
our agreement with them is pretty
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broad. The same is true of Canadian
atomic cnergy data, although there 1s
very little that is classified.

"These are the subsccuons of the
Atomic Energy Act that describe the
four ways by which information may
be removed from the Restricted Data
category.

1 think that those of you who know
of our program know that the Com-
mission has from the very beginning
had the strong feeling that informa-
tion concerning our program shouid
remain classified only as long as one
could demonstrate that there is a rea-
son connected with the national de-
fense to keep it so. As a consequence
of this policy, vast quantities of
atomic energy information have been
declassified and made available
throughout the country for use by in-
dustry and by private citizens; so
much so, in fact, that a great deal of

- it, although it is available in the

libraries and elsewhere and can be
had for the asking, has never been
asked for and actually has never been
seen.

The Freedom of Information Act,
which was passed about a year ago,
was one which we welcomed, although
in reality, it had no effect on our
classification operation, because there
1s no way it could have. We had long
before adopted the policy that we
would examine our information at
frequent intervals and make certain
that when the information no longer
had a relation to the defense of the
country we would release it. We have
lived by this principle for over twenty
years. We expect to continue to live
by this policy.
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How do we go about this? From
the managcment point of view it is a
complex and fairly diflicult thing. We
have classification guides. Obviously,
the Commission can’t see every one,
though the Commission does have to
approve every declassification of Re-
stricted Data information—not cvery
document, but all information. We
present to the Commission for ap-
proval those classification guides that
describe the classification policy, and
recominend the areas of information
that should remain classified and the
areas of information that should be
declassified. There are about five such
basic documents which the Commis-
sion has approved. In approving
them, the Commission also made the
required statutory determinations that
the information described in them as
unclassified could be published with-
out undue or unreasonable risk to the
common defense and security. These
guides are what we call policy guides,
and the Commission has to approve
each one of them before it can be
used.

I told you a while ago that the
Commission alone is responsible for
declassifying Restricted Data. That is
true under the law, but do they do
this alone? The answer is “certainly
no.” All of these policy guides are pro-
vided to other agencies of the Govern-
ment that may be interested. In the
past, that has been principally the
Department of Defense, but in later
years the National Aeronautics and
Space Administration has also been
consulted. Both the DOD and NASA,
and at times other agencies as well
have been and will be seeing some
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of the guides that the ALC proposes
to 1ssu¢, not as a requircment under
the law, but as a matter of common
sense.

As a supplement o these policy
guides, we have another set of guides,

of information, and are therefore less
subject to differing interpretation.
Policy guides are of necessity very
broad in their statements of what in-
formation is unclassified. They are,
therefore, open to diverse interpreta-
tions.

Diverse interpretations of policy if
allowed to be put into practice are
death to a classification program. You
cannot have one group of people in-
terpreting a rule one way and another
group of people interpreting it the
other, because each in its own time
and in its own way can give away one-
half of the program, one-half of the
information. What gets published un-
der these circumstances is the total in
formation with resulting damage to
the national defense,

To avoid this, we limit the use of
the policy guides and we produce
other classification guides which de-
scribe the declassified information in
greater detail, reducing the possibili-
ties of differing interpretations. We
call some of these program classifi-
cation guides. Program guides are is-
sued by the Division of Classification
in Washington, although we do not
write all of them, and an attempt
is made in these guides to see to it
that the same kinds of information
will be treated the same way in dif-
ferent places and by different people.
But even these guides are fairly broad
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in their definitions of what is not
classified and so they too are open to
some interpretation.

To meet this problem, a third class
of classification guide is adopted
which we call local classification
guides. A local classification guide is
quite detailed in its description of
unclassified information f{urther re-
ducing the possibility of differing in-
terpretation of the rules. It doesn’t
eliminate the problem but it reduces
it, we think, to manageable propor-
tions. Local classification guides cover
specific projects and are very detailed
in their descriptions of what is un-
classified. It 1s necessary that these
guides be developed and produced by
the people who are engaged in the
work. They are sent to the Division
of Classification in Washington for
review before they are issued, but only
so that it can be insured, as closely
as one can, that they do not conflict
with local guides issued by some other
organization or that they do not con-
flict with the classification policy of
the Commission. Once approved, they

are seni back to ihe organization that

drafted them and they are put to
usc. The classification officers in these
locations use these guides and make
classification decisions from day to
day based on their topics.

The decisions they must make are
many and varied, 2nd they play an cx-
tremely important role in whether or
not the Atomic Encrgy Commission
hias a workable classification program
and whether the protection of the
atomic energy informaion that we
are developing is assured or not.

1 can’t overemphasize the impor-
tance of the role of classification of-
ficers. They are all, with very few
exceptions, technically trained people,
very responsible, and looked up to by
their organizations. This s as it
should be; they are all professionals,
belonging to an elite group, the com-
munity of classification officials. 1
hope they will always feel that they
do belong to the group and that they
will stay in that group until it be-
comes time for them to leave the ac-
tive life, and go out and enjov retire-
mcnt.

PANEL-THE MAN IN THE MIDDLE
Robert Donovan, Moderator

DONCVAN: Primarily what we
had in mind, when we organized this
panel was to bring together a group
of people from disciplines outside of
classification management, per se,
whose work is affected—we hope not
too adversely-—by classification man-
agement actions.
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I would like to add something to
the matter that was raised this morn-
ing of how much information is being
withheld. Touching on that is a
passage from a document put out by
the Senate Small Business Committee
in April 1967 entitled “Policy Plan-
ning for Tecknology Transfer.”
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“The DOD secs no necessity for
special dissemination and applica-
tion cfforis because its patent policy
Is supposed to provide the incentive
for private transler programs. How-
cver, the security and administrative
restrictions on DOD reports keep
about one-third of all federally
controlled technology out of the
conventiongl information rewieval
system.

“Assuming roughly equivalent
dollay value, this means that 68
percent of the DOD research and
development effort in that period
(about $7 billion) is not available
for secondary application in other
industries. This amounts to almost
$5 billion or one-third of all the
federally sponsored R&D in that
year. Rendering such a substantial
portion of technology unavailable
poses a serious question for future
policy planning in transfer pro-
grams.”

I think, basically, what some of the
panelists will touch upon today is in
essence the scope of the problem that
is created by classification, which far
transcends just the classification of a
specitic report or specific item of
technology that has taken place. Our
first speaker is Mrs, Patricia Horn.

PATRICIA L. HORN
liek Corporation

As a document control/records
manageient supervisor, my responsi-
bility is the implementation of Section
I of the Industrial Security Manual.
In order to properly handle classified
material, my work is dependent upon
the general satisfaction of all require-
ments of the 1SM. This dependency is
based upon a need for administrative
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information regarding personnel sc-
curity clearances, as well as those of
subcontractors and consultants. I must
also have information regarding the
facility clearance status of our associ-
ated contractors and activity reports
of both marketing and contracts de-
partments. Notices regarding termina-
tions of employees, or the physical re-
location of company personnel are of
utmost importance to me. All corres-
pondence relative to upgrading or
downgrading any element of a con-
tract must cross my desk. These arc
only a ifew of the areas of interest
which affect decisions on proper
handling and distribution of classified
information. On a Security Depart-
ment wheel, all spokes must feed the
classified material control system hib.

Within the management structure,
1 work closely with those individuals
generating classified material and
those considered custodians or classi-
fied material holders. Whatever the
requirements imposed by DOD, the
corporate security director or the
division security manager, a digestible
means of accomplishing new adminis-
iraiive requirements is the rcsponsi-
bility of the records management
supervisor.

The extent to which trouble brews
within the area of classified material
conirol is dependent upon the ease
or difficulty of handling offered by
the company classified material con-
trol system. Security Department per-
sonitel may practically go blind trying
to read an illegible 254 but when we
present the classification check list to
the engineering department, it must
be discernible, straightforward in con-
tent, and easily applicable. The classi-
fied document presented to the re-
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search scientist must be properly
starnpcd, recorded, enclosed in ob-
viously marked cover sheets, and have
an ¥ marking the line for his sig-
nature, Our guide for paragraph
markings must also be easily followed.
The simplification of handling piro-
cedures which we try to offer those
requiring classification guidance is
not intended as a reficction on their
mentality: but is in recognition and
respect for the scientists’ position of
creative responsibility within the com-
pany. We reward ourselves and our
company by making it as easy as
possible {or classified material users
to remain creative thinkers and not
administrative file clerks.

While the “Good Book” is detaiied
in its requirements of classified mate-
rial handling, the method or system
of meeting its demands is a prerog-
ative of each individual company. No
inspector will be quoted as saying that
our individual control system is good
or bad. Apart from stamping, logging,
receipting and safeguarding classified
items, we have only one small problem
to contend with in our control system
—and that is finding everything. With
only a few hundred classified items
in-house, a locator file is fairly simple
“to ‘maintain. When we become in-
volved with many thousands of classi-
fied items, there appears never to be
enough cross-reference files availabie.
The more technical our end classified
product, the more difficult for the
non-technical document clerk to rec-
ognize by subject where she should
log, record or file an item. The newly
hired employee receives indoctrinz-
tion in almost everything his first day
on boaid except in periinent company
vocabulary., The senior scientist may
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not require such familiarization; but
his new secrctary dees.

My personal rule of thumb for any
classified material conirol system is
keep it simple. The less we confuse
classificd information handlers, the
casicr it is for them to remember one
of the mnost important aspects of safe-
guarding classified items, which i¢
lock them up. Over scventy-five per-
cent of security incidents involve open
containers.

Not all classified material users are
concerned with the cost to their com-
pany for maintenance of a classified
container; however, some who share
in ¢he firm’s stock plan are impressed
with a few statistics. For example, by
estimate it costs yearly $48 plus for
sccurity checks to be made by a guard
during non-working hours. 1t costs $14
vearly for the average two lock com-
bination changes. The cost of an
audit, investigation and report for the
safe l2ft open runs from $20 to $7b
per occurrenee.

The most ideal situation that I have
encountered iv handling clzssified in-
formation was in & sraall research and
development {acility with fewer than
one hundred in-house employees and
fewer than 4000 accountable ciassified
items. In this environment, every
document was figuratively within my
reach. The system involved the simple
and basic forms essential to required
economy in the small firm. Briefly, it
consisted of the log bock assigning
numbers in sequence, a master docu-
ment control card typed with identi-
fying information, and NCR copies
cross-{iled by contract, automatic-time-
phased downgrading group followup,
and a signature receipt tiled by indi-
vidual document holder. One docu-
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ment clerk handled this control
system.

1t was in this environmerit of re-
quired cconomy that I first learned
vespect for the Department of Delense
industrial security specialisis.

“When 1 had a problem sioring
classified waste material, ¥ was advised
by four different security specialists
on four separate facility inspections,
four ways to solve my problem.

The first advised me to obtain a
galvanized garbage can, modify it by
cutting an opening in the lid, attach-
ing the lid to the can with hinge and
lock; all of which would be done
economically by any sheet metal shop.

Inspector number two examined the
garbage can and claimed that a com-
promise was possible since paper
might be pulled through the hole in
the lid. He suggested modifyin the
lid with the addition of a metal plate
soldered at a 45 degree angle under
the opening. The can went back to
the sheer metal shop.

The thivd inspector examined the
can and claimed that it was not ac-
ceptable because it was not weighted.
He suggested pouring 200 pounds of
concrete into the can, or chain it to
a wall. Twe bhundred pounds of
cement would have almost filled the
can, 50 I attached a chain to the can
and secured it to a2 wali.

Inspector number our, nine months
and $55.41 later, claimed the wall
in the leased building was not of a
stationary-type constructicn, and sug-
gested that 1 “get rid of the damn
can” and store clusitied waste in a
secured four-drawer filing cabinet
Which 1 did.

Despite a few unnecessary expenses
some sinail companies grow or become
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a part ol a successful corporation.
With company growth begins develop-
ment of small aches and pains which
often blossom into major headaches.
As organizers orgznize, primary re-
lationships are required; hence de-
partments of specialists develop for
handling services. When we extend a
se1 ¢ in a large company, we must
devise ways and means of recording
our value for managemen:, We form-
ulate job procedures, and work in-
struction sheets, and last but far from
least, we originate forms.

The business of praciical men to
provide a rational coordination of
activity through simplicity seems to
lose all reason and sanity in an all-
out war of creating forms. If your
household were run with the need
for forms identifying every labor ac-
tivity, you would never have a clean
pair of socks. But the business world
must be recorded. The Industrial
Securtiy Manual states that we will
maintain records of our classified
material history. Therefore, the spe-
cialty area of classified material con-
trol i1s well supplied with forms, out-
numbered probably only by ihe
Personnel Department and the De-
partment of Defense.

Uniess forms are sent, signed, re-
curned and filed for classified material
transmittal, there is no control. With
the multitude of internal document
transfer forms to be processed for
each transaction between custodians,
the finest contiol systern in existence
is vuinerable o eriors, whether typo-
graphical, wmisfiling, or loss. In the
multiple - facility organizations, the
mazter docurment control center is
always waiting for a transfer form to
drift in for final disposition potations.
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But the iuternal wransier probiems
are actually not insurmountable. Man-
agement policy and a strict facility
standard operating procedurc will
state that the individual may not
transfer a classificd item without cer-
tifying the need-to-know of the re-
cipient and his security clearance
status, and receiving a signature re-
ceipt. This “nono” in the SOP is
nicely phrased, read by everyone, and
the DCASR representatives approve
it as the accepted internal document

transter procedure for a facility. How-

ever, some of us are familiar with a
breed of professionals that are some-
times remiss with signature receipts.
These genius ““direct-charge” contrib-
utors to our cxistence may never
accept our classified material handling
procedures until we write them in
Greek letters or equation forms.

Some of our scientists tend to gen-
erate classified paper as though the
safeguarding of it were free. Since the
classification system is weighted on
the side of the individual who decides
to classify, the employee runs nc risk
in assigning a security classification to
information which may be unclassi-
fied. Should he fail to classify infur-
mation that later is held to be sensi-
tive, he faces a penalty. Therefore, the
scientist who is uncertain regarding
applicabiiity of a security classifica-
tien will choose to classify rather than
not. The bupden presented by over-
classification: falls immediately upon
the classified material centrol system;
but the usefulness of a possibly ex-
ceptional idea for a commercially
salable item is delayed or lost.

As an aid for eliminating classitied
material from our control system, the
automatic time-phased downgrading
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system was devised. This method ol
cleaning houst is a most creditable
system, philosophically. In the ten
years that I have been handling classi-
fied items, I recall using the system
to climinate alinost one dozen reports.
Almost all of my classified material
1 assigned to Group 3 and in twelve
years most of that will be obsolete
scientifically and end up in the
pulper. Evenif 1 had a Group 4 secret
document timed for downgrading, the
general use of spiral bindings makes
it ditficult to economically meet the
demands for restamping the down-
graded item.

To compile a one-inch report, a
one-inch plastic spiral costs the con-
tractor between eight and ten cents.
To bind the same report with the
stitched and glued binding of the
permanently bound book, the con-
iractor costs would increase to 40 or
5C cents a copy. Considering that 200
copies of a classified manual are as-
sembled using a spiral binding, the
cost would be about $20 as compared
with the professionally bound manu- .
als which would cost about $80. We
are saving $60 on 200 documents, or
50 it seems.

When the secret documents are
three years old and in Group 4, they
are ready for downgrading to confi-
dential. If we do not account for
confidential material, we may remove
them from the control system.

DGOD permits us to stamp a per-
menently bound document on the
front and back cover, and the index
page, noting the change of classifica-
tion and autherity. Not so with the
manual with the spiral binding. The
spiral bound document must be
stamped on covers, index pages, each
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internal page, and each paragraph
that reflects a higher classification
than applicable. Deferred marking is
permitted by the ISM, which is a more
practical approach to the problem
than conducting a major restamping
“sit-in” campaign. But if we choose
to restamp only when the document
tloats back through the master controel
center, we must continue inventorying
the custodian. And this is what most
of us do. For one or two reports, the
spiral-bound document can be hand-
stamped without undue time, provid-
ing it does not have three or four
hundred pages. For a substantial
number of secret manuals, such as a
thousand or more, the initial savings
with the use of the spiral binding is
eaten away by the expensive hours
required to stamp them as down-
graded.

While I have barely touched on all
the frustrations of the middle man
involved with classified material con-
trol, my time is limited today and
there is one other brief point that I
must mention.

Retention requirements and author-
izations present an arca of concern

““for the classified records control de-

partment. It appears to be the desire
of most companies, large or small, to
retain everything they generate during
their performance on a classified con-
tract, from original drawings to the
final report. It also seems to be the
desire of some engineers to retain
every report printed which reveals
their names as authors. 1o retain
classified material, even as little as
two years, requires retention approval
requests, master classified maierial
control inventories, suspense file no-
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tations and continued accountability
record keéping. While some contrac-
tual documentation may be essentially
retained as classified archive items, 1
have seen the majority of rcicntion
approved material gather only dust
during its retention period. Contract-
ing officers having
authority to approve retention re-
quests would do us a kindness to
search more closely the advisability
and practicability of classified docu-
ment retention.

administrative

If you can visualize in vour minds
the picture of an old fashioned three-
minute egg timer, which is shaped
with two large glass sections divided
in the middle by a small area that the
sand flows through, you will see also
the position of the man in the middie
of classification management. The top
portion of the timer represents the
Department of Defense and the lower
portion of the timer represents the
classified information user or industry.
We in the middle sift the classification
system sand regardless of which way
the timer is turned. As DOD develops
new requirements for safeguarding
their classified information, those of
us in the middle strive to find prac-
tical, economical, and efiective ways
and means to meet their demands. We
sprinkle as much informative sand as
possible onto both 2GD and industry.
But it appears that we can never do
enough for either portion of the timer.

With the ISM always on rop of us
and ihe demands of indusiry always
with us, we hope for the strength to
accept what we cannot change, cour-
age to change what we cannot accept,
and the wisdom to know ihe diifer-
ence. Thauk you,
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WILLIAM C. PETRU

Hewlet-Packard Company
From time to time in my profession

as librarian, 1 feel the need to lcncw

my energics by seeking fresh ins;

tion and guidance. 1 do this sunply
enough by turning to a small, precious
(to me) pamphlet 1 have in my
personal library. Enttled The Li-
brarian’s Almanack, it was {irst pub-
lished in 1773, in New England by
a respected bookman named Jared
Bean, who had somewhat singular
notions of what constituted library
service. I was impressed when I turned
to Mr. Bean recently and discovered
to what an extent his ideas coincided
with 20th century thoughts, especially
the thoughts of the National Classifi-
cation Management Society. I would
like to share some of the more inspir-
ational messages from the almanack
to show you the wisdom of 18th
century American librarianship.
*“The Librarian may be jusily com-
pard with him who keeps an
Armoury of Weapons . . . Like that
other Keeper, it is his Duty to see
that his Armoury (which is the
Library) be well stock’d with the
fittest Weapons, and that they be
put into the hands of such as can
use them at the proper time.”

Mr. Bean continues: (I have altered
the word “book” to “report” through-
out.)

“The Metaphor need not stop at
this, neither, for even as the Weap-
ons of the Armoury are unfitted for
the hands of all, so the Reports

el Y Ay

We can find no fault with that state-
ment!
“. .. It may be scen now-a-days,
when Demagogues and others of
shallow intellect seeh o st up
sedition & revolt . . . that it is as
Custos Librorum. . . or Guardian of
ihe Reports, ihat the Librarian

exercises his true function.”

Ah, can there be any doubt that
when 1 read such passages, that my
tlagging spirit is revived in day-to-day
battles with the security of our na-
tion’s secrets? Is it any wonder that
as “a person of sober and Godly life,
learn’d, virtuous, chaste, moral, {rugal
and temperate” (Mr. Bean’s character-
ization of a librarian), I feel worthy
of my position of trust? I am sure
that the gentleman who grants per-
sonal security clearances could not
find fault with such a noble character-
ization.

There are two more short passages
I want to share with vou from the
writings of the Old Librarian. If you
have any lingering doubts as to his
phenomenal foresight into the 20th
century, these passages should lay such
doubts to rest.

“Keep your Reports behind stout
Gratings, and in no wise let any
Person come at them to take them
from the Shelf except yourself . .

It were better that no Person enter

the Library . . . and that the Re-
ports be kept in Safety, than that
one Report be lost, or others Mis-
plac’d. Guard well your Reports—

this is always your foremost Duty.”

(the Weap-ons over which the Li-
brarian is Custodian) are ofttimes
dangerous & harmful if they come
to the hands of persons ill-fitted to
peruse them:.”

I we librarians were permitted to
follow that philosophy, I would not
have to be here today. Indeed, there
would not perhaps even be a Naticnal
Classification Management Society.

e TR A AR e R Y ATk
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To continue, Mrv. Bean mstructs me
that;

“So far as your Authority will
permit of it, exercise great Discrim-
ination as to which Persons shall be
admitted to th¥ use of the Library
. .. Question cach applicant closely.
See that he be a Person of good
Reputation, scholarly Habits, sober
and courteous Demeanour. Any
mere Trifler, a Person that would
Dally with Reports, or seek in them
shallow amusement, may be Dis-
miss'd without delay.”

With these words spuiring me on,
I contacted several of my sober and
moral colleagues over cocktails in
order to glean from them as much
knowledge and experience as possible
about our problems in the handling
of classified material. The first re-
action (besides the hiccup) 1 received
from my colleagues was one of stony
silence, when 1 asked them to discuss
security. I gathered that it is somehow
unpatriotic to discuss the handling of
classified information. The system has
been imposed upon us, by higher
authority, with good reason, and that
is that. Finally I managed to elicit
sOIe responses.

In my experience 1 have found that
librarians tend toward excess caution
when it comes to keeping secure the
thousands of classified reports they
are generally responsible for — with
good reason. Many of the files which
are constructed for the handling of
classified material are dictated by the
requirements of the Industrial Secur-
ity Manual. The librarian ends up
with a proliferation of files and a
much more claborate system ot con-
trols and checks than is ever found in
an unclassified library.

40

When the Anr Force security man
shows up on a quarterly check with
a list of decument control numbers
which he says represent reports
charged to the library, 1 had better
have a file of document control num-
bers available which readily idendfy

ihe library's holdings. With this one

{ile everything would be fin¢ if, as
Mr. Bean advocates, the reports stayed
permanently on the shelves. But se-
curity men have an uncanny sense ot
ferreting out items which are never
exactly where they ought te be. 1f
the report is in circulation, more files
are necessary in order to maintain
accountability. There is a circulation
card with the man’s signature, filed
by the library call number. There is
a record of this report filed under
the man’s name, so that if he should
terminate the employ of the company
he can be cleared of all material he
may have which belongs to the li-
brary. If the report is secret, there
must be on file a valid need-to-know.
1f the man picked up the document
in the library, I must have on file a
card which authorizes his entry into
a controlled area. If the report were
sent to him through the in-plant or
outside mail, there must be on file
signed receipts. I wiil not even discuss
the agonies which are gone through if

a report is not on the shelf or in

circulation!

But remember that the circulating
report must someday come back to
the library, in which case all the files
must be cleared. The single act of
circulating a classified report, occur-
ring dozens of times a day, takes up-
wards of five minutes per item, as
opposed to the few seconds for an un-
classified item. I think I have made
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my point that the handling of classi-
fied material is far from a simple pro-
cedure in a library. Incidentally, all
of the records and circulation files
shouid be kept in the closed area also,
since they represent classified material
albeit not classified themselves. Very
irequently the library must then main-
tain scparate files for books in some
other area-—thereby duplicating work.

We all know what a boon automatic
downgrading is in reducing the giow-
ing backlog of classified literature.
Speaking as a librarian, I approve the
principle but reject the practice. The
reason is simple: the great amount of
work necessary to keep abreast of the
numbers of documents caught up in
an automatic downgrading system. In
a library of any size, at least one clerk
would be needed full time for the re-
marking of the reports and for the
vast job of correcting all the library’s
records of classified material. Gener-
ally, I think you will find that Ili-
brarians are not performing as yon
may think they should in downgrad-
ing. After all, if a downgraded
unclassified report is treated as con-
fidential we are still maintaining
security, and the system for continu-
ing to handle the document as

confidential is already set up and

functioning.

There is only one case I know of
in which librarians w:ll fight to switch
a classification. When the Technical
Abstract Bulletin of the Defense Docu-
raentation Center was made confiden-
tial in 1967, one of the most important
tools we librarians and many engi-
neers and sciewntists have was removed
from ready accew. The reasons 1
heard given for this reclassification
were not logical, and somedav I would
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appreciate hearing what DOD’s think-
ing was.

DDC personnel tell me that al-
though 1ndividual reports may not be
classitied, when they appear in an
index in the company of many other
reports they constitute a body of re-
search ctforts which may be of some
valuc to unauthorized personnel;
hence, make it confidential. The logic
of this escapes me when 1 think about
the bodies of research cfforts which
are revealed in the NASA STARs,
Nuclear Science Abstracts, and the
U.S. Governmeni Research <~ Develop-
ment Reports, all of which contain
government-contracted work and
none of which are classitied. I read
in one of Bob Donovan's papers in
Security World that even the super-
secret ClA receives 809, of its in-
telligence {rom the open literature. I
sincerely hope something can be done
about declassifying the TABs.

It is safe to assume that none of
us would be here unless we were
interested in the overall administra-
tion of security programs. There is

something 1 would like to bring up °

hoon omm ntal | -
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librarians which is at variance with
the statement that we all are inter-
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ested in overall security. That is,
‘whatever agency it is that has cog-

nizarice over a facility is interested
only in its own reports, and those
{from any other agency are of no
regard. There is o agency, apparent-
ly, which is not guilty of this, because
I have had discussions with librarians
who represent AEC, DOD, and NASA.
Does this feeling stem from old service
rivalries? I wish the Old Librarian,
Jared Bean, had someihing to say
about this, but he has let me down.

11
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Just as in our hom:es, onc of the
hazards of libraries is the mailing list.
Once on a list, always on a list—
including those mailing lists for classi-
fied information. Just a few months
ago 1 reccived a report, fortunately
unclassified, which still listed my
narmae on its distribution list. It has
been (wo years since 1 have had any
interest in the subject field, but ap-
parently my writing to the distribut-
ing agency at that time had no effect.
In my present position I have given
up trying to halt a duplication of
reports coming from NASA, the sec
ond copy being addressed to a man
who terminated three years ago. I
deliberately rip up the notices this
man receives from NASA which state
that he will be dropped irom the
mailing list if he does not respond.
Don’t you believe it. The profusion
of unwanted documents which resulis
from these mailing lists is consider-
able. The destruction of this material
—especially if it is controlled in any
way—becomes an expensive and time-
consuming chore.

1 complained a minute ago about
mailing lists. There i+ one type of

list that should be cncouraged. These

are the subject field of interest regis-
ters which permit libraries and others
to receive reports automatically as
issued in subjects of continuing in-
terest. The lists established by the
Chemical Propulsion Information
Agency are examples of this excellent-
ly functional method of distributing
reports.

Since standardization seems to be
the order of the day, librarians feel
that some international cooperation
may be possible for classification
terms. Some libraries become more
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deeply involved than others in report
literature from foreign nations, but
no matter the number of reports, these
always constitute a problem because
of the different terms used. For ex-
ample, that delightful term “discrete”
used by the British. 1 perhaps should
not limit a cempliint about classifica-
tion terms to foreign lands, since those
in the United States are far from clear.
Just exactly what does “official use
only” mean? A security man once told
me the term means ‘“use your dis-
cretion.” I know that my discretion
is iafallible, but what about all the
other librarians? A question arose in
my experience concerning the handl-
ing of reports marked “confidential/
Restricted Data.” Should they be
treated as confidential or secret? To
be on the safe side—which 1 suppose
is never the wrong side to be on—we
handled them as secret. But think of
the extra work that could be saved if
these reports can be handled as
confidential.

Since you people are policy makers,
perhaps you are in a position to make
another rule. In the publishing of
proceedings, symposia and confer-

_ences, every cffori should be made to

keep like classifications together and
in separate volumes. Time and again
an unclassified paper wili appear in
a classified docament, thereby mak-
ing the unclassified classified for all
practical purposes. Kequiring similar
classifications to be grouped would be
of immense help.

You will find that because it is so
difficult to get some reports, librarians
tend to hoard once the reports are
retrieved, even if there is no current
interest. This is especially true with
secret reports. Hoarding creates space
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problems, creates more records in the
library and in central document con-
wrol, and 1is in fact against security
regulations. But when balanced with
trying to reirieve the document at
some: future date all over again, then
hoarding does not appcar so bad.

This may be the appropriate place
to say that 1 could not have ifunc-
tioned without the cooperation and
understanding of the company secur-
ity supervisor in any library 1 have
been in. They have bent rules if
necessary to help me—not to get away
from security but to aid in the handl-
ing of thousands of classified docu-
ments. I have a strong feeling that
they, like librarians, are as Mr. Bean
states: ‘‘sober, virtuous, moral and
temperate.”

I will close with an admission. The
Old Libravian’s Almanack from which
I quote so freely was actually written
in 1909 by a distinguished librarian
named Edmund Pearson. It is a pleas-
ant hoax. Even so you mus. agree
with me that a librarian writing 60
years ago had uncanny insight into
our problems. I still feel that Mr.
perfect solution to the librarian’s se-
curity problems when he says:

“Be vigilant your Treasury to keep,

In watchful care know necither rest
nor sleep; .

All other Readers better far keep
out

Than put the safety of your Reports
in doubt.”

TRAM PRITCHARD
Lockheed Missiles and
Space Company

It is a pleasure Lo appear before
a group of individuals whose function
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is so important to today’s industrial
activity, especially that industry as-
sociated with military contracting.

I am surc your job is often un-
heraided, thankiess, and sometimes
resented because people naturally re-
sent control and your job is control.
We all, however, rcalize the import-
ance of properly protecting informa-
tion both from the standpoint of
the nation’s security and from the
standpoint of protecting our coni-
pany’s competitive position. Infor-
mation falling into the wrong bands
can jeopardize our very lives. Infor-
mation that gives our company an
edge falling into the wrong hands can
seriously jeopardize our livelihood.
Adequate protection of both security
and proprietary information requires
careful control to be administered by
knowledgeable people.

Representing the engineering side
of the house, I must say that some-
times we do resent this control because
oui job doesn’t get done as rapidly as
we had hoped, when it bcecomes evi-
dent that it contains classified infor-
mation. No matter how helpful you
gentlemen are, documents bearing any
level of classification just don't flow
smoothly through any system in the
same time that unclassified matter
makes the journey.

In addition, restrictions on avail-
ability and handling of classified in-
formation after it has cleared the
system become irritants. However,
these are irritants we recognize must
be accepted because of the importance
of proper protection.

By no means am 1 here today to
complain. If all of you here serve
your company as well as the gentie-
men in this activity who perform this
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service in our company, you are col-
lectively to be commended. Really,
1 am here today to open Pandora’s
box and discuss somc potential prob-
lems of the future. 1t seems that each
time we make a technological advance-
ment in the creation and handling of
data, problems arise. Problems of the
past have been extremely minor com-
pared to some we are going to face in
the very near future.

An cxample of past problems was
the advent of 35mm microfilm. When
we started using it, both internally
within our company and as a medium
of data delivery, the legibility of se-
curity markings became a thorn in
our side. We had all developed our
various legends in either pre-printed
or stick-on form for documents to
reproduce legibly in full size. How-
ever, when we started recording these
same documents on 35mm microfilm
this legibility did not hold up. There
was only one thing left to do and
that was to increase the size of the
letters in our security legends and this
proportionately increased the size of

the legends to the point that they now
are, in some instances, encroaching
severely into needed drawing arca on
engineering drawings. The penalty we
pay for this is the use of more sheets
for the drawing or laiger sheets.

The technological advancements of
tomorrow pose entirely different prob-
lems, both in the identification and
proiection of security information and
proprietary information. In my tur-
ther discussion, I will make reference
only to security classified information.
However ihe problem is virtually
identical in both categories.

The technological advancement to
which I now refer is commonly called
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the Computer Aided Design Tech-
nology. This 1s an intcractive system
whereby an enginecr in direct man/
machine relationship with a computer
crcates his product design. The com-
puter will perform his massive cal-
culations and minor service functions
to develop, finalize, and proof his
design. This occurs from the level of
component through system and end
product. Today's powerful computers,
plus the development of the cathode
ray tube as an input-output device,
not only make the use of the computer
in this fashion feasible but an ac
tual accomplishment. The engineer,
through the use of a keyboard, will
input digital information and instruc-
tions to the computer, and through
the use of an electronic light pen adds
pictorial information. The informa-
tion thus stored will be subject to
recall and display on the CR'T for
revising and reentry into the com-
puter memory. This system in its
fully operational phase will provide
for the computer to do all of the
stress, aerodyrainic, thermodynamic
and other considerations to which a
design meeds to be subjected.
Throughout the design phase the
compuicr can evaluate the design step
by step to the parameters of the cnd
product and inform the engineer of
any inconsistencies that may occur
during the progress of the design. The
output of the system will be, as we see
it now, in comparatively conventional
graphic delineations in either ortho-
graphic or perspective as requested,
specifications, manuals, etc. However,
in the development of a product de-
sign a very large percentage of the
information developed will never be
reduced to hard copy but will remain
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in memory storage as bkackup {or the
finished output.

As total systems arc implemented,
the majority of the communication
of information will be conducied
through remote CR'1 units where a
display of required information will
occur simply thiough an inquiry to
the Gata bank. In addition, much of
the information will be utilized in
digital form to drive numerically con-
trolled manufacturing machinery.

This technology is a reality and is
{unctioning now in relatively limited
areas, Broad application—in fact ap-
plication broad enough to utilize this
type of system for a total product de-
sign—is not too far in the future.

The identification, handling, con-
trol and transmission of classified or
proprietary information under these
conditions presents an extremely
serious problem that must be solved.
Some of the problems are as follows:

(a) How do you establish the classi-
fication of information that is trans-
ferred directly from an engineer into
a computer memory without benefit
of hard copy in any form for review?

(b) How do you control a situation
where two bits of information, each
in themselves unclassified in nature,
assume a classified category when com-
bined, and this information exists

- only. in a computer memory bank
subject to recall by authorized peeple,

either singly or in combination? The
individual authorized to access the
system may have need-to-know for
certain aspects of the information
and may not have need-tc-know, or
the proper clearance level, for the
classified information when it is dis-
played in combination.

Degrees of these problems presently
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cxist. The full 1mpact will be here
when this technology is fully imple-
mented. The identification, handling,
control and transmission of classified
or proprietary information under
these conditions presents an extremely
serious problem that must be solved.

Industry and the government can-
not atford not to take full advantage
of this system because of its ability
to do a far superior job in designing
complex products more economically
and in a greatly shortened time span
and also provide a higher level of
reliability confidence. Friends, it's
coming. How are we going to handle
it?

Coupled with this and made pos-
sible by the same means, that is the
powerful computers we have today
and the much more powerful com-
puters we will have in the not too
distant future, will be the total “Intc-
grated Data System” to serve as the
key for managing a project, directly
accessibie by company management
and by customer management. This
is a requirement that will soon be

upon those of us in the business of
contracting with military organiz

tion.

The requirements will be something
like this: All of the information (data,
if you will) necessary for the contrac-
tor to perform to the obligations of

a contract will be required to be in

a central daia bank and be direcily
accessible by customer personnel. The
depth of inquiry will be restricted by
agreement :wnd the contract will
specify these setback levels of access
penetration.

The desirability of the integrated
information or data system cannot be
disputed. (1) It provides company
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management a constant ovcrview of
the progress and problem areas in
accomplishing a project.  (2) 1t will
eliminate the very cxpensive reports
that we are now required to provide
to a military customer that contain
information that is outdated long
before their delivery. The philosophy
of the military in setting up the re-
quirement is to cause the company
management to do a more effective
job of managing and to allow them,
the military, an cpportunity to receive
information in time to make meaning-
{ul decisions.

The question to you gentlemen is
this: How do we protect classified
information and proprietary informa-
tion created in this manner? Frankly,
1 don't have any answer. I just have
a question which must be answered.
Hopefully, this discussion will open
the door for consideration that will
provide the answers by the time they
are needed.

JOHN A, BYRNE
Stanford Research Instifute

The phrase “man in the middle”
connotes 2 person somehow caught
between opposing forces or groups. In
my case, as editor of reports docu-
menting research and development
projecis, anc is represented by a large
band of fellow SR1 employees—sci-
entists and engincers-—who wish to
communiczic with other scientists and
“rengineers, with administrators, and
with decision makers. On the other
hand is an unseen group who must
ensure that the communication takes
place in controlled and protected
channels so as to avoid compromis-

ing the security interests of the
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United States. While 1 seldom see this
second group, 1 am continually made
aware ol their presence by a stream
of requircments, procedures, and spec-
ifications. Were this material consist-
ent, clear, and concise, the position
in the middle would not be particu-
Uniortunately, the
guidelines are often opaque, prolix,
and inconsistent from one statement
to the next, and seldom the same from
one research sponsor to the next. In
an operation such as Stanford Re-
search Institute which performs hun-
dreds of research projects for dozens
of DOD agencies, poorly defined, un-
clearly presented, and conflicting re-
quirements make the editor’s life
nightmarish.

‘<he scientist or engineer writing
an R&D report is likely to take a
simplistic view of security require-
ments: Stamp the entire document
with a single classification and down-
grading group and forget it. 'This gets
the document printed and out, which,
at that mowment, is the only important
consideration. The resulting horrors
of overclassification seldom come
home to practitioners of this approach
until they have need for information
from a similarly classified document.
There is then eloquently expressed
contempt for a system wherein needed
and . probably unclassified data are
hopelessly buried in a highly classified
document.

The actual security requirements
can be hard to pin down. Sometimes
the position is “We don’t care how
you protect your classified material so
long as you do it right.” Other times,
the requirements are spelled out in
minutely detailed specifications that
are totally impossible to meet with

larly onerous.
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the available vme and cdassification
ciiteria,

Some will argue that there is really
no problem, since security require-
ments are ultimately sct forth in DOD
5220.22-M, Industyial Sccurity Manual
for Safeguardmmg of Classified Infor-
mation. Let us facwe i The /5M 1s
not a masterpiece of cither lucidity or
clarity. Neither are the many report
specifications now being put out by
various user agencies, almost all of
which call out the ISM and incorpor-
ate its provisions by reference. Neith-
er, 1 fear, are the Standard Practice
Procedure manuals prepared by con-
tractors to meet the requiremernts of
the ISM. In the last case, part of the
difficulty is z tensency to echo or to
copy verbatim ‘the language and
phrasing of the ISM-—probably, I
suppose, because following DOD’s
ianguage leads to minimum difficulty
when the SPP is up for DOD ap-
proval. Examples—when they are pre-
sented—tend to create as much con-
fusion as they dispel.

Consider the situation surrounding
the basic element of classification.
For some years now, 1 have bheen
haggling with scientists and engineers
to mark each page with its own ap-
propriate classification. These gentle-
men, as I have noted betore, would
prefer just to assign a single classifi-
cation to the entire document and
avoid the complexities of classifying
the elements one by one. Thus, what
happens when the basic element of
classification is shifted trom page to
paragraph? An argument develops
over the meaning of paragraph, for if
this word is locsely enough defined,
the marking requirements are looser
than before.
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Webstey’s Thivd New International
{ictionary neatly summarizes the two
schools of thought about the word
paragraph. On one hand, the para-
grapht is “A disunct scction or sub-
division of a written or printed com-
position that consists of {rom one to
many -sentences, lorms a rhetorical
unit (as by dealing with onc particu-
lar point of the subject or by compris-
ing the words of a distinct speaker),
and is indicated by beginning on a
new usu. indented line.” On the other
hand, paragraph also describes A
usu. numbered article or section of
law or legal document.”

Remember that the scientists and
engineers who prepare reports want
to minimize the time required to deal
with security considerations. Thus, if
one accepts that the DOD means that
if a major section of a document is
numbered (or otherwise uniquely
identified), it is perforce a paragraph
and can be disposed of with a single
classification marking. All that is
required is judicious christening.

On the chance that the framers of
the ISM had come to grips with the
meaning of paragraph, we turned io
the section of definitions, which offers
clarification of such knotty terms as
“Colleges and Universities” and
“United States.” Unfortunately, there
are no entries between “Official In-
formation” and “Parent-Subsidiary.”
The ISM does offer one boxed
example:

(S) (FRD) This is an illustration of
how a paragraph containing SECRET
FORMERLY RESTRICTED DATA shall
be marked.

T

Three lines below this boxed example
of marking a gramniatical paragraph
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Is 4 cross relerence o Paragraph 3ar
of the IS
Bu. even if we accept that the De-
parument of Defense is thinking oi
the rheworical element rather than the
numbered scction when the word
paragraph is invoked, we are not out
of the woorls. As 1 have stated before
the user agencies have their own in-
teresting  systems. The U.S. Army
Electronic Command’s Specification
SCL.-2101Q, for example, states that
“The classification of a paragraph,
chapter, or sectionn of a classified re-
port shall be indicated by inserting
the appropriate classification in pa-
rentheses at the beginning of such
paragraph, chapter, or sectiom, im-
mediately  jollowing the numerical
designation (emphasis added). For an-
other example, the instructions for
DD formx 1473, “Document Contro!
Data—R&D,” which is required in
every research report prepared for
every agency of DOD, gives the iol-
lowing instructicns for marking the
report abstract that is to be printed
on the form+ “Each paragraph ol the
abstract shall ¢nd with an indication
of the military security classification
of the intormation in the para-
graph . . .’ (emphasis added). The
Air Force's MIL-STD-84 complicates
the issue stiil further with its require-
mt: “The classification of each
“waragraph will be marked when
‘b n are differences in their classi-
fwi ion. 1f one subparagraph 1s
raarked, then all subparagraphs in
that paragraph will be marked.”
Even assuming for the moment that
we all know what a paragraph or sub
paragrapa is and that we agrec that
we will atiempt to determine the
classification of each paragraph stand-
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ing alone, on what basis will we form
cur decision? The answer, ol course,
is o be found on DU Form 254. 1 an
prepared to accept the suitability of
this form 10 descrihe the level of
protection to be accorded 1o various
cleinenis of an operating hardware
system, althouglh there may be veople
in this room who might argue agaiusi
any such acceptance. The form is cer-
tainly unsuitable to describe the level
of protection to be accorded pen ard
paper analyses of hypothetical systems
—which is uften what is required in
assigning a classification o a given
pavagraph of an R34.D report.
Constrier now the further compli-
cations of the downgrading groap.
The ISM requircs thar the decrunent
be marked with the group of the most
highly restric.e<d element contained
within the dncument. There iIs a pei-
missive statement: “Whenever a use-
ful purpose will be served thereby:
each separate paragraph :may be
marked to siiow the automatic down-
grading and declassification grouwn
that applied to its contents.” The Air
Force's MIL-5TDN-847, however, did
away with permissiveness:
“Whenever there are differences in
the automatic downgrading-declas-
sification grouping of the various
paragraphs or illustrations in a re-
port, each classified paragraph or
illustration will also be marked (in
addition to the classification mark-
ing) to show the automatic regrad-
ing-declassification group that ap-
plied to its content. The regrading-
declassification abbreviation will be
in separate parentheses and wil)
foliow the classifiration marking,
as (C-RD) (Gp-1), for Confidential
Resiricted Data—Group 1.7
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I cdloubt that most contracting officers
or technical monitors could meet this
requirement readily and consistently.
1 have never, in my own experience,
seent paragraphs so marved and 1 sus-
pect that this requirement is seldom
mict.

This discussion of the mechanics ot
paragraph classification is illustrative
of many other equally frustrating am-
biguities and inconsistencies In the
millenium, of course, a singie specifi-
cation would cover reporting of all
research conducted tor all agencies of
the DOD. Such a specification is no
neadrer than a single uailied service.
in the meantime, then, what is needed
are well-written, well-llustrated, con-
sistent, logical specificaiions, that can
reasonablv be et Ly contractors. The
alternative of continuing the present
hodgepodge will result in continued
increase in the cost of government-
sponsored yoscarch o offset the cosis
of compartmentaliziag and identify-
ing each snippet of information to the
sponsor’s own unique system, and the
continued overclassification ¢f a large
part of research results. The conse-
quences of this alternative are clearly
detrimental to the cconomy and the
scientific future of the nation.

DONOVAN: Thank you, Mr.
Byrne. T will now open the discussion
up for any questions irom the floor.

LORRIMER McCONNELL: I
have a question for Nr. Pritchard.
I wonder if you know of any computer
data management system of the kind
vou describe—the kind that describes
not on paper but within the com-
puter guts as well—which utilizes
classified information. If so, what
kind of controls exist?

PRITCHARD: I know of one sys-
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tem that has been developed. I don’t
Know if it has classified information
icorporated at the present time.
However, the special program Mr.
Miller is planning to write will say
all information required 1o manage
the product and will be administra-
tively controlled. This certainly will
get into the area of classified in-
formation. Bocing Aircraft in Seattle
has a system in opecration, a system
in conuract with the Air Force.

MILTON PARKS: I address my
guestion to Mrs. Horn.

I would like to know her feelings
on the combining of document control
and the library functioas as one unit;
or does she fcel they should be
segregated?

MRS. HORN: Well, I experiment-
ed with it combined as well as apart
and, well, it was—actually, they dis-
approved of moving classified infor-
mation into tne library. Librarians
at that time were not as familiar with
all ihe clearance requirements as they
are now. We have much the better
system by having it separate:l.

PETRU: I would certainly like to

see the twe systems get together. 1
ihink, in Mrs, Horn's experience, it

was unfortunate. It was one of many
trials that didn’t cut the mustard. But
very definitely, the 1wo systems
should be together. Thev cooperate
closely together. It is almost a shame
not to have them together.
PARKS: How asbout archives?
PETRU: Do you mean company
archives or limited material?
PARKS: Ciassified material and
company archives. hould that be pari
of the library and center, or—-
PETRU: I have had some experi-
ence with thai. The company is re-

49




o

sponsible for the archives, and it
worked out very, very well because we
had the system well sct up. Not only
could we get the material in the sys-
tem and gci it out, but we used guite
a bit of backgreund information and
this type of thing, with nore, 1 sup-
pose, of the requirements from the
Industrial Security Manual. 1 states
that after the library has two copies,
that is it

MRS. HORN: I don’t want to
argue about this, but we have (o
think abcut retaining the archives.
Time was, we could keep these in-
definitely. We are still keeping the
siuff, but now, of course, we must
request approval for retention for two
years. After two years, who follows up?
We are trying to follow with ar of-
ficial contract, or tryiag to get rid
of them, and I feel this is something,
again, that we want to keep, among
the services we are performing con-
stantly on this raaterial.

PETRU: I think Par and I are
arguing at cross purposes. 1 think her
argument is such that it should bring
security or document control and li-
brarians closer together. 1 know the
situation I just described-—it was
United Technology Center—and they
di¢ all the paper work for getiing
approval for whatever is being 1e-
tained after the contract. I think therc
are many functions within any given
organizational group capable of stor-
age or of being the custodian; bat
there is really only one organization
that is psychologically oriented to g
something out of there, and thai
would be your technical library.

RICHARD BOBERG: I think cne
of the things we ought to be interested
in, in the $Society and as a group of
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sccurity people, is the fact that most
companics, or many companics, 1
should ¢y, can anticipate that the day
will come shortly when they will have
a cumplete information retrieval sys-
tem which may well include the docu-
ment control and library functions.
Ii will develop and no doubt include
a computer station, which will have
remote terminals and all the other
things that Lorry mentioned and dis-
cussed in all these areas. 1 think this
is the direction we are going. In other
words, when 1 say “information re-
trieval” I mean the information that
is at the disposal of the company,
classified or unclassified. If that is
going to come about—.and I think we
can anticipate it will come about—
then all the problems we have been
discussing today must be solved. This
is what Mr. Pritchard was getting at.

PRITCHARD: There is notlnng in
existence to-lay comparzble 1o the sys-
tem that I was atterepting to describe.
Anything that is in existence today is
less sophisticated illan what we are
going to see in iLc fuiure

PARKS: 1 wouid like to ask My,
Pritchard, too, if be has any fodesat
backing in the study of satepuarding
tire classified information.

PRITCHARD: Ho, all we have
done 15 talk sbout it ¥ might go inis
anothes facet of this. I am involved
in a group that s semi-advisory o the
OB, to we Olfice of Standavdization
Policies, on the subject of computer-
aided design. This is just a puart ot
the total data system and there hos
been some seiioas concere: about how
vhay is going to appen. The sitaation
i mentoned where one %it of infor-
maien in lisell is unclassifisd and ie
combination with other pieces of in-
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formacion is classified—1 recall years
ago, before 1 got my present level
of clearance, 1 had te develop some
informauon i combinaiion. When 1t
was finished, | was the oaly one that
had the knowiedge to put this all to-
gether, But when it was finished it
was beyond my clearance to know,
so 1 had to pass it G to somebody
c¢lsc—who couldn’t read it!
DONALD GAERRET™. On the
secutity problem in which electronics
are mveived i the compoter system
and there is awthorization oy classi-
{ied 1ndvrmation invaived, we are at-

tempting to gather information trom
which we can develop some standaid
method of approach for the classili-
cation of computer hardware and
software, particularly the software. 1
have not heard of any reports of study
which have reached any real conclu-
sion as yet.

DONOVAN: Just a word of ex-
planation. When we invited the mem-
bers of the panel we instructed them
that their primary function was to
present the questions to us, and not
necessarily the solutions.

PANMEL-FREEDOM OF INFORMATION VERSUS
CLASSIFIED INFORMATION

Fichard L. Durham, Moderator

DURHAM: As you will remember,
at last years meeting Conpgressman
John E. Moss described his new Free-
dom of Information bill that went
into effect on july 4. I talked to
Congressman Muass back in 1964, to
try to line him up, and we did carry
him on the program for the third
Seminar, and you did hear him speak
last year. It has been over a year that
law has been in existence. 1 thought
it would be interesting to see the other
side of the coin—what members of
the press and a public information
officer feel about this question.

LARRY . SiSK
San Diego Union and
Evening Tribune
Ladies and gentlemen, there isn't
much about the business of this or-
ganization’s members with which we
of the working press can argue or
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disagree. We are in strong agreement
that the national defense and future
of our country must be protected. We
acknowledge that some secrets must
be maintained to help achieve pro-
tection.

Secrecy means censorship, a dirty
word in the newspaper business, but
in censorship of information in the
interest of national defense, we strong-
ly support scientilic principles of
classification and enforcement to pro-
vide security.

At the same time, however, we don’t
go along with censorship it it is in-
tended to protect the personal security
of pcople in government, or public
servants.

We of the press are concerned with
and seek out information that affects
the public’s business, and this comes
primarily in the areas of the conduct
of government.

hi
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We are strong defenders of the right
of privacy, both personal and com-
mercial, when there is ne vublic in-
volvement, interest, or responsibility.

While recognizing the need to pro-
tect some information, we jeel we
have an obligation of equal import-
ance to make other information avail-
able to satisfy the public’s need for
that information and to satisfy the
public’s right to know.

We are not interested in protecting
inforniation merely because it might
be controversial, or because it might
be embarrassing to an individual
group. If it pertains to thic public’s
business, the public is entitled to have
it and make whatever disposition ot
the matter that the public deems
necessary.

I am not familiar with various
gradations of classificitions, such as
we have heard here. From the news
viewpoint, we believe that informa-
tion is either classified or it isi't.
Partial information or senti-secrer re-
strictions are confusing, if wot more
damaging than no information at all.
We caa’t ge along with the type of
partial classification thai makes in-
formation available so long as the
source is kept secret, or as the saying
goes, 1s off the record. The news
media, and our reporters who deal
with the military and ihe defense
manulacturing indusuvy, are delighied
that the business of clasilying las
been put o a professional basis aitd
that the people who do the classifying
are trained to know what s sensitive
and what is not, even i your terms
are likely to corduse us.

In the past, we have {elt ai times
that the warki gy of a document as
secret or restricied, of being told that
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a subject was classified, might be a
tip-off that ineptness, incompetence,
or dishonesty was being hidden or
protected. And under the Public In-
formation Act, the government of-
ficial must be prepared to prove that
Isn’t so.

Over-classificatian, anid lack of co-
operaiion when it is possible to ce-
operate, discourages the press. Your
corpany’s or department’s business is
entitied te greater public interest, and
through interest, public support. Any
atrogant attitude or reluctance to
cooperate when classilication is not
justified would be detrimental to the
pablic’s interest, because it would dull
the effort by the press 1o make needed
information available to the public.

We have very littdle difficnlty with
industry, hut we can’t say as much
fer some branches of the military
services when public information of-
Heels just don’t know and ave reluc-
tapt 12 find out. It is casiev for them:
to refuse to couperate than to go
higher for guildance. It would be a
grear help i all military or gov-
ernment  infonmation officers were
schooled in the principles and tech-
niques of classification.

One of the iritants receatly was
repotted ia the New Vork Times. A
top Marine Corps officer, in speaking
to a group of other officers in his
branch of the service, warnea ihit
other services were undermining and
threatening the future of the Marine
Corps. Top brass of the Corps
stamped the text of this speech as
secret. Surely there was no elerment
o! the naucnal defrnse being at stake.

Aunother example: the Air Force
classified a table ot ballistic missile
trajectoncs as seciec.  These trajec-
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tories, I wa: whd and as you probably
know, are governed by the simple laws
of nature and can be determined by
any student of physics.

An example of the misuse of secrecy
publicized fairly vecently was when a
list of contributors to a party fund in
Washington was marked classified. 1t
was intended to keep sccrct the fact
that there had been a soliciiation to
provide funds for liquor.

When I was working for the gov-
ernment i1 World War 11, 1 was scnt
a supply of maps which were marked
restricted because they showed loca-
tions of war production establish-
ments and military bases. However,
across the street from my office was
a bookstore where the identical maps
without the government stamp could
be purchased.

In the field of war production in
those days—and the same is true, even
more true, in defense production to-
day—it was disconcerting to seek
information at the source, to be
informed that the material was classi-
fied, and then pick up a maga:ine in
the public domain containing that

. .
2f +
information, And today it is not 66
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unusual for so-called classified tech-

nical information to appear in the
trade press, complete with detailed
explanatory drawings, or even photy.
graphs.

When we members of the press
assert that the public has a right to
know, we acknowledge the fact thai
the Constitution, which provides tor
freedom of the press, does not con-
tain any guarantee that the public has
any right to receive information. The
right to know, and freedem of infor-
mation, are implied, if not clearly
stated. Knowledge and information

NCMSJ-—I1968

are needed by the people if they are
to benefit from the freedom of press,
freedom of speech, and right to
asscmble.

It justice and government are f{airly
administered as basic to a society that
is healthy and {ree, so is public access
to the public’s business and the pub-
It’s right to know how its business is
being conducted. The more this gov-
ernment becomes secret, the less it
remains free. To diminish the people’s
inforrantion about government is to
diminish the people’s participation in
government.

Here in California our right to
know has been enacted into law. Our
government code provides, and to
conclude, 1 quote:

“The Legislature finds and de-
clares that access to information
concerning the conduct of the peo-
ple’s business is a fundamensal and
necessary right of cvery citizen of
this State.”

Thank you.

HERBERT BRUCKER
Stanford University

Ladics and gentiemen, it 1s true 1
now work for Stanford University,
but I speak to you as a—1 was going
to say reformed—Dbut maybe I should
say retired newspaper editor. 1 was
one untl two years ago, and 1 speak
from a newspaper point of view.

I live in a simpler world than I.arry
Sisk, who started out by saying there
1s a qualification of the right o know
in the interests of national defense.
I have a simpler formula thit 1 can
put into the form of a classic syl-
logism. My syllogism goes iike this:

All censorship is bad.

Classification is censorship.
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Thercfore—well, you can draw

your own conclusion.

Perhaps that is cunough. That is
really all ¥ want to say, on behalt of
a point of view I think it is in danger
of being lost.

‘The newspaper problem starts with
the judges and the lawyers, in a con-
troversy over fair trial versus free
press. Obviously, both fair trial and
free press are fundamental righis.
Neither one should override the other
But when you get to talking with
lawyers and judges, you soo- find
them so concerned with their own
interest, which is fair trial, that they
tend to lose sight of the other right,
a press free to inftorm the public.

I was struck with the need for up-
holding the public’s right to know
this noon, when Mr. Marshall was
speaking about the extraordinary
labyrizth that the AEC seems to be.
Its basic premise seems :o be “All
censorship is good,” directly the op-
posite of mine,

Everything that happens in AEC,
if it is born there—I supp: se even if
somebody tells a joke there—is auto-
matically classified, This is a kind of
worid that 1s hard for the American
people to get along in.

It reminded me of a Maine skipper
I heard about. In thc old days, one
of the clipper ships was going to
China or the South Seas, and ran into
a hell of a storm. The skipper was
hard-boiled, bound to go there and
get back again, He was carrying an
awhil lot ol sail in the storm, so the
crew began to get resuive. Finally, the
first mate thought that the crew was
right, that this was getting to be a
pretty risky business. He took his
courage in his hands and went ap and
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shouted to the skipper, ! ir, wouldn't
it be all right to take in some of the
saily”

The skipper drew himsell up and
shoated over the siorm, “Mister, il
1 want from you is silence-—and damn
little of that.”

It is amazing. We all grew up in
a different world from this. Ours
used to be an open society, but now
much that is important to a self-
governing people is classified and
therefore secret.

Incidentally, when newspapermen
say secret, they don’t mean a given
level of classitication. They mean
secret—something the insiders don’t
tell anybody. Our whole way of
doing things depends on information,
and that means free access to infor-
mation.

There is a man, a professar of polit-
ical science down at Stanford, Hugh
Marshall, who has an interesting
thesis. He is working it up to a book.
His point is that technology has
changed our world so incredibly that
people can no Ionger keep track of it.

Suppose the Ceorps of Engineers
wailts to build a dam in the San I'ran-
cisquito Creek, down where I live at
Palo Alto. Well, when George Wash-
ington, or Thomas Jefferson had any-
thing like that to do the ordinary
citizen and the President of the
United States both had a common
basis of information. Each was equal-
ly competent to reach a judgment as
to whether the bridge or road or dam
should be built.

Nowadays, our techinelogy has given
us a world that nobody can under-
stand. Neither the citizen, nor the
President of the United States—nor
the newspaper editor--really knows
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enough to decide whether the TFX,
or F-111, airplane should or should
not be built. The experts have us all
at their mercy, and with their classi-
fication they don’t always tell us what
it 15 all about. It is getting to be in-
creasingly difficult to make the polit-
ical judgments on which our system
1s founded.

Therefore 1 think it is useful that
you are having this session. 1t enables
us to air this other side, the public’s
right to know, which tends to be for-
gotten. You people are in business on
the other side of the street. I think
it sometimes does us good to rehearse
some of the basic things that we
learned in high school civics class.
For example, there is the classic quota-
tion on this subject from President
Madison. “Nothing could be more
irrational than to give the people
power, and to withhold from them
mformation without which power is
abused. A peoplc who mean to be
their own governors must arm them-
selves with the power which knowl-
edge gives. A popular governmient
without popular information or the

- fam e
nmeéans oy Al

l.l.lvt!,
loguue to a farce or a tragedy, or
perhaps both.”

This is why I think it is important
that people in your business should
always be looking over your shoulders
and saying, ‘““There is a public out
there, on whose level of information
we ali depend, Whai about them?”
When we get too tangled up in eso-
teric information and caunot make
judgmenis because information is
withheld from us, how in the world
are we going to get along?

Now 1 will nake this concession
that dents my basic premise that all

P R
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censorship is bad, namely that I recog-
nize that we live in an imperfect
world. And in an imperfect world
there 1s sometimes some basis for
classification. Otherwise we wouldn’t
have any National Classification Man-
agement Society, and we wouldn’t be
here. But, given that point, we must
always remember that this is not a
onec-way street. There is always a place
for that fundamental foundation of
America, which is public knowledge
so that the public can govern itself.

I think one reason why we have so
much uneasiness and frustration in
the country now is that pecple don't
know what is going on. This leaves
them unbappy, because they don't
know enough to be sure what they
want, or what policies to be for.

In my experience to classify is easy,
10 declassify damn near impossible.
I know some of you are in the business
of doing it. But take the military
as an example. What lieutenant or
sergeant—or colonel for that matter—
was ever bawled out by a superior for
keeping something secret> I never
heard of one. But there have been
many bawled out for miaking things
public. After all, if you keep some-
thing secret nobody is the wiser, so
you cannot get into trouble. But if
you publish it, you may well get into
trouble.

The fact that it is difficalt to get
things out doesn’t mean that secrecy
is right. We are fortunate irc having
Representative John Moss’s new fed-
eral Freedom of Information law,
which Mr. Durham mentioned as
having gone into effect on July 4,
1967. Unfortunately, I don’t think
that law is being used enough by the
public, by lawyers and judges and
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other officials. It has tremendous
value as a counter-balance to the nor-
mal trend toward secrecy. One thing
is that the law puts the burden of
prool on anybody who would keep
information secret, instead of the
other way around as always before.
For aunother thing there are teeth in
the law, in that it provides for court
review. For the first timie this makes
such legislation cffective,

Now I got together with Larry Sisk
this noon, and found out that he and
I had both fetched up in the same
place. Both of us had planned to
quote to you from California’s Brown
Act. But Larry was generous enough
to allow me to present it to you. I
am glad to read this quotation to you,
because it expresses well the philos-
ophy of freedom of information, and
the reason why the United States can-
not live in a wotld of secrecy. The
preamble of the Brown Act, Cali-
fornia’s Freedom of Information law,
says this:

“The people of this State do not
yield their sovereignty to the agen-
cies which serve them. The people,

in delegating authority, do not give
their public servants the right to
decide what is good for the people
to know and what is not good for
them to know. The people insist
on remaining informed, so that
they may retain control over the
instruments they have created.”
That really says the whole thing.
But 1 would like to offer one mare
bit of philosophy, and that is that
the history of the race is that you
never can tell in advance what the
results of publication are going to be.
1 think we are all censors at heart.
We all fear that some evil may follow
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from publication, therefore we tend
instinctively to suppres .

I would like to remind you of two
examples in which publication that
was feared ncvertheless served the
public good. One examplc goes way
back to World War I. Britain went
into that war with a great navy. But
as soon as the war settled down in the
trenches of France, in the {irst few
months, Britain’s tiny professional
army was in trouble. It turned out
they nceded two thirigs badly. One
was shells for their ficld arillery,
which was vital in that war of in-
fantry and trenches. The second need
was for more soldiers—masses of
them. 80 what happened? Lord North-
cliffe, the newspaper publisher, found
out about the two needs and pub-
lished them. The government and the
military had said that all this was
classified, dangerous for the enemy to
know. But Northclitfe came right out
and said that the BEF in France was
short of shells and men.

Everybody who was anybody reared
up and shouted, “Treason!” Britain
was engaged in a war for her life, and
iherefore the fact that she didn’t have
shells enough and men enough must
be kept from the enemy. How could
there be anything more treasonable
than to let Kaiser Wilhelm’s Germanv
know of Britain’s vital weakness?

What happened? The British public
was aroused, and adopted conscrip-
tion. They established a Ministry of
Munitions. They got their shells and
their men. So they were able to hang
on until in due course the United
States came in and supplied the re-
serve power that won the war.

A more recent example is the Bay
of Pigs. That is still somewhat con-
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troversial, but ':uere is alrcady enough
on the record to show that you should
never make the prejudgment that
publication is necessarily dangerous.

It seem:. that some of the CIA
sleuths got together in the dark with
Cuban refugees and dreamed up the
idea of invading Castro’s Cuba. You
remember the debacle, It makes fas-
cinating reading to trace the whole
development. In the first place the
newspapers were asleep. But then a
few things started to come out. In the
end, when publication was imminent,
President Kennedy himself asked the
papers and broadcasters, as a patriotic
duty, not to publish. For publication
would tip off Cuba that the invasion
was going to take place. So the secret
was kept.

The result was the Bay of Pigs dis-
aster. And Iater President Kennedy
himself told some newspaper people
he wished they had published every-
thing because that would have kept
the United States from making a
colossal mistake that still blackens its

record.
So my advice to you, for all oc-
casiens, is this: please publish.

RALPH STUART SMITH

U.S. Arms Contrel and

Disarmament Agency
Thank you, Chairman Dick. To-
gether with Mr. Sisk and Mr. Brucker,
I have found this session altogether
an eye opener. 1 think my reaction
may be slightly differeut from theirs.
Alihough 1 have been in the govern-
ment in one position or another for
many years now, and have seen many
classified documents, I never realized
the immense problems of classifica-
tion. So 1 can only express wonder
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and admiration that you are able to
cope with this problem at all.

My distinguished fellow paneclists,
I think, have set forth admirably well
a number of poinis about government
informatioi practiccs as seen by the
prolessional newsman; and I suppose

should be able, as Dick suggests,
to show the other side of the coin—
in other words, to show ihie govern-
ment point of view which, hopefully,
would be in conflict, and therefore
would be the basis of a good news
story.

Well, actually, 1 don’t think I can
quite do that because my belief is
that a government information of-
ficer is another case, really, of the
man in the middie. I will come back
to that in a moment.

I supp: ¢ there is some kind of dis-
tinction in being a PR man for one
of the least known and least under-
stood orgamizations in the country.
I am referring, of course, to the U. S.
Arms Control and Disarmament

- Agency. Of course our agency is one

of the smallest in government, with
very limited resources. But I think
the real reason the Arms Control and
Disarmament Agency has remained
relatively unknown is not its small
size but rather the fact that its work
just doesn’t lend itself very readily
to news stories, or for that matter, to
comprehension by the general public.
Even the name “Arms Control and
Disarmament” conspires against us.
“Disarmament” has a rather utopian
sound. As for “arms conurol,” very
few pcople know what the hell it
mearns.

50 1 hope you won't mind if I
say a word here about what it does
mean, so as to situate the role of my
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agency in this picture of classification
versus information, as well as in other
respects.

“Arms control” is a catch-all 1erin
referring to a varicty of measuirs
which can be taken to reduce the like-
lihood of war or to limit its effects if
it occurs, It is by no mcans utopian.
It calls for measures that are quite
practical and in keeping with our
national security interests. And indeed
we have already advanced farther
along this road than many people
realize. We have already negotiated
treatics providing for what might be
called the “preventive denucleariza-
tion” of Antarctica and outer space,
for example—the idea here being to
rule those areas off limits before they
become more accessible to us, as of
course they will.

There is also the treaty negotiated
last year by the Latin Amcricans,
calling for Latin America to become
the first nuclear-free zone in a popu-

lous area of the earth. Since 1963 we

have had the limited test ban treaty,
prohibiting all except underground
nuclear tests. And now we have the
non-proliferation treaty, the greatest
step yet along the arms control road.

You will doubtless recall also that
on July 1 at the White House cere-
mony for signing the non-proliferation
treaty, the President announced an-
other vastly important potentiality in
arms control agreement: agreement by
the Soviets to begin discussions “in
the nicarest future” on placing mutual
limitations on strategic offensive and
defensive nuclear weapons delivery
systems.

Though there is overlapping, I
think it is convenieut to make a dis-
tinction between “arms control” and

“disarmament.” Clearly, if there me
to be extensive measures ol worldwiade
disarmament, every militarily signifi-
cant country——including Irance and
Mainland China—must join in the
process.

Also, if there is to be extensive dis-
armament in the world, United Na-
tions peace-keeping forces will have
to be built up to an unchallenged
position; and there must be a sul-
ficient degree of international agree-
ment to establish political control over
them. So all of that obviously is a
long way off.

In the meantime, however, there
are such measures of arms control as
I have mentioned which we can carry
out, building as much of the edifice
as we can until all significant powers
are prepared (o become a part of it
"This arms cortrol process can enhance
our security aud spare us a senseless
waste of resources. At the same time,
it promises valuable political by-
products, in that each step in arms
control involves an increased degree
of international cooperation,

1 mentioned that the Arms Control
and Disarmament Agency is noi very
widely known or understood. But
with the rather spectacular develop-
ments in arms control negotiations
which have been taking place, this
picture is beginning to change.

In this connection, incidentally, 1
personally was very pleased to note
some recent suggestions in both the
American and the British press that
our Director, William C. Foster, might
make a likely candidate for a Nobel
prize, in recognition of his quiet but
dogged efforts, over the vyears, in
carrying out these arms control
negotiations.
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Particularly when there are such
[ront page developments as the sign-
ing of the non-proliferation treaty, or
the Presidents announcement about
the missile talks, yoi. can be sure that
we have lows of business with the
press. So now I would like to say
something about this side of govern-
ment work, and fixst of all to tell
something about the rules of the
game for the benefit of those who
may not have played it. A lot of
people have got into trouble because
they weren't familiar enough with
these rules.

When our Director, Mr. Fosier, or
another member of the agency, gives
an interview to a newspaporman and
says it 15 “on the record,” that means
that the reporter can quote him

~ verbatim and by naine. Anu of course,

if a government official goes on the
radic or on television, it is all auto-
matically on the record. Particuiaily

 when you are dealing with other gov-

ernments, however, and perhaps in
dzlicate negotiations, there is some-
thing terribly explicit—and some-
times even potentially provocative—
about on the record statements. Con-
sequently, on the record siaicments
have tu be drawn up very carefully,
2nd often they have to be submitied
in advence to interagency clearance.

In a government as large as ours,
there is also the problem of making
it speak. with one voice. For this
reason, we in the Arms Control and
Disarrnament Agency usually make
our on the record statements or an-
swers to ncwsmen’s questions through
Bob McCloskey of the State Depart-
ment, who is the principal U. §. Gov-
ernment spokesman in foreign affairs.

Because of the pitfalls I mentioned,
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and for a variety of other reasons,
government spokesmen often give out
mformation on a “background” basis.
This means that the newsman can
write abour the ideus expressed, but
may not identify the spokesman. In-
formation gathered in this way is
usually attributed, when published,
to “‘U. S. official sources.” This might
scem on the surface like a rather
cowardly way of doing things, but
in fact it has a number of advantages
tfor both spokesman and reporter.

To take just one cxample, let's say
that the newsman wants the spokes-
man’s opinion about the probable
actions of another government. We
cen’t arrogate the job of being spokes-
uien for other governments, so if he
had to go on the record the U. S
official would probably have to refer
the reporter to a spokesman for the
other government, or perhaps give
some vague reply to the effect that
he wuas sure the other government
would do the right thing

But if he is on background, the
U. S. spokesman can more readily
give a relaxed and informative ac-
count of things as he sees them, with-
out the risk ol ceusing a big news
story and a political storm in some
other capital.,

Another frequent reason for going
on background is that the U. S. Gov-
ernmeni—unlike the Soviet Govern-
ment, for example-—cannot simply
ignore the press and stand mute. So
il there is a situaticii that demands
some ciarificaiion by the U. 8. Gov-
ernment but where an on the record
statemeni would be too rigid and
problematical, a background state-
ment may oifer the desired answer.

Occasionally a spokesman will go
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“on deep background.” Thiy means
that the newspapervian cannot attii-
bute the information to any U. S
Government source whatever. 1, for
one, have very rarcly resorted o deep
background, but once in a while there
may be some key bit of information,
vital to the newsiun’s understanding
of a situation but which must not be
attributed to the U, 5. Government.
Then this is uscful. Also, deep back-
ground has at least the advantage that
the newsman can use the information.
It, insicad, a spokesman gives some-
thing off the record, that means that
the newsman can never publish it at
all and is even honor bound not to
seek the same information from an-
other source to which he can attribute
i,

People in the Armns Control and
Disarmament Agency dear with a
great deal of highly classified infor-
mation about weapons design, and so
on. This means, among other things,
that every public speech or itatcment
that we releasc has to be cleared by
my {riend and colleaguc, Dick Dur-
ham here, as Director of Classification
for the agency. And needless Lo say,
in dealing with the press we try never
to reveal any classifica information,
whether on background or any other
basis.

As it happens, in any case, our main
problems have been in handling in-
formation about negotiations, for, of
course, if there is anything that can
louse up negotiations it is premature
leakage or out ol place remarks. The
press sometimes puts quite a ot of
heat on us, te get “one-up” on the
negotiations. But, fortunately, we
seem to get along pretty weli all the
same,
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Now rcturning 1o the thought 1ex-
pressed in the beginning, that the gov-
crnment information olticer s really
the man in the middle, 1 think this
15 o fair description because he deals
with and, generally, he is ape o have
good personal Iriendships among the
press. He understands what the re-
quirements are, so on the once hand,
he is a kind of lawyer for his con-
tacts; but on the other hand, he has
a fundamental responsibility (o the
United States Government and the
agency he works for.

GEORGE CHELIUS: 1 would like
to address my question to the press
and find out what responsibility the
press exercises upon itself to with-
hold information that might affect
national defensc. What evaluation,
before publishing information, do you
do to insure that information does not
become public knowledge that should
be protected?

SISK: 1 worked in San Diego for
about 20 years or so, and 1 would say
that our expericnce there is exem-
plary. We try to understand the needs
for secrecy in connection with mil-
itary movements and military sup-
plies, especially during the periods of
war in Korea and the present situa-
tion, and our people on the beat, the
reporters who handle that type of
information, practically live with the
military and they gain a certain
knowledge about these things. And
we in the office encourage them: io
adopt the same principles of protect-
ing information of this sort as the
military. Sometimes individuals in the
military are not as responsible as we
try to be. That would answer it from
the basis of the military activities of
the operation of the national defense.
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Now mnsobat as miformation i the
reidme of publ ¢ acuviy andustiial -
Mr, Brucker referred o the TEX con-
ll'll(ils~——l)L‘(Jl)lC o1 l]C\r\’Sl)(ll)Cl‘S gCllCl'ill‘
ly —there are some excepiions, but
generally—have a pretty fair idea of
responsibtlity o the counuy. ‘There
is net so much fecling of responsibility
to individual companics or individ-
vals, and 1if information about them
is available to us, chances are the in-
formation is available elsewhere. We
cvaluate that information as it con-
cerns the public’s interest. If we get
it, it is obviously in the public domain
unless someone, as you would say,
left it to us. Our responsibility pri-
marily is in the field of industry. If
the information pertains to public
business, why, then, we apply a dif-
ferent equation to whether or not we
shall publish it. 1 refer to information
in the wade press. We on the daily
press are just as anxious to get infor-
mation about new airplancs and
meoenetary contracts pertaining to the
TFXs and other types of aircralt, and
if we get it, we probably will print
it. If the trade press gets it, they will
print it. As you are aware, our idca
of responsibility differs when it comes
to industry and dealings for gadgetry
or things of that sort, and we feel
that 1f we are able to run it and if the
public is interested in it, we shou!
go ahead and print it. Otherwise,
industry should keep it from getting
inte the public domain.

CHELIUS: 1 want to know where
the people from the press get the most
information—{rom the government or
from the public?

SISK: As for obtaining informaticn
pertaining te industry, we get it from
both sides. Now we have four major
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industries i San Dicgo. We  may
receive mlormation from a milisary
source about the nulitary, say at Ryun,
and we may have just partiai infor-
mistion. We act o that tip and go o
Ryan or go to the company concernesl
and il it is important cnough, il the
public mmformation  officer doesn’t
have he answer, we will go 10 the
top man. If he refers us 10 the Air
Force and we can’t break it through
the local Air Force representative, we
have a littde system of going o Wash-
ingion. And Irequently we find iufor-
uation they arc trying to keep out
ol the newspaper locally is available
very freely in Washington. Most ol
our confirmation comes {rom govern
ment agencies, but we do get tips both
from the companies and nilitary in
the local areas. If the subject is im-
portant enough and we run into dif-
ficulty, we normally go to Washington
where they have a more sophisticated
attitude toward public information.
and the necessity to give thai infoi-
mation to the public.

ROBERT DONOVAN: In a recent
article in Editor and Publisher the
Freedom of Informaticn Committee
directed some criticism at their own
membership aud thought roughly only,
52 percent of the Frecdom of Informa-
tion law cases had been filed by the
newspapers. And the legal profession
hasn’t made a much greater use of
this. Do you know why this is the
case?

BRUCKER: Ne, 7 don't becauss
for years we have been fighting for
this kind of thing. I think it probabiy
comes down to the faci that those who
are interested, who are on the FOI
Committee. will have an active in-
terest in it. T he {ellow from Dubagque,
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who hasin't heen himsedt mvohved

unying to get legislaton, he doesn't
givc a damn unless —and 1 think this
is where you will lind the work in the
uture-—sonict
town and he wants to know about it
lic then is surcly going to find out

aboti that law and use 1. 1 have an

iiiig u.:pl)ulb m  his

idea—I don’t know why it is such a
sleeper—but I have an idea that over
the years, as people become familiar
with it, you are going to find it used
more and more, 1 hope so.

SISK: May 1 add a liude to that?
The fact that the law is In existence
has a marvelous clfect in loosening up
the bonds of secrcecy in the govern-
ment. Our reporters and members of
the press corps in Washington ave
finding that many agencies which
heretofore had a policy of secrecy
have rewritten their pubiic informa-
tion guidelines and if the information
is available, there is fess and less need
to use the Moss Act. 1 think that
accounts for the lack of use in taking
the agency people to court to spring
the information Ioose. And as the
government officials become aware
thai ihis is the policy of the country
—-to make the information available
—there is going to be less need for us
reporiers Lo take you nto court to get
the information that we think the
public should have.

DONALD GARRETT: I direct my
question to Mr. Brucker and Mr. Sisk.
The lack of use of the Freedom of
Information law might be an indica-
tion of the public’s lack ¢of desire or
lack of interest in knowing, or they
would be secking the information
more fully, would they not?

BRUCKER: Apathy. 1 think this
is true. The world is so complicated,
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as you know, why should 1 get excited
about this subtssuc —-as fai as the pub-
lic 15 concerned? But that 1s what the
thing is for. 'The press 15 accused of
having a sclf interest. Obviously, it

has a sclf interest 1n publication, be-

cause il you didn’t have information,
you couldn’t print it. But the thing
is that the press and the public are
indistinguishable, I think. 1 do think
there is a certain amount ol public
apathy and 1 think that sometimes
around the world we will {ind
public hostility, as shown by the
British in World War 1. The public
was outraged and shouting, cven
though it turned cut to be in the
mterests of the country.

FRANK DILL: 1 may have mis-
undcrstood a point Mr, Sisk made in
conncction with the sovvce of infor-
mation. As 1 understand, one thing
disturbed vou frequently: you might
be given information: but they with-
keid the source of the information, I
would like tc ask a quesiion about
that and that is, why did you dif-
ferentiaic between the action of the
government and the newspaper which
would attempt ¢ withhold the infor-
mation at the source?

SISK: 1 know the burden of your
question—if the source has the right
to withhold the information, how does
that differ {rom the newspaper which
elects to withhold its source on
principle.

DILL: No, tlie availability of infor-
mation from the source. I say I know,
for example, the newspapers demand
the right to reveal the source of in-
formation, n contrast—

SISK: Let me put on another hat.
California 1s one of the siates that
protects newspaper pcople. We can-
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not be forced by the courts to reveal
the sousce of information. Now if we
obtain the mformaton {from an anon-
ymous source, or il we want to protect

»
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s0 that we can protect him
or protect that soarce for future use,
then we do clect to fall back to the
newspajer’s privilege. Now we think
that anyone who gives us informa-
tion, except in special circumstances,
should stand for being identificed, and
that was (he reason why I said that
we were not in favor ol receiving in-
formation off the record. 1 am of the
school that Mr. Brucker referred to.
We don't like for our repoiters to
obtain information off the record be-
cause il another reporter obtained it
from another source, then we embar-
rass the first reporter by publishing
that information. So, as a policy on
all of our newspapers, we tell our
reporters not to accept information
off the record, not to attend such
briefing confercnces, and that sort of
thing. And 1 hope 1 have talked
around and not answcred your ques-
tion.

BRUCKER: I think there is this
difference—ihe newspaper, in with-
holding its source of information, is
dealing with a different problem. You
have got to get the cooperation of a
person that will talk against the of-
ficial, or government, or the manage-
ment, or whoever it is doing some-
thing crooked that you would like
to get on the record. 1 think it is a
different situation,

SPEAKER UNKNOWN: What
about the timing factor? Giving news
inmmediately brings to mind one thing
that happened down south when we
had the Chatsworth five. They
brought it out immediately and
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caused a JTot ol confusion and stopped
public conveyances from getting in
to fight ihe lirc. Should we talk abowm
withholding or the uming. rather
thain suppicssion, o news?
BRUCKER: Well, you get into a
difficult thing there. "That kind ol
sitnation does arise. And, agimn, 1
think you can get reasonable under-
standing. T think this applics 1o broad-
casting. Jf you have some disaster or
some impending disaster, the word of
that may be held up by ‘T'V. 1 think
the newspapers are a bit slower o
come into it. o me, cven if you
withhold the information for a vshile,
you are still withholding it and I
think the burden of prool is on you.
SISK: The broadcasting of infor-
mation, whether by radio or 1TV is
a new industry, and the television or
the electronic news mediuni, as we of
the print press like to say—they are
still icarning. And as a result of some
of their activities, and the results have
been obvious, the industry iselfl is
trying to amend the situation. They
are going more into the timing. It
doesn’t mean withholding the infor-
mation, but delaying the use of it.
1t may be for a very short time, but
this industry is learning the lessons
that we in the newspaper business
have learned since Gutenberg’s day.
When you delay information, froem
the newspaper standpoint we think
this is bad because it is suppression.
One of the things that we are arguing
with the lawyers about right now is
that thev want to delay information
about crimes and criminals until after
the closing of the case. The case of
Caryl Chessman, which you all know
about, continued for eleven years. The
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press won't stand for withholding o
delaying, whether it is cieven hours or
cleven vews i at affects thenr busi-

ness, or, in the wea ol government,
it 1t reflects on the conduct of the
g()vcrmncnl.

THE ROLE OF THE CONTRACT SECURITY
CLASSIFICATION SPECIFICATION

By Francis W. May

During its history, the old security
requirements check list was discussed
(aud cusscd) both formally and in-
formally on muuy occasions, witliout
delinite conclusions other than It
just doesn’t do the job.” The question
of the appropriateness of further
discussion is quitz apparcut. However,
with the recent changes in the DD
Forin 254, and the procedurcs for its
use, 1 believe we should spend a few
minutes of our time to review thesc
changes and to grasp an understand-
ing ol the benefits that might be
accrued if it is to be used as now
prescribed. Accordingly, I accepted
the invitation to discuss the new DD
Form 254, not wich delight, but with
the idea of accepting the challenge to
make the presentation both educa-
tional and worthwhile. Let us hope
that 1 have met this challenge.

In my approach 1 wish only to
discuss the role of the “Contract
Security Classification Specification”
(new DD Form 204) as prescribed
today.

The Air Force, and 1 am sure the
other services as well, have long rec-
ognized that the old DD Form 254
Security Requirements Check List was
prepared for a general application
long before the need for detailed
security classification guidance was

G4

reccognized. Many ol us have agreed
that it has been somewhat Jess than
a perlect way ol conveying classifica-
tion guidance to contractors. The very
nature of the form has always lent
itsclt to inadequacy. We, the military,
have had 2 tendency to do the job
the casy way and let the contractor
classity in accordance with his inter-
pretation. An X in the secret column
for design information was not very
mmlormative, but in keeping with the
principle ol “comumander’s preroga-
tive” the contractor could: (1) classily
each item of engineering and design
data as secret, (2) guess as to what
should be classified or (3) apply an
interpretive process and specify what
design information warrauzed a secret
classification. Although there are
many exponents of this system, and
we might be able to stay out of
irouble by [ollowing it, we in the Air
¥orce hope thacr this system is gone
forever. Efforts during the past three
years to provide the contractor with
better guidance have met with varying
degrees of success. Some of our com-
mands have been most successful in
providing supplementary guidance
with the 254 whereas the supplemen-
tary guidance provided by others has
been below an acceptable standard. A
final effort by the Air Force culmin-
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ared o the use of the DD Form 25 1-1
to transmit detailed system guides o
mdustry. Regardless ol the “how,
the responsibility for providing better
g'did‘i c¢ to contractors canniot be by

re regulation. We have tound that

“forced™ usce ol the idea of the
'i-'l was not as ciicctive as we had
hoped. Procedures were improved,
and  problems resolved  only when
personnel were enthusiastic and had
the ability to visualize the effective-
iess of their results. The value of the
team concept to classification had to
be realized. During the past year we
have noted iremendous progress, and
110w, (.0111ing at a most opportune
time for furthering the classification
management program, is the big step
—-that of revising the DI Form 254
so that meaningtul detailed guidance
becomes the real objective. Because
the services as well as their subordin-
ate activities have actually accepted
the principle involved, classification
managers and personnel are placed
in the position of requiring (rather
than selling) the use ol the Contract
Security Classification Specification
with attached guidance for other than
simple procurement actions.

Qur basic goal is to provide guid-
ance to the contractor so that the
necessity of interpretation will be the
exception rather than the rule. The
new DD Form 254, Contract Security
Classification Specification, cannot do
the ol alone, but it does provide us
with a tocl by which detailed, com-
plete, and mweaninglul guidance can
be transmitted. We must recognize
that no system can be perfect. There
will aiways be the need for some in-
terpretation Ly the contractor. Rut
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through the processes of education -
discussion and conlerences —we
should hope that botlt the mility
classilying ollicials and the contrace-
toi’s representatives develop such an
expertise in the ficld as to assure a
connnon understanding, and in rcal-
ity, minimize  the interpretation
required.

I might pomt out that both the
preparer ol classilication  guidance
and the user must yealize that topics
for which guidance for a particular
program, project, operation, ctc., 1s
provided must be considered i rela-
tion to cach other. For example, de-
sign information may be unclassilied
but if vulnerability 1s revealed by
such information the requirements to
safeguard vulnerability must be hon-
ored. We believe that 1t is our
responsibility to discuss such matters
with the contricior and thus provide
him with the tools and the clarity
necessary to understand  Air Force
philosophy and thinking as pertains
to security classification matters,

1 wouid like to back up for a
moment and pursue the idea of con-
tractor interpretation. In past years
nany contractors have accepted the
idea that the X mark in the secret
column for design information meant
that secrei was the highest classifica-
tion that could be applied to design
information. And I must admit that,
based on the quality and quantity of
guidance received, it was a logical con-
clusion. At this point the contractor’s
scientific and technical  personnel
have been queried as to the state of
the ari, past, current and future ap-
phicavions of similar equipment, etc.
The conwacter was actually tasked
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with the yvesponsibility of developing
his own detailed guidance from the
very broad guidince provided. ‘The
classtfication breakdown was the re-
sult of the contractor's evaluation of
the mmportance of the item w our
ratonal defense, whether it be hard-
ware or soltwize. We hope that we
will see the day that such procedures
are not necessary. Qur goal is to have
the contractor’s input considered be-
fore the 251 is prepared, and have the
guidance transmitted by the 251 be of
sufticient detail to clearly idenuly
the specific information the Air Force
wants classified.

With the acceptance of the Coniract
Sccurity Classification  Specilication,
the new DD Form 254, the Security
Requirements Checklist and its run-
ning mate, the Security Classification
Specilication for Contracts, DD Form
254-1, the “closeout 254”7 and the
“letter 1 licu of” were discontinued.
The revised and final 254 are still
required, but the policies and pro-
cedures for their use have been clar-
ified and simplitied.

An original 254 will be issued with
each Request for Proposal (KFP),
Request for Quote (RFQ), Invitation
{or Bid (IFB), or other solicitation,
and with an award of a contract or
follow-on contract. A new 254 1is not
required for a follow-on contract
when the procurement 1s of a rc-
curring nature, or when the end item
is not changed and there is no change
in the security classification require-
ments applicable te the preceding
contract. However, a copy of the cur-
rently valid 254 for the preceding
contrict will be furmished and dis-
iributed with the follow-on contract,

06

and will be annotated to show the
appropriate coniract number,

A dmal 251 will be issued upon
final delivery ol goods or services ov
upon termination of contiact but only
U at that ume:

1. Authority is granted (o retain
classtfied  wmaterid over  which  the
project  command  has  classification
jurisdiction and responsibility, such
as that classiflied material originated
bv the project connmand or generated
by the contractor in the perlormance
ol the contract.

2. All classified material, ior which
retention authority would be requized,
15 declassilied.

A revised 254 will be issued when,
at any time after the issuance of the
original 254, additional guidance 1s
required to be disseminated, or, at
the iime ol any review of an out-
standing original or final 254, the
guidance 1s revised.

When the classified procurcment is
limitea to yraphic art reproduction
and the security classification mark-
ings appear on the finished material
to be produced, a 254 is not required.
On the other hand, a guard service
contract or alternate storage service
contract will require a 254 to identily
the specific information, and its levcl
of security classification, with respect
to which the service must be per-
formed. To assure that adequate pro-
tection is provided, the contractor
providing the service must be aware
of the information to be protected. 1
will have more on this later.

The new 254 incorporates new
thinking in that the f{easibility of
separating  classified documentary
material held by the contractor into
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two distinet caregories is recognized.
The first category 1s reference mater-
1al. In this sense reference material
1y defined as that classified documen-
tary material over which the project
command does not have security clas-
silication jurisdiction, and did not
have such jurisdicden at the ume
such material was originated. Accord-
mply, much of the material made
available by the Delense Documenta-
tion Center and  other  secondary
distribution agencics would be in the
category ol reference material, The
secotnd category, of course, is all other
classificd documentary material fur-
nished o the contractor or generated
by the contractor in the course ol
contract performance.

Recognition of reference material
as a scparate category of cdlassitied
documentary material is significant.
"The project command is not consider-
ed to have any security classification
guidance responsibility with respect
to such material.

Also, when the performance of a
contract is expected to require access
only to reference material an original
254 will be issued for limited purposes
to identify the classification of the
reference material to which access 13
expected to be required, and to pro-
vide appropriate security instructions,
A final 254 will not be issued in
connection with granting retention
authority if all of the classified mater-
ial authorized to be retained Is
reference material. Nor will the proj-
ect command be required to review
the 254 when only access to reference
material is required in ihe perform-
ance of the contract.

There is nothing new in the
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thought that  guidance  contributes
litde 1o the protection of sensitive
information il 1t Is not current. Ac-
cordingly, the requirement for the
project command to 1eview and revise
the 201 as nccessary still exists. A
complete review is required for all

phase or more frequently il directed
to be done, except when only refer-
cnce material is involved, as noted
above, and in any cvent at least once
annually. A review is required also
at the tme of final delivery of goods
or scrvices or upon termination of
the contract, il at that ume a {inal
251 is 1o be issued. It should be kept
in mind that a {inal 254 will be re-
quired oniy if authority is granted to
retain classificd material that is under
the classification jurisdictuon of the
project command, or all such material
is ordered to be declassified. A fial
251, issued in connection with grant-
ing rctention authority, must be
reviewed at the conclusion of the re-
tention period il at tha ume an
cxtension of retention authority is
granted, or il at that time all materai
for which retention authority would
be required is declassified.

A few minutes ago 1 stated that
the project command does not have
any security classification guidance
responsibilities for reference material.
Consonant with basic classification
management policy the responsibility
remains with that DOD component
having security classification juris-
diction over the information at the
time it was originated, or with that
component’s  SHCCESSOr when the
responsibility {or such information 1s
transferred—such as takes place when
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the  responsibility  for  a o system i
tramsitioned trom the systems program
oflice in the Air Foree Systems Com-
nund to the system support manager
i the A Foree Logistics Conmmand.
Howcever, appropriate procedures are
ostablished o insuie that the con-
tractor receives adequate classitication
guidance for the reference material,
o a contractor desires classification
guidance for reference material and
cannot identily the responsible BOD
activity, e is entitded 1o seek assist-
ance by direct inquiry, in successive
order, to the distribution source from
which the material was received, and
the project coimmand conwracting of-
fice. Speaking for the Air Force, if
further assistance is needed please
contact our office, Headquarters
USAF, AFISPPB, in Washington,
D.C. T must mention that there is a
higher office 10 provide such assist-
ance—the  Sccurity  Classification
Management Division, Directorare for
Security Policy, Olfice of the Assistant
Secretary of Defense, Administration.
However, if the inquiry pertains to
an Air Force contract, we would
prefer that we be given a chance to
provide the necessary information.
Let me digress from the 254 for
just a minute and mention the related
project command’s responsibility to
review the contractor’s need to retain
classified material. The Air Force
does not consider that there is any
difference between reference material
and other classified material, as far
as retention is concerned. The deci-
sion to authorize retention of either
or both is strictly dependent on the
contractor’'s need in relationship to
future benetits to the Air Force that
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could develop hrom such retention.

Now let us constder the 20t e
pared for a subcontiactor. I this
situation the responsibility s placed
upon the prione contractor who must
rcly on the adequacy of the 254 that
was [urnished 1o him by the project
connnand. The necessity of providing
detdled and complete guidance for
the prime contractor is obvious when
it s realized that the guidance 1e-
ceived by the subconttactor must be
extracted theretrom. The more com-
plex the system, the more nmportant
the guidance for the pri e contract.
The DOD places the responsibility
for reviewing the subcontract 251 on
the adminisirative contracting oflicer.
The Air Force, however, allows the
ACO to send the guidance to the
project officer for review prior to
approval and distribution.

It should be recoguized that il
problems develop, the ACO does not
have the authority to resolve the issue,
Instead, the ACO i1s charged with
referring the maiter to the procure-
ment contracting officer for consider-
ation and resolution by the program/
project/system manager. The relation-
ship of a first-tier subcontractor o i
subcontractor is essentially the same
as that of a prime contractor to a
first-tier subcontractor. During corn-
uact negotiations the contractor and
the procurement team-—contracting
officer, scientist, operator, classifica-
tion management officer, mtelligence
specialist, etc.—must rcach a conimon
understanding of the security classifi-
cation requirements ol the contract.
Personnel concerned must be assured
that the contractor knows what is to
be protected, who wiil do the pro-
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tecting and frow long the protection
will be requined. Conversely, at this
time, the contractor also lcmns the
wdentity  of  the  information  that
docs not have to be saleguarded. My
prupose o emphasizing this iy that,
very often, the contractor will think
he understands, or at Ieast will ex-
press the idea that he has an under-
standing.  when he  doesn'c really
understand a2t all. Al too olten, this
Fack of understanding rvesults e a
sceurity viofation or a leak. We hope
thae by providing more detatfed and
complete guidance  through the at-
tachments o the new 251 —mainly in
the {orm ol guides —such problems
can be prevented. To reach such a
goal we need a free and honest inter-
chinge of ideas between contractor
cmployess and DOD personnel. With-
out such interchange, communication
is lost, and lack of understanding
LAKCS OVCr.

Detailed and  complete  guidance,
which will help crase some of the
problems,
thought and judgment on the part ol
the responsible personnel. Some basic

rcquircs considerable

as by the preparer are:

1. Overclassilication has a  detri-
mental effect upon the efficiency of
operations which may negaie any
technical or operational advantage
gained through classification.

2. The public release or disclosure
of sensitive mmformation may pegate
the technical or operational lead tine
accraed, and thas require i complete
Iy fresh start.

3. It 1s imporiant to continuce it
security classilication indefirately il
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the radonale is parely tor techiaal
reasons. Technological  advances  in
1esearch,  development, and produe-
tion  mcthods  continua'ly  overnide
existing methods. Acecdiagly, the
miterface of related programs demands
advince planming and  modilication
to inswe classification wananted by
the ever-changing conditions.

1. Advancements an foreign state-
of-the-art provide for ibe production
of simtlar ttems, o the development
ol clicctive cownter-meisures and thus
neg:te classitication.

Hho Twernational  governmmentad  a-
grecuients, as well as ntarservice, oy
Interagency agrecinents, may lmit the
authority of ithe project command io
dircet any changes in cassification.

6. The particalar phase of  the
lite cyde or hardware is aincal o
classitication.  Certainly 1t must be
recognized that dassilication incrcases
during research and development and
then, sometime alter acquaisition, the
process of downgrading and declassil-
1cation begins.

7. Upon completion of the 201 and
prior to dissemination the guidance
should Le reviewed curelully for: {a)
unifornrity and consistency of  clas-
stheation of like 1tems; (b) imegrauon
of the automatic downgrading-declus-
sification  system; () adequacy and
completeness of guidance; (d) com-
pliance with related directives; and
() the use of notes or remarks to
clarify or assist thie user of the 251
in undersianding the guidance.

Personnel reviewing a 251 for
adequacy need only ask a tew ques
tiops to determine if tiie gnidance s
adequate. For example: Does the 254
sdentily the specilic izformation re-
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quiring protection? Is the classifica-
tion assigned practical? Feasible? Ap-
plicable? Creative thinking and imag-
mation will lead to other worthwhile
questions that will help in assuring
that the 254 dees its job.

A fundamental policy carried over
(vom the old 251 1s that the project
command is responsible for sccurity
classification guidance for a classitied
contract. The policy ol original clas-
sifications emanating {rom the project
ollice is valid for this is the source ol
the technical knowledge so necessary
in preparing guidance. Within the
project command the appropriate
program, project, or system manager
is responsible for the guidance. How-
ever, as we all recognize, there are
other areas to consider. The technical
determination must be tempered by
operation, intelligence, and security
factors. Within the Air Force, the
focal point for policy and coordina-
tion of all security classification
guidance and regrading and declas-
sification actions is the classification
manageinent office. Therefore, the
commander for whom the classified
contract is negoilated requires the
project oftice to work with classitica-
tion management personnel to pro-
vide and monitor all guidance. Guid-
ance is provided to the contractor by
the team representing the project of-
fice, classification management, and
the contracting officer. Classification
management personnel in the project
command are responsible for estab-
lishing the monitoring system to as-
sure that all security classification
guidance in contracts is reviewed for
consistency, accuracy, and currency.
It has been noted that whenever
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comnmands enjoy close laison between
security and technical personmel the
task of providing iimely and adequate
guidance in the carly stages of the
contract is more feasible. '

As an aid to assure that guidance is
complete, whether prepared as a 254
or as a separatc guide, we are hoping
to devclop the idea of having check
lists for the various type systems, pro-
grams, etc., common to the particular
subcommand. The intended purpose
of these check lists is to assure that
guidance is provided for all aspects
of the particular system or program.
The check lists could be in the form
ol one-word or possibly “short phrase”
reminders as to what should be con-
sidered for classification.,

Certainly we recognize that re-
marks made in the past such as *“the
DD Forms 254 received are ambig-
uous, incorrect, and conflict with
other security classification direc-
tions” have been too numerous. We
also are most cognizant of the fact
that complete guidance has not al-
ways been available at the beginning
of the life cycle of a program. We
hope these deficiencies are being cor-
rected. The new 254 is one step that
has been taken by the DOD to help
the people in classification manage-
ment to reach their objectives. In the
words of George MacClain:

“The fundamental objective of
the new plan of providing security
classification guidance for the de-
fense industry is to assure that the
user agencies will assume and fulfill
their responsibility in providing
classification guidance in the form
of an itemized list of specific areas
of infcrmation, with comprehensive
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navative comment to fill out the
individual aspects of cach ol those
arcas; to assure the currency ofi this
guidance; and to motivate and fa-
cilitate candid, orderly, and objcc-
uve intercommunication hetween
the parues on both sides of the
contract. It is believed that the new
plan has significantly clarified the
relationship of the partces to a 254,
and has reduced the overall admin-
istrative burden of preparing, is-
suing, distributing, and reviewing
these documents.”

Whether or not the new 251 will
become an effective mstrument with
which to transmit complete and de-
tailed guidance remains to be seen.
Certainly the objective of the DOD to
provide only meaningful and useful
guidance can only be accomplished
with the full cooperation of all parties
concerned, and a willingness on their
part to take a reasonable and objec-
tive look at the guidance provided. It
certainly is not the intent of the DOD
to embarrass the contractor when he
wishes to question the project com-
mand because of a lazk of under-
standing. Let 1t be compictely under-
stood that questions and discussions
to assure intent and understanding
are encouraged, and we certainly are
not above considering the centractor’s

NCMSJ—1968

recommendations  to  improve our
guidance. I am sure that vou will find
all of the DOD components with the
same  attitude. In  this connection,
item 11 of the 251 establishes the
procedure by which the appropriate
personnel in the project command
and the contractor or subcontractor
may communicate directly. Certainly
this communication between industry
and DOD is essential to the success ol
classilication management and its en-
deavors. And we {fecel very strongly
about the role of the team concept in
developing improved 254s. The pro-
cedures are established, and now it is
the responsibility of each of us to
work towards the elimination of use-
less security classification guidance.
Again, 1 wish to express my appre-
ciation of having an opportunity to
convey to you our ideas about the
254 and the progress that the DOD
has made in providing better guid-
ance. Although in the past many
efforts appeared to be of little value
at the tune, 1 believe that the present
efforts have been fruittul and that
our common goal! will be achieved.
(T he stenographic transcription of
the question and answer period fol-
lowing Mr. May’s presentation was
madequate for use—Editor.)
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CLASSIFICATION MANAGEMENT COST STUDY
By Robert D. Donovanf

This paper describes the vesults ol
an intermittent work  nicasurement
study made of dassified document
handling practices in one company
over a {ive-year period. It does not
purport to be a delinitive study or
has it been possible to correlate any
of the findings with the experiences
of other companies since there is no
unifovm mcthod for collecuing such
information. The methods and forms
utilized to collect the data contained
in this study are only briefly deseribed
since the purpose of this paper is to
discuss the {indings and their implica-
tions for the future rather than the

mechanics for conducting such  a
study.
In October 1963, the Air Force

Systems Command initiated a secur-
ity cost survey with a number of
defense contractors. The cost survey
attempted to encompass a number of
security areas including classified
document handling practices, hard-
ware, personnel clearances, indoctri-
brief{ing/debriefing  sessions,
area controls, and the handling of
DOD-sponsored  meetings, among
others, that were applicable to AFSC
classified contracts. Identifiable costs
were to be expressed in dollar and
cent terms.

Since the results of this particular
survey were never officially made
known 1o the participating com-
panies, it is presumed that it proved
impractical to break out the security

.
+ -
Nnausii

tPeter H. Morley, a collecague of Mr. Deno-
van’s at United Technology Center, was
co-author of this paper,
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costs on such a wide assorunent ol

United Techinology CGenter partic-
ipated in that survey and, on the
basis of our own miernal study, con-
cluded that the survey questions pet-
taining to  non-decument-handling
topics could nct be answered by us
in any meaningiul way, particularly
since the survey was limited only te
AFSC coutracts. We did attempt to
identily the costs of classified docu-
ment handling and werc somewhat
more successiul in thie area. Stan-
dard clerical costs-measuring tech-
niques were applied to our operations
and we discovered that by utilizing
this method the number of minutes
required for some of the difierent
clerical actions could be established.
For example, cur master document
control clerks spend an average of 24
minutes  processing an  incoming
confidential document and 42 minutes
for processing a secret document. This
includes all of the varied clerical
operations, trom receipting for the
registered or certified mail, assigning
control numbers, documenting, and
logging to receipt by addressee or
classified mail courier. The 18-ninute
difference in time between a secret
and a confidential is caused by the
necessity of a secret page count
(although not specifically required by
the ISM) and the preparation of a
docuiment receipt form, obtaining
signatures, and cross-filing the signed
forms by document number and
holder. The cited figures are tor
single documents only. W.aen multi-
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ple copies are reccived or internally
reproduced upon receipt the clerical
ume for documenting cach multiple
copy 1s 6 minutes whether the docu-
ment s secret or confidential. Quv
experience has been that a sceret
document will average three internal
wansfers alter receipt belore it s
forwarded for destruction. This
means that each secret document wiil
change hands a total of five times in
its life span when you count the
initial receipt prepared by masia

Pyt

document coiitrol and the {final re-
ceipt transmitting the docvment back
to master document control {or
destruction. The preparation of a
single document receipt, including its
signing and cross-filing in a manual
system takes an average of 12 minutes.
Therefore, each secret document in
our collection will consume one hour
of clerical time during its lifetime in
order to meet the accountability
requirements of ISM.

In reproducing internally generated
classified documents our experience
has been that it requires 18 minutes
to document the tirst copy and less
than a minute for each multiple copy
reproduced. It requires 30 minutes
to document a secret document be-
cause of the page count and individ-
ual receipt requirements, and 6
nminutes for each multiple copy. By
June 1964 we had even carried our
mnternal work measurement study into
the document subcontrol areas and
established a number of set “time
charges’’ that could be made for
classified document transactions such
as generation, reproduction, distribu-
tion within the subcontrol station
area, beiween subcontrols, external
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tansmission  and  destruction. Lach
month the subconurol station custo-
dian would  simply total up  the
mwmnber of transactions i cach cate-
gory and multiply it by the prede
termined “dme charge” aml subwit
& report on the number ol hours
devoted to handling classitied docu-
ments.

Note that the emphasis has been on
discussing minutes or hours rather
than dollars and cents. Quite early
in the study we concluded that it
would be impractical to try to convert
the clerical man hours into dollar
figures because it would be an arbi-
trary figure at best and a gross dis-
tortion of the actual situation at
worst. Every company differs on what
constitutes its labor costs and such
figures often vary even within a single
company, depending on the number
of personnel, number of documents
handled, salary level of the clerical
personnel assigned to such details,
sales volume, salary increases, «wer-
head, season of the year, and other
factors that tend to intluence the
overall financial picture of any com-
pany. Therefore, not only would our
own dollar cost {igures contain inac-
curacies, but they would be absolutely
meaningless to anyone else dealing
with the same problems. However,
when translated into measurabie units
of work it then becomes possible, for
the first time, to apply thc same
standard to many other companies 1n
order to obtain a basis for compari-
sOn.

We were still not satisfied with our
work because the handling of clas-
sified material is only one aspect of
the problem. It can be safely said

73

s o e




that i classilied document handitg
is the mother ol sccurity costs then
storage is the father and the marriage
Is not necessarily @ happy one.

In July 1965, we decided to broad-
cit the Dbase of our cost study by
conducting a security coniziner sui-
vey., One ol the main purposes of the
survey was to attemps to cstablish a
standard  whereby  an cmployee’s
claimed need for a security container
couid be  objectively ucasured. X
would like to report that we succeeded
in this endeavor, but our findings
werce somewhat inconclusive. 1 still
find i¢ hard to believe that anyone
could get emotionally attached to a
security filing cabinct, but we have
documented cases to prove this
phenomenon is not as uncommon
as you might believe. The whole
concept of possessing a security con-
t2iner 15 somehow mixed up with job
status, anticipated needs and/or
deep-seated anxieties that were be-
yond the scope of the survey to
resolve, However, the container sur-
vey did disclose that we could easily
accommodate all of our classified
documents in less than onc-guarier
ol the security files we have in use at
the time. In addition, we found less
than 10% of the surveyed files were
in use for more than 4 hours a week
based upon a total of 40 random
checks per container made a 4-week
period. We also discovered that over
25% of the classified documents in
those files had been in the possession
of the holder for 2 years or longer.

It was at this time that we began
to realize the impact of our findings
upon conventional approaches to
establishing security cost standards.
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For example, a0 a standard facility
opcration the cost of producing a nut
or bol: can be determined to a irac-
tuon or a miull, and woce betide the
production foreman who fails to et
this standard. Such factors as job sta-
tus, personal convenicnce, intangible
needs or anticipated wuse liave no
place in such operations. The in-
escapable conclusien is that theve are
very definite limitagons on the degree
oi cost elficiency that can be achieved
in the docuraent handling and stor-
age areas ol the industrial security
prograin because of the tendency of
technical personnel to  somehow
equate job status with classified docu-
ment storage capability. Until such
tine that a cost standard can be de-
veloped in which established mini-
mum inventories ol current docu-
ments and {requency of utilization
ratios are recognized there can be
no accurate measurement made of the
security cost tactors. Therefore the
only costs that can be measured at
the present time are those of “per-
sonal convenience,” plus security. In
other words we can analyze existing
practices, but we cannot introduce
significant changes based upon those
findings at the present time.

This situation i1s not confined only
to classified problems by any means,
Or is it unique to any one company.
The literature is full of various paper
work studies that cover everything
from the proper lenggh of a letter, the
number of copies made, how many
are filed and how long they should
be retained. A recent authoritative
study reported there are now 1.5
quadrillion pieces of paper filed in
this country attended by two million
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clerks and the inventory is growing
at the rate of 62 million {ile diawers
a year. Iunddently, this samce study
disclosed that the government actually
than industry. The government only
has 24,000 pieces of  paper  per
employee while industiy vanges from
34,000 to 6:1,000 per employce. How-
cver, in this speakei’s opinion most of
the 6:L,000 papers on file are there
in order to meet existing or anucipat-
cd government requirements, such as
classitied  document retention re-
quests.

We arc now considering the third
phase of our study which will extend
into the area of report writing itself
because of the classification by para-
graph requirement. It may well turn
out to be a litetime study. A cursory
examination of the available litera-
ture on business and technical writ-
ing indicates that again the problem
is far larger than that attributable to
ISM requirements. Recently a con-
sultant on business writing discovered
that reports to the president of a
major oil company in just ope y:ar
constituted reading matter three times
as long as the King James version of
the Bible. Boiled down to essential
data these reports lost 60% of their
words. Another study pointed to an
excess verbiage of 38% in the half
million letters a year rolling from the
typewriters of a railroad—at an esti-
mated additional $60,000 in typing
costs alone.

The relationship of these studies to
technical report writing and classifi-
cation by paragraph is obvious. There
is no reason to believe that science
and engincering writers are any less
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guilty of using excess verbiage, and
there is some reason to believe they
arc unnccessarily  compounding  the
sccurity classification problem because
of it. In actual practice, security clas-
stfications are assigned as an ex post
facto decision. That 1s to say the
report draft is organized and written
without regard to the security clissi-
fication of its contents. All too often
the sccurity classification problem is
left up to the technical editor o cope
with as best he can. However, by that
time the report is replete with border-
line “association” problems that <
difficult or impossible to resolve. it
is as if you cut out all of the dirty
words and scxual Innuendoes in a
Norman Mailer novel—there
wouldn’t be enough paper left to hold
the book covers ogether.

This conteriplated survey will at-
tempt to develop a set of ground rules
that can be utilized by authors as a
guide to better classification. This is
no small task since it will involve a
basic relearning of report writing
techniques as well as the development
ol more clearly defined classification
guidance.

The initial stage of the survey will
be to analyze all of the classified para-
graphs in a given set of documents
and attempt to determine if the
material could have been organized in
such a manner as to reduce the total
number of classified paragraphs and
include the classified information in
a separate appendix. Based upon our
findings internal guidance will then
be written specifically for the contract
report writing requirements with a
view towards encouraging technical
personnel te organize their material

‘
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with the level of security classilication
taken into consideriation at the out-
set. This will not solve all of the
sccurity  classification  problems  we
encounter in our daily work tuday,
but 1t will help to reduce future in-
ventories.

Declassitication ol existing  docu-
ments will always be a slow and pain-

ful process, The only foresceable hope
is to redirect our method of present-
ing technical data into a more sen-
sible format. This is necessary both
frtom a standpoint of what onr 1e-
quirements are today, and the changes
that arc being made in the whole
concept of informailon and retrieval
by modern computer systems.

PANEL ~CLASSIFIED RESEARCH IN THE
UNIVERSITY ENVIRONMENT

Robert L. Simmens, Stanford University, Moderator

SIMMONS: This morning’s panel
is concerned with the problem of
classified research within the academ-
1c environment. 1 must admit at the
outsct that our panel is somewhat
loaded inasmuch as all of the institu-
tions here represented accept, within

contracts on their campuses. Not all
universities are so persuaded. The
National Academy of Sciences, also
here represented, has been a long-
time sponsor of classified programs
involving members of the academic
community. I believe that our four
panelists are uniquely qualified to
discuss not only the philosophical
question ol the appropriateness ol
such research but to report on some
of the problems associated with clas-
sified programs and perhaps to sug-
gest some possible solutions to the
problems stated. 1 must include the
usual disclaiiner that the opinions
here expressed do not mnecessarily
reflect the pulicy positions on these
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matters ol our participants’ parent
organizations.

The issue of the propriety of uni-
versitv performance of classified re-
search has been cxtensively reported
in the public press and professional
literature over the last several years.
1 will leave the presentation oi the
arguments for and against such re-
search to our panelists. 1 can tell you,
however, that the wend against
secret research has been spuried to a
large degree by opposition to the
Vietnam war and war-related research.
Discussions relating to the Vietnam
conflict have resulted in Michigan
State dropping ClA-sponsored re-
search after an expose by Ramparts
magazine; the University of Penn-
sylvania canceling projects relating 1o
chemical and hiological warfare, after
professors threatened to wear gas
masks to commencement exercises;
and what amounted to the closing of
Columbia University over, in part,
the question of defense-sponsored re-
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scarch on the cunpus, Within recent
months, my own insttution, Stanford
University, has had a dollar loss in
excess of $100,000 in the burming ol
o President’s office and NROTGC
bhuifdings. The arson has been at-
uihuted o the anti-war
Many colieges and untversities have
recently reexiamined the general ques-
tion of classified rescarch on the

activists,

('lelll)llS.

W. M. SANDSTROM
University of Washington

The laboratory 1 represcent, like
many  similar establishments, is a
creature of World War 1I of a sort
never seen belore then, set up in
haste for the purpose of solving a
pressing wartime problem. This prob-
lem was the abysmal performance of
the Navy’s torpedoes in the Pacific
theater, a problem that plagued the
Pacific submarine fleet until nearly
the end of ihe war, and which with-
out a -doubt prolonged the war by
many months and caused many nced-
less losses. It is now a matter of record
that the reasons why the Navy’s tor-
pedoes performed so poorly all relate
more or less directly to the isolation
that existed between the main stream
of physical and engineering research
carried on for the most part in the
nation’s universities, and the Navy's
own weapon development program,
which before the war was in the
hands ol well-intentioned, rigliteous,
but quite incompetent people at both
the technical and administrative
levels. Furthermore, the Navy's de-
vclopment programs were the victims
of an emasculating pre-war economy
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policy which prevented adequate test-
ing, and finally was Luded over by
such thick Lryers of secrecy that the
torpedo’s inadequacy was quite cltec-
tively conceajed even trom the Navy's
own commandcrs.

Unfortunately, this isolaiion con-
tinued well inte the war, with the
highest  priorities for scientific  at-
tention going to the atom bomb cf-
fort, to radar, and to the proximity
fusc. All the while the Navy's tor-
pedoes were failing to explode, or
were prematurely exploding, or run-
ning crratically, to the point where
the submarine fleet was actually
forced o develop its own instiumen-
tation and start its own experunental
program in the war zone to the great
consternation and embarrassment ot
Navy headquarters. Out of this situa-
tion was born the Applied Physics
Laboratory, University of Washing-
ton, 25 yeurs ago, and it has been to
prevent a repetition of that situation
that the Navy has supported us to
this day.

Out of similar situauons, a vast
program of federally supported ve-
scarch at universities has sprung up,
academia and government have em-
braced each other with the zeal of
true believers all across the country.
But times change and faces change
and attitudes change and it ;tppem"s
that the lessons learned in World War
11 are being lost as new problems,
new perspectives and new priorities
tend to obscure the old realities.
These factors, combined with a scat-
tering of publicized incongruities
have tended to discredit  classified
activities at universities, a tendency
whiclt in my opinion wmust be resist-
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cd il history is not to be repeated.
Now this is, ol course, not a prob-
Iem to be disposed of in a 15-minute

critics of university classified research
is a long term project, so what 1
mtend to do here is to outline the
ideas which 1 think should be de-
veloped for this rebuttal and give a
few suggestions as o how.

My point in recalling to you this
vignette of wartime history is to re-
mtroduce the idea that m doing clas-
sified research, university laboratories,
as institutions, have provided the
nation a unique and nccessary service,
which government laboratories and
private industry cannot i depended
on to provide, a function that is
consistent with the principle that a
university’s purpose is to serve the
public.

The basic argument should be,
that however large the program of
research in government laboratories
or in private industry may become,
a policy which separates universities
from classified research will expose
the nation to the historical dangers
of the past. The government is al-
ways in danger of unintentionally
insisting on a research program which
leads its laboratories in the wrong
direction. History records this very
event only 25 years ago. Privaie in-
dustry on the other hand cannot be
expected to suppress its commercial
competitive instinci, and will de-
liberately build a road to nowhere
il that is what the government speci-
fies. The university as an institution
can provide the check on this
tendency.

This is the first basic idea which I
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think should be developed into the
argument. ‘The argument must not
be  carried o extremes  however;
neither the university nor any non-
profit institution should attempt 1o
compete with the legiumate and el
ficient functions of privatc industry.

However, this 1dea alone 1 doubt
will be sufficient. 1t would also be
most desirable to be able o show
that the conduct of classificd rescarch
actually benefits the university in 1ts
tradivional educational 10le, that the
advantages ol doing such rescarch
outweigh the disadvantages, and
that the university weuld be worse
off without the classified research.
Here I think my laboratory may be
in a better position to make a case
than many others, my principal
reason being that so far, rcally serious
confrontations have been avoided. I
would like to take a minute to review
the circurrstances which 1 think must
at least be partly responsible for our
past lack of difficulty. I would also
express the pious hope that these
citcumstances will keep us out of
furiber trouble, but I'll refrain from
making that a prediction.

Not that we avoided criticism al-
together. On the contrary, the con-
duct of classified research by the
University of Washington has been
criticized by members of both the
faculty and the student body, with
charges ranging in intensity from out-
right immorality to mere inappro-
priateness. But these criticisms have
been sporadic and usually couched
in gencralities, and have not yet
brought on the coafrontation.

I'd like pow o list the circum-
stances that so far have apparently
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prevented  any  interferance  with
APL’s classified work,

I. Bemg entirely concerned  with
undersca warfare, APL work has had
no conncction with Viet Nam. Al-
though we take no pride in this al-
most accidental circumstance, this 1
belicve has tended to minimize the
more 1mpassioned public outbursts.
We have not suffered the shock of
having our motives publicly im-
pugned.

2. APL has throughout its history
practiced academic apartheid, in that
no APL classified programs arc the
subject of student or faculty research
and there has been no interaction
with normal departmental activity on
classified topics. On the other hand,
consultation with and occasional
employment of the faculty has been
readily available, and is an important
part of the laboratory’s policy.

3. A sizable fraction of the APL
prograimns, although Navy-supported
and weapon-related, is not classified,
and by happenstance, much of this
work is in the field of underwater
acoustics, which is neglected at most
universitics—including our own-—so
that any faculty fear of encroachment
into classified areas has had no reason
to exist.

4. There has been voluntary re-
straint on size and on publicity. We
have never had more than 200 em-
ployes, and the APL contract is
small compared to the total of federal
funds at the University of Washing-
ton. By the same token, APL does
not often splash the academic pud-
dle, so that classified research has
never been conspicuous.

There are pot many university lab-
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oratories that share all of these at-
tributes and we are very glad o be
able to claim them.

But none of these circumstances
cann be used to justify classified re-
scarch at universitdes in an alfirma-
tive way. They are all disclaimers.
Arguments should be  forthcoming
which support the idea that classitied
rescarch, properly adwministered, is
not merely an obligation, but is ap-
propriatc at universities, and instead
of stultifying the academic climate,
actually benelits it. This is a more
difficult task, but there are some cir-
cumstances whiclt make it possible to
develop such an argument at the
University ol Washington, in a non-
trivial way, and, I believe, without
the appearance of simple defensive
reaction.

1. Classified research brings new
fields of competence to the univer-
sity. This idea has particular rele-
vance at UW because of the emergence
of ocean science as an essential na-
tional program. UW has had great
strength In oceanography and other
earth sciences, but has been weak in
underwater acoustics and in ocean
engineering. With the appearance of
the multi-disciplinary sea grant col-
lege program, with its emphasis on
applications, the UW was far better
able to respond, by capitalizing the
special talents at APL. There are
other examples.

2. Classified research brings unique
facilities.

Again 1 mention our underwater
acoustic program, which requires and
has generated very specialized instru-
mentation in the form of floating
platiorms (barges, buoys, *“vertical
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ships™), underwater tracking ranges,
navigation systems and the like. All
these Tacilities are directly applicable
to a university fisheries program, for
example.

3. Sharpenig faculty skills.

We emiploy faculty members in the
simmer  ume  for the
can bring our projects, but the re-

help  ilicy

verse is also true. Faculty members
have often joined us so as to catch up
in ficlds which classilied research
emphasizes, particularly the revolu-
tionary ones such as the transistoriza
tion and computerization ol complex
clectronic systems, or those with a
military-industrial orientation, such
as reliability engincering or systems
engineering. ‘These arc subjects which
an engineering faculty must be famil-
iar with,

4. The enhancement of the uni-
versity's reputation for public service.

This is an important as any, but
right now for many well-known rea-
sons universitics must adopt a defen-
sive attitude when classified research
15 discussed. The time will come,
however, when the present hysteria
wili focus elscwhere, and the univer-
sities will again be anxious to bring
their classified contributions to good
account.

These are a few ways then that
classified research may benelit a uni-
versity. It 15 my hope that such
arguments will increase In number
and in their power to convince with
further refinement. Any large scale
umversity isoiation from classified
research would be bad for the nation.
I believe we can also demonstrate
that it would be bad for the univer-
sities.
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JOHN P. GILLIS

National Academy of Sciences

From the topic of this pancel, Clas-
sificd Rescarch in the University En-
virommeni, onc may question the re-
lationship of the National Academy
of Scicnces to the university environ-
ment. While the Academy is @ well
known mstitute - the
scicntific community, its  alfiliation
with the environment,
particularly in the ficld of clessified
rescarch, might be better appreciated
il 1 were to explain 1ts organization
and  relationship  with  government
and the universities.

The National Academy of Sciences
was created i 1863 as a private or-
ganization with a federal charter. It
has two principal objectives, (1) o
foster the orderly development ot
scicnce and its uses for human wel-
fare, and (2) to advise the fed-
eral government, on request and
without fee, on matters relating to
science and engineering. In addition,
it 1s also called upon frequently to
nominate ualified individuals to
important fedcral positions involving
science and engineering.

The membership of the Academy is
presently comprised of 750 distin-
guished scientists and  engineers.
Starting with an original membership
of tilty, advisory groups and commit-
tees organized by the Academy were
primarily drawn  from its limited
memberships.

In 1916, however, in response to
President Wilson’s request for help in
deajing with the scientific and tech-
nical problems created by World War
I. the Academy created the National
Research Council as part ol its struc-

national

university
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turc, 'The National Research Gounil
scrved a double purpose ol CHCouriRg-
ing a broader participation by Am-
crican scientists and engineers i the
Academy’s service to the nation, and
o assist a more pressing problem ol
the time—mobilizing scientific talent
to aid the Govermment in its war
cliort,

The members of the National Re-
scarch Council are divided inte eight
divisions —behavioral  sciences,  biol-
ogy and agriculture, chemistry and
chemical technology, carth sciences,
cengineering,  mathematical  sciences,
medical physical
sciences.

Nominations for membership are
made by affiliated scientific and en-
ginecring societics, by heads of de-
partments or agencies of the federal
government eor by the Chairman ol
one of the divisions of the council.
Appointments ate normally for three
year terms and are made by the Presi-
dent of the Academy in his capacity
as chairman of the National Research
Council.

Although members of the National
Researcli Council are nominated by
scientific and technical socteties or
agencies they are not considered as
instructed delegates of their societies
or agency. Rather, they arc expected
to contribute o the work ot their
respective divisions in such a way as
their individual scientific, technical
or other competencies may suggest.

sciences,  and

The 450 active boards, comiuittees
and panels of the Council now in-
volve a membership of about 5000
scientists and engineers. Since its
membership embraces all the natural
sciences, engineering, medical sciences
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and agriculture, the Academy cnjoys
Q. unigue cpportunity to participate
on most problems of national inter-
est, Of those committees now involv-
cd in DOD classilied rescarch a re-
cent survey revealed  that  approxi-
nately seventy percent ol the partici-
pants are {aculty members of major
universites. 'The Academy has on its
rolls over 750 scientists and engineers
cleared for classified work who give
their scrvices without financial com-
pensation,

The National Academy of Sciences’
history is replete with examples of
activities involving national defense.
sSome of its carlier programs include
anti-submarine  measures,  optical
measures for secret signaling, elimi-
nation of balloon explosion, pressure
wave phenomena about the muzzle
ol a large gun, development of anti-
aircralt fire control devices and many
others leading up to present day
problems ol space, undersea warfarc,
and nuclear science.

For the most part, the activities ot
the Academy are initiated as a result
of its statutory role as an official yet
mdependent advisor to the govern-
ment. At present, the Academy is
conducting a variety of services at
the request and/or support of most
of the major branches of the govern-
ment.

While most of the Academy’s pro-
grams are government-sponsored, a
substantial number of activities are
supported by private funds. The prin-
cipal asset of the Academy, though,
is the devoted effort of the several
thousand scientists and engineers.
The significant role they play is ex-
emplified by the 3000-odd meetings
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and studies conducted during the
past year.

It is hoped that this sketchi has
given you some appreciation of the
Academy’s close affiliation and re-
lationship with our goveinment and
the academic community.

There are two particular areas of
interest involving security I would
like to discuss. The {irst involves
security classification. In a majority
of our classified projects, classifica-
tion guidance via the DD Form 254,
ctc., evolves in much the samec pro-
cedure as it does for other institu-
tions. Occasionally, though, in its rele
as advisor to other than DOD activi-
ties the Academy is requested io
participate in research areas that in-
volve classified technology which of-
fers great national promise in many
non-military activities.

One of the most recent and prob-
ably most publicized cases in which
the Academy became involved was a
classification review of “Airborne
Passive Scanning Infraved Imaging
Systems.” The proeblems confronting
non-military agencies were that re-
mote sensing cquipment using in-
frared and radar, and the great bulk
of the imagery taken with such
equipment, was classified. This made
it very difficult to find out just how
this equipment counld be used and
how effective it might be in many
non-military activities such as forest
fire deteciion, water pollution, crop
disease surveys, and petroleum ex-
ploration to naire a few. For those
of you interested in the details of
this case, it has been well document-
cd by Mr. Don Garreit in the Sep-
tember 1967 issue of Defense Indus-
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trial Bulletin. More important than
the details of this particular case is
an understanding of the Academy’s
participation in this classification re-
view. First it is important to dispel
any nusconception that the Academy,
as a national scientific institution, 1s
not sympathctic o the government’s
security classification program. The
history of the Academy’'s role and
leadership in some of our most high-
ly classified programs has more than
demonstrated  its  firm  belief and
acknowledgement of the needs for
sound security programs to protect
scientific and technological advance-
INents. ,

Classification, thougl, is a two-way
street, and we all recognize that re-
strictions applied to a militarily use-
ful technological advancement tend
to slow further progress in that par-
ticular area, More important though,
needless delays in dissemination of
technical knowledge deprives other
segments of our society of important
advances as they strive to contribute
to the national strength and the wel-
fare of our citizens. An example of
this concer 1 was recently expressed
by D. S. Simonett, Associate Profes-
sor of Geography of the University
of Kansas. In a discussion on the
economy of surveys by use of new
scanning techniques, he stated, “for
broad scale resouirce studies, it would
be possible for the isiand of Puerto
Rico to be imaged with a modern
synthetic aperture system in a day or
so, almost independent of weather.
To obtain adequate photography
would take at least several months
and possiviy as long as a year.,” The
obvious cost benetits in terms of dol-
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Iars are readily recognized but other tary or techmological advantage
benelits as great or probably greater which would be gained or retained
to our nauonal interest are not quite by classification or continued clas-
as obvious to the uniniuated and sification  of the information,
need to be fully explored. This is Where & net advantage to  ihe
- particularly necessary if we ave to United States distinctly can  be
' consider a possible trade-off {for some ascertained beyond a reasonable i
acceptable degree of dedlassification. doubt, that factor should be con- i
Another arca that is of particular sidercdl in reaching the classifica-
cancern to persons involved in non- tion determination. In such a k
%:: . military national programs is the ex- case final determination to with-
clusive right that DOD has taken in hold classification or to declassify
éﬁ; the final determination to classify or shall be made only by the Secretary
* to declassify. As might be expected, of Defense. .
%‘ difficulties arise when an official of It is within the context of this
;. - DOD is placed in a position of weigh- policy and these problems that the
B ing the pros and cons of secrecy con- Academy, serving as scientific advisor
E cerning the vital interests of non- and in some cases as a member of
-=§« military agencies. If these fears cam working committees, has attempted
g% be dispelled by the creation of 2 wid-  to contribute,
% er forum to evaluate the merits of . The second topic involving security
f’ each case, it may reduce the pos- that 1 wish to discuss concerns clas-
% sibility of important national deci- sified research in the academic or .
g sions being made in isolation rather university envitonment. As we are all
E than in an atmosphere of enlightened aware there has been considerable
y dialogue. It has been the goal of the publicity from some elements of the
" Academy to assist, when requested, academic community regarding their
in this dialogue. displeasure and doubts concerning
v These problems are not only vital- classified research on campus, and in
; ly important to non-military activi- some cases, participation in such
£ ties, but are also understood and ap- programs off campus.
W preciated to a degree by the DOD as Since a large percentage of the
ik‘ illustrated in their Directive 5210.4, members on the classified committecs
§ dated 3! December 1964, which within the Academy come from uni-
‘% states: versity faculties, one might wonder
i‘% “In certain circumstances, it may if there has been a reaction from this
f%\ be necessary to weigh the benefits group. To the best of my knowledge
i which would accrue to the United no reaction has resulted. The num-
\ States generally from the unclas- ber of cleared consultants has re-
sified use by other government mained approximately the same with |
agencies or commercial interest of an actual slight increase during the %
information which 1s classified or past twelve months. Another indi- 5
otherwise classifiable under Execu- cator is the status of the individual
tive Order 10501, against the mili- consultant. As you may be aware,
NCME]—1968 83
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consultants are designated i threc
diticrent types—A, B, and . Each
ol these letters indicates « different
relationship in the handling of clas-
silied rescarch material. Type A may
oilly have wccess to classified mater-
ial on the premises of the Academy.
Types B and G may be permitted
access oil the premises of the Acad-
emy. The basic difference between
types B and G is that Type B is in-
dividually responsible for the com-
plete handling of classilied material —
receiving, logging, storing, ctc.—
whereas Type C may use the facility
of their university or company. When
a member of the academic commun-
ity becomes affiliated with the Acad-
emy in connection with a classified
project for obvious reasons we at-
tempt to establish a Type C con-
suitant relationship with his univer-
sity. During the past year the number
of consultant agreements with ap-
proximately forty-five major univer-
sities throughout the country has not
been noticeably influenced.

There are probably two basic rea-
sons for this continued support by
the academic community. First, all
participants are volunteers and alter
being officially nominated serve at
their own personal pleasure. The
second reason is more complex and
in my opinion relates to the motiva-
tion for public service.

Recently Dr. Seitz, President of the
National Academy of Sciences, ad-
dressed the members on this sensitive
subject. His statement is published
i the June-July News Report of the
Academy and is entitled “The Indi-
vidual and Public Service.” I would
like to quote some pertinent excerpts
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that express his opinion on the role
of the Academy and the individual's
right to dissent.

“The most fundamental source
ol our strength rests upon our Con-
gressional Charter of 1863, which
places upon us the responsibility
to advise our government upon
request . . . Although the Charter
underscores our free and private
nature 1t secms to me personally
that it inevitably places constraints
upon us which we cannot {ail to
recognize if we are to remain effec-
tive in this partnership. As individ-
uals we will inevitably have pri-
vate views of the actions and poli-
cies of our government on count-

to time, make it difficult, or even
impossible, for us as individuals to
work 1n tull cooperation with one
or more parts of our government.
This is natural. and understand-
able and is perhaps an essential
teatare of the democratic process
since it may permit an individual
o express dissident views more
ireely. I believe, however, that if
the Academy is to retain its effec-
tiveness ir. the long rumn, it would
be disastrous if we were io permit
personal views to impede the Acad-
emy’s response to responsible gov-
ernmer:t officers when they turn to
us for help.”

=+

From 1y personal association with
many members of the academic com-
munity participating in classified
projects I firmly believe their motiva-
tion for public service will prevail
and they will continue to support the
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classified rescarch needs of their gov-
croment.

In most cases 1 believe this support
will continue in the cnvironment of
their universities. For those caught in
the current turmoil and denied this
privilege, 1 believe the goal should
be to provide them the facilities and
resources needed to insure that the
country continues to bencfit from
the efforts of these dedicated academi-
cians.

JAMES T. WILSON
The University of Michigan

The last two years have seen a
painful reexamination by many uni-
versities of their position regarding
classified research. Unquestionably
the deep concern of the academic com-
munity with the involvement of our
country in Southeast Asia has initi-
ated this examination. However, in
the twenty-plus years that have pass-
ed since World War 11, concern with
the increasing involvement of univer-
sities in ‘“‘action programs,” a small
but not insignificant rise of anti-sci-
ence sentiment, and, perhaps, even
the tightening of rescarch money from
Washington, have set the stage.

The University of Michigan has
just rompleted such a reexamination
involving the full dress of demon-
strations, public mectings, long de-

liberation by a comunittee of the aca-

domic senate, student referenda, facul-
ty resolutions, and final action by the
assembly of the academic senate and
the board of regents. This procedure,
more orderly than might be inferred
from the listing above, has reaffinmed
the appropriateness of some classified
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rescarch in  the university environ-
ment.

This morning I intend 1o review
bricfly a little of the history of classi-
fied research at The Univ :

Michigan, and particulaily the re-
examination that we have just gone
through, and discuss the arguments
that I think were most convincing in
the faculty committee that came out
with a rather lengthy report that then
was the subject of academic senate
and regental action.

Like all other universities, The
University of Michigan first became
involved with classified research dur-
ing World War II. However, unlike
many other universities, there were
not very many active laboratories at
Ann Arbor and many of us that were
on the faculty went off to government
laboratories or to other universities.

It was not really until after the end
of World War II that Michigan be-
came definitely involved. The first
real involvement was with the estab-
lishment of the Willow Run Labora-
tories at the close of the war. The
Laboratories have gone through a
long list of large programs—Bomarc,
Wizard (which was one of the earlier
air defense systems), and Project
Michigan.

The main bulk of classified re-
search at the university has always
been at these laboratories, although
there has always been a considerable
amount of classified research within
the reg :lar teaching departments; and
in some cases, projects have moved
back and forth between the research
laboratories and the teaching depart-
ments, as people have moved back
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and forth from faculty to reseach
positions.

About five or six years ago, the
Willow Run Laboratories began shift-
ing {from support by one or two large
contracts to support by a rather large
number of smaller contracts centered
around the general areas of radar, in-
frared, geophysics, and things that
primarily relate to remote sensing of
the environment—a field that in the
last few years has become of tremen-
dous interest to many of the civilian
agencies. These lobovatories are an
integral part of the university, not
separate entities like Lincoln Labora-
tories or AJPL.

I think perhaps the growth at Ann
Arbo: of a rather large university lab-
oratory system was, 1n part, because
of lack of local consulting opportun-
ities for the engineering and science
faculties. However, as usual, as a re-
sult of resecarch activity in the uni-
versity, a large number of research-
based companies have appeared in
Ann Arbor. Just the other day we
were compiling the development of
the spin-off companies, and were able
to count down the third level of spin-
offs in some fifteen years.

Now for many years the university
faculty has had some concerns about
this activity. The first concerns, which
came about 1956, were not related to
the classified research aspect, parti-
cu.arly, but more to the research that
was being done -the quality that a
university should have —and classi-
fication entered into the discussion
only as a source of potential difficul-
ty in making sure that the research
was worthy. It was decided that it
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was worthy and the university would
continue the activity, and my {irst
involvement with classified research
at The University of Michigan came
as a member of the faculty committee
that went through that examination
in 1956 and 1957.

But in the last two years, classified
rescarch at The University of Michi-
gan has bcen subject to the same
scrutiny that it has at many other
universities. This started originally
with concern on the part of some of
the members of the student body, ob-
viously inspired by their concerns
about Vietnam. The concern then be-
came a major concern of many of the
faculty and resolutions began to ap-
pear in the faculty meetings of var-
ious schocls and colleges.

The University of Michigan has a
rather well organized faculty legisla-
tive structure that starts out with an
academic senate, which includes all
the faculty members that have the
rank of assistant professor or higher.
Then there is an elected body from
the Senate of 60 or so members, appor-
tioned ihrough the various schools
and colleges with some members at
large. And finally, there is a small
body, I think of 17 members, the
Senate Advisory Committee, which
meets weekly and enacts various re-
solutions and serves as a sounding
board for the administraiion.

There is a well established commit-
tee structure within this assembly, sen-
ate, and the senate committee hier-
archy, and there is an active commit-
tee on research policy.

This comrittee immediately took
up the problem and went into long
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deliberations. They probably met for
a total of somc two hundred hours
over a period of some six months. It
is a broad-based committee with ac-
tually a little smaller representation
from science than those of us in the
science {1eld might desire, becausc I
sometimes think we forget that re-
search goes to history, sociology, and
Romance languages as well. This isn’t
solely a science committee.

The committee came out with a re-
port. The report was a unanimous re-
port. There was no minority opinion
filed. The report came out with a
series of conclusions and guidelines
for classified research. Many of you,
I think, have seen the report. I neg-
lected to pick up a copy to bring with
me, so I can’t read the precise word-
ing of their recommendations, but
they concluded that indeed there was

.a good deal of classified research that

was appropriate and desirable in uni-
versities.

They did rule out research that
dealt with what one might call im-
mediate weapon systems, and they
did rule out ciassified work overseas
that involved anything that might be
called operational or have contact
with the military of other countries;
and they did rule out contracts where
the university could not publicly
name the agency that was sponsoring
the work. As a matter of fact, this
has always been a university require-
ment, but we had the unfortunate
cxperience of entering into a contract
that started out wunclassified and
ended up classified, with even the
name of the agency classified, too

NCMS]—1668

B e

late for us to turn it down because
we had the work half done.

They did make a strong recom-
mendation that universities take a
firmer stand in making sure that the
classification was veally necessary. In
many cases contracts and reports
could probabiy be unclassified, with
the same work done; and in the case
of reports, perhaps most could be un-
classified but there would be a classi-
fied appendix.

Fortunately, a number of us involv-
ed in classified research at The Uni-
versity of Michigan had taken stands
of this sort in the recent past and,
in fact, it is rather significant that the
report quotes at length from a state-
ment of this sort that originated at
the Willow Run Laboratories.

Now, the committee, I am sure,
went through all the usual arguments
in coming to their conclusions, and
1 think there are basically three ar-
guments that come up in discussions
of this sort.

There is the argument of academ-
ic freedom. Amongst many other
things academic freedom means that
a faculty man has the righi to work
on what he wants to. I thiuk, in dis-
cussing this argument, the committee
did not take the same approach that
we would take, or perhaps the faculty
of an engineering school would take.
The way they turned the arguments
in their deliberations, I am fairly
sure, was that faculty members in
many fields are going to be involved
in classified research, whether the uni-
versity actually has contracts that are
classified or not. I always find it

87




S

rather interesting to meet, in the halls
of the Pentagon, faculty iriends of
mine from the so-called “pure” uni-
versities that have no classified con-
tracts. 1 don’t know how they got
there, but 1 still {ind them wandering
up and down the halls.

Sou, faculties are clearly going to be
involved in many of these arcas and I
think the committee concluded that
in many cases it was better for the
man to have a contract and to do the
work at the university—thus getting
some support money for graduate stu-
dents and some facilities for the uni-
versity—rather than be gone two days
a week consulting with some govern-
ment committee or sitting on a chair
in Washington.

There are some rather strong words
in the committee report about some
of the schools that pretend they don’t
have classified research when they
really do.

Another argument is one that I
think mosit of us would put in terms
of duty—public duty, patriotic duty.
The committee spoke mainly in terms
of how the academic community must
stay involved with the government;
that 1t must not isolate itself from the
government; and that if, indeed, the
university faculties are suspicious of
what they call the military establish-

‘ment, one way to at least feel more

comforgable 1s to have more involve-
ment with it. I think a rather appeal-
ing argument with the committee was
the fact that universities, as public
institutions and representing, in our
opinion, an important segment of our
society, should have an appropriate

88

involvement with all paris of the
government.

1 don’t think that the argument
that classified rescarch furnishes fa-
cilities, student suppori, and the op-
portunity for faculty members to keep
in the forefront ol many of the engi-
neering and science developments
weighed heavily with the committee.
1t had weight with them, but 1 think
the two other arguments perhaps had
more weight because of their philo-
sophical nature.

It was rather interesting to watch
the self-education of the committee.
There were only, 1 think, two people
on the committee that had ever had
very much to do with classified re-
search. In fact, a number of the mem-
bers of the committee had never had
anything to do with any grant or con-
tract research and they started out
with a lot of misconceptions. How-
ever, they educated themselves very
rapidly.

One of the things theyv discovered
early was that classification was not
quite as restrictive as they had
thought initially. 1 had them coming
back to me (wo or three times to
verify the information that at an an-
nual classified radar symposium we
have been conducting there is usually
a registered attendance of over 700
people. They started out with the
feeling that classified reports were
rcad by only three or four people and
that no one else would ever see them.
By and large, quite a good part of
the classified research that comes out
of university laboratories is widely
read and there is a peer judgement.

They started out not knowing that
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In many cases a contract will be classi-
fied only because of one picce of
cquipment, or because thic principal
investigator and some of his col-
lcagues must have access to classified
reports cven though they don’t in-
tend to produce any of their own.

The laboratory 1 am most invelved
in professionally has had continuing
support for about ten years in the nu-
clear test detection field. The con-
tracts have always been classified be-
cause of the need for access to classi-
fied information. However, despite the
fact that a large numbcer of reports
have been produced by the lab, not a
single one has been classified in all
those years.

This sort of education was very il-
luminating to the faculty and I think
by the time they had educated them-
selves in some of these respects, many
of their initial concerns about the
secrecy aspect of research went out.

There are still many concerns in the
faculty of The University of Michi-
gan. Some of their concerns, those
that relate to classified projects that
get involved right in the bosom of a
department or share a laboratory used
for teaching, I share with them. This
is difficult. You want your research
laboratories close to the campus so
that the students can work at them
and use the equipment. On the other
hand, if you have them right in the
university building in the central cam-
pus, you do raise quite a few problems
of propriety. We are hoping to move
much of the work from our Willow
Run Laboratories, which are about
fifteen miles from campus, closer in.
But I doubt that we will move them
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right into the teaching buildings. In
other werds, it is an option on the
part of the faculty members and stu-
dents as to whether they wish to work
in a classified laboratory or not, and
they should not, 1 think, have to be
bothered by having to go to labs in
a building where a lot of doors are
closed to them.

The report and recommendations
of the committec were passed, not
unanimously, but by a very large vote
of the senate assembly. The committee
which was recommended in the re-
scarcli policy committee report to
screen  classified proposals, not for
technical desirability but for univer-
sity propriety, has been appointed
This has just happened. The commit-
tee has not yet assembled, and 1 have
not taken my first proposal to them.
I think this committee will have a lot
of self-education to do, although it
does contain a few members of the
research policy committee.

It is my expectation that this facul-
ty committee will very quickly estab-
lish a body of common law, and those
of us who have to worry about taking
proposals to them will really know
in advance with considerable certain-
ty what their action is going te be.
Maybe they will get into difficulty
and we will get into a lot of delays,
but I rather doubt it. I think this will
probably be a fairly orderly process.

We are continuing to try to work
with the Department of Defense agen-
cies to avoid classification where i is
not necessary because I think it saves
all of us time and money when we can
do that.

I am a little disappointed, I might
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say, that some other of our sister uni-
versities dropped classified research
quite as precipitously as they did. I
think if they had gone through the
orderly review procedure, they might
come out with the same conclusions
we did at The University of Michi-
gan. Thank you.

C. J. SHOENS
Stanford University

I would like to add my comments
to those of the other members of the
panel on a subject which is of concern
to me—the difficulty in continued
participation in classified research in
the university.

The Systems Techniques L.abora-
tory at Stanford, of which I am a
member, has been engaged in a pro-
gram of electronics research including
classified defense electronics since
around 1953. 1t has been an effective
program, 1 believe, one that has sup-
ported the professional interests of
faculty members, has irained many
students, and, at the same time, has
been important to the national de-
fense effort. The necessity for such a

program has seemed clear for many

years.

Times have changed, however. The
nature of international conflict has
changed and the immediate, dramatic
threat of the cold war does not seem
as real to many today as it once did.

Not too long ago. {amilies were pre-

paring their own bomb shelters, stock-
piling food, and keeping Lags packed
and automobile gas tanks filled
against the possibility of a nuclear
attack. That sense of urgency is no
longer with us—whether because the
threat has subsided or because we
have become accustomed to it, 1 don’t
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know. At any vate, this change in
attitude, coupled with the dissension
over the Viet Nam conflict, have
prompted reexamination of the role
of classilied rescarch in the university.

As discussions have taken place
there have emerged three separate
parues, ecach with Its own goals
and motivations: the university, the
sponsor, and the security program.

The university has always becn
concerned primarily with scholarly
research and the training of students.
In classified research, the spousor is
an agency of the government. The
motivation of government agencies in
supporting research in the university
is to extend the limits of knowledge
essential to their particular role—in
the case of the Department of Delense,
national defense. The third party, the
security organization, represents a
multiplicity of offices that reside in
each of the services, plus DCASR, a
DOD agency outside the purview of
each of the military branches. All of
the security organizations are con-
cerned with proteciing information
whose indiscriminate release would
be detrimental to the welfare of the
country.

The goals of each of these organiza-
tions are not identical and in fact are
to some extent conflicting. I see these
three goals as partially overlapping
circles, like the Ballantine Beer trade-
mark. The overlapping area, that is
those clements of the goals of the
three organizations which is common,
represents the reason-for-being for
classified research at the university.

We can all see an increasing polar-
ization in our society, and certainly
the universities have had their share.
Dr. Wilson has spoken of the strong
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differences of opinion that have been
found at the University of Michigan
i which members of the Academic

“Senate have argued sirongly for an

examination of the conllict beiween
certain of the universiiy’s gouls and
the constraints imposed by classifica-
tion. Similar discussions have taken
place at Stanford, and, so far, the
sense of the discusstons has been that
classified rescarch at Stanford is ap-
propriate, subject to certain guide-
lines. These have been set forth by
the subcommittee on classified re-
search in the following five general
rules:

(1) No rcsearch on a thesis or dis-
sertation should be undertaken if,
at the time the topic is set, there
is any substantial possibility that it
will lead to a classified thesis or
dissertation,

(2) No classified thesis or disserta-
tion should be accepted as the
basis for a degree unless the imposi-
tion of classification could not rea-
sonably have been foreseen until
the work was so far advanced that
modification of the thesis topic
wouid have resulted in substantial
inequity to the student.

{These first two discourage classi-
fied theses and dissertations.)

(3) Scholarly activities not acces-
sible for scrutiny by the entire
advisory board should not be con-
sidered in connection with appoint-
ments, reappointments, of promo-
tions of the academic staff.

(4) The university should enter
no contract and accept no grant
that involves the collection of social
or behavioral data in a foreign
country and requires the security
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clearance of any person involved in
the project.
(b) The university should  enter
nto no contract and accept no grant
to carry out research under circum-
stances that restrain the freedom of
the university to disclose  (a) the
existence of the contract or gramnt
or (b) the general nature of the
inquiry to be conducted or (¢) the
identity of the outside contracting
or granting entity.

These rules, and the underlying
press for open research, exert a force
tending to pull the ring which repre-
sents the university’s goals in a di-
rection that reduces the common areca
supporting classified research in the
university.

Turning to the second ring which
represents the interests of the research
sponsor, there are differences of
opinion between the technical con-
tracting officer and the researcher as
to the tasks to be undertaken. We
have been successful in findirig match-
es between these two interests which
result in a research program appropri-
ate to the university. It's not auto-
matic—-wce refuse many requests from
the sponsor on the basis that the tasks
they have in mind are not appropriate
to the university—that they can better
be done by industry. But there is a
mechanism for examining ihe nature
of these research tasks and arriving
at a mutually beneficial rrogram.

Turning to the third ..ng, repre-
senting security’s interests, I would
like to suggest that there are forces
that pull on the ring representing
security goals that tend to further
reduce this area of commonality. It
is this particular aspect with which
members of NCMS are likely to be

91

a—nommin -
- e

- P it o s s e

B o -— e -




stronghy concerned —questions ol pol-
icy, procedures, and practice that will
have a lasting and important cllect
on the continuing involvement of
universities in classified research.
The possibility of a strong force
being exerted by sccurity organiza-
tions has been increased by the com-
paratively recent formation ol i sep-
arate organization of the government
whose sole mission or charter s se-
curity. In previous times, securlty was
taken care of by offices of the sponsor
as perhaps a soit of auxiliary function
to the research carried out for the
sponsor. Problems, as they arose, were
handled in an informal and flexible
but effective manner. 1t’s no longer
clear that this duality of interest still
exists, and in fact it’s more likely that
an organization dedicated primarily
to security will institute increasingly
stronger control over release of in-
formation and the manner in which
we carry out our research. It would
be difficult to do otherwise when this
organization is staffed with consci-
entious and industrious members.
One of the fundamental problems
that we face in engineering is measur-
ing or judging the effectiveness of
some course of action. Security orgzn-
izations face a similar problem—that
of measuring the effectiveness of se-
curity procedures. It might seem that
if one wished to do a good job in
security, then increasingly restrictive
constraints should be applied to the
handling of classified material and the
dissemination of information, to make
it unlikely that unauthorized dis-
closure can take place. But how can
one know when adequate measures
have been imposed? How can ocne
grade a system to tell whether it's
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doing well or poorly? I am alraid that
there are no absolute measures avail-
abie, and one is tempted o press for

improve sccurity also tend to be in
conflict with many of the long stand-
ing policies ol the university, and,
indeed, with some ol the needs and
desires of the sponsor. Further, they
represent an increasing source ol ir-
ritation to the individual rescarcher.

Note that this is quite different
from the relationship between indus-
trial organizations and their sponsors.
It's easier for industry to find large
areas of overlap in which classified
activitics represent an appropriate
and profitable part of the company's
business.

Free dissemination of information
has always been a tradition of the uni-
versity, and with good reason. The
reputation of a university rescarch
program is iounded in no small part
on the quality of the research, as evi-
denced primarily by reports. This
quality is assured through critical re-
view of results by the researcher’s
peers. To the exteni thai the dissem-
ination of reports is restricted, this
university goal is thwarted.

Another aspect of increasingly nu-
merous security constraints is the ac-
cumulation of many, sometimes small,
individual effects which together
make it increasingly difficult to pur-
sue classified topics. Now, this is a
difficult thing to document, and at-
tempts to do so appear to be nit-pick-
ing concern with trivial details. They
do add up, however, and the resulting
effect can be a gentle but continued
force that pushes the university re-
searcher more and more toward un-
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classified topics. This Is not an ab-
stract argament, it is not a hypo-
thetical concern with something which
could conceivably happen, it is an
effect that we have already observed
in our cwn rescarch program in elec-
tronics at Stanford. In some ways it
might be better if this were a more
cataclysmic event, whose consecuence
one could point to and make a strong
casc for opposing. But that is not the
case, and it's more likely that one day
we shall suddenly discover that the
amount of our classified rescarch is
negligibly small, not as a result of
some conscious decision but rather
because of a conglomeration of sev-
eral small effects over a long period
of time. '
At the risk of appearing to present
a list of trivia, let me mention some
examples of conflicts between uni-
versity goals and security demands.
There has been a recent statement
from the DOD that classification
should be held to the lowest possible
level, and the university certainly
applauds this. However, we have scen
the adoption of distribution state-
ments which, ailegedly for reasons
other than security, restrict the dis-
tribution of reports. We have bad
experience with some of our sponsors
in which the security levels have been
kept as low as is reasonable, but the
use of overly restrictive distribution
statements has resulted in the same
limited distribution of reports.

We have encountered problems
with cumulative classtfication in
which, for example, lists of our un-
classified report titles are considered
to be classified. This is seen also in
the recent classification of the TABs
which include only unclassified titles
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and abstracts. 1 think that it would
be uscful 10 have a classification level
below confidential which recognizes
that some¢ material should be put
away when not in use and should not
be indiscriminately distributed but is
otherwise not accountable.

Discussions with others engaged in
similar research is cssential to our
program. There 1s a continuing ten-
dency toward compartmentalization of
projects and programs, and restric-
tions on need-to-know that make it
difficult to have thesce discussions.

Attention is being given to the
processing of data on digital com-
puters in uncleared computation cen-
ters with the concern that classified
information may be revealed. One
proposal that has beern made—a flat
prehibition-—is unreasonable. The use
of properly coded labels and param-
eter identifiers can make it extreme-
ly difficult for someone unfamiliar
with the computer program to deduce
the nature of the computations. Any-
one who has had to take over a pro-
gram coded by another programmer
is well aware of the difficulties in
trying to understand somcone else's
program. Requirements for electro-
magnetic shiclding of the machine
and auxiliary equipment and security
clearances for the operators are not
necessary to safeguard the security of
the project. The use of good judgment
in writing the program can sufeguarc
security and still let us get the process-
ing «one.

The Department of Defense has
recommended downgrading of reports
where the material need no longer be
protected, and this again would seem
to be in agreement with university
goals. However, once more the pro-
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cedures required to do so are tane
consiing when cases must be made

to the government agency for a deci-
stoni. 1 notice that just recently an
attempt is being made to place
authorization for such decisions in
the hands of the resecarcher and his
organization, and this seems (o me to
be a laudable development. 1t is not
widespread as yet, however, and tiis
trial case may eftect a change of policy
in the future.

We have noticed an increasing prac-
tice of making accouniable working
papers, memoranda, calculations, etc,,
which are an important part of the
researcher’s file. This is a natural con-
sequence of a desire to tighten up
security practices, but it does repre-
sent a pressure on the researcher
either to stretch a point in declaring
the papers unclassified, or to destroy
many portions of his file which are
important in the development ol his
work. It represents a reliance on book-
keeping and records that used to re-
side in the good judgment of the
researcher, and that many of us felt
was adequate.

Anpother problem that the researcher
taces is in deterrnining the classi-
fication of his work. This lias become
increasingily difficult and time con-
suming with the requirement for
paragraph marking of reports, memo-
randa, letters, etc. The guidelines set
forth in the industrial security manual
and the DD254 form are really in-
adequate when it comes to making
decisions on such details. In general,
we need better guidelines for deter-
mining the classification of both
written material and equipment.

The possibility that concerns all of
us, 1 believe, 15 that, as these continu-
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ing polarizing forces act, the justifica
tion or cven motivation for continu-
ing university  involvement could
decrease te the point where this in-
volvement would be teruunawed. 1
personally feel that this would be an
unfortunate development since, like
many others in the applied scences
and engineering ficlds, 1 feel that the
university should be strongly involved
in those problems that aflect our
society.

This, ol course, is not a univcrsal
fecling and Ciark Kerr in his book
“The Uses of a University” traces two
divergent opinions as to the purpose
of the university and the extent to
which it should be caught up in
society’s activities. On the one side,
there are those who see the university
as a sanctuary where scholarly
activities can be pursued without
the turmoil associated with pressing
problems of the day. Others see the
university as being strongly involved
with our society, molding opinion,
and providing leadership in national
affairs. This latter viewpoint is sub-
scribed to by many in applied sciences
and enginecring, bui it is interesting
to see a stronger emergence of this
viewpoint in the political, social and
economics areas also.

To continue classified research in
the university, it is essential that the
polarizing forces that tend to pull
apart the common interests of the
university, the sponsor, and the se-
curity organizations, be kept in check
or in balance. To some exient, there
does exist a counterforce within the
university, in that thosc 1 :searchers
who wish to follow activities that fall
within the classified realm, do repre-
sent their case to others in ihe uni-
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versity. 1t 1s not clear, however, that
there is provision for a counterforce
with respect to security matters. 1 feel
that it is essentn]l that the conse-
of restrictive sccurity pro-
cedures be recognized, and that we
at unnecessarily sirict con-
straints arc not placed upon ihe ve-
searcher. There must be some way
for the universities to make known to
the security organizations the cifect
that procedures and practices will
have on research  programs. One
method of accomplishing this would
be for the security organizations to
make known to the universtitics, in
advance, procedures that are under
consideration, and to allow the uni-
versities to respond with comments,
pro or con, regarding the effcct these
procedures would have in carrying
out research. This is somewhat sim-
ilar to the practice observed by the
Federal Communications Commission
in making rules which affect many
organizations. Those who set security
policies need inputs from all sides
to make sound decisions.

I suggested to our moderator, Bob
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university research-
er was in many aspects the man in
the middle, but as the theme of one
of the other sessions suggests, the
classification management specialists
are the ones who will be at the
boundary between the university
research and security organizations.
Continued discussions and reflection
on the part of both the classifica‘ion
specialists and the research staff will
be necessary te see that 2 continuing
examination of these problems takes
place, and that we do not some
morning awaken to discover that our
classifiedd  vesearch programs have
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quictly disappcared from the wuni-
Versity.

JAMES BAGLEY: My first ques-
tion is, can a university ieally atiord
L0 geL out of goveruneni research?
My second question: is, other 1han the
student opposition, where is the op-
position: to government rescarch com-
ing from, within the faculty? Is it
the ins versus the outs, the humanities
versus the non - humanities —  just
where is it? And a third question:
Should—-in view of the controversy in
the economy that exists—should all
government research be managed by
a single agency rather than the several
that do it now?

WILSON: In answer tc the firsi
question, 1 think the answer is that
the universities cannot do without
federal support, But the issue is classi-
fication, not federal support. On the
question of whether there is opposi-
tion to classified government research
from other than students, there 1is,
indeed—from quite a large nurber
of facuity. It is polarized somewhai in
the humanities and the social sciences,
but is not particularly a case of the
ins versus the outs. Some of the
strongest opposition from the older
faculty at Ann Arkor comes from
people who are very well supported
by the federal government in the
social sciences. These were people, for
example, who in some cases themselves
have security clearance and are per-
fectly competent to work as consult-
ants for a government agency but
don’t feel that classified research
should go on and on in the campus.
This represents one type. Their con-
cern about classified research on the
campus is obviously fairly genuine
because they, themselves, partake on
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ana off the campus. ¢ n the single
agency business, 1 thii  this would
be fairly difficult. It would cut the
university off from the agencies ac-

tually concerned,

SHOENS: I would like to add one
comment tc Dr. Wilson’s remarks. I
believe you suggesied that ihe alterna-
tive to no classified research at the
university is no rescarch, or research
at an extrcmely low level. I don’t
think that is the case.

SANDSTROM: I would like to

answer the first question also. I think
many universities can very well do
without classified research but they
cannot get along without federal
funds. This 1s going to be more true
of the future than the past, because
congress has taken an interest in fund-
ing universities to attack serious pub-
lic problems. They involve more than
just the military. I speak of the ex-
ploitation of the ocean, water pollu-
tion, the problem of discase, and
things of this kind.

LUNCHEGN ADDRESS

George MacClain, Department of Defense

I have a few remarks to make and
then T am going to try to change the
format, if you want it to be changed.
Of course I am glad o be here. We
always are. And we are lucky to be
here because money is tight and travel
is short and hard to get.

1 want to convey to all of you the
fact that Joe Liebling sent you his
very best wishes. He is Director of
Security Policy, Department oi De-
fense. Joe, through the year, has fre-
quently spoken of the NiiMS. 1 can
say, from his comments, that he has
a feeling of respect for the NCMS;
and of course, I am gfzd he does have.

I have a few things to say in the
nature of corapliments which 1 think
are well deserved.

I think Fred Daigle and his com-
mittee have done a tremendous job
up to now in these arrangements and
in this program; and X think it is won-
derful that we can have the services of
people who can be brought together
Like that.
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I want to say thanks to Bob Dono-
van for the fact that he writes as he
does for the NCMS Bulletin. Very
few — not I — could contribawe to
our professionial standards the way
Le does.

And too, 1 think we should say
thanks to all our chapter presidcuts.
They are contributing to all our serv-
ices by what they do. There are now
six. That is semething, isa't i

And Wirgil Herald — how would
you like to stand np, Vigil: I aske
him to stand or two veasons, First
of all, he 1s Chaitrman of the Cias-
sification  Management  Comnmitiee,
ASIS. He is constantly in touch with
us at the Department of Defense, for
one good reason or another. I par-
ticularly commend to von his article
m the current issue of the ASLS. I
that article Virgil did a greac job of
walking the tght rope, because he

throws criticismn around very capably,

and 0t wrong about anything as
far as 1 can see. Yt 15 a fine article
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and 1 hope vou will read it. He made
some points that are certainly worthy
of our consideration.

1 think each of you should be com-
mended for being here. The commit-
tee has donc a professional and pro-
ductive and commendable job of
bringing people together who have
common interests; and they may nev-
cr have known of that commonality
of interest until and unless they got
here.

I would like to express also Don
Garrewt’s and my appreciation for the
fact that you take us seriously when
we suggest, as we do, that you accept
the idea that you are our colleagues
and we are youts,

Well, I wanted to say that. I hope
1 didn't forget anybody.

Consider briefly our past. By con-
centrating on the development of a
sound conceptual base for classifica-
. tion management, we believe we have
reached, and published through DOD
regulations, a proper, logical, and
reasonable approach to security clas-
sification by DOI® under Executive
Order 10501. We belizve that the of-
ficial DOD family, and also its col-
leagues and associates elsewhere in
government and in the industrial
community, hsve come to have an
awareness of classification manage-
ment as an effective force and as a
useiul tooi. There is a new and fresh
awareness, first, that correct security
Jassification is essential and, second-
ly, shat it 1s an attainable objective.

As a practical expression of this
growing and expanding force, we ac-
romplished the revision of the DD
Form 254 and of the policies and pro-
cedures that govern its use. To reach
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this goal, we relied much upon the
help and cooperation of industry, the
other government agencies that use
the DOD industrial program, and the
various clements of the DOD itself,
like the military componeuts and the
industrial security organization ad-
ministered so effectively by the Office
of Industrial Security of the Defense
Contract Administrative Services.

Cur immediate and long range
challenge is to understand the system,
to improve it, and to assure its ef-
fective operation through our dili-
gence and our common and collective
hard work.

I have a lot of notes here that I
can go on with, but I'd like to stop
right now and ask you to make a
choice. Would you like, in the next
ten or fifteen minutes, which is ali
the time there is, to ask me specific
questions?

Well, I am going to talk a while
and answer questions for a while. It
looks as if that is the way it should
go.

What do we have to do to make

. m ATa
classification management work? We

have some policies and some pro
cedures; and now we have to apply
them. We don’t know, perhaps, as an
established fact in our office, that
they are being applied in all respects.
In some respects they are not.

It is very, very difficult to deter-
mine the extent of the application
unless you go out and make visits,
unless you constantly have inspec-
tions, and unless you get seme reports.
Not any one of these three things has
taken place on a regular basis up to
now.

So it is certainly true that our of-
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fice, on whom this responsibility rests
primarily, must get out and make sure
the policies and procedures we have
cstablished are working.

As 1 just mentioned, we have to
start with ourselves; then with the
components in the DOD, with the
non-DOD user agencies, with the in-
dustry. And at each one of these
points of contact, there lies something
that should be done which to some
degree isn’t being done.

We certainly have to start an active
systematic program of observation and
appraisal.

Another thing we have to do is to
determine fully and factually whether
the user agencies who make the direct
contact with the industrial commun-
ity are living up to their own regula-
tions they have adopted.

What does this mean for us® Tt cer-
tainly means, first and foremoui, that
they are producing the program,
project, and system classification
guides on which everything else de-
pends for classification.

We say, as a matter of legislative
policy, that every program will have,
right at the start, a classification
guide. We know this is being done,
to a degree.

Also we know that the DOD, acting
as a top level action element, is pro-
mulgating some classification guides
that are applicable throughout all of
the DOD. But we must be sure these
are being adequately handled; and
furthermore, we must be sure of some
other things. We have to have an in-
dex of classification guides, because if
the guide writers always start from
ground zero, they are going to repeat
an action already taken. In so doing,
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they may make the guide larger, or
smaller, or diffcrent from the one al-
rcady written, and then all of us will
have problems of inconsistency.

We are going to have a DOD index
of classification guides as broad in
coverage as possible and in such a
format that it is a really practical and
useful reference list. There are a
number of different formats. You can
have an index by titles, or by subject
niatter, or by program areas, or by
author. We will have to find out the
best way to do this and have every-
body do it the same way. The Air
Force has an index now. The Navy
has one, too. I am not quite sure
whether the Army does.

Are the 254's we heard about this
morning being written based upon
these guides, and at the proper time?
And are they reaching the proper
people? Indeed, are the underlying
programs and project classification
guides themselves reaching the proper
people? We have to be sure the an-
swers to all of these questions are
“Yes.”

4 am 0ia tnat you people are not
receiving the Revised DD Form 254
and the new DD Form 254c. That is
a breakdown in distribution, because
these forms have been printed. They
should be reaching you now.

How about paragraph marking?
Are the documents of the Office of
the Secretary of Defense and ail the
subordinate echelens thereof being
marked by paragraph? I would like
to be able to make a flat statement
that they are. Certainly, we in our
office mark by paragraph. We are
working on it. We are sincere about
it. Unless we have everybody trying
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to do it, we are not going 1o get a
real test on whether or not it is as
practical and worthwhile as we think
it 1s. I know it will work. Some of the
peopie who didn’t think it would
work are finding it does. This is true,
too, within industry.

Some of our DCASR friends are
here. Just where are the DCASRs in-
volved? DCASRSs are involved as the
eyes and ears of the classification
management program. They are not
classification guidance writers or in-
terpreters. They are capable of, and
are intending to serve as observers to
see whether or not classification guid-
ance is being written and published
in the 254, and whether it is serving
its purpose Dy finding out whether
the people who need it are pleased
with it. The DCASRs are going to re-
port on this. We couldn’t do without
them.

Sometimes the DCASRs are critical
of what they find. This hurts some of
you in industry, I am sure. Neverthe-
less, the DCASRs are doing the best
they can in understanding the 254
system and in administering it fair-
ly. And they can be tough about it.
I am told — and I appreciate the
fact — that they are tougher with in-
dustry than we in DOD are with our-
selves. Some way or other we have to
find a way to become tough with
ourselves.

One thing that Virgil Herald re-
commended in his paper is to con-
sider a system whereby we more effec-
tively carry on DOD in-house inspec-
tions and impose penalties for failure
to observe our own house rules. We
don’t penalize ourselves for our own
failures, he says, but mnevertheless,
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through the DCASR you people 1n
industry get penalized. This isn't
right; 1 know it

Another thing we have to do is to
try to strengthen the classification
management structure  within  in-
dustry. By this time 1 think that you
probably all agree that classification
management is a meaningful thing
in being, a force for good. It has
awakened in the mind of government
and industry the need for good clas-
sification standards, criteria, pro-
cedure — and this is a new environ-
ment. It would never have been
created as an environment if we
hadn't started out to have a classifica-
tion management program — and this
is not to run down in any sense the
programs that existed before we came
into life. They simply didn’t get
publicity, and they certainly didn’t
get the uniformity of emphasis that
we are getting with classification man-
agement now.

So within the user agencies, both
DOD and non-DOD, it is very prob-
able that we will have to find a way
tc compel thc comiract elemenis of
these user agencies to make real and
effective use of a classification man-
agement element in their midst. We
have to do something to give the clas-
sification elements greater resources
of their own so that they can directly
respond to this kind of thing.

Another suggestion we have re-
ceived is that it might be desirable to
establish as a part of the industrial
security program a requirement that
there be a duly appointed classifica-
tion management officer just as there
now is a duly appointed security of-
ficer in each cleared industry facility.
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1 believe it is up to us in government
o tell industry to identify an official
to be responsible for the program.
We haven't done this yet. However,
industry management is recognizing
the values of classification manage-
ment. I think they would not be op-
posed o a recommendation of this
kind. In fact, 1 think they might wel-
come it.

We at the government agency and
department level are engaging in a
greater and greater amount of inter-
departmental and interagency co-
ordination and coilaboration in clas-
sification management than we used
to do.

I have here a document that was
the product of over a year of cooper-
ative effort. It was published Septem-
ber 7, 1967, having been previously
accepted and signed by the Secretary
of Defense, the Chairman of the
Atomic Energy Commission, and the
Administrator of the National Aero-
nautics and Space Administration. It
is an unclassified document on the
subject of Security Classification of
Space Nuclear Power and Propulsion
Information. It is a good document.
1 is a readable document. It repre-
sents a lot of hard-headed, difficult,
labor of three agencies working to-
gether. It is a significant achievement.
It is now for the first time Dbeing
used, because some of the things that
it dealt with as a matter of opinion
are now having to be dealt with in
specific terms.

Recently, it was suggested by
Howard Maines of NASA, and highly
recommended by Dick Durham of
ACDA, that we ought to have a high
level intergovernment working group
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on sccurity classification policy so
that, as a matter of regularity, we

- would be assured of kecping each

other informed, and would be avoid-
ing gaps in the communication chan-
nel.

The first meeting of this informal
group has taken place, and others are
scheduled for the near future. So
you can be assured that classification
management is spreading through the
government toward a uniform ap-
proach to these problems.

Well, speaking for our office, we
appreciate the NCMS so very much
because it i1s doing a good job and
is helping us to do our job. I think
we in the NCMS and in classification
management will have a great future,
all working together.

I want to comment on a question
that came up on the floor regarding
the 254. The question is, “Would the
254 for a potential subcontractor have
to be signed when a potential con-
tractor wants to find out from a po-
tential subcontractor how much the
potential subcontractor would have
to charge for his effort?”

There was some discussion as to
whether or not there is such a thing
as a potential prime contractor. Well,
there is. I would say a potential con-
tractor is not a prime contractor un-
til he is identified. I would say a
potential subcontractor is not a sub-
contractor until he has received the
contract. I would drop the “potential”
and call the prime what he is. Now,
if performance of the contract re-
quires the help of a subcontractor,
the prime will know when he writes
a 254 for a prospective sub, that he
will have to go to his own ACO to
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get the 254 signed for the prospective
sub.

Now, if we are going to insist that a
potential prime send a 254 o an ACO
to be signed for a potential sub, we
will have to be able to identify an

Wl YRR

appropriate ACO or else abandon the
requirement that the 254 for a poten-
tial subcontractor be signed by @ gov-
crnment official.

I guess my time is up. Thank you,
very much.

PANEL - PREPARATION OF CLASSIFICATION
GUIDANCE

C. Donald Garrett, Department of Defense, Moderator

JAMES J. BAGLEY
U.S. Naval Research Laboratory

One of the most difficult problems
facing a classifier is the definition of
a project, program or system for the
purpose of generating classification
guidance. Definition is difficult for
many reasons: imprecise knowledge
of the purpose of the project, ambigu-
ous project definition from the people
who directed it be established, lack
of communication between the people
who ordered the project in the first
place and the project director, and
lack of communication between the
technical officers, contracting officers
and classification officers. At this
point it would be reasonable to ask,
1s there any communication? 1 sup-
pose the best answer is that com-
munication generally is down, not up
or horizontal. It must be changed.

What is here being proposed is
not a solutien, obviously, but method-
ology—an approach that can work
with a minimum of cooperation from
the other members of the triangle.
As classification is the problem, it is
obvious that the classifier must assume
the responsibility. Who else can?
After all, it is the classifier who must
span the spectrum of interests to pull
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together divergent opinions and to
arrive at realistic guidance. What
then are the cercbrations involved in
developing guidance? As this theme is
developed, you will note some specific
omissions—which are deliberate. 1
will not discuss the national objec-
tives, the DOD objectives or the
service objectives which lead to the
program. The reason is that classifica-
tion assigned to these objectives is not
relevant to this problem; classification
assigned to national, DOD or service
objectives is not truly related to classi-
fication developed for the program
itself. Although this point is arguable,
1 believe it is a classic case of mixing
apples and oranges.

What are the elements involved in
analyzing a program which will final-
ly result in classification guidance?
The following form a series of ques-
tions and sub-questions which can pro-
vide a rational base for classification.

SYSTEM X

First, the overall system:

a. What is the requirement for
System X?

(1) s it to provide a new or
updated military advantage? (2)
What is the time frame from R&D
to operational deployment? (3)
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What priority has been assigned?
(4) Is is needed to counter a new
threat?

b. What is the purpose of Sys-
tem X

(1) What is it supposed to do?
(2) 1s is an updating of an existing
system bascd onn existing iechnol-
ogy? Or is it a radical change of
an cxisting system which ol itsclf
will create new technologies? (3)
Is the new systemm actually a com-
bination of existing but separate
systems, which because of advances
in technology can now be unified?

c. What is the relation of System
X to other systems approved for de-
velopment?

(I) Is it in competition with
other systems—planned duplica-
tton? {2) Are the objectives of
these systems compatible? (3)
Should the systems be compatible?

d. What arc the major sub-sys-
tems of Systemn X7

e. Who will produce the System?

(1) In-house? (2) Contractors?
(3) Other government agencies?
{4) Combinations?

f. Whe will manage System X?

(1) Single service? (2) Multi-serv-
ice? (3) DOD and non-DOD?

g. Who will be the User?

(1) What service or agencies will
actually operate the system?

h. Where will the system be in-
stalledr

(1) CONUS? (2) Overseas? (3)
Both?

It should be obvious that these
questions cut across policy, manage-
ment, technical and contracting lines,
and that the classifier must have clear
communication channels to the peo-
ple involved.
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The sccond step is an analysis of
the system dtsell, In this stage, it is
necessary to dissect the system to break
1t into manageable and identifiable
paitis. The iwmportant point is to
identify the largest picces possible.
Obviously, any systcm is a conglomer-
ation of individual picces which are
joined to make a single unit.

a. Identify cach major sub-
system.

b. Determine the relation of each
sub-system to the system.

c. ldentify each sub-system which
is itself a system; e.g., radar, com-
mand system, missile, etc.

d. Determine whether an identi-
fied sub-system is classified. If so,
is the classiiication guidance cur-
rent? Does guidance exist?

e. Should the relation of the clas-
sified sub-system to the system be
classified?

f. Should the relation of an un-
classified sub-system to the system
be classified?

g. Identify critical elements of in-
tormation for each sub-system which
warrant protection.

h. Total these critical clements
of information for all the sub-sys-
tems and determine the effect on
the system to establish: (1) Wheth-
er classification is necessary, (2)
whether classification 1is feasible,
(3) the lowest level of classification
necessary.

Having established the relation-
ship of the major sub-systems to the
system, it is necessary to determine
any special characteristics of each sub-
system. Even though some of the
steps are repetitive, the following
questions are important:

a. Identification.
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b. Operational characteristics —
how does it relate in an operational
mode?

¢. Time frame—how much time
15 available for manufaciure, test,
installation?

d. Physical characteristics-—is it
so big that classification is imprac-
tical?

e. Idenuly critical elements of
informauon.

f. Is classification necessary to
protect critical elements of infor-
mation?

g. Is classification practical?

As with each sub-system, it is nec-
essary Lo analyze each component to
determine relation to the sub-system
and relation to the system. Compon-
ent analysis is difficult because any
component may be multi-purpose, i.e.,
commercially availabie, off-the-shellf,
or used in other unrelated sub-systems
or systems. 1t also may be required
specifically and solely for the end use
of the system.

a. What is the relationship of the
component to the sub-system?

b. Is there commonality—use in
move ihan one sub-system?

c. What are the phys cal char-
acteristics?

d. What are the technical char-
acteristicst (1) Is it new or novel?
(2) Is research and development
necessary? (3) Where will it be
produced—in-house or contract?

e. Identify critical elements of
information.

f. Is it now classified? If so, is the
classification current?

We have examined the system and
are arriving at a tentative conclusion.
There are, however, additional con-
siderations that can affect anv clas-
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sification decision. While it can be
debated  that  sensitive information
must be protected, classification will
not protect information which can
not be protected. 'The following are
some of the questions which should
now be asked:

a. Is the system concept new or
cvolutionary?

b. How much disclosure is nec-
Cssary?

In this regard it is well to have an
idea of the amount of contracts that
will be necessary, small or large. And
how much will be small business set
aside; whether ofl-shore procurement
will be required; and whether the
system is allied to foreign policy con-
siderations. Any or all of these ques-
tions are relevant to a classification
decision:

c. Can the information be pro-
tected?

d. Should the
protectedP

information be

e. What is the classification and
duration of classification?

As may be seen, this paper takes a
systematic approach to the problem
of determining classification. This
approach assumes that classification
is susceptible to systems analysis. It
also assumes that classification is an
integral part of the analysis of any
system, It should not be the tail
wagging the dog. Classification is
often a necessary part of a system but
as we all know it is costly. Because of
this the classifier, who actually per-
forms a major management function,
should be considered as part of the
management team. His judgments are
not only important to our national
security but are equally important to
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the cfficient management  of
organization, public or private.

any

ROBERT H. COBBS
U.5. Air Force

1 must of necessity be brief in my
ciforts to develop a team concept of
writing classification guidance if the
pancl members 1o follow are to have
an opportunity to develop their areas
of expertise.

My experience shows that a formal
classification management team may
be as small as one individual or as
large at eighteen — and that there
are no criteria for limiting the num-
ber of team members. Experience
further shows that the informal clas-
sification managemepr: team always
consists of at least two members and
usually three.

It could reasonably be asked: a,
What are the bases for the variations
in the number of team members? b,
What constitutes a formal team and
an informal team?

We'll talk about the variations
first. There are many reasons for the

orc
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variety in numbers of team mem
I will briefly discuss only three: a,
the user agency managing project,
program, or system; b, the complexity
of project, program, or system; and
¢, within the U.S. Air Force, the ex-
perience and expertise of the respons-
ible classification management office.

Each user agency has its approach
to classification management. Ap-
proaches range from the well defined
and all encompassing written clas-
sification guidance provided by the
Division of Classification at the
Atomic Energy Commission head-
quarters level, to the uninitiated proj-
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cee officer at an Air Force Systems
Command division, range or cendcr,
who may develop and forward clas-
sification guidance via a DD 254
without the necessary coordination or
rcview by his Classification Manage-
ment oflice.

The AEC classification guidance is
without doubt a team effort. It be-
gins with congress which wrote the
law, and by so doing established re-
quirements for the protection of cer-
tain types of information. The Com-
misston’s legal counsel must necessar-
ily be part of the team. He interprets
the Jaw and thereby establishes
specifically what congress intended to
have protected. The classification di-
vision, with tae guidance and assis-
tance of physicists, chemists, engi-
neers, etc, develops and publishes
classification guidance that sets forth
varying degrees of protection for a
variety of types of information under
numerous circumstances and situa-
tions for varying periods of time.
‘This team is surely of the informal
variety. However, it is no less real or

effertiva

any less effective than if it were a
legally constituted body, formally or-
ganized for the specific purpose of
writing AEC classification guidance,
The complexity of the project, pro-
gram, or system determines to a great
exeent the composition of the classifi-
cation management team. Let’s sup-
pose that Lieutenant Jones has been
designated project officer for “Oper-
atien Spy Glass.” His mission is to
determine the feasibility of using a
new solid fuel (recently developed
and still classified) in the Minuteman
1I missile. The complexity of the
project 1s such that specific classifica-
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tion guidance requires a minimum of
Lwn etton. ©rshably no more than
the project office and the classifica-
tion management office. As contracts
arc let, each contractor sccurity office
should be added to the team.

Now let’s loock at Major joe D.
Kilroy, Hq Space & Missile Systeins
Organization (AFSC), project officer
for Mark XXXIII Reentry System.
The Mark XXXIII is the latest con-
cept of a reentry vehicle and com-
ponents and is to be flown on all
DOD operational ballistic missiles
and on the next generation DOD bal-
listic missiles. Major Kilroy's job: to
build and test prototype Mark
XXXIIIs.

Immediately, the complexity of the
classification guidance changes. We
are now involved in no less than
three separate classification decision-
making jurisdictions, eack of which
is vitally concerned with the protec-
tiorn of the information ihat will be
developed as it will relate to its ex-
clusive area of responsibility. These
jurisdictions are the AEC, the U.S.
Navy, and the U.S. Air Force. The
AEC has exclusive jurisdiction over
information relating to the design of
atomic weapons. The Air Force, as
the responsible department for the
design and development ot the re-
entry system, has overall classification
management responsibility for the
reentry vehicle and its component
systems. The Navy has exclusive jur-
isdiction of reentry technology as it
may affect the operational capability
of the Navy, including state of the
art for Naval ballistic missiles. As a
minimum then, the classification
rianagemen! team for such a project
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should be formal and should consist
of sccurity and technically competent
personncl {from all interested jurisdic-
tions.

Lastly, as an example of experience
and expertise by an Air Force res-
ponsible security office, I will present
the team concept as applied by the
Classification Management Branch,
Security Police Division, Hq Space
and Missile Systems Organization,
Air Force Systems Command.

The Classification Management
Branch, Hq SAMSO, provides security
classification guidance for all aspects
of the Minuteman Ballistic Missile
Weapens System except its operation-
al activity. The operational activity
connected with this complex weap-
ons system is the exclusive responsi-
bility of the Strategic Air Command.
The complexity of the Minuteman
weapons system defies the use of a
teamn concept and forces the concept
of teams. To be responsive to the
numerous user agencies and contrac-
tor classification guidance needs, the
Minuteman system has had to be sub-
divided into manageable component
parts, and classification management
teams have had to be developed based
on each component. The most diverse
and complex whole is the reentry
system. Since each operational rcentry
system may be the product of a dil-
ferent integrating contractor, in-be-
ing formal classification management
teams have one common distinction—
different contractor security person-
nel. Guidance, propulsion, air frame,
penetration aids are other com-
ponent areas where the team concept
is in use. Practically all reentry sys-
tem teams are form.l and practically
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all other teams in being are informal.

The one single integrating force
for all of these activities is the clas-
sification management olfice. Clas-
sification management personnel arc
appointed as chairmen of the clas-
sification sub-working groups when
formal teams are pceded and the
classification management expert Iis
focal point of all informal classifica-
tion management teams throughout
the headquarters.

In all cases the team concept in-
cludes the classification manage-
ment office, project, program, or
system office, contracting officer, and
specialist, as necessary to establish
and maintain the state ol the art
equation. Formal teams are inherent-
ly the result of a need for a tool to
overcome the jurisdictional problems.
Additionally, all teams should include
the contractor security and techmical
specialist as soon as it is teasible to
ao so.

An innovaticn that we hope to try
is to informally incorporate contrac-
tor expertise in writing initial clas-
sification guidance for a major pro-
gram prior to having awarded the
contract for performance. If approv-
ed by higher headquarters and by
contractor personnel it sheuld go a
long way toward advancing the in-
dustry-government team concept in
classification management, and great-
ly improve the protection of informa-
tion deemed essential to the national
security at a greatly reduced cost.

I have purposely refrained from
delving into the industry team con-
cept or operation because of my
limited knowledge of industry's man-
agement techniques now in use. What
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may be true in one contractor facil-
ity may vary greatly within another
facility of the same contractor organ-
ization; therefore, to be really knowl-
cdgeable of the technigues used i
different companies requires morc
experience than 1 possess. There is
onc observanon that 1 hive made,
however, regarding the industry com-
ponent of the government-industry
classification managemeut tcam that
I think 1s worthy of muntion. I have
noticed that on occasion some in-
dustry representatives take an unfair
advantage of the formal/informal
classification management team re-
lationship. This has occurred to the
detriment of the protection of infor-
mation known by industry to be clas-
sified Dut inadvertentdy or otherwise
mistakenly unclassified by govern-
ment directive. When taree of five
industrial organizations informally
advise that items x, y, and z should
be rveviewed for accuracy, and the
other two companies without hesita-
tion proceed to declassify or cther-
wise fail to protect this information,
ii indicaies a lack of cither personal
concern and responsibility, or a ser-
ious lack of understanding of the clas-
sification concept and process. In
each case that I have observed I
would consider it an individual traic
as opposed w company policy. And,
of course, the conflict of loyalty be-
tween couniry and company may un-
consciously be the root of the pis
lem. Let me suggest, however, tha:
there really is no conflict. 1i adeqguase
rapport has beert establishes] within
the industry/government  classifica
tion management team the informal
phone call or personal “Dwear Hob”

NCMS]---1968




X

ki
fliy

7

!

T RAIFTISA TURRAET oy A T RO NVILEIGE o eV

note usually solves the problem.
Whern costs require adjustment based
on government goefs, the prompt.
notitication and protection of the
classiticd produces
prompt recommendations for ap-
proval of the necessary funds. Con-
versely, when there seems to be a
Lesitancy to adequately protect in-
formation generally known to require
protection, the retribution is usually
in the form of requesting corupliance
through the unpleasant but necessary
formal channel.

informaion

In summary taen, we can conclade
the following about the team concept
of classification managamnent:

Writing classificalion gulcqance is
a team: concept within the Space
and Missile Systems Orgaaizatioon,

These teamns are both formal
and informal, and formal teams 4o
usually constituted as a means w
overcoine jurisdictienal problems,

The classitication managenient
office is or should be the focal
point 1 1aanaging all classification
guidance, whether there is or is not
a classitication management team
in being.

The team composition, whether
formal or informal, s dependent
on the experience and expertice of
the classification management of-
fice. ‘

And lastly, members of formal
and informal government/industry
classification management teamns
should make the effort to establish
that rapport necessary to insure
tbat all information requiring pro-
tection is adequately protected and
apyropriately classified, regardless
of e crcumstances of receipt of
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the mformation, and industry is
promptly and appropiiately re-
warded tor sccurity which
Iegitimately vesults from the pro-
tection of appropriately classified
information.

Cost

JACK R. COTTON
Atomic Energy Commission

I think all of you have probably
heard the currently popular song,
“If T Could Talk To The Animals.”
Oa some occasions, the words to this
cune reflect the sentiment of guide
eecrs  toward  guide writers. The
framework and wording of classifica-
tion topics can be so nebulous that
the topics may well sound like animal
talk o the guide user who is not a
classification specialist. How can we
orgamze the guide and its topics so
that <we speak a language the user
w:il understand?

Although a classification guide :s
an entirely different type of vehicle
than the automoebile, it is analogous
to it in many ways. It serves to take
use from a starting point to the desired
destination. We start with the origi-
nation of information in a program.
Our destination: is the correct identi-
fication and protection of this infor-
mation for national defense and se-
curity.

The propelling force or engine of
a classification guide is the topical
guidance. The engine of the guide
will get more mileage if the topics
are written so that the user can un-
derstand exactly what information is
classiied — including the required
level -— and what information is un-
classified. Unnecessary classification
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ol information is a waste of tuel.
‘The horscpower of the engine will
depend upon clear and concise word-
ing of topics. A topic that has a
range of dlassification levels assigned
to it is not goidance unless the ai-
teria for the application of the levels
within the range arce fully explained.
Topic wording which is not explicit,
c.g., “use of the ipswitch,” will be
difficult to implement. Doces 1t mean
fact of use, manner of usc, or some-
thing else? Also, a topic may not
be informative if its specific applica-
bility is reduced to a generality for
the purpose of raaking a guide un-
ciassified.

Like the automobile, a guide may
not be a very useful vehicle without
a steering mechanism to guide and
control its use. 'The organization of
a classification guide 1s its steering
mechanism. With a well designed
steering mechanism, the user of the
guide will be able to navigate ihe
defined course and arrive at the de-
sired destination. Without a steering
mechanism to take the user through
all of the applicable topics, policies,
and procedures, hc may founder
along the way.

How do we design the steering
mechanism for maximum utility and
safetyr First, we need tc examine the
factors that will influence its design.
They are:

1. The kind of wehicle. What
kinds of vehicles do we have in clas
sification? Somc guides are simple
and some are complex. The variation
in design might be compared to the
difference in design of automwobilcs
such as that for a Volkswagen and a
Cadillac. The most simple guide is

i08

one consisting of a singlc topic. ¥or
example, the topic may take the
form of a statemens that all inlcrma-
tion in 2 particilar research program
is classified at one spreific level of
classification. A complex. guide s
oue covering a major program which
consists of a large body of informa-
uon of varying classification levels,
and  also  unclassified informatic,
Complexitv is increased in  direct
ratio to the number of situations
where the classified informatior. may
occur, €.g., in operations, in research
and development, in production, in
procurement of materials, by nomen-
clature, by associations, etc. The
steering mechanisms required for the
simple versus the complex guide will
vary significantly.

2. The type of driver. What type
of driver will use the vehicle? Is the
driver a race car expert or a little old
lady who can’t turn the wheel very
well? A classification specialist may
require less in a steering mechanism
than a user who spends little of his
time on the subject of classification

—The user whe has a techmical back

ground may {ind the vehicle easier
to drive than would a procurement
specialist. The type of driver of our
vehicle is an important facior in the
design of the steering mechanism.

3. The driving course and the
destination. What is the nature of the
driving course and what is the desti-
nation? I the driving course is a
smoothly paved and straight yun, the
vehicle may glide along almost com-
pletely en automatic controls. How-
cver, we may find that our driving
course includes obsiacles and uofamil-
iar terrain which require difficult
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manuevers and finesse. For example,
the coursc can involve the procure-
ment of unique materials, specially
designed equipment and tools, and
parts fov components. Our inierest in
iarge quantities of a certain material
might reveal a classificd endeavor to
tiie adversary as readily as would an
explicit statement on the subject. A
single term used in the program may
be just as informative and helpful to
the theoretical physicist on the oiher
side as would a complete design lay-
out of a particular design concept.
The steering mechanism must be de-
signed 5o as to provide optimum as-
sistance to the user in the application
of the correct classification to infor-
mation irrespective of the form in
which it occurs. The destination of
the classification vehicle is to assure
the correct identification of classified
information as to level and category,
i.c., Restricted Data, Formerly Re-
stricted Data, or other Defense In-
formation, and to indicate the unclas-
sified information.

After an analysis of the kind of
vehicle, the type of driver, and the
driving course, we are then ready to
design the steering mechanism of
organization to suit our particular
vehicle, What are the components
which may be useful in the steering
mechanism? They are:

a. A foreword or introduction to
explain the vehicle operating pro-
cedures such as the authority for use
of the guide, its applicability, and
the legal and administrative ground
rules upon which it is based.

b. Definitions of terms used in the
guide for the purpose of clarifying
topics and to preciude different in-
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terpretations concerning the opera-
uon of the engine.

¢. Table of contents to show loca
tion of major components of the
vehicle.

d. The division of the topics into
specific subject areas such as nomen-
clature, design, and materials. This 1s
the part of the steering mechanisui
that aids in smoother and safer per-
formance of the vehicle.

e. A simplitied numbering systemn
and outline, for the topics, to aid n
better understanding of the vehicle
operation. If possible, topics should
be completely self explanatory wiih-
out the need for cross references or
dependence upon headings and sub-
headings. If a reference back to the
heading or to other topics is required
in the writing of a topic, the decimal
outline and numbering system for
topic organization is preferable be-
cause of its simplicity. To refer back
to headings such as 4 or 4.5 is much
preferred to the more cumbersome
outline system where the referene
may be something like topic IV a. 5. £,
(1) b. Additionally, headings and sub-
headings should be consirucied so
thar their relationship te topics is
apparent and explicit. This is our
“fail-safe” component of the steering
mechanism.

f. A rationale introducing each
major section to explain the technical
basis for the classifications assigned
and to emphasize and cuthine the
se sitive concepts which the topics
are qesigned to protect. This nelps
the user better vaderstand the road
signs aud accept the detours —- such
as arbitrary classifications winch are
sOINetinies necessary.

YN S




L

T N A R L 0 < <o

%7 .- e Ay Ana s PRI AR

g An ilhwsiration or diagram of
the compornents within the system o
provide a visuai assist to the user in
understanding relaticnships between
the components of the vchicle.

. A commplete index identifying all
parts of the vehicle. A computer-
produced “key word 1 context” sys-
tem has proved to be a very wseful
technique for indexing classification
guides.

i. A list of references of other
guides and policies for use as acces-
sories to the vehicle.

} A change system incorporated in-
to rhe guide that is simple and cleax
so that all drivers can r<adily replace
obsolete parts. Lnless the systens and
instruction provide for posting the
chienge so that it is readily seen in
the guide, it may never be imple-
meated by many users and the vehicle
soon fails to function preperly.

Some of the components of organi-
zation will be needed in ail guides.
All of them will be indispensuble in
soine guides. Irrespective of the num-
ber of compoenenis that are used, or-
ganization can be an effective toocl
for the classification manrager. It
would be profitabie to ask ourselves
the following two questions when
we write a new guide. '

1. How can good organization help
me aciieve the objectives and goals
for this guide?

2. How should 1 orgaaize the gnide
o net the most gain?

The design and the refinement in
design of the steering mechanism of
organization will depend on the kind
of vehicle, the type of driver, the
driving course and the destination.
By including a well designed steering
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mechanism of organization in our
classification vehicle, we will assist
the user in reaching the chartered
destination — correct identification
and protection of information for na-
tional defense and security.

LYLE DUNWOQODY
Lockheed Missiles and Space
Company

Today 1 will address myself only
to doing classified work for the De-
partment of Decfense.

I am sure that all of you are quite
aware of the fact that the DOD con-
tracting officer is required to furnish
classification guidance to the con-
tractor. ¥or the purpose of this
meeting, we will assume that we in
industry have received a contract
{from the DOD agency that involves
information classified due to the
Atownic Encrgy Act. The DD 254 has
beer well prepared and has a clas-
sified attachment that identifies the
Irdormation to be classified.

If you are lucky enough to receive
such a DIY 254, you must evaluate it
and its attachmeni iu iight of the
wurk you zre to perform. Such evalua-
tion must cousider the following,
whirl, is an excerpt from Appendix
E., Change 1 of DGO 5220.22-R, In-
dustrial Securtty Regulation:

“A  document, bhardware and
other material s classified only by
reason of the classified information
which is contained in or on it, and
can be revealed by observation,
study, analysis, dismantling, oper-
ation or use of it.”

To my knowledge this is the first
such DOD direction to the DCASRs
and you who are inierested should
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become familiar with it. If DOD real-
ly implements this statement—and I
believe it will, and 1 am in complete
agreement with it—it will create a

very challenging problem for industry

to solve. This means that we must
not only know what the words in
the DD 254 say, bui since it is writ-
ten in the English language, we must
determine the intent as set forth in
these words as to what information
must be classified so that it may be
protected. To illustrate, we will use
the following example:

Let's assume that we are building
a fuzing transmitter for a weapon
system, the frequency of which is
classified. The design utilizes a stan-
dard “off the shelf” crystal tuned to
the classified frequency.

Now the intent of the DOD is to
keep potential enemies irom knowing
the transmitting frequency that this
specific weapon will use to operate
the fuze. If they knew it they could
dud the weapon This is the real
problem we musi solve in classifica-
tion management, and we must do so
in the most economical manner. No
one yet within DOD or AEC has, to
my knowledge, been able to identify
specifically at the inception of a pro-
gram the specific links in the chain of
information to be classified. To de-
fine the link we will assume that it
is that bit of information required
to assemble the information that is
classified. You must identify that link
in the chain of information. To do
s0, you 1must not only know how your
organization does business, including
management, engineering, procure-
ment, manufacturing, product assur-
ance, but also how the other indus-
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trial and government organizations
utilize this information. It does no
good for you to decide to classify a
link in the chain of information if
your oiganizaiion does not control
the link. If it goes beyond your con-
trol, all organizations involved must
be in agreement. This requires ex-
peditious coordination and dissemina-
tion to all concerned in the use of
this information.

Getting back to the preblem, cne
can decide between the two following
courses of action:

1. Buy the crystal from a cleared
facility as a classified item.

2. Buy the crystal from an un-
cleared source as unclassified, util-
izing procurement receiving anc ac-
counting documentation which will
not identify the crystal to the weap-
on systemt.

Some of you will ask why not
classify the assembly and forget
about the crystal? As you all know,
the Department of Commerce pub-
lishes lists of government contracts.
The unclassitied basic contract you
received and/or the company public
information releases will reveal tha.
your contract, by number, is to pro-
duce a fuzing transmitter for a specif-
ic weapon system. Since your pur-
chase order will tie the crystal to this
contract, the transmitting frequency
is revealed. This is the information
that DOD is trying to deny a possible
enemy.

The example cited is simple, but
not so for many of the programs
from DOD. The more complex the
program, the more people and organ-
izations involved, the more difficult
it becomes to identify the link. To
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coordinate and disseminate the spe-
cific information to be classified adds
to the difficulties. Unless this is done
as soon as possible, and continually
as the program progresses, there is
no need to classily the information.
This is due to the fact that anyone,
knowing the DOD contractual con-
trols placed on industry can obtain
from unclassified sources the informa-
tion needed to compromise the pro-
gram. This then creates the simple
situation where all the monies and
time spent protecting the information
are wasted, and many citizens are
unnecessarily harassed.

The more information that is clas-
sified, the more difficult it is to write
guidance that enables the user to
understand the “why” and to apply
the guidance to what should be clas-
sified, This is primarily due to the
fact that the user evaluates the guide
and the information being reviewed
in light of his own experience and
knowledge. Inasmuch as most users
do not know how the information is
utilized outside of their own spheres
of influence, guidance prepared for
use within industry musi idenufy the
specific link in the chain of informa-
tion that should be classified.
Otherwise the user who evaluates a
compilation of information will clas-
sify the link that impacts his opera-
tion the least. Another user evaluat-
ing the same or similar compilation
of information will classify a different
link. The end result may be that the
compilation of the unclassified in-
formation disclosed by the two users
reveals the information that is clas-
sified.

In the preparation of classitication
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guidance to be issued to the user,
there are as many ideas relative to
format, content, #£tc., as there arc
writers of classification guidance.
Therefore a classification guide must
convey to the user what information
is classilied and why. You must gen-
crate a document the uscr can under-
stand and apply. This sounds simple,
and it is, for programs involving one
or two classified items of classified
information.

To prepare such a guide requires
that you have the knowledge of how
your company does business so that
you can determine the link or links
to be classified. This generally re-
quires contact with the organizations
needing access to the classified in-
formation to establish which is the
most economical link to be classified.
Again, I must stress that the guidance
must be written so that the “what”
and ‘“why” are understood by all
users. Further, I have found that
indexing of large guides assists in the
use of the guides. Needless to say,
this must be accomplished promptly;
it does no good to issue classification
guidance to the user after a program
has been in progress for some time.
Once a guide is written, criticism aad
suggestions should be solicited from
the users to improve the guidance.
Changes should be issued as new
topics or links are developed. Clas-
sification guidance in the hands of
the user must be current to be effec-
tive. 1t does no good to lock the barn
door after the horse has been stolen.

After you have identified the in-
formation to be classified, vour in-
house prcblem is to disseminate the
information to the individuals work-
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ing the program. In a small organiza-
tion, communication is easy but in a
large complex organization it is dif-
ficult. As you can see from the chart
(Figure 1) Lockhced Missiles wnd
Space Company is split into four
basic groups: two product divisions,
Research and Development, and Op-
crations Services. Ncedless to say, the
method utilized by Mr. Daigle of
Space Systems Divisions and Mr.
Stobie of Research and Development
are not the means illustrated on the
chact, but rather that utilized by
Missile Systems Division. We have
seven classification management rep-
resentatives who write classification
guidance, act as sources of contact
for the organization’s 209 authorized
classifiers, review documents, examine
hardware, and solve problems and
perform many other duties. Period-
ically, I distribute to all managers a
letter setting forth the lecation ard
duties of all MSD classification man-
agement personnel. In the Missile
Systems Division, classification man-
agement disseminates the classifica-
tion guidance to the authorized clas-
sifiers invoived in the program. It is
then the responsibility of each author-
ized classifier to brief members of
his organization on the classified
aspects of the program. The author-
ized classifiers know the intent of
classification guidance and can inter-
pret such guidance in the language
of the engineer. We in the Missile
Systems Division have found this to
he very effective.

The same process applies to thc
furnishing of classification guidance
to subcontractors.

In conclusion, I would like to point
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out that there is a need within DOD
for more positive support from in-
dustry. Most DOID contiacting agen-
cies want your recommendations as
weil as constructive critcism. Also, if
you become proficient in the identify-
ing of the links to be classified,
knowledgeable in classification policy
and the preparation of classification
guidance, DOD will welcome your
assistance. lLockheed Missiles and
Space Company has a contract for an
eight-man-year effort for classification
support including the writing of clas-
sification guides.

LYNWOOD G. SATTERFIELD

Westinghouse Defense and
Space Center

The “family tree” approach to

“application of classification guidance

which I have been asked to present
is one classification management
tool which has been used to good
advantage at thc Westinghouse De-
fense and Space Center in Baltimore.

We have been successful to a de-
gree with this approach, but the
success can only be measured in
terms of the cooperation we have
received from our security counter-
parts in the government.

Specific guidance is a continuing
requirement to a contract even if,
from the user agency point of view,
the original DD 254 is complete in
detail. Clarification and amplifica-
tion are always necessary. To fulfill
our security responsibilities, industry
must supplement and interpret the
security guidance furnished by the
user agency. On complex contracts
detailed classification guidance is
necessary.
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When a classified contract is award-
ed 1o Westinghouse, the DD 254 goes
to our contract administration depart-
ment which has the responsibility for
the distribution of the form. When
the project and/or program man-
ager receives his copy, it is his
responsibility io educate his staif and
personnel with respect to classifica-
tion, that is, those who will be af-
fected by the DD 254. If a complex
contract is involved, he normally as-
signs an engineer familiar with the
technical aspects of the program to
coordinate the preparation of a clas-
sification guide. Our engineering
managers have found the security
guide (the family tree approach) to
be one of the most effective tools
that can be used to explain what is
classified. On most of our large con-

tracts we have generated security

guides.

The family tree approach to clas-
sification management truly starts at
the time the hardware breakdown of
components is listed. Most of you are

" familiar with the Military Standard-

ization Handbook (MIL-HDBK-140).

1t is -the standardization handbook

developed by the Department of De-
fense and provides the official
security classification and cognizant
data of Air Force, Army, and Navy
equipment. The handbook provides
data concerning military electronic
equipment. All items listed in the
buok carry an official nomenclature
number, its current security classifica-
tion, the name of the cognizant en-
gineering agency and department,
and automatic time-phased downgrad-
ing information.

Our family tree approach to clas-
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sification management is  patterned
so as to be in consonance with this
handbook. When components, black
boxes, subsystems, test  equipmcit,
etc,, are designed and manufactured,
we arc obliged to request official
nomenclature from the Government
by the use of DD Form 61, Request
for Nomenclature. We have excerpt-
ed a copy of the Form DD 61 from
the AFSCM/AFLCM 310-1] Manual.
This form requires that the contrac-
tor specifically state: (1) the security
classification of the equipment, and
(2) the security classification of the
technical data involved. By taking
advantage of the engineering efforts
we have to expend in preparing the
Form DD 61, the effort required to
prepare a program security guide
can be materially reduced. Also, the
pertinent drawings, specifications,
etc,, are close at hand and can be
used to assist in determining when
the hardware becomes classified.

We at Westinghouse have evolved
a system that informs our employees
not only of the security classification
of hardware iiemns, but aiso of the
point of assembly during the manu-
facturing cycle where ilhic material
becomes classified. This is one of the
solid accomplishments of the clas-
sification management program at
Westinghouse.

Recently, with. the assistance of our
engineering and drafting depart-
ments, we discovered this new and
valuable classification management
capability. This resuited from the
use of a program security guide com-
bined with the assembly drawings for
a system. Security guides have been
used at our facility for several years,
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but it has only been within the last
year that our assembly drawings have
been used as the media to disseminate
classification guidance concerning
hardware,

To protect our nation’s secrets,
decisions must be made as to what
hardware, as well as data, requires
protection. Once the hardware clas-
sification decision is made, the addi-
tional effort to document the stage
at which it becomes classified is war-
ranted. This technique assures guid-
ance will be given to the handlers.
We are gambling when we only gen-
erate memoranda to manufacturing,
product reliability, shipping, and
others who will be required to han-
dle the hardware. Good security
guides are a must, but to be certain
that handlers of hardware are prop-
erly informed, security annotation of
drawings appears to be appropriate.

Assembly drawings in our pro-
grams are marked to alert personnel
to the hardware’s security ciassifica-
tion. Classification is shown for each
classified assembly and a note says,
for example, “The hardware shown
on this drawing is classified Confi-
dential.” As a result we do not antic-
ipate misunderstanding concerning

- the security classification of hardware
shown. An attachment to the security .

guide for a contract will list all of the
major components with their security
classification. In end-item and exter-
nal-view columns there are references
to “Notes.” If you read the notes you
will see they are very specific as to
when each component becomes clas-
sified. An attachment is made to the
prime DD 254 for a contract. De-
tailed guidance, which can be de-
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veloped as a result of team elfort, is
icluded.

Good classification management re-
quires joint effort. Team effort be-
tween the technicians, the project
office, and security officers of both
government and industry is essential
for developing meaningful security
guidance and particularly for de-
veloping specific statements.

We should determine in advance
which classified components will be
made in the plant and which clas-
sified components will be procured
from outside vendors. A considerable
amount of valuable engineering time
is saved when preprinted multilith
DD 254 mats are prepared for use
in the procurement of classified
hardware or of unclassified com-
ponents requiring access to classified
data.

On one missile control system for
which cross reference of the DD 254s
to drawing numbers was prepared,
there were 30,000 <clectrical and
electromagnetic parts. There are 200
end items or ‘“black boxes” which
make up the system and its special
support equipment. As a result of
the use of preprinted DD 254s, time
consuming procedures are avoided
when a DD 254 has to be furnished
to a subcontractor. When the manu-
facturing deparimcnt needs a part,
the appropriate multilith DD 254
for the applicable drawing is pulled
and sent with a purchase requisition
to the purchasing department. The
preprinted DD 254 mat technique has
proven to be a real dollar saver. On
the missile control system contract
alone, the multilith DD 254 mat pro-
cedure resulted in a cost reduction
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of over $10,000 in a twelve-month
period.

Last year at the NCMS scminar in
Washington, the Defense and Spacc
Center President, Mr. N. V. Petrou,
quoted portions of a letier to West-
inghouse from one of the user agen-
cies expressing appreciation and con-
gratulatious for Westinghouse’s ei-
fort and cooperation in effecting
realistic classification guidance for
vital programs. In the customers’
own words: “The joint classification
elfort is an outstanding example of
cooperation between industry and
the Department of Defense and
should result in substantial monetary
savings to the Government as well
as more cffective production.” The
letter was generated as a result of
over a hundred components’ being
declassified in answer to inquiries
made by Westinghouse. On one con-
tract, all components were declas-
sified. On two radar contracts 19 of
the 35 wajor components were de-
classified on one, and 47 of 77 major
components were deciassified on the
other. On one of our torpedo con-
tracts, 29 of the 42 major components
were declassified. Most of the items
were declassified as a result of engi-
neering changes made in the clas-
sified systems. These results were due
largely 16 our feauily tree approach.

~To summarize, the following steps

are taken when a classified contract
is awarded to the Westinghouse De-
fense and Space Center in Baltimore:

(1) The contracts administration
department distributes the prime
DD 254.

(2) The project manager assigns
an engineer familiar with the tech-
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nical aspects of tie program (o co-
ordinate the preparation of a se-
curity guide.

(3) The engineering department
prepares the “family tree” (the pre-
liminary drawings and tentative
component breakdown).

(4) The engincering departunent
prepares and submits the DD Form
61, Request for Nomenclature.

() The security classification
management supervisor acts as
liaison between Westinghouse proj-
ect personnel and the user agency
to resolve classification problems,
The project security guide is fur-
nished to the administrative con-
tracting officer and the procurement
contracting officer for their infor-
mation and comment.

(6) After receipt of the approved
DD Form 61, the security classifica-
tion manager and project manager
submit an expanded DD 254 for
appraval and release.

Before closing, one caution is in
order. We may devise detailed guides
to identify classified information cn
our program; maik drawlngs io in-
dicate when hardware becomes clas-
sified; and educate engineers and
scientists as to what is classified. But
the most ditficuit part of the infor-
mation protection problem lics with
the behavior ol individuals who gen-
erate or have knowledge of sensitive
information in the performance of
their normal duties. Here is where
the industrial security professional
comes to grips with his greatest chal-
lenge: that is, the protection of clas-
sified information that exists inform-
ally in the mind, speech, and writings
of individuals. Much of this informa-
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tion is as important and much more
difficult to protect than formally
classified information and  cquip-
ment.

As a result of emphasis on the
classification management approach
to security at Westinghouse, our pro-
gram has been officially and repeat-
edly acknowledged as having proved
its worth. Even though we have had
considerable success in the classifica-
tion management field, we sincerely
believe now, meore than ever, that
there are many more classification
management tcools that need to be
developed and applied. The family
tree approach is just one of them.

WAYNE WILCOX: I noticed one
expression you kcep using in this
discussion — and Bob Cobbs used it,
too, when he was talking about his
tcam concept — and that is when
they bring in the “security officers.”
I would like to ask each member of
the panel his definition as to what
the contract security officer’s respon-
sibilities and duties are, particularly
in the light of Mr. Marshall's talk
yesterday where he defined security
as the protection of classitied infor-
mation, and classification as the iden-
tification of it.

GARRETT: Let me make a few
remarks anc then ask the panel to
express their own thoughts from their
own points of view on the role of
the contractor security officer. The
role of the contractor security officer
is different from the security officer’s
role that Mr. Marshall described. At
least 1 believe that the contractor
security ofticer who has the classifica-
tion management function has the
job of taking the classification guid-
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ance received from the user agency,
interpreting it, claborating on it, and
dirccting how it should be applied to
the specific program or project in-
volved in the contract. That is my
own 1idea.

DUNWOODY: It depends on ihe
function of the agency involved. We
in our Missiles Division are not re-
sponsible to the security officer. We
are actually responsible to the vice
president in charge of general man-
agement. The role that 1 play is to
represent the Missiles Division on
joint government-industry teams and
we do develop guides. It allows us
to define better what information is
to be classified and make clear the
intent. 1n other words, in our organ-
ization people look to us to tell them
what is classified, Basically, we oper-
ate as Mr. Marshali suggested yestcr-
day. Regarding the team concept
of preparing classification guidance,
on major programs 1 am in agree-
ment with it. We have participated
in such things and it does allow us
to better understand and to define
what information is to be classilied.

COTTON: In Albuguerque Oper-
ations Office we have for a number
of years encouraged our contractor
organizations to separate the function
of classification and security and 1
think this was for two reasons, basic
ally. First there are essentially two
different disciplines involved in the
twn functions. And second — well, -
this might be controversial — I think
maybe there might be conflicts be-
tween the responsibilities or motives
of the two functions. 1f I were a se-
curity officer and a classification of-
ficer, 1 conceivably might be inclined
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to make a different decision in clas-
stfication because of the pressures
from the sccurity end than 1 would
otlierwise. S, ideally, I think ¢he
functions should be separate. Real-
istically, we recognize this is poi al-
ways possible.

SATTERFIELD: I am sure aur
security department never makes any
decisions as to whether sometlung is
classified or unclassified. This is with-
in the authority of the program
manager. This is where the responsi-
bility rests. As to any question with
respect to interpretation, most of our
program managers have gone along
with the recommendation of the se-
curity officer. They normally assign
a security representative from their
program. When you have a compiex.
program, you would be surprised by
the questions asked by the different
engineers who go to the administra-
tive representaiive for interpretation.
‘These questions are routed through
this security representative who, in
turn, has the responsibility of for-
warding them chrough our offices, to
the user agency and the project peo-
ple.

GARRETT: Do any of you in-
dustry peopie have anything vcu
wish to say?

FRF¥D DalGLE: Two thoughts:

I ha - zen listening to all the com-
ne . to the responsibility of se-
oy oacers. First, I think Bob

Cobbs pi.. the problemn most dirzctly.
It is the responsibility of the contrac-
or. Then, within the contractor’s
organization, it is the contractor’s
responsibility 10 decide whether he
wants to establish o classification
managenent program and where he

1S

wants o house {6, but dn any event
he is providing classiflication manage-
ment 1o a degree, The thing that
Hothers me most here 15 that we con-
tinually refer to all our problems as
seing those of tw secuniiy officer. In
some comprenies this may be true.
These preblems may be all or part
ef the scourity officer’s responsibil-
&y, But othes companies consider it
to be administrative or contractual in
gature, Wist I want to emphasize s
that they are wearing tieir classifica-
fion managenient hats when  they
handle these provlems and make de-
cistons, wes, we make cdessification
decisions, hundreds of e a week,
within the framework of the spaise
guidance we aecessarify receive. Like
Dunwoody, we separate the {unciions
of classification and scourity. Class-
ficationn follows e administrative
channel while security follows an.
otirer. It gives us a greater freedor
of motion and an ability o deaf with
ine rechnical amd manageinent per-
sonnet on their own ground sid
tevias withoul the “police” label oa
us, We don’t have to investigate vio-
fantony, eic. Whea we see [lagrant
distegard we warn the informatiou
ovee w security. Aixi believe me we
work well togeiher. Ciassification in-
terprets the degree ol protection re-
guired on afl activities in the division
as d=iermined by analysis of the DD
£54, and security does an outstanding
jobb of enforcing what they know to
Le the required protection of that de-
gree of classificatton. In plain lan-
guage, gentiemen, wc are trying to
becoms: a professional organization.
This seminar proves it. So when we
are referring to problems of dlassifica-
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tion suanagerent, sav  classification
marngement, When we a2 referring
to problenr: of secuvity, say sccurity.

ROBERT BONOVAN: speatical-
ly, Lyle, by yeur own backgroand
and experience, you are 2lse 4 secur-
iy mar, aud 1 am trying 1o sce-—wbat
Charlie Marshatl was ii’f:.a?.:;:i’s'}in.j.;: in
the ALRC comcept, was thar s i
technical matter and be 15 iaaking
technical evaiuation. Now, f den't
consider myself 2 technical man and
I don't think you do, and wucither
does Fred. I think you ave i 2 dif-
fzrent boat.

DUNWOODY: Tha wock may in-
volve technical problems. And tle
ciassification man sheuld be abie to
cope with them,

DONOQVAN. But my point is that
it is interdisciplinary. It is your
contract management group, if you
will, that has directly a responsibility
to the custemer. How they delegate
the responsibility within a company,
as to who 1s going to go out and
massage the engingers and gather in
the details and perform this function,
is somewhat immaterial. But whether
or not, ipso facto, this must be a
brand new specialty or 2 brai.d new
profession. exclusive of all others, is
a question.

GARRETT: If I understood the
intent of Wilcox's question, that is
probably what you are referring to.
i wanted to clarify that in people’s
minds. I think classification manage-
ment is open. As Bob asks, is it a
profession, as such, or is it something
that we pick up along with the other
things we are doing in our activity?

DUNWOODY: Well, it is just Jike
being & manager or an engineer.

& W
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That's a good question.

DONOVAN: Yes, but can you imag-
ine cutting loose some of these col-
lege graduates, with all their tech-
nical degrees, and saying they are
management engineers?

DUNWOODY: Ed Calvert, in the
NCMS magaziie, came out with ai
article a while ago that pretty weil
defines the gualifications of the clas-

sification man.

GEORGE CHELILUS: I think be-
fore classification management be-
comes a profession, we have to be-
come involved with engineering to
the extent that we can handie our
employee  classification  guidance
through engineering principles, there-
by implying that we have to know
some detailed engineering in order
to be able to do this. I don’'t believe
we will become a profession, as such,
until we take this action. If we as-
sumc thai we don’t have to be tech-
nically knowledgeable in security
guidance, too, we are merely moni-
toring the impiementation of security
guidance and do not stand in the
position of making decisions of
whether or not information is clas-
sifiable. 1 think also, going on with
this, that before any management can
recognize a program for industrial
organization of classification manage-
ment, there will have to be some way
{o break out the classification man-
agement  function into  a  direct
charge to 2 contract, primarily under
government DOD directive, usually
in accordance with contiactual re-
quirements. Ard I would think. with
classification management a profes-
sion, at that time any work done in
classificaiion management directly

4
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related to a contract could be a direct
charge.

DUNWOQODY: This is being done
now, for U.S. Navy Special Projects.
I have an cight-man effort which is
direct. My function that I am per-
forming for them is direct. When you
go back to the first part of your
question, 1 don’'t believe really that
anybody can ever be technically
competent completely :cross the
board, but you do have to have the
ability to communicate, not only
with the engineers, but with the ac-
countants and be able to cope with
all ramifications of doing business
today.

GARRETT: 1 think therec is a
very definite difference of opinion
as to whether the classification man-
agement should be a part of the
security function, whether it should
be all by itself, or part of some
other function. I don't think it mat-
ters very much. At least it doesn’t
matter so long as it is geared toward
the assistance of the technical people
and others in the development of #p-
propriate guidance and the applica-
tion of guidance in the most accurate
manner.

WILLIAM FLORENCE: Mr. Gar-
rett, would you consider that the
placement of your own security clas-
sification management division is ap-
propriate {or the Department of De-
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fense, or would you consider its re-
moval from the security oitice to he
a good mIve In your owi lnterests

GARKETT: 1 doun't uunk there is
any question as to hew the office
feels about it. Classification manage-
ment is a direct function of the
Director for Security Policy.

TONY CORREIA: Sonicbody
mentioned that Charlie  Mayshail
commented yesterday that his prople
were all technical men. Then 1 think
that he changed it. He saii they were
technically trained. INow, vou can be
technically trained and not be a
technical man. I think the point was
brought up this afternoon that if
the classiflication managenient man
is associated with a program—sits
in on a pregram of cechnical inter-
change-—:e can be pretty well tech-
nically oriented and he docsn’t get
lost in the verbiage that the engineer
uscs.

COTTON: Mr. Marshail said, I
think, and I might reiterave, tuat
AEC policy is to require a technical
degree, a B. A. degree or a B. 3.
degree in a techiical field, including
matlsematics. Of course, contractors
may not have such requirements.
However, it 18 recegnizer: in AEC
poiicy and by ouwr generad manage-
ment that classificonion 1s a tecnnical
fieid.

NCMSj--1968
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SECURITY CLASSIFICATION MAMNAGEMENT
COORDINATIIMN BETWEEN INDUSTRY
AbiD DOD

Willard N. Thompson, SAMSO, US. Air Force

Classiticalion management’s gread-
est contribution to the U. %. securiiy
program 1s more accurate, realistic,
and timely security classification guid-
ance o all coxcerned. In addition, we
save money. Based on experience we
have learned that each security clas-
sification specialist saves a lot of
money cach year 1n security costs.
Later, T will give docnmented exam-
ples. During World War U, Geueral
George Patton, Third Army Com-
mander, made a statement to e, a
company commander, to the effect
that the operating level in the Army
was the company or battery. He furth-
er stated that decisions were made at
theater and army level with all leveis
of command between interoreting
and staffing the directions as they
pertained to their arcas of interest.
We have a parallel here in that the
classification management specialist
at the user agency and at the con-
wractor facility are the operating
persennel of the security classification
prograi.

Let's discuss thic morning the op-
eration and responsibilitics of a clas-
sification management office at the
level of a user agency and contractor
facility and our association, what we
do, how wc operate and some of
the problems that evolve from
this association. The greatest prob-
lem is the irdiscriminate classifi-
cation direction that is put cut by
ungualificd individuals to  indivi-
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duals. I bhelieve that classif‘cation
guidance must be coordinated ard
controlled by « central offize. Yhe
most importaat tunction of a classiti-
cation management ofzice is the con-
trel of classificauon gvidance. There
must be one central place where alk
guidance funnels through for a com-
mand ov a contractor. This is true
going and coming. Guidance classifi-
cation decisions and resultant actions
that are made between individuals
leave the rest of the worid in the
dark. The result is the use of differ-
ent classifications for the same in-
formation,

Initial classification determination,
what needs protection and at what
level, to me is the most important
single factor in the security of all
projects and programs. Classification
of information generated during the
life of the program is based on this
original determinaticn. The part
security plays as to time, costs, etc,
for the life of the program is bkased
on the original classification decisions.
Who makes these original ciassifica-
tion determinations? For a specific
project or program, the cystem pro-
gram office, the uscr agency classif-
ication manzgemeni office, and ihe
classification maragement personnel
at the confractor i ronriractors 1a-
volved develop ihe necessary require-
ments. These reguirements are af-
proved hy the scoretary of the service
involvea and/or the Department of

o
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Dedense but the spadework is done at
the user agency lever. Classification
determinatinns are required nat will
create security classification gaidance
that gives tuli protection te a1l as-
peets of 2 program but doecs not
rpeae the free exchange of informa-
tton i the scientific commuaity or
programs. 1t i¢ a fact of life that
natiopal security is not only depen-
dent on the ualional security pro-
gram but on the advaccement of the
state of-theay Ly ihe scentific com-
munity. We urc In wiy opinion, ir
the ape uf szonre suientists, The way
the scieninst:e oi roday have adapred
themsewves to working  within  the
g2cary sequirements is certainly of
geeat coedit to the scientific commun-
ity. The hows and whys of the end
product must he provected, but bot-
tlenecks in productinn leading o ex-
cessive manufacturing costs and de
lays cannot be caused by unnccessary
security requirements. The cou. of
protection can never be used ©5 the
deciding factor, but it is a factosr and
must be realistic. A survey made at
SAMSO revealed some interesting
figures in arount of money saved by
the efforts of the classification man
agement office during the period 1
Juiy 1965 through 30 June 1967:
$1.475,962.00 1n monies that would
nave been spent was docunented as
being saved. Furtheyr, this money was
saved with ro less in security as o
result. Cost, we see, is a tuctor if not
the deciding cue. In the process of
gathering informntron even grealer
savings av some contractors were dis-
covered as the resule of classification
managemeni’s ¢ff ats at the perticular
contraciors. One colapany reporied
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that their classilication wunagement
personnel working with the classilica-
tion panagement pevsonuel at the
user agency  have  prevented  the
speading of over nine million dollars
during the past four years. Let's ex-
arzmne some  sperific actions taken
that have saved money and illustrate
low government and industry clzs-
sification. mauagement  personnel
working together accompiish their
mission. One compeny saved $52,-
416 on clasatied contracts through
tbe timely regrading actions based o
timely security classtfication guides
awd regrading instructions vrovided
dhrough the efforts of classificatior
managemirit.  One  company  ques-
tioned the neressity to cassify the
grain strecture of solid propellants.
Upon ‘in.eitigarion by both govaru-
ment and jedasiry classification per-
sonnel, it was determined the ivem
vid mot warvant a classification of
confidential. Regrading actions were
taken which resuited in a savings of
$125,050 on two contracts. Subsequent
savings on later contracts to other
Companies manufactuving solid pro-
pailents were ever greater. A smaller
but more typicz) case was when rock-
et engiae injector plices were declas-
sified. However, the engines contain-
ing the vlates were being delivered

~ elassified because the engine log beok

was shinped with the eugine. Clas-
sification maragemen personnel caus-
ed a revised DD Form {54 to be s
sued, suthorizing the classified engine
log book to be delivered under sep-
araie vever. Shipment of fifty seven
cugines resulted in a savings of §1,-
700. Ciessificavion maragonent prov-
cd thut the classificaiion of the asso-
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ciation of certain program numbers
with the Agena vehicle was not war-
ranted, This regrading action pre-
vented the classification of a tremen-
dous volume of shop order type
documents and the establishment of
additional security areas at the con-
tractor facility. A detailed study made
by the contractor concluded that over
a half million dollars is being saved
annually. This action was a closely
coordinated effort between classifi-
cation management personnel  at
government and contractor level. To
avoid the wuse of around-the-clock
guards at one contractor guarding
launch tubes, classification manage-
ment suggested and approved the use
of assembly and checkout covers. This
aciion precluded the necessity for
spending over one hundred thousand
dollars annually for guards. Another
example was the determination that
compartmentalization of the produc-
tion area at another contractor was
noi necessary for rhe production of
reentry vehicles. Compartmentaliza-
tionr would have caused an estimated
initial cost of eighty thousand dollars
for wnachines plus an additional cost
-in extia versonnel to operate the dif-
fxremt wrachines. These machines are
fresenily heing operated by personnel
movitiy from one area to another
with we reentry vehicles. This avoid-
eq the hLixiag of an estimated fifty
puople at an annual cost of over half
a million. As a result of upgrading of
the classification of a program by
Gigher Foadquarters, the prime con-
teactor asked for over three hundred
thowsand dollars to effect the neces-
sary actions, Classification manage-
ment specialists working with pro-
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gram personnel and contractor clas-
sification personnel substantiated a
reduction that resulted in a savings
of $117,000.

In addition to documented savings,
the greatest savings cannot be docu-
mented. In the area of manpowecr, as
an example, the classification maii-
ageme 1t office takes the place of one
or more individuals for a program.
Of course, the number of programs a
command or contractor has deter-
mines thz savings here. In some of
the large commands and contractors
the savings are immense.

Saving money 1is mnecessary, of
course, but it certainly is not the
most importait function of classi-
fication management. The most im-
portant — experience teaches us —
most valuable reason is the assurance
of timely and accurate security clas-
sification guidance to all concerned.
Again, a central contros with a cen-
tral record of security actions is man-
datory for an ecificient accurate clas-
sification ranagement program for
any command or contractor and is
considered the only way to operate.

Ve have been discussing accom-
plishments that classification men-
agement personnel have made. Let’s
discuss for a moment what it takes to
make a classification specialist. A
classificatior specialist must know the
missicr, cost, time involved, etc., and
must keep up with the changes in the
program as they occur. He must have
a security background, and I believe
an investigative background is de-
sirable; an inquisitive mind, an un
deniable desire to ferret out the
facts, as well as a hard-headed, un-
deniable desire to make classification
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work. De Gaualle of France has the
gnalificavons, but I understand that
he 15 not looking fcr a job in the
United States. We must end up with
classificaticy.  decisions  that  make
sense and are workable. In addition
to a security and investigative back-
ground, our classification specialist
must have a complete file from which
to work. His decisions on classifica-
tion requirements of assigned pro-
grams can really be no better than
the {iles lie has to back him up.
Security classification is t.e pro-
duct of judgment as to the protection
of information thar this information
must have to prevent harm to the
United States. There can be no other
reason for classifying. We do mnot
classify  documents, bardware, or
whathave-you. We classity informa-
uon 2id only information—informa-
tion contained in a docvment or in-
formation that can be derived from a
piece of hardware. The final author-
ity for classifying, regrading, and de-
classifying information m st be sul:
ject to control from a central source.
musi be the job of

amlineen  alic
1 believe this

classification management.

The SPO 1s responsible for his
program including all aspects of se-
curity, but classification management
is the commander’s staff office to
assure that the best possible classifica-
tion decisions and actions are taken
for all prograins under his command.
Higher headquarters provide guide-
lines; so-called captive contractors,
such as Aerospace, Rand, etc., assist
with  recomnmendes]  classifications.
Contractors performing on classified
contracts recommend  classifications
but die contracting command (user
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agency) must make the decisions as
to what must be classi ied and what
level of classification is necessary.
Again, 1
specialist. must know an awful lot
about a program before he can in-
telligently perform his duties as a
classification specialist for a program
or project. Only with complete
knowledge of the program can the
classification specialist properly as-
sist the program office and assure
that the best possible classification
decisions and guidance for his as
signed programs are being made.
Classification management must be
involved from the start of a program
to its end.

A security classification guide for
each program or project should be
prepared. This guide should be
staffed, published, and controlled by
the classification management office.
The security classification guide for
a program Is tiie most important se-
curity document pertaining to the
program. Classification determina-
tions can differ because of different
interpretations of the guide and may
require resolution, but at least all
concerned are working from the same
document. The DD Form 254 is a
contractual document furnishing clas-
sification guidance, but to be really
effective it must be based on the clas-
sification guide or serve as a supple-
men. to the guide while acting as a
letter of transmittal for the guide
from the user agency to the contrac-
tor. No matter how we look at it, a
guide is the most important docu-
ment pertaining to the security of a
program. Therefore it is mandatory

repeat, a classilication
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that it be as accurate and timely as
possible.

In the concept that classification
requirements and guidance must be
funneled and controlled by a central
classification management office both
in government and industry, let’s ex-
amine how we work together to ac-
complish our mission. A dream add-
ed to hours of work by a brain brings
forth an idea that eventually ends up
as a directive to a command to pre-
pare a plan. The proposed plan is
prepared and includes a security clas-
sification guide. A Request for Pro-
posal (RFF) goes out with the se-
curity requirements for the RFP in
the foim of a security classification
guide. Classitication management for
each contractor involved gets into
the act, looks over the guidance,
agrees or does not agree, makes sug-
gestions, and subraits recommenda-
tions to the user agency classitication
management office. You may be
thinking, “when do we ever have a
guide at this period in the life of a
program?”’ There are such ideal situ-
Without man-
agement you certainly do not have 2
chance to correct poor classification
guidance. As our program progresses,
a contract is awarded. From now on,
coordination between government
and industry is mandatory and our
central focal point of control is man-
datory. Without it, information that
needs protection at a specific level
could be handled at different levels
of protection, i.c., from unclassified
to secret. I suppose even top secret is
possible, although I don’t know of
any specific examples.

Let's examine what actions are re-

ations. classification
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quired during the life of a program:

A. Produce a classification guide
for the program. Contractor classi-
fication personnel expand this guid-
ance as applicable for their personnel.
Much controversy exists over what a
guide should contain, how much
detail it should contain, etc. 1 sub-
mit to you that if a guide covered
cvery item that every one involved
was interested in, it would not be
published before the program was
completed. Also, we in classification
management would bc out of a job
because there would not be any in-
terpretations to be made. All areas
needing protection must be covered
in a guide but too much detail is as
bad as no guide. Room for interpre-
tation as it applies to each of us
must be available. With government
and industry classification personnel
working together, all areas in ques-
tion can be resolved.

B. Continuous review and evalua-
tion of security requirements for a
program; processing requirements for
security guidance and
bringing to a conclusion necessary
changes. 1 guess the most prevalent
problem is in relation to the DD 254.
A program security classification
guide, if maintained up-to-date,
shouid resolve this problem. How-
ever, the fact is that many 254s are
issued ~ that are inadequate, unco-
ordinated, untimely, are not revised
at the proper time, do not furnish
sufficient guidance for downgrading,
and, in short, are inadequate. All of
these deficiencies can and should be
corrected by classification manage-
ment at the user agency and if not
the classification management per-
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sonnel at the contractor involved
should make appropriate recom-
mendations  for change. Most  of
the problems will not exist if clas-
sification management is so organized
and operating that they are in a
position tc prevent it. I submit that
it 1s classification manageracit's re-
sponsibility at the user agency to see
that proper guidance is furnished and
in industry to complain if it is not.
Some of the complaints are inade-
quate DD 254s received on prime con-
tracts and requests for proposals
which give no guidance at all in
Block 13, the heart of the form. An-
other complaint is that statements do
not make sense and are not complete
in themselves, such as, “The classi-
fications cited above represent maxi-
mum levels only and are intended for
guidance. Lower levels of classifica-
tion are permitted whicnever they are
suitable and whenever the interests
of the government are bettor served.”
Who is to determine what the lower
levels are to be, or how to determine
when they are suitable, or when in-
terests of the government are better
erved? Conilicts within the 254 that
require different levels of classifica-
tion of the same information is a
problem. When guidance is inade-
quate or untimely, the contractor
must elect to follow one of the fol-
lowing alternatives: do nothing until
classification guidance is furnished by
the government; jeopardize schedules
by sending each document for which
classification guidance is inadequatc
to the contracting command for de-
termination; or assign a classification
based on his own interpretation. This

can be interpreted to be assuming the

[14]
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postiion of original classification
authority, which of course is not the
contractor's. ‘This is where coordina-
tion between government and con-
tractor classification personnel is all-
important. Probably the most dan-
gerous avenue for a contractor to
take 15 to assume that all information
for which classification guidance is
not available is unclassified. This
position jeopardizes the national de-
fense and nullifies much of the efforts
to safeguard wvital information. A
common complaint, in many in-
stances justified, is that guidance con-
flicts with guidance from other
branches of the service. It is an im-
portant duty of classification man-
agement to assure that conflicts do
not exist. One of the most costly
and hardest (o justify decisions is to
classify a program, or certain infor-
mation related to a program, after
the information has been rather
widely dissemninated as unclassified.
All classification management can do
here is to present the best case pos-
sible that this is an unreasonable de-
cision and will accomplish nothing.
The complaints concerning 254s go
on and on and now that we have a
new form there is still no reason to
believe they will stop. Classification
management has a problem here that
only it can correct. Coordination and
cooperation hetween government and
industry is imperative.

C. Determine necessity for special
security requirements; assist in imple-
mentation of special requirements.
This 15 a continuous effort by both
government and industry classifica-
tion offices. A good ¢xample of spe-
cial requirements is known as Space
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Technical Informatic i Control Pro-
grams, Back in 1962, the Sccretary of
Defense directed that certain space
programs would have special control
irements placed on them. They
would be identified by numbers in
place of namcs; access to certain in-
formation wouid be on a strict need-
to-know basis and would be for the
specific area of interest for each in-
dividual. Also, it established certain
classifications by association. Com-
mon sense must be used in this area
of classification by association. This
15 definitely where classification man-
agement can and must get in the
picture. The argument is that clas-
sification by association is in direct
conflict with the principle of classi-
fication of information on its own
merits and the principle of classifica-
tion according t> content. It pre-
sumes that the person who determines
the classification is an all-knowing in-
dividual who can weigh the effect of
the information in question being
placed with all other knowledge or
information known to mankind. If
the principle is carried to its logical
conclusion it will result in the clas-
sification of all information — since
it is the combining of enough words,
numbers, etc. that results in classified
information. However, the informa-
tion that concerns the person apply-
ing the classification must be lmited
to what is in the document or material
he is classifying. The problem here is
that somewhere there is a person who
does not know that he is prohibited
from using the two associated words,
sentences, or bits of information at
the same time. The result is the un-
authorized disclosure of the informa-
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tion or a large amount of classified
information which actually reveals
nothing.

D. Continuous study of security
requiremenis and changes necessary
to maintain necessary sccurity at a
minimal cost. This, of course, is a
continuing requirement ot classifica-
tion management at all levels. All
sort of conflicts, regrading require-
ments, changes, additions, or deletions
in security requirements arise during
the life of a program and must be
resolved. Classification management
is not only the best way to control
the security requirements of a pro-
gram, but I submit to you the only
workable way." Coordination between
government and industry classifica-
tion specialists is mandatory. Mutual
respect anc consideration of. the
problems faced in both areas will
result in better security for our pro-
grams.

In summary, let us remember that
the initial security classification de-
cision for a program is the most im-
portant security consideration per-
taining to a program. Classification
management is responsible for moni-
toring the initial classification re-
quirements of programs and projects;
it must provide a central control of
all classification matters, all decisions,
all guidance, all changes in classifica-
tion, and the resolution of classifica-
tion problems as they arise; it must
have qualified personnel; and it
must be properly organized with the
backing of the commander and/or
management. Probably most impor-
tant, CM must be completely fam-
iliar with all aspects of programs sup-
poried. Classification is a command
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responsibility. Our job is to see thai
it is carried out in the most efficient
way possible.

In conclusion, we can state with-
out fear of contradiction that security
is necessary. It is the keystone of our
national defense. Sccurity classifica-
tion 1s the basis on which all secur-
ity is predicated. Why classify? To
prevent unauthorized persons (enemy)
access to information or material that
would aid his efforts and/or be in-
jurious to the United States. This is
an impor.ant mission and one we
can be proud to perform. There are
three professions that I consider the
most impertant to man; they are the
profession of law, the profession of
medicine and the profession of arms.
We in security classification manage-
ment certainly belong to the profes-
sion of arms. Our concept of govern-
ment is based on law. The health
and welfare of our people is depen-
dent on ihe medical profession. The
very existence of our way of life,
and, I believe, the very existence of

the United States, is dependent on
the profession of arms.

FRED DAIGLE: 1 have a question
here that vou may not desire to
answer., If not, T can understand. Re-
cently 1 ran into something different.
We got a 254 that referred to the
PRD for classification reference. We
got a blank 254, containing the PRD
reference. Is this a trend, or an iso-
lated incident? The PRD is a blue
suit document, not necessarily an in-
dustrial document.

THOMPSON: This is a specific
situation. It is not a trend. It was
made for that one contract and was
made because the contractor and the
program office want it that way. That
1s about all I can tell you.

DONALD WOGDBRIDGE: 1
don’t exactly have a question, but 1
can't refrain from commenting. 1
wish Mr. Marshall had been here to
hear you say it is a dangerous as-
sumption to assume that information,
just because 1t is not wmarked clas-
sified, should not be protected. I
think li¢ would be heartily in accord.

PANEL — CLASSIFICATION MANAGEMENT
IN INDUSTRY

Kenneth E. Wilson, Sylvania Electronic Products, Inc., Moderator

A. A. CORREIA
North American Rockwell

My subject concerns classification
guidance to subcontractors and ven-
dors as a prime contractor.

As you all know, there is nothing
more aggravating than to receive a
DD Form 254 that pertains to a com-
plete  pregram or weapon system
when you need a more definitized
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“specification” {for only vour part of
the program or project.

if proper communications and co-
oidination are not established Dbe-
tween company buyers and the clas-
sification management analvst, this is
exactly what will happen. The prime
contract DD Form 254 will be sent
out with the RFQ or RFP package.

In a recent program eltort within
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Autonietics, we were able to avoid ex-
tensive costs through the timely re-
view of the DI} 254. This procure-
nient was for radar hardware, and
approximately 100 Item Identifica-
tion Document (I1D) specifications
were, or would have been, classified
confidential due to the nature of the
part descriptions and the test criteria
that would have to be met. These
criteria are classified and did have to
be provided each prospective vendor.
This would have necessitated a very
complicated procedure for issving
purchase orders and 1n excessive ma-
terial procurement costs as well as in-
creased parts costs. By deleting ihe
test levels criteria and including them
in a confidential requirements specif-
ication, only one document is classi-
tied instead of 100.

Distribution of Request for Quote
for items of Lardware was made v
approximately forty-two prospective
vendors who were cleared; however,
omy onc classified document was
required to be forwarded to these
vendors, and the 1IDs were all un-
classified.

In the value study summary and
cost analysis submitted by the pro-
curement department, a total of
$180,000 cost avoidance was sub-
mitted, of which $89.000 has been
authenticated by auditing and the
remainder is being evaluated. This
procurement was for items of hard-
ware for ninety-six radar systems.

In another inustance the procure-
ment was for hardware manufactured
from special materials. The associa-
tion of this material with certain
programs or projects s classified
secret. The besi price was from a
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vendor that was cleared for storage
nf documents but had no cleared
manufacturing areas. When sccurity
was contacted and advised, a study
was made and a decision made that
the vendor would reccive classified
parts drawings and reissue the draw-
ings as vendor drawings without any
reference to progra or projcct usage.
This procedure avoided the addition-
al cost of a guard service and estab-
lishing closed areas. In addition,
manufacturing personnel did not
have tc be cleared. The end items of
hardware were picked up as classified
in the shipping area when they were
identitied to the contract and pro-
gram. These personnel were properly
cleared.

These cases are only a few of the
pumerous ones in which we, in in-
custrial security at Autonetics, have
been involved. It is of extreme im-
portance to a compairy to advise their
buyers of the availakility of the
security classification analyst serviccs
when making purchases fer classitied

Cobbs’ concept of the requirement
for a team effort in estaklishing
security guidance. Thank you.

GECRGE L. CHELWUS
McDonnell Douglas Corporation
The most important responsibility

for personnel in classification man-
agement is to effeciively communicate
witlhe members of the scientific and
technical community. The classifica-
tion specialist can no longer say that
he «does not understand the technol-
ogy involved in a classified program.
Our profession Is rapidly changing
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from the non technical responstbils
tes of dissaminating and monitoring
the 1mplementation of sccurity guid-
aice o full purudpaiion in the
decisien-making  process ol whether
an item of 1aformation should be
classifiecd in the interest of national
defense,

1 am reminded of a talk given in
1966, to NCMS, by Dr. E. 'I'. Welmers
of the Acrospace Corporation, where-
in he indicated that on many occa-
sions he would tell non-technical
personnel that he was a mathemati-
cian. The response was almost un-
animous. “Well,” they would say,
“that’s one thing that 1 could never
understand.” It was Dr. Welmers’
opinion then, and shared by me to-
day, that it 1s becoming absolutely
essential that the non-scientist begin
to understand and communicate with
the scientific and technical commun-
ity around him. Hence the need for
the classification specialist to take
time out of his pressing schedule to
understand the scientific principles
involved in making that classification
determination.

First, let us consider the scientist,
his underiying philosophies, and ex-
amine his attitude toward the clas-
sificaticn specialist. Throughout his
education it has been stressed that in
America Lie has academic freedom to
develop scientific ideas. He is also
encouraged to participate in confer-
erices and symposia of a technical
nature where he may relate to other
members of his own prefession a free
exchange of opinions and ideas. To
impose on the scientific community
any regulation preventing this free
exchange of ideas requires careful
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evaluanion of the beactits and
bilities. Where such restrictions e
placed on scientitic imformation the
classification  specialist. must  realize
that ic 15 1 direet conflict with the
basic philosophies of the scientist.
The scientist’s reaction to the im-
position of a security classification
may be one of hostility where such
mformaticn has been developed as a
result of his independent research
within the universities or colleges.
This is especially true when the scien-
tst Is DCW 1o a corporate structure
and finds that such information is
classified because of its relationship
to the military involvement of the
corporation i defense contracts.
Others may counsider classification as
but another administrative hurdle
standing in the path of scientific
breakthrough. Perhaps still others
view classification as an attempt to
restrict discussions of scientific ideas
within the technical community.

The aititude of the scientist toward
the classification specialist may vary
as much as 180 degrees. One scientist
may see the classification specialist
much the same as a motorcycle of-
ficer, waiting behind a billboard for
him to run a stop sign. Some mem-
bers of the technical community
adopt an attitude of wait and see,
reserving judgment until the classif-
ication specialist becomes thoroughly
familiar with the problem and sub-
sequently renders a decision. While
the scientist in this latter category
may not agree with all decisions, he
usually respects the logic used in
arriving at the decision. Finally,
some technical personnel feel the
classification specialist is incapable ot
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understanding the problem and there-
fore it is useless, in his mind. 10 even
approach the specialist to give him a
chance to interact with his ideas.
The last observation of the scien-
tific community that 1 would like to
make is directed toward the scientist’s
relationship to his employer. The
purpose is to develop,
stimulate, and expand in technical
horizons, thereby creating new busi-
ness opportunities. It is important in
fulfilling his primary role to the
corporation that he doecs not forget
the residual responsibilities of admin-
istration, tinancial management, and,
of course, classification management.
The underlying philosophy of the
classification specialist is substantially
the same as that of the scientist with
respect to their security responsibili-
ties in the corporation. This is pred-
icated on the interest of the corpo-
ration in the national defense as
evidenced by the execution of the
Security Agreement DD Form 441.

scientist’s

The value each apportions to his
security responsibility may vary due
to his employment objcctives. '1'he cf-
fort is that the scientist’s security
obligations are residual to and arise
out oi e gencration ot classiild
information while the classification
specialist 1s specifically hired, and
has the primary responsibility, o pro-
tect information in the interest of
national defense. It should be noted
that the classification specialist also
has a duty to the corporation. This
duty is fulfilled in the cooperation
with and assistance to the technical
directorates consistent with sound
security policies.

The attitude of the classification
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specialist  1oward  the  scientist 1y
usually one of complete fack of un-
derstanding. First, he probably con-
siders the scientist to be unacquaint-
cd with, and disinterested in, sccur-
ity requirements. He further cannot
understand why the “good doctoy”
cannot  understand  the  difference
between RD, FRI), and Defense In-
formation, and, 1t that is not cnough,
the classification specialist is sure that
the scientist is working for a foreign
power when he makes a value judg-
ment that is inconsisteni with esiab-
lished security guidance. The prob-
lem thus becomes one of reconcilia-
tion of the philosophies and attitudes
of the scientist and the classification
specialist.

It is obvious that we in classifica-
tion management must take the firse
step toward understanding the scien-
tific communrity. 1 will attempt to list
some informal methods that inay be
used by the classification specialist to
create an interest in his program with
the scientific community, and then
present a more formal approach used
within Douglas Missile and  Space
Systems Division to implement the
classification management prograin.

First, we should be willing to moke
personal contact with the project
manage~ on all classified contracts
informisy them of our services and
extracting from them a basic under-
standing of the technolagy involved
in their contract.

Second, we should take more inter-
est in the planning activities of the
corporation, learning the direction of
future business opportunities and ob-
taining security guidaice which could
be applicable to these activities. We
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should also seck out and atend wch-
nical briclings given to management
during their annual review to {urther
familiarize  oursclves with  the  ad-
vances in specific programs,

Third, the dassification spectalist
should take an interest in the minor
successes of the techiical persosnuicl.
For example, where the classification
specialist finds a minor test  (clas-
sified or not) is being conducted and
it is particalarly hportant o the
program, he should inquire of the
program management as to the suc-
cess ot failure of the test. This will
reinforcee the trust you have establish-
ed with the technical personnel.

Lastly, we should be available to
the various management levels as
well as to the scientific personnel as-
signed to these directorates, Primar-
ily then, it is the exposure to the
technical problems that builds the
trust the clussification specialist must
have to operate effectively.

At McDonnell Douglas an eftfort
is made to formalize and centralize
the decision-making process in clas-
stfication_matters. Classification cowmn-
mitiees are established for each major
contract or subcontract, to ensure
uniform implementation of the se-
curity guidance furnished. The clas-
sification comrnittee consists of the
manager of security, as chairman; a
contracts representative; and a meri-
ber of the appropriate engineering
projects  office. The classification
comumitiee convenes at the request of
any member of the comumitiee, or
cvery thirty days whichever is earlier.

The committee is responsible for
the review and interpretation of the
original DD Form 254, or revision
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thereto, and  estabhishes detatled  see
curity classification guidelines tor the
contract concerned. Where 1t 1s de-
termined by the conunittee that clari-
cation of DD Foru 2541 s indicaied,
the contractor’s I‘Cl)l'CS(‘.llUlli\’C s 1e-
sponsible to negotiate with the ap-

propriaie government agency to ob-
tain a revision or clarification. The
manager of sccurity maintains a Hai-
son between his office and the user
agency’s  classilication  management
offices. This enabies the dassilication
spectalist 1o understand the govern-
ment’s  philosophy in classification,
and also assist in maintaining con-
sistency with other user agency pro-
grams or contracts. Upon the com-
mittee’s approval of the Seccurity
Requivements Check List, the security
office disiributes the check list in
accordance witlhh an established dis-
tribution list,

In addition to major programs we
receive & number of smaller research
contracts for which it would be ire
pracical (o establish such a comrait-
tee. In this sttuation the classification
spectalist and the technical personnel
funciion as the classification com-
mitiee. In regard to these contracts
the technical personnel quite often
call upon the specialist o provide
classification guidance based upon
our knowliedge of other information
known to be currenty classitied.

At Douglas we have taken addition-
al paecautions to cstablish a classifica-
tion committee for all informaticn
generated under our Independent
Research and Development programs.
The eommiiiee consists of the deputy
director of research and development
and the security specialist. Each quar-
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wi 3 prdicrons review iy made of the
10 sndividual projects within the
IRAD  orgauization.  This  review
often mcludes a discussion with the

- principal investigator of the project

______ of rojc
to ascertain his feelings conclcming
classification of the work in progress.

In other areas we have also found
the need to estabiish  classification
committees. These directorates are
basically responsible for supporting
management planning. The person-
nel involved in gathering planning
muaterial are not always technically
oriented and  therefore occasionally
desire  classification  assistance  in
making classification determination.
These supporting organizations find
1t necessary to call upon their com-
mittee representatives to assist in
classification determinations.

The classification committees also
play an important role in review and
redassification of information upon
reccipt of a revised DD 254. After
approval of the revised DD 254 the
management of each functioning de-
partment, or engineering project of-
fice, designates an employee to be re-
sponsible tor the review of the follow-
ing types of classification material:
engineering drawings, documents orig-
irated by wa engineering project of-
fice or design section, or documents
received or distributed by an engi-
neering project office. In any case,
when the reviewer or originator is
unable to make a determination re-
garding reclassification of doctments,
assistance may be requested from the
security classification chairman.

The use of classification comunit-
tees provides the classification spe-
cialist the opportunity to meet and
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Loecome tamihiar with the saenttic
personnel as well as the technical
arcas of Interest of  the partcular
contract mvolved. It also provides a
means ol conducting an extensive

sccurity  classification educational
program directed toward the other
members of the committec. Through
these committees ciassification guid-
ance niay be reviewed m depth for
consistency.

With the use of the classificatior:
committee, and supplemented by
frequent personal contacts, the scien-
tist begins to understand the inter-
relatioaship of classification manage-
nment and technology. We have also
found benefits of this interrelation-
ship evidenced in other arcas of our
security program as the scientists in-
crease their knowledge of proper
security procedures. |

KENNETH E. WILSON

When 1 first commenced prepara-
tion for these remarks, it was my in-
tention to discuss the “translation,”
i you will, of the DI 254, as gen-
erally received, into a more uscful
format for technical distribution. 1
mtended to discuss some of the areas
or items of the DD 254 that most
frequently require cdlarification --
obtained through the combined cf-
forts of the classification analyst and
the technical manager. But the more
1 developed this presentation, the
more 1 got the feeling that I had
heard this song before — at previous
seminars, at chapter meetings, and,
in fact, at any assemblage of two or
more industrial classification manage-
ment people. And I was reminded of
a Coast Guard admiral on whose staff
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pems was reseved for thov tnines
when he fedt hie statt had goten
overly enmeshed i the details of a
problcamn. He would say “"Gentlemen,
you're curing symptoms again—Ilet’s
back up and take a look a1 the
forest.” So 1 decided that © might be
more appropriate for us to review the
“forest” of classiflication management
today, and to consider a couple of
suggestions  for  encouraging  its
healthy growth.

1 submit that :he first step we
need to take is to accept certain facts
about . classification guidance, 1o
recognize4he reasons for the existence
of the facts and then to sce il we
can't design some remedial efforts. 1
further suggest that the basic facts
we must concern ourselves with are
only two in number: f{irst, we will
continue to receive guidance irom
the user agencies that is frequently
inadequate, inconsistent, incemplete
— or a combination thereof; second,
it wtll be a rare instance when a firm
provides sufficient staff to properly
monitor the dassification mauage-
ment effort of the company. The rea-
sons behind these facts ave fairly easy
to discern, so let’'s take a look at
them.

To begin with, if we ever receive
a set of perfect classification guidance,
it will have been generated by a man
who has a Ph.D. in semantics, an
M.S. in logic and a B.S. in engineer-
ing. And as “lovable ol' George” is
wont to say, ““They don’t hardly make
them kind no more.” So our guidance
will continue to be originated by
men with varying degrees of com-
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= tevce an the tohmigne of comenem
cattng wdaas. Untormmately, since tiie
cvsence of chistficanion gudance s
the ity ol detinition and precision
of description, this technigue is not
a simple art. Farther, the completion
ol the DD 251 will probably also
continue te be a secondary — aiid
usually last minute — function, with
the generator having neither the time
nor the indination to attempt perfec-
tion. The guidance, then, will usually
display some characteristics of con
cern to the industrial classification
analyst as it comes out of the user
agency program office,

Now, most Air Force — and an
increasing number of Navy — com-
mands have established classification
management offices in their security
organization. 1 am certain that the
classification specialists in these of-
fices will do their best to review the
guidance prior to issuance to the con-
tractor and to correct as many prob-
lems as possible. But, like most sc-
curity operations, in or out of the
government, the staffing is less than
adequate. Each such specialist is
probably carrying at least a 1.5b-man
workload. He is further handicapped,
in almost all cases, by having had no
experience in industry. He hasn’t had
to make classification management
work. This isn't meant to be deroga-

tory to thie individual; after all, I

was 1n the same position myself a
few years ago. But it is aue that you
have to be able to recognize problems
before you can solve them. So I think
it fair to assume that not all the
difficulties appearing in 254s will be
resolved by this review action.

The final point in the government
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industrial security office. Here again

however, we have the problem of
urderstaffing. For this reason, the
coeneentration scems to be un seeing
that industry does receive guidance—
be it good or bad. And one can
hardly fault this course of action un-
der  the  circumstances.  Again,  of
course, the lack of industrial exper-
1ence makes 1ts effect felte.

The sum total of all this 1s, as 1
have stated, that the receipt of im-
perfect guidance must be expected
and accepted. But this does not mean
that industry is blameless for our
failime to atiain our common goal.
Far from 1t.

Only a minority of contractors
have vet considered, much less
accepted, the potential for gain
arising from a classification manage-
ment program. Fewer yet have made
the investment in profitability that
is represented by a formal program,
appropriately staffed. And even rarer
are  those cointractors who have
responded to the encouragement
given by the government in para-
graph 10.a. of the I$SM and made an
cifort to 1mprove classification guid-
ance by contributing to it. These
facts, and the financial reasons
behind them, are necw to none of us;
and, certainly, changing this situation
is one of the prime objectives of
NCMS.

At this point, 1 am again reminded
of the good admiral of whom 1
spoke. He had another saying that
went like this: “Any damn fool can
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Foe e bosane 0 hear about
the Iettre metettip Now, 1 dont
wean (o ix throwing rocks — and 1
Aamonot sure that Toaan design that
better mouserrap — but 1 do have
some suggestions for your considera-
ton.

First: N the user agendes have
schools  for prospective  contracting
officers or program  managers, then
I Dbeiieve that a major eifort of the
directorate  of  security  policy  this
coming year should be to arrange for
inclusion in the curriculum courses
on classification management, and,
particularly, the preparation of clas-
sification guidance. Certainly  the
presentations of the Indusuial Se-
curity School at Fort Holabird should
emphasize the contribution that may
be cxpected from this field of en-
deavor. The course content should be
heavily oriented towards the practical
side of the problems to be faced. In
this regard, I was privileaged to pre-
view an article on the “Classification
of Hardware” written by Don Gar-
rett, who, as most of you know, 1s
the Assistant Deputy Director of the
Office of Classification Management
in DOD. This paper exemplifies the
commonsense approach to classifica-
tion management, which all too often
gets lost among the more esoteric
considerations of the subject. I com-
mend it to your attention, and only
hope that it can be widely distributed
to the government personnel who
preparce guidance.i

My second suggestion has to do
with the weakness 1n the program
that stems {rom the lack of industrial
experience on the part of those in-
volved on the government side, which
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Vonenboned carther  Toam certan
that tiwere are many probdans con
nected with then operations which
arc ncither recognirzed nor understood
by those of us in industry. The ap-
parent inabiiity of DOD to get the
Army to join the Air Force and Navy
in classification management s a case
at point. On the other hand, the ten-
dency of DCASR inspectors to insist
that the contractors should harass
their customers concerning  inade-
quacies in compliance with industrial
sccurity regulations -- such as fail-
ure to properly mark documents —
demonstrates that this lack of under-
standing s not entirely one-sided. To
help cure this difficulty, 1 suggest
that the director of security policy
give serious consideration to the
precedent established by another
agency of the government, which, like
DOD, both writes and enforces regu-
lations affecting a portion of industry.
Despite review of proposed changes
by contractors’ trade associations and
cven public hearings, they too often
found themselves embroiled in con-
troversial issuances. A policy was
established that no employee reach
the ievel at which he generated such
proposed changes until he had com-
pleted what is known as an industry
training assignment. This involves
the employee working for a period
of time with at least two companics—
in positions connected with that area
of operations directly concerned with
the regulations issued by the agency.
It costs the agency the loss of the
employee for that period of time,

t This article appears in the wvolume 1V,
No. 1 1968 issue of the Jowrnal—Ed.
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boer rhes deey 0§ othe bonelits are
mere than compeisatony.

1 he third suggestion tiat T sub-
mit to you iy directed wwards in-
dustry. Are you really convineed that
clssificition management is an im-
portamt — mdeerd, x vital — function
ol the industrial sccurity program?
If so, but you have been unable to
sell this somewhat intangible concept
to management well enough to obtain
& staffing increase, hiave vou con-
sidered going the hard route? Have
you considered establishing the be-
ginmng of the program within your
present stafling limits? Once the tech-
nical staff recognizes the contribution
this service can make — and that will
take them a surprisingly short time if
your approach 1s correct—you will
find them supporting your efforts to
increase the program beyond the tok-
cn level. I know that this is a horrify-
ing suggestion to people who are con-
vinced that their staff is already over-
worked and underpaid. But unless
you have made a detailed and com-
prehensive analysis of your operation
within the last two years, vou prob-
ably have the capability of at least
starting a classification management
program. It will mean making
clanges, but any management con-
sultant will tell you that an admin-
istrative  organization that can't
respond to changing needs is a sick
one. So 1 urge you to take a good
look at this possibility.

In this talk, 1 have tried to con-
vince you of three things:

First, that we should not spend too
much time wringing our hands over
the detailed deficiencies of the pres-
ent classification management pro-
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gram ol dhe gadance enianating
therefiony.

Sccond, that there are  practical,
but not necessarily casy, means ol
cliecting improvement in the situa-
uon; and

Third, that we should
deed must — take such steps, i we
arc o maintain the vitality of the
prograun.

1 hope that 1 have succceded.
Thank vou.

and 1n-

JOHN SHUNNY
Sandia Corporation

Classification guides are not enough
for an cffective classilication programn.
Guidces have to be interpreted and, in
a large organization, the technical
people for whom they were written
may not cven know they exist.

The periodic training of technical
people in classification helps insure:

a. Their knowledge of guides
and of the latest revisions to guides.

b. Their awareness of the classi-
fication management office und
what it does.

c. Awareness Dby classification
people of new and old classitication
problems.

This last factor was an unexpected
dividend from our classification edu-
cation program. Wc learned that our
educational sessions worked both
ways, and we were alerted to classi-
fication problems we might not have
been aware of.

Sandia cmploys some 8000 persons,
all concerned with classification to a
degree. We felt the principal educa-
tional need was with that compara-
tively small group who have the
decision - making authority. Within
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the ALC context, these are the people
who are tormally given the “authovity
to classity.” They are usually super-
visors. Also mvited o the educational
sessions are those nonsupervisory stalt
people who lrequently do all the
groundwork leading to the decision
by the person authorized to classily.
These two groups account for about
800 to 900 persons.

While our educational program is
aimed primarily at these people, other
programs have been developed for two
other categories ol cmployees. Since
secretaries are in a good position to
insure that the procedural aspects of
classification are observed, we de-
veloped a short briefing for them, in
which we show how they can help
msure that there will be no classifica-
tion foul-ups in their office. For ex-
ample, if a staff member not author-
ized to classily attempts to classily
some outgoing correspendence, the
secretary caa tactfully remind him
that only the supervisor has this
authority.

In additon, a program was de
veloped for new staft hires. Under
this program, cach receives
chure, “Introduction to Security Clas-
sification,” on sign-in day, together
widt 4 wote informing him he will be
scheduled for a briefing. At this brief-
ing, held a few weeks later, the new-
hire is given a quiz whose chief pur-
pose is to promote discussion — which
it usually does.

A principal objective in the educa-
tional program for technical people
is to get the student to participate.
If he joins or initiates a discussion,
the chances arc the session will be
fruitful for him.

We gain Lis involvement by keep-
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ing the aze 0! the sossiomy down o
about a dosen, 1 additdon, noany
once sosston, all we scheduled trom
the same general work area so that
discusstons <an be relevant and pre-
cise,

The physical arrangement is seni-
mar-like, that 1s, a big table with
cveryone, inclading the dassification
person, sitting around it. Sessions arce
always scheduled in morning hours,
well 1n advance, in a conlerence room
away {rom the student’s work arca, to
avoid interruptions.

The length of ibe program runs
from one and one-half to two hours.
A coffee break is held at the confer-
ence table, about halfway through the
session,

After introducing himself, the clas-
silication person makes an initial
presentation, lasting thirty to forty
minutes, on general classification
rules. For this purpose, our movie,
“Introduction to Classification,” 1is
used, as well as flip charts and the
blackboard. Appropriate guides are
displayed and referred to.

The conclusion of this part of the
session is usually a good time for a
coffee break.

After the break, the session turns
to classification guidance on specific
hardware and areas of interest to the
aud:ence, e.g., radars, power supplies,
testing, etc. Using a felt-tip pen and
a 30- x 4C-inch pad of paper, the
classification person can make his
own flip charts for this part of the
session, writing on the charts before-
hand the specific guidelines of interest
to the audience. The blackboard 1is
also used here for rough drawings.

This is the most important part ot
the educational session, and discussion
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should be encouraged. Vornunarcly,
most  technical  people hanve  some
strong  feelmgs  about  classilication
rules, and cven it these feclings we
negative — which is likely —— this s
better  than  apathy, so  discussion
usually starts withoui difficulty. Oi
course, the classificaion person has
to be ready to field all sorts of ques-
tions, and some of these questions
can be sticky. When he gets a sticky
question, the attwude ot the classi-
fication person is perhaps more im-
portant than his actual answer. We
avoid being defensive, dogmatic, or
truculent, and uy to be positive and
sympathetic; if the question is beyond
our competence, we admit it and
promise to deliver the answer at a
Iater date.

Il possible, samples of the type of
hardware in which the participants
are interested should be used for illus-
trative purposes. 1f this is not possibie,
or if the Lardware is too big to trans-
port to the conference room, appro-
priate drawings are procured before-
hand.

This part of the session lasts as
long as the participants wish; usually,
it concludes in an hour or so. The
final item consists of answering the
spectlic questions scnt in beforehand
on the questionnaire. These question-
naires help the classification person
before the session in learning areas of
chief concern to the participunts.

In some six years of conducting
this education program, our technical
supervisors and staff people have re-
ceived seminar training in classifica-
tion two or three times. Initially, we
surveyed “graduates” to get their
opinien of the program and their
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BARRY MILLER
Aviation Week & Space Technology

I'd like to apologize in advance, il
I may, for the fact that 1 don’t give
a very weli organized mnor a very
orthodox talk. 1 have deaded to di-
vide my talk today into three parts—
a prologue, the main discussion, and
the epilogue. My prologuc is rcally
in the form of a statement of beliel.
My epilogue is also a statement of
beliel. As a matter of fact, the pro-
logue and the epilogue are identical.
So 1 am going to start out by giving
the beginning and the end of my talk.
I am going to read this:

“1 believe in withholding disclosure
of certain information that jeopardiz-
cs the security of the nation. Any deci-
sion to withhold information, how-
ever, should be reviewed periodically
by competent, properly constituted
authorities desirous of satisfying the
public’s right and duty to know.”

So that is my prologue, my epilogue,
the first part of my talk and the third
part of my talk. So in effect 1 have
completed two thirds of my talk.

Several months ago, 1 gave a talk
before the Orange County Sccrion of
the lnstitute of Electrical and Elec-
tronics Engineers, and, unbeknownst
. to me, they sent out what 1 thought
“was a very clever notice.

The notice starts by saying, “Sec-
tion Correspondent, Orange County
Section meeting notice,” and then
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they have a box enclosed in i black
border. It says, “Warning! Be sure o
get your Auviation Week seeret clear-
ance updated before the the meeting.”
They go on o say, “You can't sub-
scribe 10 Awviation Wecek unless you
have sccret clearance,” cte.

About a week belore the mecting
1 received a phone call from a chap
who identfied himsell as being with
Hughes Aircraft Company. He said,
“1 want to attend this 1EEE meeting.
1 want to know how to go about
getung my Awiation Week clearance
updated. I don’t exacidy understand
what you mean. 1 talked to my secur-
ity people and 1 have got their clear-
ance but J don’t know how to go
about gewing my Awviation Week
clearance.”

1 thought he was pulling my leg
but I soon realized he wasn’t kidding
mu Before the meeting, 1 received a
second call from the chairman and
he said two or threc of the group had
called him and said they Jdid not know
how to get Awviation Week clearance.

This 1s, as far as 1 am concerned,
an example of how an outmoded, aii-
pervasive, and destructive security
system warps and conditions us until
we become victims of words and
symbols. We become accustomed to
believing, when we see a black border
around a statement, that that is the
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wae it is and that s the way its got

Lo be.
What is this strange thing calied
Awviation Week — ihis thing that the

IEEE, Orange County Secction, sug-
gests, witli tongue in cheek, one has
to update his secret clearance before
Lie can subscribe to?

Aviation Week is a weekly publica-
tion that reports on topics of interest
to the acro-space and defense indus-
tries. 1t is one of over forty magazines
published by McGraw-Hill, a corp-
oration with annual sales in excess of
320 million dollars. It is a magazine
with associates all over the world.
Most of them are technically trained.
All of them have skills, backgrounds,
abilities and a sense of devotion and
dedication enabling them to function
with great effectiveness. By every
yavdstick. the magazine is a highly
successfil one. We have 100,000 sub-
scribers in conirolled circulation. By
controlled 1 mean the publisher reg-
ulates whoe reccives the magazine so
that he can give assurance to the ad-
vertisers that their advertising is being
carried 10 people who are in a posi-
ticn to bny their products.

We have at all times 2,000-5,000
people on a waiting list who want to
subscribe to the magazine Lut who
are wot permitted to because the
company imposes a restriction on the
number of subscribers. The subscrib-
<rs consist of military people, the air-
lines, the Defense Department people,
among others. There are no dentists,
no butchers, no housewives. We have
no circulation promotion, no pleas to
lavent subscribers to resubscribe. We
Lave no irate demands made upon us
for refunas on cancellations.
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We are a widely quoted magazine.

We are constantly referred to, some-
what 1rreverently, as the Bible of the
industry.
§ Up L0 @ VEry »uccess-
ful magazine and 1 always like to
think of it i these terms: It is not
a very good magazine, it 1s only the
best of its kind in the world.

What makes Aviation Week success-
ful? Well, 1 "eel that one of the things
1s that we respect the industry and
we respect the people in the industry;
and we feel that without their recip-
rocal respect and confidence, we
couldn’t exist. We just couldn’t
function. And in order to get their
respect, we have to earn it. We have
to earn it by behaving responsibly.
As a part of that, we have to protect
our sources of information even
when it isn’t necessary because if you
don’t protcct your source of informa-
tion, even when it isn’t necessary,
then you get out of the habit of pro-
tecting informatiorn.

How successful we are, 1 think
other people can judge. But our ac-
ceptance, as far as we are aware of it,
is shown by the willingness of people
to confide in us, and the willingness
of people to accord us recognition as
honorable people. 1 think this is a
description somewhat of our success.

What value does Awviation Week
have? First, 1I'd say it informs people
of what is going on In industry and
what is going on in the military. The
fact that we serve such a purpose is
cvidenced in many, many ways. We
reprint articles that are requested by
branches of the military service, by
the Air Commands, by congress-
men, and others. We provide a source
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for business opportunities for com-
panies in the ficld. We provide op-
portunity for the government to get
ideas and thereby save moncy.

1 can recall 2 specific incident
where 1 had worked on an article
with a civilian technical man in the
government and he told me that he
knew that because of his peculiar
situation that there was going te be
a fuss kicked up about the article.
My reaction was that if that was go-
ing to happen there was probably no
point in even going through with it.
But the information came out. There
was a security violation filed against
him, and apparently there was an
investigation and it was determined
there was no disclosure of classified
material in the item. Subsequently I
met him again and I told him I
wouldn’t have gone through with it
had I known. He said, 1 suspected
this but as 2 result of the appear-
ance of that article we were con-
tacted by a little company, and they
had a particular product that was
applicable in the program, and as a
result of that we feel we can save the
government two million dollars.” So
in that sense that article was valuable.

The magazine, 1 think, helps to
avoid re-inventing the wheel, which
is a great tendency. Also, 1 feel we
scrve as a kind of a watchdog in the
industry. I do not think this is ex-
clusively true of dviation Week. It is
true of a number of people and pap-
ers that are constantly there to watch
the government.

Now, Aviation Week has a policy
with respect to security information,
and it 1s that we do not — and 1 re-
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peat — we do not publish classified
information. We do, however, have
a reputation to the contrary. That is,
we have such a reputation in the
sense ihat 15 frequentiy heard that
Aviation Week leaks this or publishes
that, et cetera.

All 1 can say is that 1 have been
with the magazine eight vears, and
when 1 first came with the magazine
1 raised this question and I was told
that the policy of the magazine is that
we do not publish classified informa-
tion. 1 was told that by the boss, and
I have to accept it at face value. If
I didn’t, and 1 went aliead and de-
liberately wrote an article in which I
disclosed information I knew before-
hand was classified, I know I would

be liable to discharge. So I accepted

it, as I say, at face value and I pursue
on my own a policy that 1 do not
publish classified information.

But it is pretty much in the nature
of security, it seems to me, that what
may be classified to one person may
not be classified to another. I will cice
one example.

Hughes Aircraft Company has been
building a technical communication
satellite for SAMSO and back in
October I talked to Hughes and asked
about the possibility of doing an
article on the system and they replied
very carefully, “No, it's classified.”

We iater tried again to get some
material released, but we couldn’t do
it. Well, in the January 15 issue of
Aviation Week, there appeared an
article on the Hughes technical com-
munications satellite. So as far as the
Hughes people are concerned, Avia-
tion Week would publish classified in-
formation.

/
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Now, what was the story on that?
I{ you read the story, it develops that
a chap in the office of the Director
of Delense Research and Engineering
in Washington gave a paper on this
Hughes satellite. The Aviaiion Weck
article was based on his paper. Pre-
sumably as far as the Dcpartment of
Defense was concerned, it was not
classified. Se far as Hughes Aircraft
was concerned, it was classified.

The Hughes people subsequently
told me they had submitted a photo-
graph of the satellite and in the
photograph they had indicated the
size — they had some antennas on
top and they had indicated that the
antennas were eight feet long — and
SAMSO said, “Absolutely not, be-
cause we don't want Lo reveal the size
ol those antennas.” Well, in our arti-
cle we ran a picture released with the
ODDR&E paper, which showed the
satellite, and standing next to it was
a shining-faced Air Force major and
one would have to Le quite dense not
to be able to size the picture and see
that the Air Force major was about
six feet tall and the antennas were
a couple of feet longer.

I had occasion last fall to write an
article on tie Phoenix missile system.
I talked to the Navy people. I talked
to the Hughes people. We had several
sessions, and they were quite open.
They gave me everything I wanted
to know and at the end of the inter-
view the Hughes project engineer
said, “I answered all your questions
you asked.” 1 said, “I had a couple
more but presume that the answers
are probably classified.”

He said, “What do you mean?”

I saud, “For example, the ranges of

142

the IPhoenix missile, the detection
range of the radar, ctc., are probably
classified information.”

He said, “It is just as well you
didn't ask that, my DD-2564 is clear
on that question. That information
1s classified.”

That was in the middie of the
week. 1 went back and wrote my
article and 1 mailed it back cast, 1
think about Thursday or Friday. On
Mouday — that is beforc my article
appeared in the next issue of the
magazine — there appeared an article
on the F-111B weapon system bhased
on testimony given before a congres-
sional committee by the Department
ol Defense which stated the range of
the Phoenix and the detection runge
of the radar. '

This is what I mean by contradic-
tions and this is, as far as I am con-
cerned, the basis for the charge some-
times made about dviation Week that
we publish classified information. We
publish information that is in one
place classified and in another place
1s not classified. I'll come back to the
question of contradictions and the
harm and {oolishness of security.

Now, in addition to classification
there are other considerations. For
example, 1 have been told by our
managing editor that the Department
of Defense issued a request about a
year ago that the press exercise a
certain restraint in reporting about
military matters because of the war
in Vietnam. There are certain things
that we, as individuals, and 1, as an
individual reporter, do. I have enough
sense, 1 think, to recognize when I
come upon certain types of informa-
tion that is better off not publish.d.
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An example might be the payload of
o weapon systems. You have these
teclings all the time and 1 figure that
15 something 1 am just not going to
publishi even ithough ii may not be
classifiecd. We have a standing rule
mn the magazine on that. Every time
we write anything on an area we
know is sensitive, we are suppaosed o
submit that article to the editor-in-
chief with justification for writing it.

There 15, I am sure everybody re-
cognizes, a vast quantity of unclassi-
tied material that is protected and
over-protecied and it becomes a tool
of some Air Force colonel or Navy
captain sitting some place. It becomes
an inter-service tool, and an intra-
service tool, and it gains some
points and makes some poiuis along
ihe line. I know of a particular piece
of hardware that I was interested in
writing an article about. It is not
classified. But it was implied ¢ me
that some Air Force colonel back in
the Peniagon doesn’t like Awviation
Week and he is just not going to
permit talk about this material.

I regard this body of information
— as I said this 1s not classified but
the services have taken it upon their
own to treat it as proprietary informa-
tion -— I regard this as fair game. X
go after this with a great deal of
relish. As a matter of fact, 1 don't
think I am an exception and 1 don't
think dviation Week is an exception.

I want to cite an cxample. The
New Yark Trimes - which also is not
a very good newspaper, it is only the
best there 15 —- ran a fromt page story
reporting a closed-door retirement
speech given by a Marine Corps gen-
eral about imterservice wouble be-
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tween the Marine Corps and the
Army. The specech was given before
some 400 senior Marine officers. “The
substance of his speech was obtained
through  an  offi attending  the
closed-door mecting at Marine Corps
licadquarters,” the Times said.

What the Times was saying in thai
section was, “YThis information con-
tains no classified matter and we
sce no reason why it should not be
published.” And I subscribe to that.

1 freely grant that there is a risk
involved here, that we, by printing
certain things, may inadvertently tip
oif a potential enemy. 1 don’t want to
minimize that risk, but we have w
balance that risk against the value of
publication, the right we have to
publish it, and the right of the public
to know.

1 also contend that the
knows a lot more about us than we
perhaps like to thank., He monitors
our equipment. He seizes our equip-
ment. I have talked to many, many
people -—— reporters on our own staff,
reporters from other publications,
military people, and our boys that
have been to Vieitpam - and they all
say the same thing. It is a very short
period from the time equipment ar-
rives in Vietnam umntil it is in enemy

enemy

~ hands.

The enemy has paic agents. He's
goi military attaches. We had in this
country the case of the Swedish
colonel who was ithe head of the
military delegation to Washington for
years. and it developed that for many
years he had been a spy for the Rus-
sians, There is a similar case pending
now with the Yreach.

The  ememy has  defectors. Kim
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Philby, who was in charge of Iniclhi-
genee for the Briush in matters relat-
ing to Russia was a double agent in
the pay of the British and 1 the
pay of the Russians for many years.

The enemy has trained agents. He
has got satellites supposedly capable
of distinguishing the stripes on the
parking lot of the Lockheed Space
Company in Sunnyvale irom two
hundred miles up.

- The enemy knows more about our
military posturc at the present time
than does our electorate.

Where does Aviation Weck get its
Liformation? 1 don’t want io stress
this. I understand you had a speaker
a couple of days ago who talked about
this subject. But one point I would
like to make is that leaks are really
few and far between. The thought
that the information that appears in
the press is the result of leaks is con-
siderably exaggerated. That does not
allow for enterprise and initiative on
the part of the reporter. It doesn’t
allow for digging and alertness.

It is very, very easy to get informa-
tion on almost any subject in the
United Statcs. You may have to work
for it but you can do it. There are
a lot of ways. You may, for example,
use press releases that come out of
companies and the military service.
And there are the annual iinancial
statements. The executives of com-
panies give speeches that at times I
find very interesting. They talk about
what they are doing and what they
want to do with great exaggeration.
It's true it is exaggeration, but there
is a kernel of true detail regarding
their capabilities.

There are company newspapers
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and company magarzines. Look at
therr classified ads. Look at their
sales brochures. I read the business
sccueons of the New York Times and
the Los Angeles Thpes every week
and 1 find them a constant barometer
ol what is going on in industry. There
are techniical papers giveu in meetings
all the iime and you can find any-
thing that you want, even though a
word is deleted or an applicagion is
delcted. I think it is very presump-
tuous of a security man to think that
you can classify only the appiication
— that you can talk about the equip-
ment but you can’t talk about the

application.
The congressional budgetary state-
ments — that 1s where wuch of the

information is. And there are con-
tract awards, and advertising. You
have to piece all these things together,
but the information is available in
many places and many ways.

Let me just cite one case about
enterprise. In 1964, the Dalmo Victor
Company, located dewn at Belmont,
received a contract to build a radar
component for the F-111. They were
very pleased that they got the con-
tract. It was announced by the com-
pany. Shortly after they received the
contract, there appeared on the roof
o!f their building a full scale model
of the nose section of the F-111. You
can see it from the freewav, and if
you get within a couple of blocks
from it, you could conducy a pattern
measurement. You can ride down the
Bayshore Freeway and see that model
for quite a distance. I know one per-
son who says he knows when he sees
the model from the freewav that he is
to take the next exit.
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I had occasion to write an article
on radar warning systems in 1966,
which was two years after the model
appeared on the roof of ihe Victor
building, and 1 thought this was per-
fectly applicable. In fact, it was direct-
ly applicable. So 1 hired a photo-
grapher and 1 told him te go down
to Belmont and take pictures of it
I madc it very clear he was not to
walk on the company property.

We blew the pictures up and ran
them in the magazine and there was
a big fuss. Well, I figured if I could
see it, everybody else could see it, and
it was up there for two years and was
fair game. _

Now, let’'s come back to the ques-
tion of security. I think we all respect
it. I subscribe to that. It is necessary
to protect certain information. But
usually when I give a talk like this,
there is always someone that gets up
in he back of the room and says to
me, “You don‘t want to protect any-
thing.” 1 am in favor ¢t protecting
certain information but I think these
things have to be regarded in the
sense that information may have to
be protected today but it doesii't have
to be protected tomorrow; or it may
have to be protected today and tomor-
row, but not next week. In other
words, it just has to be protected so
long. Ulumately information or
equipment is going to fall into hostile
hands and is going to be observed,
and it Isn't necessary to protect every-
thing indefinitely.

Again, a case in point: You prob-
ably saw, about a month ago in a
Washingten newspaper one of a series
of articles based on the Army night-
sighting device they are using in Viet-

NOMS )---1968

BB oL e o o e e o

nam now. Those night sights were
first used two and a hall years ago
and 1 am told on pretty good author-
ity that when they first went there
those devices were classified. The way
the Army handled them was that
when the patrol went out at night,
the individual soldiers would have
to sign out for the night sights, which
would be attached to the rifles, and
when they came back in, the sights
were collecied. A week after they ar-
rived in Vietnaia, one of the sighis
was missing. One of the men was
missing and they went out the next
day and found the body, but the rifle
and the sight were gone. In about a
month, parts for that device were
readily available on the Saigon mar-
ket.

That was over two years ago, but
up until two months ago, you
couldn’t get any photographs of that
sight. You couldn’t get any informa-
tion at all about it, when obviously
it was already in enemy hands. It
costs money to protect information
and information of that sor. doesn’t
have to be protected.

i was looking thrrough your own
publication where Mr. Garrett had
the facts and figures on what 1t costs
to maintain security. It costs money
to pay security personnel and it costs
money for transportation, and for
space in which to house all this vast
amount of classified material. Fre-
quently you run into people who say,
“Well now, yes, that may be true.
That was true last year, but you are
citing cases and the things you cite
just arer’t true now.”

Weli, I decided to look around so 1
niight give you some recent examples.
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Newsweek had an item in a recent
issue — I guess it was aboat the first
week in June, entitled, “The Navy —
the Silent Service?” It goes on to say
that the Navy is using an old security
label to restrict the flow of informa-

tion not sensitive -— mnot stamped
“‘Confidential,” or “Sccret,” or "Top
Secret.”

I recently lcarned about a talk, en-
titled, “The Navy's Navigation Satel-
lite System.” The speaker said he was
sorry his talk would be a little dis-
jointed, but certain sections of it were
deleted for security reasons, and he
hastened to add that thase sections
that had been deleted were already in
the Navy Navigation Satellite bro-
chure, 15,000 copies of which had
been distributed throughout the
world.

I could go on and on, but 1 know
that you don't want to hcar more
about that subject.

Well, let me come to the punch-
line, and that is that as far as 1 am
concerned security is an evil. It is a
necessary evil, but an evil nonethe-
less. When 1 say evil, I don’t mean it
is a moral evil — though I am not
really sure about that.

It is an evil because it restricts the
free exchange of information. It in-
terferes with genuine competition. It
precludes the healthy competitive at-
mosphere that should really be the
lifeblood of a free society. It is really
a technique borrowed from the closed
society that we are struggling against.
I am sure the Russiars are very ap-
preciative of this because that is real-

ly what they believe. Not only do

they believe it but they practice it
and I don’t believe in their system of
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govermment. It is not only a question
of belief, essentially it is a totalitavian
systemk of government and it is incl-
ficient.

That is one of the great weaknesses
of Russia. It is really meificient and
they will always Dbe ineilicient as
fong as they have that form of govern-
ment,

And similarly, 1 think the sccurity
system 1s inefficient. It is costly. You
just don’t get exposure to all the
ideas you need. In addiiion, it pro-
vides a shield for laziness, for inef-
ficiency, a shield for idiocy. It is just
not under constant critical scrutiny as
it should be. It provides a refuge for
all the small and narrow minds.

My feeling is that the practitioners
of security are really the greatest
threat to what they are supposedly
trying to protect. In fact, I say that
the real leaks on both sides of the
Iron Curtain since the end of World
War 1I have come from the defection
of security people -— not from the
press. I mean Kim Philby and all the
other ones.

We have been a nation for almost
two hundred years, and I think that
all of the inadvertent leaks of military
information that have appeared in
the press in those years do not equate
with one single major CIA or NSA
blunder. They do not equate with one
Pueblo incident. It was not the press
who virtually turned over a U. §.
floating intelligence ship to the
Koreans.

Bid lists are restricted. Companies
with new ideas can’t very easily break
into various facets of the business.
All of these things cost the public
money.
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Eight years ago, we published an

article on a secrct, or supposcdly
secret — well, the Navy claimed 1t
was secret — ASW system, and in

talking to some admiral in Washing-
ton, my boss became convinced 1t was
not in the national interest to disclose
inforination on one project. Right be-
fore the budget came before congress,
the Navy decided to talk about this

project.
Some time ago — this goes back six
or eight years — I wrote an article

on the Discoverer satellite program
and I went to SAMSO and talked to
some official. He went over the whole
program and he said, “Well, do you
have everything?”

I said I would like to get some
pictures, if possible, or drawings, and
he went to a file and pulled out some
from a folder with a heavy orange
border stamped “Secret.”

He crossed out whereit said
“Secret” on some and wrote “‘Unclas-
sified” and put down his name. So
classification was, in this case, a com-
pletely capricious act so far as 1 was

COrIC cerned,

It becomes really a pelitical foot-
ball.

Let's go back to 1964 when that
guy from Arizona — I forgct his name
— was running for President of the
United States. If you recall, he was a
reserve Air Force general. Actually,
he was interested in military matters
and he began to make a point about
how we were neglecting our air de-
fense — we don’t have a good inter-
cepter et cetera, et cetera. And the
guy at that time in the White House,
who, 1 guess, figured he wanted to get
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all the votes instcad of most of the
out with the state-
aiceraft, which was
a pretty tightly held mater.

As a matter of fact, we knew about
that aircraft. We were surce that when
they were ready to talk about 1t they
would let us know — or when the
guy in the White House decided he
wanted to win some more votes, he
would advise vy that we had, indeed,
developed an intercepior. So it is
quite obvious that security can be
used as a political weapon.

Now 1 would like to discuss the
folly that is sometimes involved in
security. On one occasion — this goes
back three or four years — I was in-
terested in a particular piece of equip-
ment that was going into the B-52
bomber. I was in contact with the
company that made it and they told
me there were some steps afoot to get
it declassified. And 1t was declassitied.
We finally set up a meeting when the
Air Force officer who was the project
manager at Wright Field came down
to Los Angeles. We all sat down and
he wanted to know what I wanted
with certain specificavions and I told
him I wa .ted to talk to the company
engineers. 1 wanted it to be all un-
classified.

We worked out an agreement
whereby 1 would write down my
questions about the eguipment and
submit them to the colonel and he was
going to look them over and give
them to the engineers for the answers.
And that is what happened. And the
article came out, and the company
was delighted and the colonel was de-
lighted and the people at Wright
Ficld were delighted. Everything was

votes, he came
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tinc until somebody in Washington
starting velling, “Damn i1, this stuff
should have been classified!” So what
do you kuow — they promptly pro-
ceeded o reclassify the equipment.

1 aw told that reclassification costs
moncy. There was much documenta-
tion involved. And the company had
an arca in the assembly section that
was wide open, where they had to
crect a partition so they could have
one classified section and an unclas-
sified section. This caused a two-weck
delay in the project.

Now, I think that we have an obli-
gation to ourselves and to our nation.
We have to protect some information
and we must protect it jealously. But
1 think that then the rest of it should
be declassified and there really
shouldu't be any hanky panky like
“It is not classified but we don’t want
1o release it at the present time.” The
industry in the country should know
what is happening. We should, I
think, encourage competition.

We are talking, really, I think,
about attitude here. 1 contend that
the guy who has the say over whether
or not information or maievial should
be relcased should be the guy who
feels fundamentally that the govern-
ment doesn't have any right, other
than for public security, to classify
material or to withhold releasing
material once it has been clearly
established that there is no longer
any reason to withhold it. The in-
formation belongs to the taxpayers.
It belongs to the people. The corner-
stone of this nation — X feel it is
beyond dispute — is an informed
public. And I think the public is be-
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ing cheated by a system that covers up
its own mistake: and 1ts own folly.

GENE SUTQ: 1 take 1t that you
do accept certain cdlassitied informa-
tion as background {or particular
stories and you do respect this in-
formation. We heard carlier from a
speaker here who said, “1 make it &
policy never to accept classified in-
formation.”

MILLER: I just don’t have any
occasicn to be exposed to that situa-
tion, where they say it is classified
but 1 don't expect to use it. 1 don't.
I just never have had that. It may
have happened once or twice but
more often than not someone says,
“This is pretty sensitive. I'll let you
know about it.” But when they say it
is scnsitive, they may mean it is clas-
sified. 1 can remember one very
specific case where 1 had te explain
at some length, make it very clear,
that I didn’t have a security clearance.
But it is the other man's job to pro-
tect that information. He is not sup-
posed to be telling it if it's classified.
I don’t like to get trapped in that
situation. If someone says it is sensi-
ive or it is touchy, that could mean
a lot of things, and that I listen to;
but when somebody says explicitly it
1s classified, I say then let’s not talk
about it.

DICK BOBERG: You went to great
lengths to explain some of the ways
you obtained information — infor-
mation that we might consider would
be U. S. information. And yet we are
aware that you publish information
about, say, Russian aircraft and this
sort of thing. I am interested in know-
ing how you get that type of informa-
tion.

et
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MILLER: I would say if we had a
little better access to Russian infor-
mation, we could stand them on teir
heads. I think we do a pretty fair job
as it is. We have a man on our staff
in Russia that was our correspondent
for our company in Moscow three
vears. He studied Russian in college
four years. He majored in Russian
and he speaks well in a country that
is very difficult to get around in. He
does exceptionally well, and 1 think
when our people have gone there, as
they periodically do, for air shows, he
has used a little bit of the ingenuity
we use in the United States. For ex-
ample, some years ago — 1 think it
was 1961 — there was an air show in
the summer in Russia and the Rus-
sians displayed a number of new air-
craft. The story goes that General
Twining at that time was being brief-
ed by security people. Individuals
were taking pictures at a great dis-
tance and the clarity was virtually lost
He said, “I have been better pictures
of this in Aviation Week.” And they
came to us and asked — this is the Air
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Force — and asked us if we could get
some pictares. There was a freelance
photographer coming over from Lon-
don and it was explained to me they

had a bus taking
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area where there were public stands
for the show. And about a block away
— and this is not an unusua occur-
rence in Russia — was the air show.
The bus discharged its passengers for
the stands and went on down to the
flight line. Our photographer stayed
with it. He climbed up to the roof of
that bus and it was right under the
approach path and le just took all
the pictures he wanted. Those people
who managed to get into the stands,
they had to submit their pictures for
clearance when they lefi. Our guy was
never in the stands. There is another
apsect to this, too. The boss told me
that for quite a while the Russians
were convinced that the Awviation
Week was part of this country’s secur-
ity. They don’t understand that we
have free and independent institu-
tions here and are not beholden to
the military.
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