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PREFACE

The effectiveness of a counter-infiltration program to inhibit
the movement of hostile forces across defined boundaries depends on
military, technical, geopolitical, socin-econo.dc and other factors.
The interrelations and mutual interactions of these factors &are com-
plex, but an examination of problems of border security requires their
explicit consideration. This Memorandum describes an anslytic model
of border contrel that structures and clarifies some of the problems
involved. It makes it possible to perform quantitative sensitivity
analyses to assist in comparative evaluations of candidate border
security systems.

The mode). was developed as part of a study of infiltration and
invasion control for the Advanced Research Projects Agency (Project
AGILE). An expansion and application of some of the basic model con-
cepts to the 1969 situation in Vietu:m can be found in 4 Model
Relatingy Infiltration Restriotion Systems and Force Levels (U),
RM-6021--1-ARPA (Conf-/4), by M. B. Schaffer.

Descriptions of several computerized versions of the analytic
model will be publiished as a separate Memorandum., These computer
programs will he made available in a JOSS* library file and will
permit on-line use,

The Memorandum should be of intecrest also to otl.ar agencies con-
cerned with counter~insurgency research, or the development of con-

tingency plens and programs for various areas of the worli,

%
JCSS 1is the trademark and service mark ¢ The RAND Cerporation
for its computer program and services using that program.



e



-v-

SUMMARY

The situation of a country subjected to guerrilia activity is
modeled in terms of mathematical parameters that relate both func-
tionally and quantitatively the principal problems of infiltrationm,
invasion, and insurgency. The basic model reflects geopolitical and
economic as well as military and technicai aspects, and provides some
insight into their complex interrelationships. It treats specifically
the situation where not only guerrillas and their opponents are
active in an area, but vhere also infiltraticn or exfiltratioen occurs
along stretches of national borders or other lines of defense. Com—
puterized versions of the analytic model permit the ready investiga-
tion of specific situaticns, the rapid testing of new concepts and
ideas with regard to their probable effects under various contingen-
cies, and the conduct of quantitative sensitivity analyses of candi-
date border security systems and programs.

The model shows conclusively that a border security system is a
nust for any attempts to deal successfvlly with insurgent conflicts
supported from outside. It illustrates why there is no obvious mili-
tary wavy to end a conflict as long as there is actual infiltration or
the opportunity for relatively unopposed infiltration. This result
is in implicit agreement with other studies that have indicated that
force ratios alone do not determine the outcome of guerrilla/counter-
guerrilla warfare.

For the situation in Vietnam, the model implies that even a low-
efficiency border security system will deny the cenemy his freedom of
infiltrating and exfiltrating men and supplies at will to a usable
degree. Trial solutions suggest that, with a border security system,
.t would require far less internal combat acfivity (or a considerably
lower guerrilla attrition rate than now) to prevent excessive enemy
accumulations.

However, the model makes clear that the quantitative interac-
tions between infiltration, interdiction, recruitment, and attrition
are complex, and that it could be very misleading to generalize,

Each specific situation and combination of circumstances represents
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a case by itself that must be individually iavestigated with regard
to optimum system mixes for different contingencies. The greatest
value of the model is its ability to permit doing such analyses
rapidly and efficiently.



A'

M
N

P(D)
P(1|D)

P(I|ND)

P(L,W,At)

s »n o

Q "M D <cle >» =1 <X @ £©

=4
-

-vii-

SYMBOLS

size of area where guerrilla activity occurs

size of area where guerrilla recruitment occurs

interdiction efficiency of border security systen

number of guerrillas attrited in the area

length of area border or boundary subject to infiltre-
tion attempts

number of defenders in the area

numbzr of guerrillas in the srea

probability of detectiocn

conditional probability of interdiction, if detection
occurs

conditional probubility of interdiction if no detection
occurs

probability of penetration of an interdiction zone of
length L and width W during a time interval At

probabllity of successful penetration

number of guerrillas newly recruited in the area

number of successful infiltrators

number of attempted infiltratic.is

time

width of border interdiction zone

constant rate of attemoted infiltrations (dT/dt)

attrition efficiency of internal area security program

constant guerrilla attrition rate (dK/dt)

constant rate of change of guerrilla force level (dN/dt)

attrition efficiency of individual defender

Lanchester coefficient of proportionality

efficiency of guerrilla reccuitment

constant guerrilla recruitment rate (dR/dt)

constant rate of successful infiltrations (dS/dt)

time interval of evaluation
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dK/dt

dN/dt

dR/dt

ds/de

dT/dt
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Subsecripts

type of guerrilla

type of newly recruited guerrilla
initial value

value at time t

value after time interval At

after infinite time

Time Rates of Change

guerrilla attrition rate (number of guerrillas attrited
per unit of time)

guerrilla survival rate (change in the number of guer-
rillas per unit of time = variation of guerrilla force
level)

guerrilla recruitment rate (number of new guerrillas re-
cruited per unit of time)

infiltration rate (number of successful infiltrators per
unit of time)

rate of infiltration attempts (number of guerrillas at-
tempting to infiltrate per unit of time)
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I. INTRODUCTION

In this Memorandum, an analytic model of border control is de-
scribed that interrelates both quantitatively and functionally a
nurber of the principal factors in the problems of infiltratiom,
invasion, and insurgency. It permits the consideration of param-
eters that reflect geopolitical and socio-economic, as well as mili-
tary and technical, aspects and provides insight into their complex
interrelationships. Computerized versions of the basic model make
it possible to perform numerical seusitivity analyses to assist in
comparative evaluations of candidate border security systems.

While models of military conflict can never properly reflect
the true complexity of all factors possibly associated with insur-
gent conflicts, the approach dee~ribed here is indi.ative of the
power of mathematical analysis in structuring and clarifying the es-
sential problems.

As will be shown, the nature of the functional interdependence
of the various factors is such that intuitive expectations alone
will seldom point in the direction of the correct solutions. In
this respect, computerized JOSS versions of the analytic mcdel are
especially helpful through their capability of readily testing new
concepts and ideas by show«ng the probable consequences or outcome.
Detailed descriptions of these on-line computer programs will be
published separately, and the programs made available in a JOSS 1li-
brary {ile.

An example of the use of one such JOSS version, usable for study-
ing infiltration problems of any country, is given in Secticn VI of
this Memorandum.



II. BORDER CONTROL MODEL

BASIC THEORY

The model treats a situation where a country, or any part of it,
is subjected to guerrilla activity, and where counter-insurgent meas-
ures are planned or in progress. Specifically, the model is c&ncerned
with situations where not only guerrilla activity and counter-activity
are takiug place in a given area, but where also additional infilira-
tion -- or exfiltration -- of guerrillas occurs along stretches of the
national border or other lines of defense.

In its simplest concept, the model situation can be viewed as
sketched in Fig. 1. At any instant of time, the number of guerri’-
las (Nt) in the area will be equal to the initial number (No) in the
area, plus the number of guerrillas (St) that have successfully in-
filtrated into the area and the number of new guerrillas (Rt) that
have been recruited in the area, less the number of guerrillas lost
by attrition or that have otherwise disappeared from the area (Kt)'
Further, the number of successful infiltrators will be the nuuber of
guerrillas that have attempted to infiltrate (T) less those that were
prevented from infiltrating at the border zone and never reached the
area of interest.

The basis for consideration is then the following differential

equation which governs activity in the area of interest:

dN _ ds _dR _ dK

T TI T T 1)
where %% is the survival rate of guerrillas in the area, i.e., the
increase or decrease in the number of guerrillas per unit
of time;
%% is the infiltration rate, i.e., the number of infiltrators
that successfully penetrate into the area per unit of time;
g% is the guerrilla recruitment rate, i.e., the number of new

guerrillas recruited per unit of time by the guerrillas al-

ready in the area; and
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Fig. 1 -- Schematic representation of the situation investigated
by the border control model. The cize of the area of in-
terest may vary from that of a whole country exposed to

Guerrilla activity, to any small part of it.



%% is the guerrilla attrition rate, i.e., the number of guer-
rillas that are killed, captured, pacified, or otherwise

neutralized in the area per unit of time.

In the next section, each of these parametera will be quantita-
tively related to the appropriate factors that influence its magni-
tude. The functional relationships can be expressed generally as

follows:

ds aT
T (1 -E) ac (2)

Equatlon (2) states that the infiltration rate is related to the rate
of attempted infiltrations dT/dt, i.e., the number of guerrillas that
attempt to infiltrate the area per unit of time, and to E, the effi-
ciency of a border security system in preventing such attempted in-
filtrations. Equation (3) assumes that the guerrilla recruitment

rate is proportional to the number of guerrillas in the area:

dR
i - N (3

Equation (4) assumes that the guerrilla attrition rate is also propor-

tional in some way to the number of guerrillas in the area of interest:

dK
T YN 4)

The basic differential equation, (1), now assumes the general form

dN

dt )

dT

It can be integrated and solved under various conditions, depending
primarily on assumptions concerning the strategy of the enemy. Numer-

ical solutions are then easily obtained for different values of the



coefficients E, p, and vy, that express the efficiency of the border
security system, of guerrilla recruitment, and of internal security
measures, respectively. This is discussed in detail in Sections 1II
and 1V,

REALITY

Before dealing wich the individual parameters and coefficients,
the following comments will clarify the applicability of this theor-
etical formulation to the real world of insurgent conflict.

For certain situations, it may be of interes: to consider ex-
plicitly different kinds of guerrillas. For this purpose the above
equations can be suhscripted where, for example, Si can refer to a

spacific type of infiltrator, and E, would reflect the efficiency of

the border security system to deal éith this type of infiltration.
Different subscripts can stand for members of a combat unit, uembers
of a civilian cadre, saboteurs, unarmed smugglers, and others. Anal-
ogously, subscripts can also be introduced to refer to equipment in-
stead of human beings, differentiating perhaps between ammunition,
weapons, trucks, food supplies, and so on.

For some evaluations, it may be important to identify guerrillas
of different origin and/or tactical history. Additional subscripts
can be used for this purpose to distinguish, for example, indigenous
guerrillas, guerrillas that have infiltrated from ocutside, or guer-
rillas recruited by other guerrillas.

For all these applications, the basic equations can be replaced
by a series of subscripted equations and the appropriate solutions
are obtained Ly summations. But unless a differentiation is made
specifically, the term "guerrillas" will be used in the text to de-
note all enemies present in the arza of interest, regardless of their
individual origin or type.

An important application involves the likely situation where
separate areus within a ccuntry are subject to various guerrilla con-
ditions, and where the manner of infiltration may differ in separate

stretches of border with varying geopelitical characteristics. Again
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the basic equations are replaced by a series of similar equations and

the solutions are obtained by appropriate summations.

IMPLICATIONS OF TRIVIAL SOLUTIONS

It is instructive even at this stage of uevelopment tc illustrate
the insight that can be gained by the model, and to check its results

for two extreme cases that lend themselves to intuitive verification.

Schematic Case No. 1

Let us assume that the border security system or interdiction
zone can be penetrated by infiltrators (i.e.: dS/dt > 0), that there
is only negligible recruitment of new guerrillas (i.e.: dR/dt = 0),
but that there is no efficient internal security or counter-insurgency
activity in the area, that is, y = 0. The governing equations (1) and
(2) then reduce to:

dN ds dT
dt dt Q- E) 3t (6)

Taking a constant infiltration rate dS/dt = o of any number (other
than zero) of infiltrators succeeding in penetrating per day, month, or

whatever unit of time, the mathematical solution for this case is:

N = N 4 ot ., N +=
()
t>o

where No is the initial number of guerrillas in the area, and Nt is
the number of guerrillas in the area after time t. The model solution
states that when t is large, Nt beromes very large.

In words: If there is no effective internal security activity in
the area, it is only a matter of time until the guerrillas in this
area can reach tremendous numbers. In this case, and only in this
case, neither the degree of efficiency -- barring the concept of an
impenetrable boider barrier -- of a border security system, nor the

efficiency of any guerrilla recruitment would affect the eventual



outcome. It could only affect the rate at which the guerrilla force
increases. Accordingly, since in the real world there is no com-
pletely impenetrable barrier, the best border interdiction system
available will not completely solve infiltration problems without

internal security activity in the area invaded.

Schematic Case No. 2

Let us look at the opposite case and assume an interdiction zone
or barrier that is indeed impenetrable (i.e.: E = 1), and that there
is, therefore, no succeseful infiltration (i.e.: dS/dt = 0). To
further simplify, we shall also assume that there is no recruitment
of new guerrillas (i.e.: dR/dt = 0). The governing equations (1)

and (4) then reduce to:

dt dt

= —YN @)
Taking an attrition efficiency vy of any value other than zero,

the mathematical solution for this case is:

Nt = N e-Yt os N +0
[o] tre

The model solution states that when t is large, Nt bacomes very small.
In words, if there were an impenetrable barrier surrounding an
area, it would be a matter only of time until the number of guerrillas
in this area reached zero, provided there were an internal attrition
process, with some (albeit low) efficiency, which nevertheless exceeds

that of guerrilla recruitment.

Inferences

The significance of these two trivial cases lies in the indica-
tions they give for the direction which model solutions will take in

realistic cases. They also reflect that infiltration control is a



dynamic problem throughout, and that attempts to comtrol guerrilla
activity in an area either by border security measures alone, or by
internal security measuves alone, cannot be successful. Hence, all
practical solutions will require combinations of border security pro-
grams and internal security programs.

A priori, one might be inclined to expect, for example, that an
internal security program with a high enough attrition efficiency
should be able to overcome both guerrilla infiltration and guerrilla
recruitment. But the analytic formulation indicates that this is not
the case. Later, cornvlete model solutions will explain why it is not.
Essentisglly, the best possible outcome for this situation -- an in-
ternal security program but no effective border interdiction -- is a
precarious equilibrium where the defending forces just manage to keep
the number of guerrillas in an area from deviating from a certain
balance level. This will be shown explicitly in Sections IV and V
and will be discussed in Section VII.

One objective of our study becomes an investigation of the over-
all distributions of resources that result in the combinations most
effective in border control. As will be shown, however, potential
tradeoffs between the two principal components of counter-guerrilla
activity, border interdiction and internal attrition, are aonlinear
in nature, and numerical solutions of the mudel are needed to deter-
mine the probable consequenczs of specific system or program mixes.
Of special interest will be results that can be obtained by supple-
menting an on-going internal area security program with a border se-

curity system.



I1I., MODEL PARAMETERS

INFILTRATION

Equation (2) related the rate of successful infiltration of guer-
rillas (dS/dt) to the rate of attempted infiltration (dT/dt) and the
efficiency (E) of a barrier or border security system. As sketched
in Fig. 2, we shall use the term "interdiction zone" as indicating
a zone of a certain width W over which a border security system is
active.

The term "interdiction zone" will cover every phase of operation
of all components of a border security system. In some potential
systems, it may include not only physical barriers and technical de-
tection and monitoring devices, but also weapon systems and the veri-
fication or reaction forces charged with the prevention of infiltra-
tion along this stretch of the interdiction zone. Hence, in terms of

width, the zone may range from yards to many miles.

Penetration Probabilities

The probability of penetration of an interdiction zone which has
uniform properties over a length L and width W during a time interval
At, can be simply defined as:

8
P(L,W,At) = Number of Successful Infiltrators _ AS

Number of Attempted Infiltrations AT (8)

It might be kept in mind that this penetration probability is de-

fined more precisely as referring to unit length and unit time, i.e.:

2

a°s 3 (as/at) 3(3S/3L)

b - LI 3L . at )
227 3 (a1/dt) 3 (3T/3L)
T aL at

But for an interdiction zone with uniform properties over a stretch

of length L, during a time interval At, this equation reduces for most
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Infiltration attemptors T

- Interdiction
zone

Successful infiltrators S

Fig. 2 -- Schematic representation of the interdiction zone of a
border security system. The zone under consideration may
be of any length L, and the width W may vary widely for
different systems.



practical purposes (i.e.: dp = 0) tn:

where the subscripts 1 can refer to specific kinds of infiltrators, as
discussed earlier. ’ . ' | ‘

For many systems, it is important to distinguish between two func-
tional parameters, namely detection and interdiction.* The probabtltty
of successful penetration of an interdiction zone, of specific length L
and depth W during a time interval At, by infiltrators of the type 1,
then becomes J

p, = P® x [1- P(1|D)} + [1'- P(D)] x [1 - P(L|ND)] ~oan

where P(D) is the probability of detection
P(I'D) is the conditional probability of interdiction. if de-

'
! { V f

tection occurs, and : g
P(IIND) is the conditional probability of interdiction, if no

detection occurs.

System Efficiency

In general, the probability of penetrating'an interdiction zome
will be a function of the technical and operational properties of the
border security system, including the attritive actions of mechanical
devices and reaction forces. ‘ |

The effiociency of the border security system 1s then expressed as

1
'

B, = 1-p, ’ (12)

*Interdiction is used in the broad sense of any activity which
prevents the infiltrator from penetrating the border secutity zone.
It will be accomplishéd through attrition devices such as mined bar-
riers, H and I fire, air strikes, patrol or counter-force actions. and
other means.
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that 18, in terms of the probability cf nonpenetration. It is this
quantity which is most readily related to resource costs, terrain
features, and other appropriate factors.

From Eqs. (10, 12)

3T - 38
Ey 3T 13

we note t'.at the numerical value of the effic.ency can also represent
the percéintage of attempted infiltrations that are interdicted or
stopped, i.e., the percentage of would-be infiltrators stopped in the
border zone, or the probability that at most the fractien p of the
attempts is successful.

Combining Eqs. (11) and (12), we obtain an expression that has
practical utility for the evaluation of the efficiency of candidate

border security systems, viz.:

E, = P(1|ND) + P(D) x [P(I|D) - P(I|ND)] (14)

In the context of the model, Eqs. (2) and (14) explain quantita-
tively that in terms of infiltration control, the ability of a border
security system to interdict attempted infiltrations through attrition
of guerrilla forces attempting infiltration in the border zone pre-
dominates in determining its efficiency. If a system only detects or
monitors, but can not interdict (i.e.: P(I|D) and P(I|ND) are both
zero), whether through technical devices, reaction forces, or at least
some form of coercion or deterrence, Eq. (14) correctly shows that its
efficiency, E, equals zero. 1If, on the other hand, there is ao dif-
ference between interdiction capabilities with or without detection
[i.e.: P(I|D = P(I|ND)]), a way of saying that detection capability
does not matter or does not exist, Eq. (14) shows that the efficiency
becomes equal to the interdiction probability alone.

Note that numerical values of the efficiency of a border security
system for Eq. (2) can be supplied in two ways: through design spec-
ifications of the system [prineipally Eqs. (11) or (14) or specific
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equivalents]; or through empirical experience with an existing system,
either in actual operation or from field tests [principally through
Eqs. (8) or (9)].

This is especially important becamse, to a higher order of ap-
proximation, the efficiency of a borvder security system may also be
a function of time and space gradients. In other words, the effi-
ciency may be related to the number of infiltration attempts during
a given time interval, and to the density of these attempts [see
Eq. (9)]. For example, the system efficiency may decrease if more
than a certain number of guerrillas attempt to penetrate within a
short time. It may also decrease rapidly if more than a certain num-
ber of guerrillas attempt to penetrate over a short streich.

In additicn, there may be a learning curve for certain systems,
leading to counter-countermeasures and causing a time variation of
the efficiency. Finally, above a definable limit of penetration at-
tempts (aZT/aLac), infiltration could be considered as changing to
invasion. In other words, it may be necessary ¢o express penetration
probability as a time-varying function (i.e.: dp/dt ¥ 0), and sub-

stitute for Eq. (10) a more rigorous expression.

Penetration Rates

To test candidate border defense systems, or to use the model

for the analysis of empirical data, different forms of Eq. (2) can be

used:
s dar ar ?S dT
i " Pac " OB F " e (20)
for dp = 0 during At;
and
E = 1-p = 1-32 = p(zji) + () x [P(1[D) - B(I|MD)) (140)

for %% = constant during At.
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But note that, for example, doubling the interdiction efficie:cy E
does not simply halve the penetration probability p or the rate of
successful penetration dS/dt. This will be discussed further in
Section V in connection with sensitivity analyses.

Table 1 summarizes expressions that correspond to frequently
available input information. Depending on what combinations of data
are available for a specific case, Eq. (2) can provide estimates of
the other ones. (All relations in Table 1 refer to an interdiction
zone with uniform properties over a length L during a time interval
At; subscripts denoting types of infiltrators have been omitted.)

RECRUITMENT

Equation (3) velated the rate of recrvitment of new guerrillas

(dR/dt) to the number of guerrillas (N) in the area, viz.:

R
& = ox, 3

This formulation expresses the general concept that the more
guerrillas there are in the area, the more new éuerrillas are likely
to be recruited by them.

The efficiency of the recruitment process is expressed by the
proportionality factor p, where

©

(]
2|
n1n.
|

(15)

and its unit of measure is the percent increase in the guerrilla force
per unit of time due to new recruits. It is also numerically equal to
the number of new guerrillas recruited by each guerrilla in the area
per unit of time. Thus, each group of guerrillas of size 1/p recruits
one new guerrilla every such period.

For any suitable time interval, this coefficient p can be taken
as constant. But in practice, the recruitment efficiency will depend

on a varlety of circumstances, including the general enemy strategy.
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Table 1

INFILTRATION TERMS FOR QUANTITATIVE ANANYSIS

Parameter Relation Typieal Unit of Measure
Rate of attempted infiltrations %% Number of infiltration
attempts per month
Rate of attempted penetrations & G Number of infiltration
L dt
attempts per mile per month
Rate of successful infiltrations %% Number of infiltrators
per month
Rate of succesaful penetrations LS Number of infiltrators
L dt
per mile per month
Density of penetration %% Number of infiltrators
per mile
Penetration probability %% Percentage of infiltrators
successful
Efficiency of border security 2!%§}E§- Percentage of infiltrators
system unsuccessful (interdicted)
Probability of detection P(D) Percentage of infiltration
attempts detected
Probability of interdiction, P(I|D) Percentage of detected iniil-
i1f detected tration attempts interdicted
Probability of interdiction P(IlND) Percentage of undetected in-

without detection

filtration attempts inter-
dicted
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Other circumstances which can be considered by the model are the
likelihood that the recruiting may be carried on primarily by special
types of guerrillas. Where this constitutes a factor for considera-
tion, Eq. (3) is replaced by

[+

R
- .
at P1,9 Ny (16)
wvhere the subscript 1 denores the guerrillas doing the recruiting, and
the subscript j identifies the type of new guerrilla being recruited.
Another consideration involves situations where only specific
portions of the area of interest are suitable for guerrilla recruit-

ment. For this purpose, Eq. (3) can be expanded to an expression

dR A'
i " PNg 17)

where A' is the size of that portion of the general area A, where guer-
rilla recruitment is occurring.

The actual form of Eq. (3) used in the model depends on the type
of input data available or being tested, and on the objectives of any
specific model run. Forms other than the variations mentioned briefly

here can also be used.

ATTRITION

Equation (4) related the rate of attrition of guerrillas (dK/dt)
to the number of guerrillas (N) in the area; viz.:

dK
Ty YN, (4)

This formulation expresses the concept that the more guerrillas
there are in an area, the more of them are likely to be eliminated.
The numerical value of dK/dt, i.e., the actual number of guerrillas
eliminated in a given time interval, depends then both on the number
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of guerrillas present in the area and on the efficiency of the at-
trition process of the internal-area security program.

In this general form, the ¢fficiency of the attrition process is
expressed by the proportionality factor y, where

(4a)

-
(]
Z |
n-ln.
X

and its unit of measure is the percentage of the guerrilla force that
is attrited per unit of time. This attrition process represents the
results of all internal security measures and may consist of kills,
captures, defection, pacification, or any other activity that reduces
the number of guerrillas present in the area. If desired, the numer-
ical value of y can be given as an integral measure of the efficiency
of this process, or it can be structured to reflect these activities
separately.

In general, the attrition efficiency y will depend on the strat-
egies and tactics adopted by both guerrillas and defenders.

If, for example, the efficiency of the attrition process is as-
sumed to vary with the strength of the defending forces, then

Yy = WM (18)

where M is the number of defenders in the area.
From Eqs. (4) and (18), we then obtair

dK
dt

= VM (19)
where the measure of the coefficient v is the perceatage of the guer-
rilla force attrited per unit of time per individual defender. In
this formulation of the guerrilla attrition rate, Eq. (19) corresponds
to one of the well known Lanchester equations of conbnt.(l)
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The other Lanchester equation would express the attrition rate

as proportional only to the number of defenders, i.e.:

dK -
3t wM (20)

This formulation would not be valid for the situation modeled here.

It would neglect the nontrivial condition, implicit in Eq. (4), that

there is a practical upper limit to the attrition rate dK/dt, even

for an attrition efficiency of 100 percent per unit of time. 1In other

words, Eq. (20) would numerically permit more of the guerrilla force

to be attrited in an area during a given time interval than is there.
The general applicability of the(g;ncheeter equations to guer-

rilla warfare was shown by Deitchman, and they were applied to

(3)

different stages of insurgency engagements by Schaffer. But as
was pointed out by Deitclman, guerrilla warfare does not usually rep-
resent symmetrical firing cases, and therefore, neither the ''square
law" nor the "linear law" for equality of fighting strength gives the
condition under which neither side wins. As will be shown in Sec-
tion IV, the border-control model implicitly confirms the resulting
conclusion that force ratios alone do not determine the outcome cf
guerrilla/counter-guerrilla warfare.

It should be noted here that the basic differential equation of
the model [Eq. (1)] reflects that the number of defenders per se is
not a dominating factor on an area-wide basis, al_hough it may be very
important for limited combat engagements occurring over small areas.
The influence of defending strength comes indirectly in terms of re-
source-allocation costs. It is introduced through Eqs. (4) and (18),
where it may affect the efficiency of guerrilla attrition by means of
internal security measures, and through Eqe. (2) and (11), where it
may affect the infiltration rate by altering the interdiction effi-
ciency of border security measures. In other words, the model im-
plies that the defender has the ability and the resource capacity to
alter his strategy, including his force strength, when the progress
of activities reveals a tendency towards a direction unfavorable for
him.
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For a suitably chosen time interval, the coefficients y and v
can then be considered as invariant. Table 2 sumrarizes the expres-
sions that correspond to frequently available input information. De-
pending on what combinations of data are available for a specific case,
Eqs. (4) and (18), or expanded versions, can provide estimates of the

other ones.

Table 2

ATTRITION TERMS FOR QUANTITATIVE ANALYSIS

Parameter Relation Typical Unit of Measure
dK
Rate of attrition at Number of guerrillas
eliminated per month
Attrition efficiency Y --%-%% Percentage of guerrilla
force attrited per month
Relative efficiency v -'%ﬁ'%% Perceatage of guerrilla
of defender force attrited per month
per defender
Relative rate of wN = %% Number of gquerrilles
attrition eliminated per month
per defender
Force requirement EE;EE tN Number of defenders
required to eliminate
one guerrilla per month
Guerrilla force N _ _1 Size of guerrilla group
requirement dK/dt vy vwhich loses one

guerrilla per month
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IV. MODEL SOLUTIONS AND ENEMY STRATEGIES

MODEL OBJECTIVES

The basic differential equation [Eq. (1)] of the border control
model, in its general form [Eq. (5)], expresses quantitatively the
interrelationships and interactions between the various parameters
and coefficients discussed in the previous section. Before investi-

gating the solutions, let us look at its functional significance:

Barrier External Guerrilla Guerrilla

Efficiency Threat Force ?ype

an, dr, /

Fr e U O G " (5)

N \\ \\\\\R

GueJ;illa Border Attrition ecruitment

Force Infiltration Efficiency Efficiency
Variation Compouent

Area Security Component

Through numerical solutions, the model can serve three principal

purposes:

a. By using such empirical data as are available, it is possible
to determine the values of individual parameters and coefficients for
guerrilla activities taking place, or having taken place, in specific
areas., Of special interest, in this application, is the knowledge
that can be gained about the relative importance of different param»-
ters in affecting activities.

b. By using conditional input data for candidate border security
systems, it is possible to investigate the orerall efficiency of sys-
tem mixes and variations, and to test the applicability and usefulness
of planned or actual security systems and programs under different
contingencies or scenariosa.

c. By using different functional solutions that correspond to
different enemy strategies, it is possible to assess the probable con-
sequences of system implementations in terms of likely enemy response

and resulting requirements for system changes.
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Essentially, all of these applications constitute sensitivity
analyses where computerized versions of the model allow ready evalua-
tiona. Of special practical use have been several JOSS computer ver-
sions that permit the user to obtain meaningful results rapidly for a

variety of input data and theater conditions (see also Section VI).

GENERAL SOLUTIONS

As was discussed in Section III, the model is capable of accept-
ing a variety of combinations of input data, and can provide results
from a minimum of assumptions. For the general case where no informa-
tion is available about enemy strategy, the evaluation of Eq. (5) con-
siders that the parameters and coefficients listed in Table 3 do not
vary during the time interval of evaluation, At. The solutions for
this general case are summarized in Table 4.

In addition to the listed quantities, the model provides, if de-
sired, a variety of supplemental information such as the density of
guerrillas in the area of interest at any time, or their rate of ac-
cumulation (compare with the reproductisn of JOSS computer print-out
in Section VI).

Table 3

TIME INVARIANT PARAMZTERS AND COEFFICIENTS FOR GENERAL
SOLUTIONS (CONSTANT DURING TIME INTERVAL At).

Parameter/Coefficient Symbol/Relation Equation(s)

Initial Number of guerrillss NO Input
in area

Interdiction efficiency of E 12, 13, 14
border security system

Efficiency of guerrilla p 15, 16
recruitment

Attrition efficiency of in- Y ba, 18
ternal area security program

Rate of attempted daT |
infiltrations a - ° See. Table 1]

Rate of successful 48z 0= (1 - E)a See Table 1

infiltrations dt
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The solutions illustrate the ability of the model to compare
quantitatively as well as conceptually the interactions between var-
ious border-control parameters. Note that the eventual outcome --
if no changes are made by either side in the quantities listed in
Table 3 -- is determined by balance relations between them.

The equations reveal, for example, that the best possible out-
come, even with a 100 percent attrition efficiency and a minimal re-
cruitment efficiency, is only an equilibrium state as long as there
i8 any successful infiltration at all. This equilibrium state, ex-
pressed in Table 4 as the final number of guerrillas in the area,
corresponds somewhat .o an acceptablc level of violence. Together
with the talance rate which influences how fast this equilibrium is
being reached, these terms can be used to characterize the over-all
effectiveness of a border-control system.

For realistic situations of guerrilla warfare, it must be as-
sumed that the strategy of the enemy, as well as that of the defender,
might be adjustable depending on the progress as well as the projected
outcome of the conflict. The model can reflect this by permitting
changes in the basic quantities given in Table 3 at any suitable time
t, and by continuing with the changed values for subsequert time in-
tervals At.

In addition, it wil] be shown in the following how the model can
be adapted to a priori assumptions about a specific enemy strategy.
Conversely, horder conirol systems can be tested as to their ability

to deal with different enemy strategies.
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Table 4

GENERAL SOLUTIONS OF BORDER CONTROL MODEL !

Quantity Equation/Relation
Number of guerrillas in area o o =(y-p)t
at time ¢t N = - [ - N ] Q
t Y- P Y =P o
Number of successful infiltrators !
up to time t st = gt
Numdber of infiltration attempts st
up to time t Tt “"1-E
Number of infiitration attempts
interdicted up to time t Tt - st
Number of guerrillas recruited P o o =(y=-p)t
- + ot - + -
in area up to time t R, = [No ot = (Y s Nye
Number of guerrillas eliminated o o -(vy-p)t
in area up to time t K, = —I—|N +ot- +( - N e
t Y =P o h Sl Y- °f o
Guerrilla recruitment rate dR p o -(y-p)t
E-OY-D_["Y-o'pNO]‘
=(y-p)t
Guerrilla attrition rate X, 0 —t— -[¢ —X—- YN |e
dt Y-p Y~-p o
Rate of change of guerrilla aN | -(y-p)t
force in area Fri [a - (y - p)N ] e
t o
Final number of guerrillas o
in ares (at t = =) — [» 1f v < p]
Final recruitment rate o
(at ¢ = &) S=5 O [= if v < p]
Final at:rition rate —X _ o [=1if v < p)
(at t = .) Y=-#
Balance rate g > (y- p)No.z Guerrilla force
(at any time t): increases

c < (v - p)No,; Guerrilla force

decreases
Time to reach 992 of final * 1

o - (v - PN,
number of guerrillas in area t= In
Y- p *+ 0lo

*

The time to reach 99 percent of the final number is chosen beceuse, in
some situations, the final number is reeched asymptoticeliy, i.e., only
after infinite time,



ENEMY STRATEGY X

Principal Enemy Objective: Maintain strength of guerrilla forces
in the area at the initial level of No'

Equation (5) for this case reduces to:
dT
(1 - E) ac + pNo yNo 0

and the appropriate model formulations become:

dN _ .

dt -~ 0 Nt No
ds

aT _ Y -p -

dt 1-EY ¢ ©

It follows that both the rate of attempted infiltrations (dT/dt)
and the rate of successful infiltrations (dS/dt) remain constant over
the time interval At during which no changes are made in the effici-
encies of recruitment (p), attrition (y), and border security (E).

Thus, the enemy can achieve his principal objective by trying to
maintain his rate of attempted infiltrations (a) at an approximately
constant level, dictated by the velative efficiencies of operations
that prevail, i.e., his rate of attempts must be:

x-p

e« = 1%

Alternativaly, the enemy can try to adjust his efficiency of re-
cruiting new guerrillas in the area (p) taking into account his attri-

tion losses and his rate of successful infiltrations (¢), so that:

For both cases, the model will readily provide quantitative an-
swers. The model solutions are simple and are summarized in Table 5.
Of practical interest is the model's capability of testing the over-

all efficiency of different counter-measure systems for this situation.
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Table 5

SOLUTIONS OF BORDER CONTROL MODEL FOR ENEMY STRATEGY X
(MAINTAINING CONSTANT LEVEL OF GUERRILLA FORCE)

Quantity Equation/Relation
Rate of successful infiltrations -g—i— Sg= (y - p)No = constant
Required rate of attempted ar _
infiltrations N L - N = constant
dt l1-E"Do
Number of guerrillas in area No = input constant
Number of successful infiltrators St =gt = (y - p)Not

up to time t

S
Number of infiltration attempts T = — t . 3 O Il : EE tNo

up to time t t 1-E

Number of infiltration attempts T -5 = (a-o)t

interdicted up to time t t t
Number of guerrillas recruited R = pN t
in area up to time t t o
Number of guerrillas attrited
in area up to time t Kt = yNot
Guerrilla recruitment rate aR N
: P
dt o
Guerrilla attrition rate dK _ N
dt o
Rate of change of guerrilla aN _ 0
force in area dt

Balance rate
(at any time t): (1-Ea =0=(y- °)No > Guerrilla force
constant
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ENEMY STRATEGY Y

Principal Enemy Objective: Increase (or decrease) the strength
of guerrilla forces in the area from an initial level No to a level
N‘r cver a period of At months.

Variation Y-1: Enemy wishes to implement this strategy with

an approximately constant rate of increase ({or
decrease) in his force level (}).

Variation Y-2: Enemy wishes to implement this strategy with

an approximately constant rate of infiltration
(or exfiltration) attempts (a).
For Strategy Y-1, Eq. (5) becomes:

N - N

dT
A= @ -E)y g teN -N - J-A-F‘—q

where, for given input quantities No’ NT, and At, the value of the
input constant A will be positive or negative, depending on wiether
an increase or a decrease of his force level is the enemy's objective.

For Strategy Y-2, Eq. (5) remains:

dN
dt

(1 - Ed)a + pNt - YNt
where, for the same input quantities, the value of a is a positive or
negative input constant, depending on whether infiltration or exfil-
tration is required by the enemy to achieve his objective.

The model solutions for Strategies Y-1 and Y-2 are summarized in

Tables 6 and 7, respectively.
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Table 6

SOLUTIONS OF BORDER CONTROL MODEL FOR ENEMY STRATEGY Y-1
(CHANGE IN FORCE LEVEL AT CONSTANT RATE +))

Quantity Equation/Relation
Rate of successful infiltrations ds
(exfiltrations) dt (v p)(No + ) + 2
REQUIRED rate of attempted aT _y-p (N + ) + A
infiltrations (exfiltrations) dt 1-E ‘Yo l1-E

Number of guerrillas in area N = No + 0t

at time t t
Number of successful infiltraters - Y-pe,.2
(exfiltrators) st e+ (y p)Not + 2 A
Number of infiltration (exfiltratiom) S
attempts up to time t T = —F_
t 1-E
Number of infiltration (exfiltration)
attempts interdicted up to time t Tt - St
Number of guerrillas recruited 2
in area up to time t R, = pN t + £
t o 2
Number of guerrillas attrited in y .2
- +
area up to time t Kt YNot 2 At
Guerrilla recrultment rate dr _ oN_ + pAt
dt o
Guerrilla attrition rate dK YN+ Yt
dt o
Rate of change of guerrilla dN _
— = ) =
force in area dt EREECRC oas tRnt
Final number of guerrillas
in area (at t = A7) N = No + AAt = input value
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Table 7

SOLUTIONS OF BORDER CONTROL MODEL FOR ENEMY STRATEGY Y-2
(CHANGE IN FORCE LEVEL WITH CONSTANT RATE OF INFILTRATION ATTEMPTS)

Quantity Equation/Relation
(y-p)7 N
Rate of successful infiltration e “§

(exfiltrations) ds T

EE o= (y - p)N = constant

T o)t
N
Y-P)T_ o
REQUIRED RATE OF ATTEMPTED dT _ N
infiltrations 3t %" I — % N, (=077 L = constant
(exfiltrations) e\VTPIT_
Number of guerrillas in area Same as Table 4
at time t
Number of successful infiltraters Same as Table 4
(exfiltrators) up to time t
Number of infiltration (exfiltration) Same as Table 4
attempts uvp to time t
Nuaber of infiltration (exfiltratiom) Same as Table 4

attempts interdicted up to time t

Number of guerrillas recruited in area Same as Table 4
up to time t

Number of guerrillas at:rited Same as Table 4
in area up to time t

Guerrilla recruitment rate Same as Table 4
Guerrilla attrition rate Same as Yablzc 4
N
{1 - ol (r=p) (r-t)
Rate of change of guerrilla Ul

o, (v - pIN v
force in area dt T e(y-p)r_ 1

Final number of guerrillas

in area (at t = A1) NT = input value
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SPECTAL CASES

In addition to the enemy strategies showr in detail, the model
can easily deal with a variety of special cases that represent sim-
plified solutions of the general case given in Table 4. Of interest
in connection with the availability of empirical data may be the fol-
lowing application.

If tha guerrilla attrition rate remains constant over time in-

terval At, Eq. (5) reduces to:

dN

dT
at (l-E)dt+pN-I'

where ' = dK/dt = constant.
If the guerrilla recruitment rate remains constant over time in-

terval At, Eq. (5) reduces to:

dN

dT
at (l-E)It-+P-YN

where P = dR/dt = constant.

The cases where either the guerrilla attrition rate (dK/dt) or
the guerrilla recruitment rgte (dR/dt) are zero, correspond to setting
the respective efficiency (y or p) equal to zero. The solutions of
Table 4 apply. Note, however, that if the guerrilla recruitment ef-
fieciency 1is higher than the guerrilla attvition efficiency (i.e.:

p > Y), the number of guerrillas in the area will, of course, continue
to increase with or without successful infiltration.

But if the attrition efficiency 1s equal to the recruitment ef-
ficiency (i.e.: vy = p), the solutions given in Table 8 must be sub-
stituted for the relevanct quantitles of Table 4. The eventual out-
come of this situation is related to the trivial solution that was
discussed in Section II, Subsection "Implications of Trivial Solu-

tions," as case No. 1.
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Table 8

SOLUTION:; OF BORDER CONTROL MODEL FOR SPECIAL CASE OF ATTRITION
EFFICIENCY EQUAL TO RECRUITMENT EFFICIENCY

Quantity Equation/Relation

Number of guerrillas in area

at time t N = N + ot
t o
Number of guerrillas recruited Rt = pNot +-% otz

in area up to time t

- X 2
K YNOt + 2 gt

(44

Number of guerrillas eliminated
in area up to time t

Guerrilla recruitment rate dR
e = pN + pot
dt o]
Guerrilla attrition rate [} - YN+ yot
dt o]
Rate of change of guerrilla force gg - o = (1-Ea
in area at
Final number of guerrillas N = infinite

in area (at t = »)
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V. SENSITIVITY ANALYSES

The general solutions of the model, given in the previous sec-
tion, show why and how, for most situations, the outcome of insurgent
warfare is not determined by the force ratios of the opponents. They
also show that it is not simple to define victory or defeat for
either side. In fact, the solutions imply that the final result un-
der most circumstances is an equilibrium whevre the defending forces
just manage to keep the number of guerrillas from deviating from a
certain balance level.

Whether this final equilibrium level is a balance of terror, or
a perhaps acceptable, rather low level of violence, is determined
primarily by interactions between rates of infiltration, guerrilla
recruitment, and attrition. The numerical magnitude of the balance
level, that 1s; the eventual equilibrium number of guerrillas in an
area, is dependent.on the efficiencies of these operations.

It will therefore be of interest to study quantitatively what
effects are produced by different changes in the individual parame-
ters. In the following, such sensitivity analyses are illustrated
as deviations from a simple, schematic base case. In order to clearly
show the effects, only one parameter at a time was varied, and all
others were kept constant for each specific example. In each example,
the static bese case divides the situations that lead to increases or
decreases in the number of guerrillas in the area.

Table 9 lists the adopted values of the model parameters for the
base case. The subsequent Tables 10 through 14, and the companion
Figs. 3 through 6, are examples of the major effects resulting from
various changes in the modes of operation of the opposing forces.

It should be recalled that the interactions between the various
model parameters are quite complex in nature. The schematic examples
shown here illustrate what can be expected to happen in the situation
depicted by the base case. It would be misleading, however, to gener-
alize and to expect to be able to predict by analogy what should hap-
pen in different, even though similar situations. Unfortunately, each

specific situation must be dealt with specifically, and may show quite
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different effects. For this reason, JOSS computer versions have been
developed that allow the user to make quantitative sensitivity analy-
gses for any desired input data without the necessity of delving into

the mathematical complexities of the border control model. They pro-
vide considersbly more information than is shown in Tables 10 through

14, and are discussed in Section VI.
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Table 9

VALUES OF PARAMETERS FOR iHE SIMPLE BASE CASE

Basic Input:

Initial Number of Guerrillas in Area , No = 100,000

Rate of Attempted Infiltrations dT/dt = 10,000 per month
Border System Interdiction Efficiency E = 202 of attempts
Guerrilla Recruituent Efficiency p = 2% increase. in force

per month@

Internal Attrition Efficiency Yy = 10% of force in area
attrited per monthP

Resultant Values:®

Rate of successful infiltrations ds/dt = 8,000 per month

Number of guerrillas in area 100,000
after 24 months

Finel number of guerrillas in area 100,000
after infinite time

Time to reach 992 of final number 0 months

8This means that every group of 100 guerrillas in the area re-
cruits 2 new guerriilas =ach month,

bThia means that every group of 100 guerrillas in the aiea suf-
fers a loss of 10 guerrillas each month due to all kinds of attritionm.

CInput values have been chosen to reflect a static situation.

Note that the rates of recruitment and attrition, i.e., the actual
numbers recruited or lost euch month, are variables that depend not
only on the efficiencies of these operations, but also o. the number

of guerrillas present in the area at the time.
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Table 10

EFFECTS OF VARYING THE INTERDICTION EFFICIENCY E
OF A BORDER SECURITY SYS.EM

In:tial Number of Guerrillas in Area No = 100,000

Rate of Atteuwpted Infiltrations dT/dt = 10,000 per month
Guerrilla Recruitment Efficiency p = 2% increase per month
Internal Area Attrition Efficiency Yy = 102 attrited per month

Border Interdiction Rate of Successful Final Number Time to reach

Efficiency (E) Infiltrations of Guerrillas 99X of
(ds/dt) in Area (N ) final number
02 10,000 per month 125,000 37 months
10 X 9,000 per amonth 112,500 30 months
20 2 (BASE) 8,000 per month 100,000 0 months
50 X 5,0 per month 62,500 51 months
60 % 4,000 per month 50,000 58 months
80 X 2,000 per month 25,000 71 months
90 % 1,000 per month 12,500 82 months
100 % 0 per month 0 ©

This set of cases 18 illustrated in Fig. 3. Note that under these
conditions the curves labelled E = 0 (i.e.: mno border security system)
and E = 1002 represent the limiting boundaries for all possible de-

velopuments.
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Fig. 3 -- Effects of varying the interdiction efficiency E of a border
security system from no system (E = 0) to an ideal system
of 1007 efficiency (see also Table 10).
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Table 11

EFFECTS OF VARYING THE ATTRITION EFFICIENCY vy
OF AN INTERNAL AREA SECURITY PROGRAM

Initial Number of Guerrillas in Area No = 100,000
Rate of Attempted Infiltrations dT/dt = 10,070 per month
Border Interdiction Efficiency E = 202 of attemupts
Rate of Successful Infiltratio s ds/dt = 8,000 per month
Guerrilla Recruitment Efficiency p = 2% increase per
month
Internal Area Attrition Final Number of Time to reach 99%
Efficiency (y) Guerrillas in Area (N ) of final Number
0 infinite o0
2 infinite o
7.3 X per month 150,000 66 months
8.4 % per month 125,000 47 months
10 % per month (BASE) 100,000 0 months
14.8 % per month 62,500 32 months
34 % per month 25,000 18 months
100 % per month 8,100 7 months

This set of cases is illustrated in Fig. 4. Note that for y s 2% per
per month, the situation is explosive and developments do not lead to
a balance solution. Conve.sely, even a y of 1007 does not decrease
the final number of guerrillas in the area helow the balance value

of 8,100.
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Fig. 4 -- Effecte of varying the attrition efficiency y of an internal
area security program from no program (, = 0) to a progrum
with an efficiency of 100% per month (see alro Table 11).
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Table 12

EFFECTS OF VARIATIONS IN THE RATE OF
TLEMPTED INFILTRATIONS dT/dt

Initial Number of Guerrillas in Area . = 100,000

Border Interdiction Effiriency E = 20% of attempts
Guerrilla Recruitment Efficiency p = 2% 1increase per month
Internal Area Attrition Efficiency y = 10% attrited per month

Rate of Attempted Rate of Successful Final Number Time to Reach

Infiltrations Infiltrations of Guerrillas 99% of Final

(dT/dt) (ds/dt) in Area (N_) Number
15,000 per month 12,000 per month 150,000 44 months
12,500 per month 10,000 per month 125,000 37 months
10,000 per month 8,000 per month 100,000 0 months
5,000 per month 4,000 per month 50,400 58 months
2,500 per month 2,000 per month 25,000 71 months
0 per month 0 per month 0 © months

This set of cases is illustrated in Fig. 5. Note that the base case
(dr/dt = 10,000 per month and E = 20%) dlvides the situations that
lead to increases or decreases in the number of guerrillas in the

area.
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Fig. 5 -- Effects of variations in the rate of attempted infiltrations
from none (0.month) to 15,000/month (see also Table 12).
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Tabie 13

EFFECTS OF VARIATIONS IN THE INITIAL NUMBER
OF GUERRILLAS N_ IN THE AREA2

Rate of Attempted Infiltrations dT/dt 10,000 per month

Border Interdiction Efficiency E = 20% of attempts

Rate of Successful Infiltrations dS/dt = 8,000 per month

Guerrilla Recruitment Efficiency p = 2% increase per month

Internal Area Attrition Efficiency Yy = 107 attrited per month

Final Number of Guerrillas in Area N = 100,000 after infinite
time

Initial Number of Number of Guerrillas Time to Reach 99% of

Guerrillas (NO) in Area after 24 Months Final Number of 100,000

200,000 114,661 58 months
150,000 107,330 49 months
100,000 {BASE) 100,000 0 months X
50,000 92,670 49 months

0 85,339 58 months

8This set of cases is illustrated in Fig. 6. Note that the final
results in terms of the eventual number of guerrillas in the area
(Nﬁ = 100,000) are the same, independent of the initial number of
guerrillas in the area. The other parameters, however, influence how
fast this final stage is reached, and whetuner it is favorable or un-
favorable (i.e., whether the guerrilla force strength decreases or in-

creases from the initial value).
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Fig. 6 -- Effects of variations in the initial number of guerrillas
in the area from none (No = 0) to 200,000 (see also Table 13).
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Table 14

ILLUSTRATIVE COMPARISON OF DIFFERENT METHODS OF REDUCING NUMBER
OF GUERRILLAS IN AREA TO ONE-HALF OF INITIAL NUMBER

Initial Number of Guerrillas No = 100,000
Rate of Attempted Infiltrations dT/dt = 10,000 per month
Basic Border Interdiction Efficiency E = 20X of attempts

Basic Internal Area Attrition Efficiency 10X attrited per month

Y
Bagsic Guerrilla Recruitment Efficiency o 2X increase per month
N

DESIRED Final Number )f Guerrillas ., = 50,000
in Area
Method I: Increase only of border interdiction efficiency from

20% to 60%.

Method 1IX: Increase only of internal area attrition efficiency from
10X to 18% per month.

Method III: Increase of internal area attrition efficiency from
10% to 16X per month,

and reduction of Guerrilla recruitment efficiency from
2% per month to 0.

Method IV: Rate of attempted infiltrations decreases from
10,000 to 5,000 attempts per month.

Method
STATUS after 24 months: I 11 I1I Iv
Total Number of Infiltration 240,000 240,000 240,000 120,000
Attempts
Total Number interdicted at 144,000 48,000 48,000 24,000
Border
Total Number of successful 96,000 192,000 192,000 96,000
Infiltrators
Total Number recruited in area 34,667 30,116 0 34,667
Total Number eliminated in area 173,337 271,041 240,925 173,337
NUMBER OF GUERRILLAS IN AREA 57,330 51,075 51,075 57,330
ADDITIONAL TIME needed to reach
96% of desired final number 34 5 5 34

of 50,000 Guerriilas in area: months  months months months
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VI, EXAMPLE OF JOSS VERSION OF MODEL

The problems of infiltration control in guerrilla warfare are
not simple ones, and it cannot be expected that a simple model would
i1l1luminate them. The border control model described here has the ca-
pability of treating a variety of situations, but the mathematical
formulations are by necessity somewhat complex.

However, computerized versions of the basic model have been de-
veloped and programmed for JOSS, and these permit the investigation
of many realistic situations without the need of following the mathe-
matical manipulations. One such JOSS version uses language exclu-
sively rather than mathematical symbolism, and is readily usable --
on-line -- without external instructions. The JOSS user need have
no knowledge of the analytic process described here, and is free to
concentrate on manipulating the strategic and tactical situations of
his own choosing.

The utility and capability of this JOSS border control model are
best shown by an example. Pages 46 through 52 are a copy of a model
run that investigated and analyzed the fictitious situation outlined
below. Figure 7 shows one aspect of the results, and Table 15 trans-
lates the language input for this example into the mathematical sym-
bols of the basic model.

The example will suffice to illustrate the ease and rapidity with
which different situations or modifications of a situation can be in-
vestigated with this JOSS version. Detalled descriptions of the var-
ious computerized programs will be published in a separate Memorandum,
and the programs will be available in a JOSS library file for on-line

use.

SYNOPSIS OF JOSS EXAMPLE (Fictitious Situation)

Starting Situation: A country with an area of 66,000 square miles

is exposed to hostile infiltration along a 1000-mile stretch of its
border. At the start of the analysis, there i1s a force of 100,000 guer-

rillas dispers=d over the area.



Additions to the guerrilla force from the outside are occurring
at a level of 10,000 attempted infiltrations per month over the 1000
miles of open border. In the area, the guerrillas are able to re-
cruit new guerrillas with an efficiency of one percent per month.

(In other words, every group of 100 guerrillas recruits, on the av-
erage, one new guerrilla for its group each month.)

The defenders have a force level of 500,000 and conduct counter-
insurgent activities through an area security program that operates
at an average attrition efficiency of 4 percent per month. This cor-
responds to an initial attrition -- when there are 100,000 guerrillas
in the area -- of 4000 guerrillas per month. (In other words, it
takes initially 125 defenders to eliminate one guerrilla per month.)

Situation after 8 months: This situation prevails for eight

months and, as shown by the model results (p. 48), the guerrilla force
strength in the area has increased to about 150,000. The defenders
decide therefore at this time (p. 49) to double the efficiency of the
area security program to 8 percent per month. This leads immediately
(p. 50) to a relatively high initial guerrilla attrition rate of
approximately 12,000 per month. (This simple example does not spec-
ify the resource costs for doubling the attrition efficiency, and re-
tains the number of defenders as constant.)

Situation after 16 months: As the model shows (p. 50), the guer-

rilla force strength has remained at about the level of 150,000. Even
with the high attrition etficiency, the area security measures are not
able to decrease the number of guerrillas in the area noticeably below
this level. The defenders decide to install at this time (p. 51) a
border security system -- along the 1000-mile stretch of open border --
which has an efficiency of 75 percent. (In other words, 75 percent of
the infiltration attempts are interdicted or deterred.)

Situation after 24 months: The installation of a border security

system, together with the continued program of area security, has shown
immediate results (p. 52). The guerrilla force strencth has dropped
back down to slightly less than 100,000 and, importantly, continues to
decrease. This is taking place, although the monthly guerrilla attri-

tion rate is going down too. (In other words, no unrealistically high
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demands are made on the performance of the area security program.)
The model projects that the eventual outcome -- if no further
changes are made by either side -- would be an equilibrium level of
about 35,000 guerrillas in the area, suffering losses of 7500 per
month through border interdiction, and about 2900 per month through

area security dMeasures.

JOSS ROUTINE

Input: JOSS automatically raises a series of questions that set
the general framework. The sequential demand for answers translates
the situation under investigation easily and efficiently into the ap-
propriate model parameters (pp. 46 and 47).

Output: After a brief recapitulation of the input data and their
implications (p. 47), the principal output is given for the dates
originally specified (e.g., at months 0, 4, and 8). The guerrilla sit-
uation on these dates is reflected in historical numbers (e.g.:

40,284 guerrillas eliminated from the area by month 8).

When the originally specified date for a re-evaluation has been
reached, additional output is provided in the form of a time projec-
tion, i.e., the eventual outcome is predicted for the continuation of
the general situation without any changes. At this date, JOSS is
ready to gccept changed input values as a result of the user's assess-
ment of desirable alterations, and to centinue evaluations with these

new characteristics.
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BORDER CONTROL MODEL

Version A: Sensitivity Analysis

Would you like a brief program description?

Answer yes (1) or no (0) = 1

This program evaluates the performance of counter-
infiltration programs in a country subjected to

guerrilla activity. It permits the investigation of a

variety of situations and preseni¢s the results in terms
of situation projections and eventual outcome. Changes in
the efficiencies of border control and area security

systems can be made at any desired time to evaluate

the probable consequences. The program is based on the

basic model of border control, described in this Memorandum.

There are four different modes of operation available,
depending on the type of input information given.

Mode A: Infiltrarion or Penetration Rate only.

Mode B: Infiltration or Penetration Rate, AND

Barrier Efficiency.

Mode C: Infiltration or Penetration Rate, AND
Threat Characteristics.

Mode D: Barrier Efficiency, AND
Threat Characteristics.

If there is no input to a question, please answer = -1

The program will automatically szlect the appropriate mode.

GEOGRAPHICAL DATA

Area of Interest [square miles] = 66000
Length of Border [miles] = 1000

CALENDAR

Starting date is Month Zero.
What date of re-evaluation is wanted?

(New imput data after how many months)

1]
o]

Size of time intervals of output:

(Results every how many months?)

STARTING SITUATION
Initial Number of Guerrillas

Initial Number of Defenders

STAND BY

1]
=

in Area at Month Zero

in Area at Month Zero

100000

500000



INTERNAL SECURITY
Efficiency of (Internal) Area Attrition Measures
[percent of Guerrilla Force attrited per month; e.g.: 15] = 4

Efficiency of Guerrilla Recruitment
[percent increase of Guerrilla Force per month due to
new recruitments; e.g.: 4] = 1

INPUT DATA
Rate of Successful Infiltration [per month] = -1
Rate of Successful Penetration [per mile per month] = -1
Barrier Interdiction Efficiency

[give as Probability of Non-Penetration in percent] = 0

THREAT CHARACTERISTICS
Rate of Attempted Infiltrations [per month] = 10000

YOUR INPUT DATA AND IMPLICATIONS:

Length of Border: 1000 miles
Infiltration Area: €6000 square miles
Border Parameter: .0152 miles per square mile

Initial Nunber of GCuerrillas in Area: 100000
Initial Number of Defenders in Area: 500000

Rate of Attempted Infiltrations: 10000 per month

Rate of Attempted Penetrations: 10,00 per mile per month
Barrier Penetration Probability: 100 percent

Barrier Interdiction Efficiency: 0 percent of infiltration

attempts stopped.

Rate of Successful Infiltrations: 10000 per month
Rate of Successful Penetrations: 10.00 per mile per month
Internal Security Efficiency: 4,00 percent attrited per month

8.0~06 percent attrited per month
per defender

Guerrilla Recruitment Efficiency: 1,0 percent increase per month
(This means that each group of about 1000 guerrillas recruits
ten new guerrillas each month in the area.)

According to the input given, the program is operating
in MODE D.
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DATE CUWMULATIVE
Month NUMBERS
0 Attempted Infiltrations: 0
Attempted infiltrations
interdicted at Barrier: 0
Infiltrators across Border: 4]
Guerillas recruited in Area: 0
Guerillas attritec¢ in Area: 0
GUERRILLAS in AREA: 100000
4 Attempted Infiltrations: 40000
Attempted infiltrations
interdicted at Barrier: 0
Infiltrators . cross Border: 40000
Guerillas recruited in Area: 4538
Guerillas attrited in Area: 18153
GUERRILLAS in -AREA: 126385
8 Attempted Infiltrations: 80000
Attempted infiltrations
interdicted at Barrier: 0
Infiltrators across Border: 80000
Guerillas recruited in Area: 10071
Guerillas attrited in Area: 40284
GUERRILLAS in AREA: 149787

PROJECTED OUTCOME
(Eventual Balance Situation)
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DENSITY

0

0
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.0
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per
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per
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per
per

per
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The Guerrilla force strength has been increasing

from its initial value.

There will be eventually (after infinite time)

333333 Guerrillas in tl.e area.
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mile

mile
mile®*?

mile®*2

mile®2

mile
mile

mile
mile®2

nile*2

mile®2

mile
mile

mile
mile®2

mile®2

mile*2

If conditions remain unchanged, 99 o/o of this number
will be reached at calendar date: Month

142

The final attrition rate will be 13333 per month;
The final recruitment rate will be 3333 per month.

Ready for different assumptions and/or data.

TIME RATE
OF CHANGE

10000

0

10000
1000

4000

7000

10000

10000
i264

2055

6208

10000

10000
1498

5991

5406
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per

per
per

per

per

per
per

per
per

per

per

per
per

per
per

per

per

month

month

month
month

month

month

month
mcath

monith
month

month

month

month

month

month
month

month

month
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CHANGE OF SITUATION:

INTERNAL SECURITY
Efficiency of (Internal) Area Attrition keasures
[percent of Guerrilla Force attrited per month; e.g.: 15] = 8

Efficiency of Guerrilla Racruitment
[percent increase of Guerrilla Force per month due to
new rearuitments; 2.g.: 4] = 1

INPUT DATA

Rate of Successful Infiltration [per month] = -1
Rate of Successful Penetration [per mile per month] = -1

Barrier Interdiction Efficiency
[give as Probability of Non-Penetration in percent] = 0

THREAT CHARACTERISTICS
Pate of Attempted Infiltrations [per month] = 10000

YOUR INPUT DATA AND IMPLICALIONS:

Length of Border: 1000 miles
Infiltration Area: 66000 square miles
Border Parameter: .0152 miles per square mile

Initial Nw 't er of Guerrillas in Area: 149787

initial Number of Defenders in Area: 500000

Rate of Attempted Infiltrations: 10000 per month

Rate of Attempted Penetrations: 10.0C per mile per moath

Barrier Penetration Probability: 100 percent

Barrier Interdictien Efficiency: 0 percent of infiltration
attempts stopped.

Rate of Successful Infiltrations: 10000 per month

Rate of Successful Penetrations: 10,00 per mile per month

Internal Security Efficiency: 8,00 percent attrited per month

1,6-05 percent attrited per month
per defender

Guerrilla Recruitment Efficiency: 1.0 percent increase per month
(This means that each group of about 1000 guerrillas recruits
ten new guerrillas each month in the area.)

According to the input given, the prograrm is operating
in MODE D,
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R E S UL T S

DATE CUMULATIVE TIME RATE

Month NUMBERS DENSITY OF CHANGE
8 Attempted Infiltrations. 80000 80 per mile 10000 per month

Attempted infiltrations

interdicted at Barrier: 0 0 per mile 0 per menth
Infiltrators across Border: 80000 80 per mile 10000 per month
Guerillas recruited in Area: 10071 .2 per mile*2 1498 per month
Guerillas attrited in Area: 40284 .6 per mile¥*2 11983 per month
GUERRILLAS in AREA: 145787 2.3 per mile®2 -u485 per month

12 Attempted Infiltrations: 120000 120 per mile 10000 per month
Attempted infiltrations
interdicted at Barrier: 0 0 per mile 0 per month

Infiltrators across Border: 120000 120 per mile 10000 per month
Guerillas recruited in Area: 16027 «2 per mile*2 1481 per month

Guerillas attrited in Area: 87933 1,3 per mile*2 11848 per month

GUERRULLAS in AREA: 148094 2,2 per mile*2 -367 per month

1€ Attempted Infiltrations: 160000 160 per mile 10000 per month
Attempted infiltrations
interdicted at Barrier: 0 0 per mile 0 per month

Infiltrators across Border: 160000 160 per mile 10000 per month
Guerillas recruited in Area: 21924 .3 per mile*2 1468 per month

Guerillas attrited in Area: 135109 2,0 per mile*2 11745 per month

GUERRILLAS in AREa: 146815 2,2 per mile®2 -277 per month

PROJECTED OUTCOME
(Eventual Balance Situation)

The Guerrilla force strength has been decreasing
from its initial value.

There will be eventually (after infinite time)

142857 Guerrillas in the area.

If conditions remain unchanged, 99 o/o of this number
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