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ABSTRACT

(U) The¢’book is the first work in which with the using of con-
tempory mathematical methods there is systematically expounded

the theory of Jamming and electronic reconnaissance, In a con-
siderable part it 1s based on the original investigations of

the authors, Information, power and operational-tactical

criteria of the effectiveness of means and methods of the creation
of interference are examined, Methods of the estimate of informa-
tion loss, applied by means of active Jamming to radar stations
operating in scanning conditions, are described, Different forms
of active jamming on the channel of angular tracking of radar
(monopulse and with conical scanning) are investigated. Peculiari-
ties of functiloning radar systems of automatic tracking in the
direction with the action of special interference signals are
examined, Methods of the creation of active jamming to systems of
automatic range and speed tracking are discussed, An estimate of
different forms of interference signals to radio links of communi-
cation and command control is given, Calculation relationships

are derived which alluw estimating the necessary quantity of dipole
reflectors for the suppression of radar of different assignment,
including and pulse-coherent radar. Principles of the application
of radar traps in different links of control system by means of
antiaircraft defense are discussed. '
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ANNOTATION ]

The book 1s the first work in which with the
using of contemporary mathematical methods there
is systematically expounded the theory of jamming
and electronlic reconnalssance. In a considerable
part it 1s based on the original investigations
of the authors.

Information, power and operational-tactical
criteria of the effectiveness of means and methods
of the creatlon of interference are examined.
Methods of the estimate of information loss,
applied by means of active jamming tc radar statlons
operating in scanning conditions, are described.

Different forms of active jamming on the
channel of angular tracking of radar (monopulse
and with nconical scanning) are investigated.
Peculiarities of functloning radar systems of auto-
matlic tracking in the direction with the action of
special interference signals are examined.

Methods of the creation of active® jamming to
systems of automatic range and speed tracking are
discussed. An estimate of different forms of
interference signals to radio links of communica-
tion and command control is given.

Calculation relationships are derived which
allow estimating the necessary quantity of dipole
reflectors for the suppression of radar of
different assignmeat, including and pulse-coherent
radar. Princliples of the application of radar
traps in different links of control system by means
of antiaircraft defense are discussed. Methods of
increasing the effectiveness of the area of
scattering and also methods of jamming founded on
the change in electrical properties of the medium
and radar observation of targets are shown.
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The problem of electronic intelligence is
discussed on the basis of the queueing theory.
There are given different circults of devices of
the determination and memorization of frequency
and also the determination of the bearing and
position of the electronic equipment.

The book is intended for a wide range of
speclalists engaged in problems of the development,
exploitation and application of electronic equip-
ment. It will be useful to teachers and students
of electronic higher educational institutions and
departments. The book has 223 figures and 112 names
in the bibliography.
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PREFACE

Individual problems in jamming [RPD] and electronic reconnaissance
[RTR] were examined earlier only in Jjournal articles and also in a

number of pamphlets.

The attempt to give a systematic account ot the basic scientific
and technical problems of this important fleld of applied electronics
is natural.

The development of contemporary methods of investigation, such
as the theory of decislons, the theory of games and queueing theory
and development of the theory of radar and radio control permitted
the authors to systematize works published up to the present time
and examine as far as possible well-known methods of RPD and RTR

from single positions.

In considerable part the book contains data of original investi-
gations of authors and also theoretical generalizations of published

materials.

In the beginning of the book information and operational-tactical
criteria of RPD effectiveness are discussed. In subsequent chapters
possible methods of RPD to different forms of electronic means are
examined. The maln attention 1s given to interferences to radar
operating both in conditions of scanning and 1n conditions of

automatic tracking.
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The last chapter 1s devoted to electronic reconnalssance. As a
theoretical basis for RTR the queuelng theory 1s used.

The book 1s intended on readers having a mathematical preparatilon
from*a higher technical educational institutlion. Used in a number of
cases are new mathematical methods (games theory, quaueing theory. ‘

theory of decisions and some divisions of the information theory) are
additionally explained.

Chapters 1, 2, and 3 (with the exception of 1.9, 2.5, 2.6, 2.7,
3.1, 3.2, and 3.6), ard also 4.5, 4.6, 5.4, 7.3, 7.7, 9.2, and 10.2
were written by S. A. Vakin, Chapter 4 (with the exception of 4.1,
4.5, and 4.6) and also 3.2, 3.6, 6.3, and 6.4 were writtzn by L. N.
Shustov. The remalning sectlons were written by the authors jointly.

The authors express thelr deep gratitude to M. P. Bobnev, B. D.
Sergiyevskiy, V. T. Borovik, V. P. Malaychuk, S. S. Romanov, and
B. V. Abramom for their critical remarks and councils promoting the
improvement of the book.

The necessity to consider the wide range of questions, naturally,
could not fall to lead to an irregularity in the depth of the study
of the separate divisions. The authors will gratefully accept
critical remarks on the substance of the work,
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INTRODUCTION

At present electronic means [RES] comprises the basis of systems
of control of troops and weapons 1n all forms of armed forces of
contemporary states. In the most characteristic form this position
appears in antiaircraft [PVO] and antimissile defense [PRO].

The development, of electronics made possible the entering into
armament of PVO of antrqlled weapons of destruction - aircraft and
antiaircraft controlled rocket weaponry ([AURO] and [ZURO]) which to
a great degree increased the probabllity of the defeating the enemy

alrcraft by one rocket.

If in the Second World War to destroy one aircraft it was required
to use con the average of up to 500-600 shells of barrel antiaircraft
artillery [ZA], then at present for alrcraft destruction 1-2 anti-
alrcraft guided missiles [ZUR] are sufficlent.

At the same time the electronlic rfacilities are one of the most
vulnerable sectlons of the PVO system since they are detected by the
radiation and their operation can be jammed, i.e., Jamming by elec-
tronic methods.

The dialectics of combating measures and countermeasures,
naturally, led to the appearance and development of methods of
surmounting by the aviatlion of the PVO of the enemy founded on the
application of jamming the operation of electronic means of the
system of the PVO.

FTD-MT-24-115-69 x1
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At present Jamming 1s one of the important forms of the security
of combat actions of aviation in the surmounting of PVO.

Jamming 1s wldely applied in other branches of the military.
However, the purposes, methods, and means of RPD in different forms
of armed forces and branches of service can be different.

Thus, for example, the purpose of RPD, carried out in the inter-
ests of the cover of objects in the system of PVO and PRO can be the
suppression of radar bombsights, means of radio navigation, means of
control of air-to-surface and surface-to-surface rockets, and the
realization of radar Jamming camouflage of covered objJects.

In land forces RPD can include the suppression of means of
communication of the enemy 1n tactical and operational 1links, its
electronic reconnalssance stations, means of control of surface-to-
surface and air-to-surface rockets and antiradar camouflage of objects
and others.

Electronic reconnaissance as a method of obtaining information
on radar means of the enemy is the most important component part of
RPD. Without electronic reconnailssance it 1s 1mpossible to organize
effective jamming.

Furthermore, electronic reconnaissance has an independent
importance in being a component part of alr or combined arms
reconnailssance. In the book the maln attention is gliven to methods
and means of jamming and electronic reconnaissance intended for the
application by thelr aviation for the surmounting of PVO of the enemy.
Problems of RPD, realizable 1n the interests of PVO are partially
examined.

The first information on the deliberate creation of radio
interference pertains to the Russian-Japanese War. The commander of
the Russian cruiser "Ural" proposed to the commanding squadron
Vice Admiral Z. P. Rozhestvenskly to suppress by radiation of the
onboard radio station the radio link of the Japanese reconnaissance
crulsers which followed at a short distance from the Russian squadron
and transmitted information about its movement. However Z. P.

FTD-MT-24-115-69 x11




Rozhestvenskly did not resolve this and thereby permitted scouts of
the enemy to transmit freely to the highest command of the Japanese
fleet information about the combat formation and coordinates of ships
of his squadron.

In the course of the Tsushima Battle forward commanders of {
individual ships by their own initiative applied interference of
radio communicatlions. Thus, for example, interference was created by
the cruiser "Izumrud" and torpedo boat "Gromkiy."

During the period of the First World War radio reconnaissance

and the monltorlng of conversations by radio found widespread use.
However, the wide development of special equipment of radio inter-
ference and radio reconnalssance started to come about only during
the Second World War. 1In this period there was already being carried
out a systematic and mass application by the English and Americans of
radio interference for the purpose of the suppression of radar of the
PVO of fascist Germany. In 1943 the English used passive interference
(metallized strips) against German gun-laying radars. In the same
year on the aircraft of Great Britain there was installed a nolse
jammer to gun-laying radar [SON] "Wiirzburg." The creation of
interferences was facllitated by the standardization of the German
radar, which amcunted by then to about 5000.

The majority of radio engineers of Germany during 1944-1945 were
engaged in the development of attachments to radar of the gun-laying
"Wirzburg" for combating passive Interferences created by means of
eJection from aircraft of metallized paper strips. There was developed
an attachment of alternating compensation. However, this attachment
did not provide protection with great density of interferences.

Radio misinformation (the transmission of false instructions in
the guidance system of destroyers) was widely applied.

In contemporary conditions of high saturation of PVO and PRO by

electronic means and the immeasurably increasing strike shock force
of rockets and alrcraft, the role and importance of RPD are especially -’
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great. Already at present without the application of Jamming, the
‘ probability of surmounting the PVO of the enemy by a single aircraft
is very 1low.

Potential possibilities 6f electronic means are such that in
principle it 1s possible to expect the mass ‘introduction of systems
providing Just as successful interception and intercontinental
ballistic missiles. Thus, there 1s basis to recognize as real the
creation, with the help of electronic means and controlled weapons of
destruction, of a reliable "dynamic shield" covering the territory
of the country or its important objects from strikes of aircraft and
rockets. The surmounting of this shield by means of application of
only weapons of destruction for destroying i1ts electronic links in
principle 1s not a radical method of solving the problem, lnasmuch as
each such weapon of destructlion can be revealed and destroyed as
any other means of alr attack. The baslc method of surmounting the
"dynamic shield" 1s to disrupt the control system by means of changing
the quantity of information circulating both in 1ts different links
and in the entire control system as a whole. Thils can be achleved,
mainly, with the help of jamming and also a maneuver combined with
{ RPD.

In virtue of the loglc of armed combat development of the means
and methods of Jamming produced by counterjamming, into the problem
of which enters the development of methods and lowering the effec-
tiveness of RPD, which provides the possibility of obcalning infor-
mation with the help of electronlic means under conditions of RPD and
the organization and application of means of RPD hampering the enemy.

The combating of methods of jJamming and counterjamming comprises
two sides of a conflicting situation, which 1s sometimes called
radio war. A characteristic peculiarity of radio war 1s its high
dynamicism which 1is caused by a strong dependence of methods of
; Jamming and counterjamming on countermeasures of the enemy. Success
in radio war 1is achleved by superiority over the enemy in the quantity
and quality of radio electronic technology and skil) of 1its combat

application.
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Thus, in the contemporary stage of development of methods of
armed combat, electronic means have become weapons in the literal
meaning of the word - weapon of radio war.

The determining character of the influence of jamming on the
effectiveness of combat actions of aviation requires in the examining
of concrete methods and means of RPD an appraisal of the change in
combat effectiveness generated by them. At the same time, a correct
solution to operational and tactlcal problems in contemporary
conditions can be glven only by taking into account both jamming and
counterjamming.
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Designations for Chapter 1

Jamming

antlaircraft defense
electronic systems

fighter aircraft

theater of operations
command radio control 1link
antiaircraft guided missiles
computer q
gyrostabilized platform

target

automatic direction tracking
actuator

data removal device

rate gyroscope

effective scattering area
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Designationé for Chapter 2

PIC - vradar (when appearing as a subscript)
1C - PS - covered aircraft

Ml - PP - Jammer

PII - RP - reconnalssance receiver

C34 - SZCh - frequency normalization circuit
Bl - BPP - Jamming transmitter

0y - 0U - final amplifier

C3 - Sz - delay circuit

nik - ISh = thyratron, noise diode

¥-0 - U-0 - broad-band amplifier-limiter
Iy - PU - threshold device

COM/ - SFMI - modulating pulses
FTD-MT-24-115-69 xvil
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Designation for Chapter 3

0Y - OU — final amplifier
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Designation for Chapter 4

PCH — RSN — equisignal direction
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Designation for Chapter 5

BP — VR - time discriminator

C3 - SZ - delay circuit

I'CH — GSN - strobe pulse generator

C3Y — SzZCh -~ frequency memorization circuit

O — oU = final amplifier
[lpM — Prm - receliver

J3 — LZ - delay line

YY — UU - control unit
'eM — Gem - oscillator

CM - SM - mixer

YIIY — UPCh — i-f amplifier

®I4Y — FDCh — doppler filter

Y — UF - narrow-band filter
P — RL - reactance tube

Yl — chD - discriminator
BB — LBV = tw tube
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Designations for Chapter 6

PIIL RPD Jamming

3YP .ZUR gulded antiaircraft missiles
I'CH GSN homing device

KPY KRU command radio control link

CPII SRP computer

IIpn Prd transmitter

[Ipm Prm receiver

Bitli} DSh decoder

VIK IK actuating code

Xul KhIP random pulse interference
C34 SZCh frequency memorization circuit

yy uu control unit

oy ou final amplifier
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Designations for Chapter 7

[l - PP - 1interference producer
HCl - PS; - covered aircraft

Al - AP - duplexer

K' < K@ - coherent oscillator

M - MG - 1local oscillator

[IpM - Prm - receiving device

MKO - 1IK0O - plan position indicator
J3 - LZ - delay line




Designations for Chapter 8

Iy - PU - preamplifier
OY - ou - 'final amplifier
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Designations for Chapter 9

No explanation needed.
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Designations for Chapter 10
ITIPM PRM recelvers
AH AN analyzer
¥30 UZo unit for storage and processing information
TY TU telemetric device '
Bl VTs input circuit
YBY UvVCh high frequency amplifier
CM SM mixer ,
Y114 UPCh intermediate frequency amplifier
BY VU video amplifier
yp ChR frequency scanning
YHY UNCh low frequency amplifiers
APY ARU automatic gain control
1y Shu wideband amplifier
ol FD phase detector
un ChD frequency discriminator
Pl RL reactance tube
' GP Jamming generator
3r ZG master osclllator
nc3 ISZ artificial earth satellites
FTD-MT-24-115-69 - > $47%
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CHAPTEHR 1
CRITERIA OF THE EFFECTIVENESS OF MEANS AND METHODS OF JAMMING

1.1. General Characteristic of the Criteria

In general jJjamming [RPD] by electronic means of antiaircraft
defense [PVO] can be attained by the following ways:

— creation of radio interference (active and passive Jamming

false targets);

— change in electrical properties of the medium (ionization of
space, the creation of absorbing and dispersing media);

— change in dispersing properties of the object (decrease in
effective area of scattering, jamming camouflage).

Active jamming 1s created with the help of transmitters tuned to
frequencles of suppressed electronic means, which are specially
modulated in reference to specific objects of suppression. Inter-
ference signals can provide camouflage of the desired signal or 1its
imitation. Accordingly camouflaging and simulating interferences are
distingulshed. Active interferences can also lead to a change in
converting properties of appropriate electronic links.

Passive jamming is created at present by ejecting a large

quantity of dipoles, effectively dispersing electromagnetic waves.

The power of the signal reflected from the cloud of dipoles can
considerably exceed the power of the signal from the aircraft.

FTD-MT-24-115-69 1




False targets — radar traps - are aircraft (rockets) launched
from alrcraft or the ground having quite high effective areas of
scattering. The latter 1s attained by application of special
reemlitters (passive or active).

The deliberate change in electrical properties of the medium can
be achieved both by creating of artificlally ionized regions and by
inserting into the medium different absorbing and dispersing impurities
(for example, smoke). The anomalies created cause in regions of
thelr appearance disturbance of the usual conditions of the propaga-
tion of radio waves.

A change in dispersing propertles of the object is attained by
the application of various kinds of radar jamming coverages and
reemitters of electromagnetic energy, as a result of which the
detection of targets either becomes impossible or 1s hampered.

The means of lamming (radio interference, change in properties
of the medium, decrease in radar contrast), as a result of their
application, do not lead to material destructions and can only change
the quantity of information circulating in the obJect of action. A
change in the quantity of information passing through the electronic
links leads to a change in the quantity of information in the whole
control system, which in the end lowers the combat effectiveness of
means of destruction of PVO serviced by the system. This essentially
reflects the basic principle of RPD — a decrease by electronic methods
of the combat effectliveness of means of destruction of the enemy by
changing the quantity of information in his control system,

Consequently, to understand the general princlples of RPD and
determine the criteria of an estimate of their effectiveness, 1t 1is
necessary to determine the depencd ..ce between parameters of RPD
means and the degree of their influence on combat effectiveness of
suppressed electronic systems [RES] of the enemy.

Two groups of criteria were determined — information and

operational-tactical.
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Information criterla permit estimating the quality of concrete
interference signals and the quality of measures undertaken for
applying information damage to the enemy.

Operational-tactical criteria are initial in the development of
principles of armament by means of jamming. They permlit estimating
the quality of measures undertaken for the organization of Jammihg
in combat and operation.

1.2. Information Criteria

Depending upon the form of interference signal and class of
suppressed electronic means, different information criteria can take

place.

It 1s convenlent to estimate quality of masking interferences
to radars cperating in conditions of scanning with the help of the
entropy of the interference slgnal. The expediency of such a
criterion of the quality of the given form of interference signal can
be shown 1n the following way.

Masking interference signals should exclude the possibility of
detection of the desired signal with a probabllity exceeding the
rated value under certain limiting conditions. An indilspensable
condition of the correct functioning of systems of information
securlity known to the present time 1s the a priori knowledge of the

desired signal. The degree of this knowledge can be diverse, but
nonetheless certaln a priori information on useful signals, and about
laws of the distribution of particular forms of signals belonging to
the given class should be always known. Otherwise, it 1s impossible
to ensure the efficliency of the information system.

Ideal masking interference signals should create such conditions
at which a posteriori after reception of the useful signal, the a
priorli uncertainty in the system of information securlity was preserved.
The indicated property of masking interferences should take place
over a prolonged time for different electronic means of a glven class.

FTD-MT-24-115-69 3




The given clircumstances exclude the possibility of the upplication
for these purposes of determined signals, 1nasmuch as they will be
easily 1dentified by the enemy and therefore cannot increase the
indeterminanclies in the system. Moreover, by ccmparatively simple
technical procedures the determined interference signals can be
eliminated, 1.e., they possess low potential possibilities of
camouflage (with the exception, perhaps, of such cases when their
power 1s extraordinarily great). In other words, masking interference
signals should contain an element of uncertainty. The greater the
uncertainty of the Interference signal at the assigned limitations,
the less the potential possibllitlies for the enemy to eliminate it
and with greater uncertainty the enemy must make a decision.

As is known (1, 2], the measure of uncertainty of a random
variable or random process 1s entropy.

In the case of the discrete distribution of random the variable,
described by the full finite probability scheme [2]:

. ﬂ....ﬂg...n.
n'—'(P....P....P.)'

where Hi — value of the random variable; Pi — probability of the
fact that value Hi will take place;

entropy H(Il) random variable Il is determined by formula

H(= --E‘P.logPa." (1.1)

i=m]

Other things being equal, among the camouflaging interference signals
the best 1s that one whose entropy 1is greater.

If the random variable X is described by the continuous law of
distribution with density p(x), then its entropy
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HX)=— S p(x)l;)tp(x)dx. . | (1.2)

Accordingly, for the random variable characterized by multidimensional
density of distributlon p(xl, - xn):

HX) e (... § p(5ys s xa) O P(x1s woes X2}y . (1.3)

- -—®

The introduction of entropy as a characteristic of the quality
of masking interference signals permits estimating potential possi-
bilities of interferences regardless of the concrete methods of their
treatment in suppressed devices. A direct characterlistic of quality
of the use of avallable power for the creation of masking interferences
(creation of uncertainty) 1s the entropy power of the interference
signal. This idea 1s discussed in detail in the seccnd chapter.
Let us note that the applicacion of entropy of interference signals
permlts estimating to a certain degree their potential interference
possibilities. '

The quallty of the simulating interferences and false targets
can be estimated in the following way. The true target 1s charac-
terized by a certaln large number of independent parameters. These
parameters can be accepted as coordinates of the multidimensional
space. The signal of a corresponding target can be represented in
the form of a vector in this space. Thus the true target can be
brought to conformity as the vector of criteria H(al, e an),
where Uys vees Q) = independent parameters quantitatively character-
izing the indicated criteria.

If Gps ey Op would be completely determined values, the problem
of the creation of false marks would lead to a corresponding repro-
duction with the help of the interference device of components of
the vector of criteria.

For real targets each of criteria a, can constitute either a
random variable, distributed over great number of true targets, or
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a random tlme functlon for each glven tarret.

In other words, on a certain part or on all independent para-
meters (components of the vector of criteria) there 1s assigned the

probability distribution
' N
ay = 87 1% ’
P‘c.vpn

N
Ep’=lo

I=l

dere PJ — probability of the k-th criterion takes the value aﬁ.
The indicated circumstance makes necessary the introduction of
uncertainty into the vector of criteria describing the false mark
(target).
In other words, it 1s necessary to assign, in the appropriate
way, the probablility distribution to corresponding components of the
vector of criteria of the false target.

Let us assume that great numbers of true targets U/ of the
given class and false targets of the same class LU/ll each contain m
elements (LW/H, ..., U/H), (LWL, ..., Ua/1), and let us assume that
there 1s known a priorl the probability distribution on great numbers
of /W and U/N, which form the full probabilistic scheme assigned on
the assumption that the target 1s represented by the k-th criterion:

U [WH... LM '
2 (P..(u,M).-.P,-u(u./H))'

j§4pn==l.
iI=)

An analogous probabilistic scheme can be recorded for a great ‘
number of false targets. Each of the indicated probabilistic schemes’
brings into conformity the entropy determlined under the condition
that both the true and false targets are represented by k-th criteria,
i.e., that for both true and false targets the full probabilistic
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scheme a, . The quality of reproduction I(HkAH) of the true target

with the help of the false target, represented by the k-th criterion,

can be estimated by the difference 1n conditional entropies -
conditional entropy of the false target H(ukﬁﬂ), represented by the
k-th criterion, and the conditional entropy of the true target, also
represented by the k-th criterion:

I (Ua /)= H (U [J]) — H (11, /H). (1.4)
Here
N =
HUyM)=— 2 P, (‘h/mzpﬁ (U:/JT) log Py (LLg/JT); (1.5)
I=) . =l ‘
N - ' .
H(M)=—Y Py (as/)Y Pys(lli/W)10g Pyt (LL/H); (1.6)
’ : . Jm) i=)
PJ(akAH) — gonditional probability to the k-th criterion of the i
false target takes the value ai(J = 1, 2, ..., Ny k ® 1, 2, ..., m); |
PJ(ak/M) — conditional probability of the k-th criterion of the true ‘

target takes the value ai; PJi(Hi/ﬂ) — conditional probability of the
presence of the i-th false target with the corresponding criterion
taking the value aﬂAﬂ; Pji(ui/ﬁ) — conditional probability of the

presence of the ith true target with the given criterion taking the

value ai/M.

with the help of the difference in conditional entropies obtained by
averaging not with respect to the probability distribution into
regions of the determination of one the criteria, but by averaging
over 2 great number of targets . Then in virtue of the symmetry,
we will obtailn

‘ Frequently it 1s convenient to present the quality of reproduction

1 (Ua/T)= H ()LL) — H (/1L), (1.7)
where
L] N
H(N/Uy)=— 2 P; (Ui/-n)lz Pjc(ar/N1) log P (ap/1); (1.8)
i=) l.-l
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HU) ==Y Pii/H) Y Pyi(ar/l1) log Pji(aa/H). 1.9)
it j= (

The equallity of conditional entroples
H (1l\) = H (U/La)

15 a necessary and sufflcient condition so that the false target would
completely present the true one by the k-th criterion [3, 4].

A convenient characteristic of the discernibility of two
hyvpotheses and also of the quallity of imltation of the true target
with the help of a false one 1s the so-called divergence of Kul'bak
[Translator's note: Western spelling could be Koolback] [3, 5].

It permits qualitatively estimating the quality of description

of the true target represented by the vector of criteria Ll"(,:" S aZ)

and full probabilistic scheme for discrete values of each of the n

criteria

.:' ____( i REEL ety
Py M)... P My...PeY )

with the help of the vector of criteria of the false target l.ln(a".l. o o oy

4:.'). the components of which are described by the corresponding full

probabilistic schemes

¢;—( ': poxe " ---“l
j P/ ...~/ . P} /N)

In accordance with the accepted designations the Kul'bak diver-
gence {distance between hypotheses) 1s recorded in the following way:

Div a = V [Ps(ea/H) — Py (ar ) 1og fLioact)
og it
P log 5ty (1.10)




For 1ndiscerible targets or identical descriptions, when
P;(ax/U)= Py(ar/J1), the Kul'bak divergence turns into zero.

The Kul'bak divergence will be compared favorably with the
entropy measure by the fact that it permits obtaining simpler calcu-
lation formulas in the case of normal laws of distribution. The
Kul'bak divergence 1s completely determined by a,pesteriori distri-
butions.

The aforementioned formula for the Kul'bak divergence (1.10) can
be-obtained by the following reasonings. Let us assume that there 1is
assigned the a priorl probability distribution of discrete values of
one of the components of the vector of criteria P(ak) of the true
target, and let us assume that the a posteriorl probabliity distri-
bution of dlscrete values of this criterion for the followling two
alternative hypotheses 1s also known: the criterion corresponds to
the true target P(ak/M), and the criterion corresponds to the false
target (mark) P(akﬁﬂ).

Then the quality of information I(ai, ai/M) contained in value
ai/m on value ai will be defined as the logarithm of the ratio of
the a posteriorl probability to the a priorl probability. The base
of the logarithm is selected different, depending upon what units of
measurement of information are preferred to be used [6]:

I, 2

There will similarly be determined the quantity of information in the
random variable ai/ﬂ, which refers to the false target, on the random

variable ai:

, . P(s /N
I(a}: 3 /1) =log %::-/-)—). (1.12)
{ ]

The difference of (1.11) and (1.12) will determine the measure of
conformity of the false target by the ture, 1f they are both repre-
sented by Lhe random value ,of one of the componengs.o{_thg vegtor
of criteria:




P (s} /1)

I(a}; a1y —1(a! el /1) = |
2 i%/1) = log P /)

(1.13)

More accurately this difference determines the quantity of information

Included in the random varlable ui, in favor of the hypothesis about

the fact that the given target 1s the true one as compared to the

alternative hypothesis (false target). If we average the obtained i
value of difference (1.13) over all possible values ai separately for i
the probabillstic scheme of the k-th criterion of the true target and
the same criterion of the false target, then accordingly we will
obtaln the average quantity of information in favor of the hypothesis
~bout the fact that the given criterion represents the true target.

Therefore,

N .
P (sl M)

Z:P o /M) L

. (=3 )o‘P_(lL—/JT) GLD)

i=l

i1s the average quantity of information included 1n the random variable

ai in favor of the fact that the identified target i1s true at the time
when this corresponds to reallity. Similarly
N Pl i)
(% /
P (s} /) log
‘g p(..l ) (L.1l4a) !

is the average quantity of information, included in the random vari-
able ai in favor of the fact that the ldentified target 1s true,

whereas 1n reality it 1is false.

The difference between (1.14) and (1.14a) is equal to Div @,
[see (1.10)]. It determines the value of divergence between alterna-
tive hypotheses relative to the situation described by the k-th
component of the vector of criteria.

In virtue of the independence of a priori probability distri-
butions, the divergence of alternative hypotheses 1s a very convenient
criterion of quality not only of simulating but also masking inter-
ferences. In order to apply this criterion of quallty for masking
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interferences, it 1s necessary to know the conditional a posteriori
probability distribution for the realization representing only the
interference signal p(xl, cees xn/H) and realization containing a
mixture of interference and desired signals p(xl, 213 xn/C). If
multidimensional densities of distribution are differentiable and are

determined on the whole real axis, then

- &

e - - e - i T T T AT e - =
DivIlIC= 5 j [P(%s, - ..y 2/C)—
. - -® ¢ -
— P& ooy o/l log Rt 2o g gy, (1.15)

The convenience of the aforementioned information criteria of
the quality of interference signals consists, first of all, in the
fact that for the developer of interference means in practice there
is always the necessary information for carrying out concrete calcu-
lations according to these criteria.

A special advantage of the examined information criterlia, as was
already noted earllier, consists in the fact that they permit estimating
the quality of 1Interference signals without a tying to the concrete
suppressed devices and principles of the acceptance of the solution
by the enemy under conditlions of interferences. In order to apply
these criteria to estimating the quality of simuldting interference
signals and false targets, it 1s necessary to know the a posteriori
estimators of the latter.

1.3. Power Characteristics of Interference Signals

An important power characteristic of interference signals 1s the
coefficient of suppression. Sometimes the coefficient of suppression
is called the power criterion of the quality of interference signals.
It is. however, expedient to examine the coef{ficient of suppression
not as an independent criterlion but as a power characteristic of the
assigned interference slgnal and suppressed means.

By the coefficlent of suppression is understood the minimum
necessary ratio of energy of the given interference signal to the
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enerpy of the userul signal at the input of the receiving device of
the suppresses RE: In the passband of its linear part at which the
assigned information loss takes place!.

The information loss generated by the actlon of interferences
appears 1n the camouflage, simulation and formation of errors and
breaks in the entering of information and others. The character of -
the information loss depends on the: form of thRe interference signal
and suppressed means,

The assigned (acceptable in a certain meaning) information loss
is determined preliminarily with the help of operational-tactical
eriteria.

In many cases the useful signals can be examined as pulses of
rectangular form (especially in radar). In these conditions it is
convenlient to express the coefficient of suppression in terms of the
ratio of powers of the interference and useful signals at the input
of the receliving device:

Here P;; — power of the interference signal; Pc — pulse power of the
useful signal.

For example, for white Gaussilan noise, Pn is equal to the
product of its spectral density G on the passband of the linear part
of the recelver Afnp, i.e.,

P' = GA’.,.

In the case of pulse interferences P; 1s the power of the inter-
ference pulse 1f 1t has rectangular form.

!The therm "coefficient of suppression" was proposed by
B. D. Sergiyevskiy. r
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If the useful signal is a continuous oscillation of constant
amplitude, which takes place, for example, with frequency or phase
modulation, then by PC instantaneous power of the signal is understood.

Subsequently we will use determination (1.16). The concept of
the coefficlent of suppression In the form of the minimum necessary
ratio of powers of interference and useful signals can be used for ‘
signals of arbitrary form if by Pn and PC the mean values of powers
during the time equal to the average duration of the signals are
understood. Numerical values of the coefficlent of suppression can
be found only for the assigned interference signal and asslgned
suppressed device.

Thus, the power criterion in contrast to the information criterion
requires knowledge of concrete characteristlecs of the suppressed
systems,

If the system 1s well-known, it can be suppressed with lower
power consumptions by applying appropriate interference signals, not |
certalnly optimum 1n the information criterion.

When probabilistic characteristics of interference and useful
signals are known, and characteristics of the conversion of the
signal and interference in the electronic device are known, then one
can determine the minimum necessary power relationships with the help
of the theory of statistical solutions. In particular, for masking
interferences the coefficient of suppression is found in two stages.
Initially, with respect to information criteria, the best quality
of the interference signal 1s provided. After that for the signal
optimum with respect to the information criterion is the coefficient
of suppression by 1t of the given electronic device. The obtained
numerical value of the coefficlient will be approximate, and the
degree of approximation for different criteria of acceptance of the
solution will be different.

As 1s known [7, 8], the choice between two alternative hypotheses
(interference or signal + interference) on the basic of consideration
of the given selection (realization) of random voltage (current)
obtained on the interval of observation (0, T), which is the sum of
the useful and interference signal, can be performed with the help of
a number of criteria (Bayes, minimax, Neumann-Pearson, Kotelnikov-

Zigert and Wald). 1In all criteria the solution 1s taken according
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to the mrytnitude of the llkellhood ratio

\ = 14 (v..-:.o-
Avs, ooy v)= Frpren ), (1.17)
where pl(vl’ S olely vn) and Po(vl, S eh vn) — multidimensional density

of the distribution of voltage (current) taking place accordingly in
the case of the additive mixture of the signal and noises and only
one nolse,

In making the cholce between the two alternative hypotheses with
respect to the given selection, the one making the decislon can allow
an error of two kinds.

Error of the first kind (false alarm). It 1s assumed that the
second hypothesis (interference + the signal takes place) is correct
when the first hypothesis (only interference takes place) is correct.

Error of the second kind (passing of the target). It is assumed
that the first hypothesls 1s correct, whereas the second hypothesis
takes place.

To take the solution in this case means to determine the borders
of region Ro of values of parameters of the selection (realization)

Vis sees V which correspond to the first hypothesis, and borders

n’
of region Ry of values of these parameters corresponding to the

second hypothesis.

The probability of error of the first kind (probability of false
alarm) Qp will be determined by means of Integration over region R;

of the density of distribution pg(vy, ..., vp):

Q.=Sp.(vll o0 0y .vﬂ)dvloO.dvn- (1'18)
]

The probability of error of the second kind (probability of
passing Q; will be determined by means of integration over region R
of the density of distribution pl(vl, “en vn)

| Q.-’—-'_f .0y, ..., V00, . . .dvn, (1.19)

Depending upon the applied criterion the likelihood ratio 1is
selected in order to ensure probabilities of errors of the first and
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second kind acceptable by certaln considerations. In order optimally
to make a cholice between two alternative hypotheses ("only interfer-

ence"-"Interference + signal") with the help of the Bayes criterion,

the one making the declsions should know the average risk

! =1, O(R!)+(|—E)CIQI‘RO). (1.20)

where £ — a priori probabllity of the correctness of the first
hypothesis (only interference); (1 - £) — a priorl probability of the
correctness of the alternative hypothesis (interference + signal);
CO — cost of error of the first kind (false alarm) expressed in
arbitrary units of measurement (i1t can be expressed in rubles); C1 —
cost of error of the second kind (passing of the target), expressed
in the same units of measurement as those of CO.

The observer, using the Bayes criterion, selects the border
between regions RO and Rl in such a way in order to ensure the
minimum of average risk C. The likellhood ratio corresponding to

this condition 1s called threshold and is denoted by AO:

POy o o0s 04)

A.(vlo o/ {amely vﬂ)= p.(‘."”"o.)‘ (1.21)

The magnitude of the threshold value of the likelihood ratio in
the case of one-dimensional random variables po(v) and.pl(Q) is ~
found by means of differentiation of the expression for the average
risk with respect to RO = vy The formula for the average risk with
the cholce between two alternative hypotheses on the basis of analysis
of two random variables which are represented by one-dimensional
laws of distribution po(v) and pl(v), has the form

C=!C.Sp.(v)do+(l—l)c, Y P, (v)do. (1.22)
%o -0

Here po(v) — density of distribution of the randocm variatle v if
the first hypothesis 1t correct; pl(v) — density of distribution of
the random variable v if the second hypothesis is correct.
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Differentiatinge C with respect to o and equating the derivative
to zero, we will def'lne the conditlons at which minimum C is ensured.
Existence of the minimum 1is easily proven by direct analysis of the

formula for the average risk (1.22).
It turns out that C=0Cuu If

£ulos) = i =zA, (Uo).

pelog) — (T—E)T, (1.23)

The quantlty AO(VO) in the given example 1is the threshold value of

the llkellhood ratio
A=20,
PV

The observer, in using the Bayes criterion, functions in the
following way. According to the accepted realization likelihood
ratio A(vl, Sy vn) is determined, which is compared with the
threshold value Ao(vl, cens vn). If

A(U.. .oy vn)<A0(vn . vey 0,.), (1.24)

then the first hypothesis 1s taken, otherwise, the second hypothesis

i1s taken.

The threshold value of the likelihood ratio can be brought into
conformity by the ratio of energy of the useful signal to the energy
of the interference signal. This ratio in radar 1s called the
coefficient of discrimination.

t

The one creating interferences or developing the interference
equipment must be iInterested 1n such ratios of energy of lnterference
and energy of the signal (if the question 1s masking interferences)
at which inequality (1.24) takes place. The threshold value of the
likelihood ratio can also be brought into conformity by a certain
value of the ratio of energies of the interference and useful signals,
which should be examined as the minimum necessary. This minimum
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necessary ratio, with certaln additionally imposed limitations, which
was discussed earlier (account of the passband of the linear part of

the receiver), determines the coefficient of suppression. It is easy
to see that the coefficlent of suppression for masking interrerénces

is reciprocal of the coefficient of discrimination.

Numerical values of the coefficient of suppression are determined,
as a rule, approximately, inasmuch as those valves creating inter-
ferences are the unknown accurate values of coefficients C0 and C1
also a priori probabilities £ and(l - £) on which the suppressed

side 1s oriented.

The a priori probabillity £ can be unknown and suppressed to the
side. Then the one who makes the declision must make different
assumptions about the enemy. One of the variants of such reasonings
leads to the so-called minimax criterion the essence of which can be
clarified in the following way.

Let us assume that the one making the declision on the suppressed

" radar does not know the a priori probability £ and arbitrarily

selects § = El" In this case the value of the average risk for the
one making the decision will be determined by formula (1.20), recorded
for one-dimensional distribution, in which instead of Qo(vo) and
Ql(vo) it 1s necessary to substltute thelr values corresponding to

the accepted value of the a priori probablility & = El' .

.. The indicated substitution 1s conditioned by the fact that
quahtity Vg minimizing the average risk E(VO), in virtue (1.23) is
determined by value § = 51:

CR)=tCQfve @)+ (1 —£)C,Q, [os @) (1.25)

\ o7

In the case when qﬁe value of the a priorl probability £'is not equal
to El’ the vglue qf the average risk can appear both considerably
more and less than C(E,).

Figure 1.1 shows the approximate dependence of the average risk
C(g) on the a priori probability £. Every point of this curve is
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Fig. 1.1. Dependence of
average rick (C) for the

one making the decision on
the a priori probability £
in the case of the Bayes and
minimax criteria.

the minimum average risk corresponding to the given value of the a
priorl probability £. The selected value El on the axls of the
ordinates corresponds to the minimum value of the average risk
5(51). If the value of the a priori probability £ is not equal to
El, according to which there is carried out the minimization of
average risk 5(&1), then the corresponding average risk C'(f£) will
be determined by ordinates of polnts of a straight line tangent to
curve C(&) at point £5 1.e., 5'(51) = 5(51). The equation of this
straight line is obtained from formula (1.25) if in 1t instead of
factors El and (1 - El) there is respectively substituted { and
(1 - ¢):

C'k)=tCQ, Jv, &) 4(1-%CQ, [”o (EI)I' {1.26)

4{iIn’order not to illow lossés greater than 5(50) copresponding te
the maximum of curve C(£), the one making the decision should be
oriéhted on the value of the a priori probabllity £ = EO' In this
case the straight line, which determines values of the average risk
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5'(&0) for values £ # £,, will be parallel to the axis of the
abscissas, 1.e., the average risk at any values of £ will not exceed
5(50). Inasmuch as 5(50) 1s the minimum average risk corresponding
a priori to probability £ = EO and, furthermore, the maximum among
all minimlzed a priori probabilitlies of average risk, it was agreed.
to call it the minimax average risk. Later this term will again

be encountered in connection wlth the consideration of certain
theoretical game problems. .

In order to find the threshold value of the liklihood ratio and
boundary value v = v, corresponding to it for the minimax criterion,
i1t is necessary to differgntiate the expression for average risk
(1.22) with respect to £ and equate the derivative to zero. The
obtalned transcendental equation

CQ. (V) = c.Q, (0s) (1.27)

permits finding the sought value Vo corresponding to the maximum of

the minimlzed average risk and determining the threshold 1likelihood
ratio

h =3

It is obvious that, being oriented on tha a priori probability ¢ = 50,
the one creating interferences assumes work in conditions most
profitable for himself . The coefficient of suppression corresponding
to EO can appear smaller than for any other values of §.

Application 6f the minimax criterion does not remove the
uncertainty in calculations of the coefficient of suppression, inas-
much as the interferences, as a rule, are unknown values of costs
C0 and Cl on which the suppressed side 1s oriented.

The Kotelnikov-Zigert criterion ("ideal observer") assumes the
equality of costs of errors of the first and second kind (C0 = Cl)'
In this case minimization of the average risk 1s equivalent to
minimization of the full probability of acceptance of an erroneous
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deciclon Eow' The "fdeal observer" relects the border between regions
HO and HL In such a way 1in order Lo minimizce the average probability

of an erroneous declslon

Poy =W, (1-8)Q,. (1.28)

The Kotelnikov-Zigert criterion is appllied in systems of radio

communications.

Just as in the case of the Bayes criterion, the one organizing
the interferences, in calculating the coefficient of suppression by
the criterion of the "ideal observer," can allow an error in virtue
of the inaccurate knowledge of the a priorl probability £, on which
the one belng suppressed is orlented.

If in radio communications it 1s permissible to estimate equally
errors of the first and second kind,.then in radar the false alarm
and passing of a target are events of fundamentally different

significance. Furthermore, 1n radar there are encountered difficul-
ties with determination and often with simple interpretation of a
priorl probabilities. In virtue of the indicated circumstances 1in
radar the basic criterion for determining of the threshold likelihood
ratlio and coefficient of discrimination ccrresponding to 1t is the

Neumann-Pearson criterion.

The Neumann-Pearson criterion requires to select so the boundary

between reglons RO and Rl in order to provide a minimum of probability
of the passing of a signal at the assigned probability of the false
alarm. Mathematically the problem 1s reduced to the determination of
the conditional extremum of the functlon of many variables Ql(vl’ o AT
vn) with a limitation of the form

Q.(U.. 000y 0.) = const.

The conditional extremum is usually found by the method of indefinite
Lagrange multipliers. In the examined case of one limiting conditlon
the initial linear combination has the form
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Ql (R0)+‘QO (Rl)v ( 1l 29 )
here A — indefinite Lagrange multiplier.

0 and Rl in

such a way in order that the minimum of the linear combination (1.29)

It is necessary to find the border between regions R
is ensured.

The linear combination (1.29) coincides with the expression for

the average risk (1.20) if one were to assume C, = 2}, C1 = 2, and

0
£ = 1/2. Earlier 1t was established that the minimum of average risk
takes place 1f the border between regions RO and Rl is selected so
that equality (1.23) for the 1liklihood ratio takes place.

If equivalence of expressions (1.29) and (1.20) takes place under
the conditions indicated above, it is possible simply to affirm that
the minimum of the linear combination (1.29) will take place when the
border between reglons RO and R, will ensure the fulfillment of the

1
following equality:

Pr(0ge o .o 00)
Po (°|o esss Ug)

=A.(v|. o4y v”)=1. (1.30)

Quantity A=Ae(v, ..., Us) 1s selected in such a way in order to ensure
the rated value of probablility of the false alarm

Q= {p.(t\).e.ﬂ- (1.31)

The last formula directly follows from equation (1.18) if one were to
consider that the likelihood ratio A(vl, 1N vn) is the random
variable, which varles from realization to realization under the
condition of correctness of the same hypothesis, namely, the hypothesis
cn the fact that only interferences take place.

The density of distribution pO(A) can be determined if one were
to consider that A is function po(vl, <E 5 vn), namely:




L 2
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=A% ...

.‘(D.. t oy "ﬂ) Pol0ye o .i0g)’

1t follows from this that with the correctness of the first hypothesis

p(A)dN=p,(v,, ..., vn)do,.. .do,.

Further, with the help of equation (1.18), taking into account (1.30),
we obtain formula (1.31).

The Neumann-Pearscn observer functions in the following way.
According to a glven selection (realization) 1likelihood ratio A is
determined. If A 1s greater than AO’ determined by the assigned
probability of the false alarm Q; with the help of formula (1.31),
then the second hypothesis 1s taken; otherwise, the first hypothesis

is considered correct.

The one creatling interferences, in caiculating the coefficient
of suppression in accordance with the Neuman-Pearson criterion, can
allow error owing to the inaccurate knowledge of the value of the
probability of a false alarm accepted on the suppressed side. 1In
practical calculations of the coefficient of suppression one should
never orient on the easliest conditions. The value of the coefficient
of suppression should be selected with such calculation in order to
provide suppression of the corresponding electronic means in condi-
tions most unfavorable for the one creating interferences 1f the
probability of the exlstence of such conditions is quite great (less

than 0.5).

Naturally, the question arises as to the possibility of estab-
lishing communication between the information criteria of the quality
of masking interferences and criteria of the theory of decisions,
which permit calculating the value of coefflcients of suppression for

a given form of the interference signal.

Information criteria of the quality of interference signals and
power criteria are different in their nature, and there is no direct
functional dependence between them. However, the knowledge of
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certain information criteria of the quality of interference signals
imposes quite definite limitations on the possible range of values of
corresponding criteria of the statistical decision theory.

Thus, for example, with the assigned average probability of
error Pom’ determined by the Kotelnikov-Zigert criterion maximum
entropy is determined by the dependence [3, 9]

Hyusre(Pom)= —Pou g Pou — (1 — Pou) 10§ (1 — Pou) +
+ Poulog(r —1). (1.32) -

where n — number of eliements of the corresponding probabilistic
scheme determining H(Pom).

The examinatlion conducted indicates the necessity of the
application in jamming of toth information criteria and criteria of
the theory of decisions, in contrast to radar where preference is
given to criteria of the decision theory.

Criteria orf the decision theory in radar are more ccnvenient,
especially when the question is about the detection of the signal
against a background of own noise, the estimators of which are known,
the average risk or the permissible probability of false alarms can
somehow be determined.

H%wever, 1:'the case of dellberate interferences with unknown
a priori probability distribution, the application of these criteria
is difficult. Even with electronic computers the likelihood ratioc
with a priori urknown distribution of interference is far ©+om always
determined. It is necessary to consider also that uw.fei- - ditions
of deliberate interferences the decision on the ':.&se..ce ~. a target
on the radar screen, as a rule, will be made by the operator.

At present it 1s impossible to affirm simply that the operator
estimates precisely the value of the likelihood ratio. It 1is more
Justified to consider that the operatcr is basically gulded by a
priori knowledge about the useful signal and interferences.
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The miven considerations permit considering the 1nformation
criteria acceptable characterlstics of quality of the reception of
sienals In radar occurring under the influence of organized inter-
ferences, LEven more Justlified is the application of these criteria
for an estimate of the quality of interference signals.

\

At the same tlme one should agaln stress the necessity to have .
power characteristics of interference slgnals optimized by the
information criterlion, which allow producing appropriate calculations N 1
of interference means.

>

1.4, Peculiarities of Criterla of the Quality of
Interference Signals Intended for the
Suppression Automatic
Control Systems

At present from the point of view of the one creating inter-
tferences, all automatic control systems can be divided into four
basic groups:

— deterministic;

— statistlcally defined;

— systems wilth adaptation;

— game or minimax.

We will refer to the deterministic as such control systems whose
algorithm of functioning is known either a priorl or can be determined v
in the process of the creation of interferences, and, furthermore a
great number of . missible Interference signals 1is known!. It, just

4 as the algorit. ~f functioning can be determined either a priori with
the help of the equipment of electronic reconnaissance.

1To the permissible signals pertain such interference signals
which can have on the controlled object the same influence as the
useful controlling signals.
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In conformity with the determination of the one creating the
interference the algorithm of functioning of the deterministic controcl
system is considered well-known.

Usually the algorithm of functioning of the deterministic system
constitutes the totality of ordinary differential equations describing
the process of travel of the controlled object. In normal form the
indicated system of differential equations has the following form:

dx,
#='|(x|o...oxu; Uy oo “t)n
® & 0 0 0 0 ° 0 0 0 % o s s 0 0 e 0 0 (-l.’j‘jl

'%-="(x" ooos Xns u" oo od “r).

Here x — phase coordinates of the controlled object in n-th

X
12 e Xg
dimensional phase space (they are unknown time functions);

Ups cees Uy — position of regulating units ensuring the possibil-
ity of control of the object.

On coordinates Upjs «-5 U limitations are imposed. Each of the

coordinates u,(i:l,,,,, r) shou:;d belong to a great number of per-
missible controls Uz (u;€U,), 1.e., it cannot be more or less the
certain extremal limits y;, . < UjSUjuaxc. Functions fulx, . ..ox sy 1)
are determined on all possible (for the given system) values of phase
ccordinates xi(i =1, 2, ..., n) and values uJ(J M, P )

belonging to a great number of perm'ssible controls.

In the theory of optimum control [10, 11, 12] the quality of
control is estimated with the help of integral functionals of the
following form:

Q=f6'(x....'..x.: u,,....u)dt, (1.34)

Here G(%), ..., Xn) Uy, ... U) 1s a certain assigned function.

|

For every permissible control u,(f), ..., 4,(f), assigned on the
time interval {,<¢< T, the movement of controlled process is uniquely
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determined, and the Integral functional corresponding to this movement

of the process takeo a certaln value. T other words, every permis-

sible control during the time (,<¢«<T transfers the system from the

tnitlal phase state xi(to)(i =1, 2, ..., n) into the final state

Xi(T)’ and by this transition of the system from one point of the

phase space into the other the numerical value of the 1ntegral

functional @ can be brought 1into a one-to-one conformity. N

control uJ(t), where § = 1, 2, ..., r, 1s called optimum, if it 1
is permlssible and the outer 1limit of the functional @ corresponds
to it.

Usually in the theory of optimum control rush we try to provide
the minimum of the integral functional. For example, it is possible
to require that the optimum control uJ(t) provides a transfer of the
system from one phase state into the other in minimum time. The
Integrand and 1ntegral functional will be converted accordingly:

Gy ooor Xsit Byo ansy Up)=1,

r
Q:gdl:?—-'.. (1.35)
4

In thls case the control which is optimum in high-speed operation
i1s indicated.

Interference signals to deterministic systems of automatic
control directly act on controls of the object and can be examined
as permlissible controls. Usually the power of the interference
signal occurs considerably more than thg power of the useful signal,
and with action of the latter it can practically be not considered.

Permissible controls generated by interference signals will be
called interference controls.

A great number of interference controls is determined by the
form of the interference signals, parameters of interference equipment
and the suppressed automatlc system. In other words, it can be
limited either by permissible limits of the deflection of controls
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of the automatic system or by ensured possibilities of the inter-
ference equipment.

The criterion of the quality of interference control can be the
same functional (1.34); however, the target of the interference
control 1s different from the target of the usual (useful) control.
If, for example, the usual control is to minimize the time of

transition of the system from a certaln point of the phase space into

the origin of the coordinates (which, usually, corresponds to the
minimum of the error of the system), then the interference control,
conversely, trlies in minimum time to transfer the system from the
origin of the coordinates into such a point of the phase space which
corresponds to the sufflcient value of the error with respect to the
operational-tactical criterion.

By coefficient of suppression of systems of automatic control
we imp;y the minimum necessai’y ratio of energles of the interference
and useful signals at the input of the suppressed ccntrol system
within 1imits of the passband of the llnear part of the receiver at
which the possibility of transferring the system from the origin of
the coordinates into the assigned region of the phase space is
provided.

In practice it 1s far from always possible to form the optimum
interference control. Often we are limited to interference controls
providing in principle the transfer of the suppressed system of
automatic control from the origin of the coordinates into a certaln
assigned reglon of the phase space. Such interference controls are
called sufficient controls. In subsequent chapters of the book
sufficient interference controls will basically be studied.

Statistically defined systems differ from deterministic systems
by the fact that parameters of suppressed systems are not accurately
known to the one creating interferences, although the principle of
the functloning of them is known and laws of the probability distri-
bution of possible values of parameters of these systems‘are known.
An example of a similar kind of system can be a circuit of homing
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guldance with parameters of separate sectlons ilnaccurately known to
the one creating the interference.

Differential equations, describing the process of functioning of
the statlstically defined system, are similar to the system of
equaitons (1.33) with the cnly difference being that variables Xy
and uJ entering into them will be random. The law of distribution
fi(i =1, 2, ..., n) is a priori known. The criterion of.the quality
of interference signals in this case can be the integral functional
of the type (1.34), but the only determining mathematical expectation
1s.:Q.

fi,

Usually for statistically defined systems interference controls
are basically sufficient.

The functicning of automatic control systems with adaptations
can also be described with the help of the system of differential
equations of the type (1.33) but only during a time until the inter-
ferences act. As soon as on the system with adaptations there starts
to act the assigned interference, the system of equations of the type
(1.33) is converted into the form corresponding to the given inter-
ference signal. Every form of interference signal, from a certain
class of signals, is brought into conformity with the system of
differential equations describing the functioning of the automatic
device under conditions of the influence of the given form of
interferences.

The criterion of quality of the interference signals, intended
for the suppressior of systems with adaptation, can serve as the sum
of functionals of the type (1.34) defined for different interference
signals. In practice an estimate of interferences to systems with
adaptations is most Irequently produced with the help of operationally
tactical criteria.

An example of a system with adaptations can be the goniometrical
coordinator, which switches from target tracking by the active method
onto its passive direction finding according to the source of
interference radiation located on the target.



The minimax or game systems of automatic control up to now have
been studied mainly theoretically. The functioning of certain
varlants of these systems can be described by the system of differ-
ential equations of the following form [13, 14]:

‘-’a"?!-],(x;. smins, Xt Uya 3 ey, Wl O oy, D) H .4

L TEE s P TS -w -BEE (1.36)
4—5‘35’”(‘" -.- . “[o ..y ll,: 0,. voep 0‘).

Here X1 s X, are phase coordinates of the controlled object; Uy
vy Uy = useful control of the object carried out by the suppressed
side; Vys eers Vo — interference control of the object, carried out

by the one creating the interference.

It is assumed that each of the sides knows about the controls of
the obJect carried out by the enemy.

The quality of interference controls can'Be estimated by a
functional of the form

Q(u, 0)= {G(x,. oo Xal Uy ooy U3 0y ..l D)L,

In general the suppressed side will try to minirize the functional Q,
whereas the one creating the interferencg will try to maximize it.

Optimum controls of the conflicting sides in a given situation
are determined by methods of the theory of games.

1.5. Criterion of Information Loss

Information criteria examined earlier permit estimating the
quality of the assigned interference signal§, and in many cases 1t
is necessary to estimate by the information.criterion the possibilities
of concrete means of the creation of interferences or estimate the
quality of concrete measures by the organization of intertference
with the help of the assigned means. The estimates indicated above
can be produced with the help of the criterion of information loss.
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The measure of information loss can be the volume or area of the
sSpace covered by intarferences from radar cbservation. 1nformation
loss can also be estimated in relative units as the ratio of volume
(area) covered by interferences of space to the whole active volume

(area) of space utilized by the operator of the given radar (or radar
system).

Let us consider a number of examoles explaining the essence of
this criterion in reference to radar of circular scanning.

In the absence of organiz.d interferences the operator uses the
whole working space within limits of the s anning scale (Fig. 1.2a).
The maximum 1limit of the working region 1s determined by the ultimate
range of action Duaxc' Disregarding the action of natural inter-
ferences and limited resolving power of the radar, it is possiv’e to
consider the information losy in this case equal to zero.

Target Sectors of
Targets active
~ intnrfersnces

Targzet

Target

dipole
reflectors
False
targets

Y. ] L)

Fig. 1.2. Forms of screens of radar
indicators of circular scanning: a) in
absence of interferences; b) with the
creation of active and passive interferences.

If a sufficiently dense band of passive interferences (dipole
reflectors) is created, then within limits of this band thg operator
is not able to reveal the target (Fig. 1.2b). Consequently, inter-
ferences create information loss to the enemy. This loss can be
estimated by the magnitude of volume (m3) or area (m2) which dipole
reflectars occupy. e



With the creation of active interferences on the screen of a &
plan position indicator illuminated sectors will be formed (Fig. 1.2b);
The area of theze sectors (as compared to the total area of the screen)
i1s alsc a measure of information loss. Let us note that in Fig. 1.2b
false marks are conditionally depicted in the form of small crosses.

It 1s not difficult to understand that within limits of 11lumi-
nated zones (Fig. 1.2b)

ol
k=(' >k
P )Tt

Equality k=k, takes place only on the border of the zone.

Borders of the zone covered by interferences are set by power
characteristics, and dimensions of the covered region (information
loss) depend on parameters of the means of creating interferences by
suppressed radar (power of the station of interferences, quantity of
dipole reflectors, radar antenna radiation pattern, power of the
radar etc.).

1.6. Operational-Tactical Criteria ]

Depending upon concrete conditions of the combat application
for estimating the effectiveness of means and methods of Jamming
different operational-tactical criteria can be applied. The effec-
tiveness of measures undertaken for Jamming in interests of the

security of alrcraft combat actlons for o6vercoming the PVO of the
enemy can be estimated by the numerical value of the probabllity of
overcoming the PVO by strike aircraft or average losses of both strike

aircraft and support aircraft.

In solving the problem about the relationship between the number
of support aircraft and strike aircraft it can appear expedient to
take as a criterion the probability of the fulfillment of the combat
mission set before the glven group of alrcraft. In certaln cases the
effectiveness of interferences can be estimated by the value of the
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ma‘hematlcal expectatlon ot loss Inflleted to the enemy or the
prevented damare.

Considering in the first place the alrcraft means ¢f RPD, let us
examine 1n somewhat greater detail the methods of estimating the RPD
effectiveness according to the probabllity of fulfillment of the combat
mission PGS of the assigned group of aircraft [15].

In order that the combat mission i1s carried out, there must be
1 joint offenslve of three basic independent events in the first
approximation:

- overcoming the PVO by strike alrcraft;
— detecting the target;
—~ applying to the objJject actions of assigned damage.

In accordapce with this

Pes= PpgoPaPya: (1.37)

Here PnBO — probabllity of overcoming by strike ailrcraft ol the
PVO of the enemy; Pu — probability of detecting the target (object of
actions); Pym - probability of applying to the object of actlons of
assigned damage.

It 1s interesting to note that the value of each of the
probabilities in the right side of equality (1.37) is determined by
the quality of the appropriate electronic security:

PHBO depends on the quality of information security of the PVO

system of the enemy; Pu depends on the quality of work of onboard
detection radar of the strike aircratft; gym in many respects 1s
determined by the quality of the control system of the rocket of the

alr-to-surface class or the radar bombsight.
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Estimating the RPD effectiveness organized in the interests of
overcoming the PVO, In many cases does not require determinatidh of
the full probability c¢” fulfillment of the c,gmb'éé mission. For this
it is sufficlent to be limited to a consideration of only the.
probabllity of overcoming the PVO. The degree of change in the
probabllity of the overcoming of the I'VO permits estimating the combat
effectiveness of methods and means of RPD in reference to concrete
conditions of conducting combat actlons and selecting an optimum
method of actlions for these conditions.

In connection with the application of the probabilistic measure
of the effectiveness of measures undertaken for RPD, 1t is very
significant tc note the following circumstance. Quantitative values
of the probability of overcoming the PVO (PHBO)’ Just as all other
probabilities entering into (1.37), can be determined only for very
concrete conditions of combat application. With a change in conditions
of combat application numerical values of corresponding probabllitiles
are necessarlly changed.

The organlzing combat actions for overcoming the PVO should
create interference in order to en: ure tne maximum value of the
probability of overcoming PVO by strike alrcraft. ’

ﬁor\Very particular cases extremely harmfully obtained values of
the probability of ovéf&bminngVO are taken as some stable operational-
tactical norms. The organizatzaﬁ‘of interferences 1s in the highest
degree a creative operation, and the application of a probabilistic
measure for estimating the effectliveness of interferences according
to operational-tactical criteria 1s a more rapid stimulus for investi-
gation of the best decisions than is some stable operational-tactical
characteristic.

Consldering the influence of subjective factors on the organiza-
tion of combat actions, one should examine the formula of the type
(1.37) more rapidly as qualitative dependences than exact quantitative
categorles. With the help of a similar form of formulas, as Professor
V. V. Shirkov nbted, more frequently it is possible to reduce the
quantity of worbs for describing a process than to obtaln exact
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quantitative results. Nonetheless, the application of quantitative
appraisals, including the probabilistic measure, is a progressive
matter. It, undoubtedly, stimulates the search for new improved
methods of application of interferences and organlization of combat
actions. If with the appraisal -of some variant of combat actions of
the losses of aircraft will be great and, accordingly, the probability
of fulfillment of the combat mission will be small, it 1s necessary
to search for new methods of conducting combat actions specific for
given conditions and the creation of interferences at which the
probability of the fulfillment of the combat mission will be the
*reatest.

The aircraft will overcome the PVO if the joint offensive of
three, as a rule, independent events take place: the aircraft is
not brought doyn by fighter aircraft [IA] is not brought down by
antiaircraft guided missiles [ZUR], and is not brought down by barrel
antiaircraft artillery [ZA].

Consequently,

an=(l—P"A)(|—I-m)(l—Pu). . (1.38)

Here Py) — probability of aircraft destruction by IA; Pzyp — prob-
ability of alrcraft destruction by ZUR; P3) — probability of aircraft
destruction by ZA.

In turn, the probability of airciaft destruction by fighter
aircraft of the PVO of the enemy is determined by the average number
of attacks of fighters YA and by the full probability of aircraft
destruction for one attack PMAI:

Pup=1—(1 =P, )", (1.39)

Formula (1.39) determines the probability of the fact that at least
one of the Nyen fighters of the enemy will knock down our aircraft.

Quantity'(l-lﬂunf“‘ is the probability of no aircraft destruction by

any of nMAfighters of the enemy. Analogous formulas can be recorded
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for P3yp and PBA‘

An attack of a fighter will be successful if Jointly two events
approach:

a) the fighter will be directed by ground means into a region of
space near the alrcraft, being in which it can reveal the aircraft by
its onboard radar and carry out homing guidance;

b) the fighter carrying out homing guidance, will destroy the
alrcraft by rockets or gunfire.

~ Accordingly, the full probability of alrcraft destruction during
one attack of the fighter is determined by the probabllity of long-

range guldance P and conditional probability of destruction P

IH csur’

Pmn = PruPcsur. (1.40)
Analogous formulas can be recorded for ZUR and ZA.

The quality of the functioning of the system of information
securlty of PVO significantly affects each of quantities Dyps P
and P CGVXT
the PVO.

nH?
determining the combat effectiveness of fighter aircraft of

The given considerations permit using as a measure of the
operational-tactical criterion the following:

— change in the number of attacks of fighters or launching of
rockets according to the assigned target;

— change in the probability of destruction of the aircraft or
rocket covered by interferences.

Instead of a change in probability of destruction for estimating

the combat effectiveness by the operational-tactical criterion there
is frequently used the 1lncrease in the miss of a rocket with respect
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to the covered alrcraft. This 1s explained by the fact that usually
as a result of the action of interferences on the control system by
the fighter or the rocket such misses are created, whose value
considerably exceeds the guidance errors, which are available in the
absence of interferences so that the probability of destruction

- becomes practically equal to zero. The concept of miss more specif-
ically will be revealed below.

At present the total quantitative methods of estimating the
effectiveness of interferences by the operational-tactical criterion
in any conditions are still not found. Therefore, it is necessary to -~ =
estimate the effectiveness for concrete conditions of combat actions.

Since in this book jamming i1s examined basically in reference to
the problem of overcoming aircrafts of the PVO for obtalning recommen-
dations of a general character it is required to expose the most
characteristic peculiarities of PVO.

The contemporary system of PVO, irregardless of what theater of
operations [TO] it is in, can be represented as the totality of
ceneralized circuits (subsystems):

1) contours of target distribution,

2) contours of long-range guidance,

3) contours of homing guidance.

Functional dependences between parameters of electronic means
and indices accepted as criteria of the effectiveness, and in
connecticn with this, an estimate of the RPD effectiveness by
operational-tactical crtieria can be obtained for every contour

separately.

1.7. Contour of Target Distribution

A silmplified diagram of the contour of target distribution is
given in Fig. 1.3. The contour includes the following:
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Fig. 1.3. Simplified functional diagram
of a circult of target distribution.

— system of radar (n — radars with the help of which information

on m targets is obtained);

- system of processing information about the alr situation (this
system in an unautomated contour constitutes the service of operators,
navigators etc., and in automated — an electronic computer);

— element of resolution of the problem of target distribution,
where information 1s sent about the air slituation and the state of

inherent forces.

— system of transmission of a decision to the performers.

Conditionally on the diagram the dashed lines show borders

within 1imits
interferences
within limits
interferences

of which the position of aircraft U, U, ..., U without
1s determined. Solid lines indicate borders of reglons
of which coordinates of aircraft under conditions of

are determined.
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On the basis of an analysis of an air situation 1t 1s indicated
what targets (U, U, ..., Um) should service the given specific radar
from the m avallable In order of selected target (fighters, ZUR or
ZR) 55

Let us conslder to what the creation of interferences (Jamming)
to the glven specific examined circuit will lead.

In combat conditions into each target there should be separated
the order of forces for its destruction. In the absence of inter-
ferences although the problem of the determination of this order of
forces 1n a specific situation can be complicated it is fully soluble,
since the pattern observed on the radar screen corresponds to the
reél situation of air raid. Quite another position is created with
interferences. On'radaf screens instead of a clear and definite
picture of the real air situation there will be seen marks from false
targets and even whole sectors and bands from created active and
pa:zsive interferences (Fig. 1.2b). It is natural that as a result of
the comparison of informatlion proceeding from n radar, the enemy
succeeds in some degree to comprehend the air situation, but for this
time will be lost. As a result of jamming the enemy will have far
from a tull presentation about the real situation. In the space
p; ected ¥ *the given sector or subsector of PVO so-called zones of
uncertainty +iil appear. This will lead to the fact that PVO of the
enemy will not know the quantity of attacking targets in each of the
regions covered by interferences. Moreover, the enemy must decide
whether there are, in general targets in the section closed by inter-
ferences and whether this group 1s demonstrative or strike in order
to solve the question of the distribution of the inherent forces.

Thus, as a result of the action of interferences the enemy
incorrectly estimates the air situation, in consequence of which there
desrends the number of attacks or number of launches of controlled

!Below an aircraft overcoming the PVO of the enemy, for
convenience, will be frequently caliled target. It 1is necessary to
remember that this airecraft is a target only for the enemy PVO.
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antlalrcraft rockets first of all by aircraft of steri’e forces, in
the interests which jamming is created. Furthermore, there can take
place a lowering of the average number of attacks by all aircraft of
both strike forces and support forces.

Qdantitatively the elfectiveness of Jamming to the system of
target distribution according to the operational-tactizal criterion
1s estimated by the change 1n the number of attacks of fighters or
launchings of rockets.

At present there 1s no general theory which allows finding the
change in the number of attacks. However, the followling very
approximate method of the solution to thls problem can be proposed:

1. On the basis of reconnaissance data there is estimated the
approximate number of fighters and complexes of ZUR of the resisting
grouplng of the PVO.

2. The possibllity of the complication of the air situation to
the enemy 1s estimatad owing to the suppression of his radar of
detection, guidance and target designation, which enter 1into the
generalized circuit of target distribution.

3. There is further examined the specific situation with regions,
covered by interferences and displaced due to the action of inter-
ferences by detection boundaries. In the examination the assumption
is made about the fact that the enemy is not able with the help of
reserve as means to make the situation clearer and is forced to make
the decislion on combat actions in accordance with that situation which
we create for him with the help of interferences and demonstrative

.N

actions.

Putting oneself in the place of the enemy, it 1s possible to
estimate approximately what quantity of fighters wlll be assigned for
actions according to groups of-alrcraft ccovered by interferences, and -
what on the average number of attacks will be apportioned to strike
alrcraft or support alrcraft. Analogously the question 1is solved
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with antlaircraft j-ulded missiles., [n a number cases for solving a
simllar kind of problems methods of the theory of games can be
applied.

1.8. Contour of [ong~Range Guidances

The'contour of long-range guldance! starts to funct‘on after
there is accepted a decision on the target distribution, as a reéult
of which there are asslgned specific guidance radar and specific
flghters or batterles of ZUR for the action with respect to the target
deslignated by it 1n the contour of the target distribution. The
contour of long-range guldance constitutes, in fact, a servomechanism
of the pulse or continuous type (Fig. 1.4).

P S0
r--- . =
---L.Pilotj ™ ¢ N Ky ﬂ‘
; F Radar CPN ke Encoder KPY [
- it ! H ¢ tranmitter] |
T J ‘ __ffi - — !
pe 5dser . Radar u—Guidancehr'g:égrﬂn“ ) #
) ¥ [Tiofficer 1 | transmitter ’
l .—‘. | iy -I-- -d
KPY :
| receiver ] - i
|0nboard equipmert of
l_t_lls rocket (destroyer

Fig. 1.4. Simplified functional diagram
of the guidance contour (long-range
guidance).

On the basis of information about the target position data and
the destroyer (rocket) and in accordance with the accepted law of
guidance with the help of the command radio control link [KRU], the
task of the contour to assign thé destroyer to such a region from
which it could carry out homing guldance with the help of its onboard
equipment.

1At present in view of the transient terminology, the terms
long-range guldance and guldance usually mean the same process.
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In the case of rockets with command guidance not having homing
guldance, long-range guidance (or simply guidance) is finlshed by

putting the rocket into the region and blows up, leading to destruction
of the target.

For guiding fighters or ZUR at the aircraft (C) one or two radar:
can be assigned.

The guldance of a fighter (}I) or rocket (P) at a target can be
produced with the help of a semiautomatic or -automatic system. Semi-
automatic guidance 1s applied under the actlon powerful organized
interferences on electronic means entering into the guidance contour.
In Fig. 1.4 arrows C and ]I devote respectively, useful signals and
interferences.

Semiautomatlic and automatic operating conditions of the guidance
- clrcult to considerable degree differ from each other. Let us
examine these conditions in greater detail.

Semiautomatic Guldance of the Fighter (or Rocket)

Detection and guidance radar (one or two radars), operating in
conditions of scanning, deter::lnes parameters of movement of the
target and fighter. Navigator (guidance cperator), in watching the
radar indicator with the help of a computer [SRP] solves the prcolem
of gulding the fighter (or rocket) to the target. Results of the
solution (data for the change in course of the fighter of altitude
and speed) are transmitted along communication lines to the pilot,

who changes the parameters of movement of the alrcraft for going into
the assigned position for attack.

A mathematical description of the dynamics of semiautomatic
guidance 1s very complicated due to the fact that the effectiveness
of attack depends on a great number of factors, many of which are
random and subjective. Considerably complicating the problem more
is the fact that contemporary fighters are able, as a rule, to
accompiish attack only from the rear hemisphere.




A similar case Lakes place with completely automatic puldance
under the condit!on that the destroyer ls equlpped with equipment
allowing accompllshment of attack at any attitude.

Automatic Guldance of the Fighter (or Rocket)

Guldance radar, operating in conditions of scanning, gives target
position data of the fighter, which enter into a computer. The SRP
solves the guldance problem. Results of the solution are transmitted
to the fighter or rocket with the help of the KRU. Instructions on
the change 1n course are fed into the automatic pilot, which provides
control with respect to course, bank and pitch in accordance with
results of solving the concrete problem on guidance. The role of the
person (pllot, navigator, operator) in this system 1s reduced to the
control of the efflciency of separate units or the contour as a whole.

In certalin systems there 1s used not one scanning radar but two:
one continuously tracks the target, and the second - 1ts own rocxet.

The jamming of electronic means by the gulidance contour can be
provided by changing the information entering into the contour from
the radar (radar system) and KRU (radio link).

Active interferences, acting on guidance radar, can create or
increase the systematic and randcm errors, close the contour on a
false mark, and in separate cases completely open the contour.

In general one should count on the possibility of an incomplete
break in the contour, but only on regular or irregular (accidental)
interruptions in the circulation of information.

Passive interferences basically affect resolution of the problem
of target distribution. Furthermore, passive interferences can be an
effective means for reducing the range of onboard radar ¢f destroyers
(rockets) and, consequently, the considerable lowering of the
effectiveriess of long-range guldance. With the help of the ejection
from the aircraft of radar traps, in principle 1t i1s possible to
provide switching of the contour from the true target to the trap.

L2
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With the action of interferences cn the KRU can be ensured the j
suppression of instructlons and, which 1is especially important, the 1
creation of false instructions, which introduce systematic errors
into the contour. Interferences to radio control links can also lead
to regular or irregular breaks in information circulating in the
guldance contour. '

Let us estimate the effectiveness of inteferences of the guidance
to electronic means. Depending upon the effect to which a specific
Interference can lead, as a criterion of the effectiveness of RPD,
there can be accepted elther the value of a miss of the fighter at
the time of transition to homing guidance or the probability of
gu;dance under conditions of interferences.

If the application of inteiferences leads to an increase or
creation of systematlc errors, then as a criterion of effectiveness
it is expedient to take a miss of the fighter (or rocket) A taking
place at the end of long-rienge guldance (at the time of transition
to homing guidance).

For the criterion of the effectiveness of interferences, the
action of which leads to the formation of random errors, 1t is

expedlent to take change in value generated by them of the probability
of guldance Py=P,,, by which 1s understood the probability of a hit

of the gulded destroyer (rocket) into the region of space from which
its homing guidance 1s possible!.

An Evaluatlon of the Effectiveness of Interferences with
Respect to a Miss (Deterministic Influences)

Usually the guidance of a fighter (rocket) firom land (control
room) is conducted up to some definite boundary, after which there
can be the following two cases:

— the fighter 1is equipped with radar sight providing the
possibility of the functioning of homing guidance circult, as a result

!The evaluation of the quality of guldance with respect to a
miss was proposed by A. A. Krasovskly.
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of which there 1s elimlnated the error of ruidance or current miss
corresponding to 1t. By current miss we mean the minimum distance,
at which the fighter or rocket will fly away from target, 1f starting
from the glven moment of time the fighter (or rocket) and target
moves rectilinearly and evenly;

— the filghter 1s not equipped with a radar sight, and the pillot
does not visually reveal the target. Therefore, after.cessation of
the guidance the fighter moves, as a rule, along a tangent to the
trajectory of guidance, and the error of guidance (miss, in general,
1s not selected.

If as a result of the action o the interference on electronic
means of guldance the miss A at the time of the guldance termination
will appear more at the given value of miss AO’ selected during the
time of homing guldance according the conditions of overloads, then
the interference 1s effective. Otherwlse 1t 1s considered ireffective.

In the beginning we will examine the simplest scheme of guldance
of a fighter or rocket to the target when the guidance of the fighter
l to the target [l is carrled out in pursult and in one plane
(Fig. 1.5).

Fighter is equipped with a radar sight. 1In the absence of RPD
it is guided along the calculated trajectory of the MOH (Fig. 1.5).

Let us assume that starting from the moment of time to of
guidance circuits start to create interferences to the electronic
means, which lead to the formation of deterministic errors 1n the
assignment of the necessary course angle of the fighter (up to to the
linear error and current miss corresponding to it are considered equal
to zero).

As a result of this the fighter will be gulded to the target
along a certain trajectory MOMI’ differing from the theoretical MOH.

At the time of termination of guldance (tl) the fighter heads for the
target with a certain linear error %, which corresponds to the current
miss Ap.
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Fig. 1.5. Diagram of the
guldance of a fighter or
rocset to a target.

Since the fighter 1s equipped with a radar sight, then at moment
t1 there will be included the homing guidance system, as a result of
which the fighter will fly with maximum permlissible overload along a
new trajectory Mlmz, trying to select the linear error £ formed with
the guldance. If interference 1s quite effective and leads to the
formation of considerable error of guldance £ and, accordingly, to
conslderable current miss Ay, then during homing guidance even with
maximum overload 1t will not be possible to reduce thls error to zero,
and the fighter will pass from the target (ll) at a certain distance a,

which we will define as the resultant miss.

Fighter is not equipped with a radar sight. Since conditions of
homing guidance 1is absent, then after termination of guldance (moment
of time tl) the fighter, as a rule, moves further along tangent M1M3
toward the real trajectory (Fig. 1.5). At time t2 the fighter will
pass from the target at a certain minimum distance A(f)=A, which 1in
this case corresponds to a current miss at the moment of time tl and

the resulitant miss of guidance.
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Let us now conslder a more common klnematle scheme of guildance
of a flghter at a target. We wlll constder that as a law of control
- the widespread law of parallei approach ls accepted (Fig. 1.6). The

kinematlic scheme 1s examined in the relative system of coordinates,

the origin of which coincides with the target.

at)

Fig. 1.6. Kinematic scheme of the
guidance of a fighter or rocket at
a target according to the method of
parallel approach.

In Fig. 1.6 the following designations are introduced:

Vu — speed of aircraft-target; Vh — speed of attacking fighter;
‘ Voyn™¥n— g — relative speed of fighter in the system of coordinates
[ connected for the target l[; D — distance between the fighter and

| alrcraft-target at a given moment of time; Du — distance to the
target; D, — distance to the fighter; WII — 1ine of sight of the

! target; O0' and OIOi — line of the beginning of reading of angles.

With the method of parallel approach control of the course of
the fighter 1s carried out in order to provide condition

+=0, (1.41)

l where € — angular velocity of the line of sight of the UII.
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Fulfilled condition (1.41) means that the line of sight Ul shifts
in the process of guldance in parallel to itself. The vector of
OTH 1s directed along the 1line of sight, and the
fighter, in the accepted relative system of ccordinates, will move
along the line UL

relative speed V

With interferences vector VOTH, as a rule, will not coincide with
line WUl (Fig. 1.6). Due to this there will appear an error in
gulidance which, in turn, will lead to a miss. 1In general the error
and current miss corresponding to it wlll be time functions.

If there are no interferences, then in steady-~state operating
conditions of guldance the current miss A(t) is small as compared to
the maximum permissible for the given system by miss AO, Iye.;

A(?) €A, (1.42)

If effective 1nterferences are created then

A(1) >Ao, (1.43)
1.e., conditions for disruption of guidance are provided.

Let us set the dependence of miss A(t) on parameters of motion
of the aircraft-target and attacking fighter.

The magnitude of the miss A(t) is connected with the value of
angle o between the vector of relative speed .of the fighter (or rocket)
and line ot sight by the following simple relation (Fig. 1.6):

A(fy=Dsina. (1.44)

Let us decompose the vector of relative speed VOTH Into two
components. One of the components Vr is directed along the line of
sight, and the second Vt is perpendicular to it. Using t?e connection
of linear speed ve with radius D and angular velocity w=e, we will
obtaln
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Substituting (1.45) into (1.44), we find the desired formula for the
current miss [17]:

M=+ (1.46)

Interferences, created to the system of electronic control in
principle can doubly affect the change in the current miss A(t). First,
directly by means of change in the measured value of angular velocity
of the line of sight € and, secondly, with the help of a change in
narameters of proper motion (maneuver of the target) with the elec-
tronic cohtrol system suppressed by interferences (a break in the
guldance circult by interferences for certain time 1s considered).

Formula (1.46) serves for determining the current miss (Fig. 1.6),
i.e., the minimum distance at which the fighter will pass from the
target if starting from the given moment t a uniform and rectilinear
motion of the target and fighter (or rocket) takes place.

In real conditions under the action of interferences and
3 maneuver, quantities €, D, VOTH will not remaln constant. Therefore,
the action of interferences and maneuver will lead to a certaln

integral effect, which can be estimated 1n the following way.

During the time dt miss A(t) is changed by the magnitude

dA(t)= A (1) dt, (1.47)

Accordingly, a change in the miss during time t (the miss accumulated
during t under the condition that when t = 0 A(t) = 0) will be

.
A="'A'(t)dt. (1.48)

Let us differentiate equation (1.46)
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Dorn 03" (1.49)
where 8§ — angular acceleration; 2D¢ - Coroilis acceleration;
Ds+2De=|,; (1.50)

Jn — component of acceleration of the fighter (or rocket)
perpendicular to the line of sight of the target (Fig. 1.7).

Vs

Fig. 1.7. Vector diagram of
velocities and acceleration
generating the miss with
guldance of the fighter.

Taking into account (1.50) and (1.46) the expression for A will
be recorded in the form

A D’u ‘60"
B — (1.51)

If Dgeg=const and Ope, = vcu=ﬂ. where VB is the rate of closure of
the flghter and aircraft-target, then

da (=2l 41, (1.52)

It 1s possible to present that

D=Do—°ot|’o (1-53)
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where t - current time; D, — inltial distance of the guidance.

0
Substituting (1.53) into (1.52), we will obtain

dA(f) = jn(ts—1)dt. (1.54)

D,

Lot

Here fg= - time of guldance. :

If the relative speed Vorh 1s variable with time, then for

determination of the miss it 1s necessary to use equation (1.51),
which in thils case 1s reduced to the form

d (Avog,) = Djudt, (1.55)

Hence
ty .
A0gruy — B0ogy,= S Dlu“-
)
In many cases as a result of the action of interferences the
fighter or rocket will move with maximum overload

fnmane =:"uucclf=.'const.

where Myue — maximum permissible overload; g — acceleration of gravity
of earth.

Let us find the miss An accumulated during the time of action of
the interference

| v by
| : 85—, =j/..(f.—'t)dt (1.56)
OP‘ .
Sa=8,tfutety— L 11, (1.57)

where Al is the initial miss taking place prior to the action of

interferences. 3
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If the initial miss is quite small (4, € 44) and fh=¢,, then

o}

Al=‘;‘,nl: B';-luT- (1.58)
m -

Formula (1.58) also permits finding the miss selected during the
time of homirg guidance:
1 2. 1 D
A0=Tln‘c-=.‘f‘lu?;;o (1.59)
where foy — time of homing guidance; D — distance up to the target at

the time of termination of guldance; vem — rate of closure of the
fighter and target.

It 1s obvious that RES interference of the guldance of the
fighter or rocket will be effective 1f Ay>Ay, 1.e., the miss 4y
generated by them 1is greater than the miss AO, selected during the
time of homing guidance. The quantitative measure of effectiveness
in this case can be the resultant miss

a=»Ay — B, (1.60)
In the case of guldance of .he fighter the attack can be con-
sidered disrupted if miss An will be selected in the very end of the
homing guldance, and the pilot will not have time to complete the
attack (realization of the launching of rockets or firing of cannons),

, l1.e., one can assume that the attack of the fighter is disrupted if
the following condition is fulfilled

a=08,—4,>0, (1.61)

For the case of ZUR the attack is considered disrupted, if
=8y —A, >Ry, (1.62)

where Ry — effective destruction radius of guided rocket.
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The effective destruction radilus Rn depends on the type of gulded
rockets, thelr combat unit, the relatlve location of the target and

center of explosion etc. [15].
Fxomple of Calculating the Miss

We will consiu-r that as a result of the actlon of interferences
the guldance contour 1s disrupted for the time by

If “he target after the break in the contour moves evenly and
rectilinearly, then the significant mlss cannot be accumulated 1f at
the time of tne break in the contour the onboard autonomous navigation
system will "memorize" the position of the set forward point and with
sufficient accuracy will lead the fighter to it. Therefore, 1t has
meaning to estimate the miss in the case when the target carrles out
a maneuver in speed or direction.

Let us assume that, for example, the target (Fig. 1.8) carries
out a maneuver in speed (at the time of the break in the contour
it starts to move with acceleration JC).

ve % 4

Fig. 1.8. Determination of
the component of relative
acceleration producting a miss
with the maneuver of a target
with respect to speed.

" -k
In

Let us determine the component Jn normal to line of sight of the

target. From Fig. 1.8
,l’,c d.'o (1-63)

Substituting (1.63) into (1.58) and considering ‘%[.cmq<v.,. >

we will obtain the expression for the miss stored during the time of

action of 1Interference famf,:
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4-~-;-I¢t:slu, (1.64)

Estimate of the Effectiveness of Interferences According
to the Change in the Probability of Guidance

The formulas mentioned above for misses, from the point of view
estimating RPD, give quite reliable results 1f the values of misses
obtained by it considerably exceed the average and mean square values
of misses generated by inherent dynamic and fluctuating errors of
muldance systems.

With the action on radio electronic means of systems of guidance,
many forms of interferences lead to a considerable increase in random
errors. Accordingly, the misses will be random.

Above 1t was 1indicated that as an operational-tactical criterion
of the effectiveness of interferences, the action of which leads to
the formation of random errors, it 1s expedient to assume a change in
the value of probability of long-range guidance»iﬁ,-ih.

In order, in general, to be able to estimate the change in
probability of guidance Py under conditions of interferences causing
random errors of electsonic means (radar of guldance, radio control
link), it 1is necessary to know the law of distribution of errors
(misses) and its parameters.

The law of distribution (dispersion) and its parameters can
rather accurately be determined with the help of simulation on a
computer of processes of guldance under conditlons of interferences.

For tentative calculations and estimates 1t 1is possible to
consider normal the differential law of distribution of misses on one
coordinate (Fig. 1.9)

. _a—e
PO = e =, St
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where A — miss (random variable); a -- mathematical expectation of the

miss; 02 — dispersion of the misg,

()

Fig. 1.9. Differential law of the dis-
tribution of misses along one coordinate.

The origin of the coordinates in Fig. 1.9 1is combined with the
position of the attacked alrcraflt-target.

It 1s obvious that result of guldance will depend on the
magnitude of the miss at the time of the transition of the fighter
(or rocket) into homing guidance. If the miss A at this instant will
be less than the maximum miss AO, selected with respect to conditions
of overloads, then guidance can be considered taking place, otherwise
it will te unsuccessful.

The probability of guldance of a fighter PH can be defined as the
probabllity of hit of the random value of mliss A, defined at the time
of translitlion on the homing guldance, into the 1interval of misses
(—A, Ap), selected by conditions of overloads during the time of the
homing guidance': ‘

P-=Ip'(A)d'A. (1.66)

For powerful rockets without homing guidance, on the last stage
the probability of guldance can be taken equal in a number of cases

'In general probability PH should be estimated as the probability

ﬁ of a hit of the random value of a miss into an ellipse depicted in the
pattern plane. Fcr a two-dimensional problem 1t 1s possible to be
limited to the examination of the hit A into the interval coinciding
with one of the principal axes of this ellipse.
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to the probability of destruction Pnop' The target 1s considered
destroyed If as a result of guldance of the rocket it falls into the
sphere, the radius of which 1s equal to 1ts effective destruction
radlus, and the center coincides with the center of gravity of the
alrcraft (target). Beilng limited to the examination of guidance in
one plane, accordingly we will obtain
‘l
Pup= & p(d)dA, (1.67)

[ ]
where Rn — effective destruction radius of the rocket.

In case of rockets, having conditions of homing guildance,

- (R
Pyp= j p(8)dA,
—(hetR)

Here AO — miss selected by conditlions of overload during the
time of homing guidance. |

The presence of conditions of homing guldance provides an 1ncrease
in the effectlive destruction radius by quantity AO'

In general, when interferences create systematic and random
errors, the probabllity of guidance PH in one plane for the fighter
is determined by formula

Peti(sE)re )l e

where a — mliss generated by the systematic error;

' 5 _ .
-@(z)=%5-'5e T 4

— tabulated integral of Gaussian probability (integral of probability).




Graphically the value of probability of gdidance Py is determined
by the shaded area under the curve of dlstribution of misses
(Figp. 1.9).

From formula (1.68) it is clear that the value of probability of
guidance 1s influenced by both the mathematical expectation a and

D
dispersion o~ of misses.

If as a result of RPD dispersion 02 remains constant and the
systematlc error — mathematlcal expectation a, 1s 1ncreased, then, as
can be seen from Fig. 1.10, the probability of guldance Py decreases.

Pa 2Py

............

Fig. 1.10. Influence of
the systematic error -
mathematical expectation
of miss a, on the value of
probability of guldance.

If with zero mathematical expectation the action of interferences
leads to an increase in dispersion of misses, then the probability of
guldance Py also decreases (Fig. 1.11).

Fig. 1.11. Influence in
dispersion of misses on the
value of probability of
guldance,
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In a more general case, when the action of interferences leads
to a change in both the mathematical expectation and dispersion of
misses, an increase in dispersion can be undesirable (Fig. 1.12).

Hl.lr

. a%0
é;08,

.........

Fig. 1.12. Joint influence of
the mathematical expectation

and dispersion of misses on the
value of probability of guidance.

It 1s necessary to stress that the methvds described above of the
quantitative estimate of "PD effectiveness on the guldance contour
(miss and probability of guldance) are correct if the assumptions
made above are fulfilled*

— the errors of gulding, created with the help of interferences,
exceed the natural errors of the guidance system, 1.e.,

al > ae.
o:>>a$

where ap and ci — mathematical expectation and dispercilon of misses

induced by interferences; a_ 6 and og — mathematlical expectation and

c
dispersion of misses generated by natural errors;

— guidance 1s carried out in one plane.

1.9. Contour of‘Hominnguidance

The contour of homing guldance, as a rule, starts to function
after termination of long-range guldance.
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Homing guidance 1s necessary for the selection of errors

accumulated during the time of guldance.

. The fighter (or rocket) passes into conditions of homing guidance
after the onboard radar (homing device) "selzes" the target.

The contour of homing guidance, just as the contour of guildance,
constitutes a closed servomechanism.

In most cases the homing guidance of rockets 1s carried out
according to the method of proportional navigation (proportional
guldance), a particular case of which is the method of parallel
approach. For the formation of a command signal with guidance by the
meﬁhod of parallel approach, it 1s necessary to measure the angular
speed of the line of sight €.

One of the possible methods of the formation of the command
signal consists in the gyrostabllization in the space of the platform
on which the radio 1link — aircraft radar (homing device) is set. A
block diagram of the contour of the homing guldance, in which
formation of the command is provided with the help of gyrostabiliza-
tion 1in the space of the platform, is shown in Fig. 1.13 [16].

Fig. 1.13. Simplified func-
tional dlagram of the contour
of the homing guldance with a
gyrostabilized platform.
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The aircraft radar measures the angle €s between axls Ax of the
gyrostabilized platform [GP] and direction to the target [ATs]. This
angle is the input influence of the system of automatic direction
tracking [ASN] of the homing device.

The platform GP 1s stabillzed in space with the help of the
actuator [SP)] which is controlled by voltage Uopp taken from the
slider of potentiometer Hz. The housing of this potentiometer is
rigidly Jolned with the gyrostabilized platform GP and its slider —
with the axis of gyroscope [', which assigns line Ax0 motionless in
space, With a mismatch ¢c between axes Ax and Axo on potentiometer
H2 there appears the voltage ucn, which controls the position of
axls Ax.

Thus, the examlined system has two circults of automatic control:
internal and external.

The internal circult carries out gyrostabilization of platform
GP so that in an ideal case axls Ax colncides with 1line Ax0 motionless
in space, and, consequently, gcme,

The external (basic) circult is closed on target l] and carries

out tracking of it. The command signal u, necessary for guldance by

the method of parallel approach 1is formedey means of differentiation
of the voltage taken from potentiometer Hl’ connected with the
antenna radar. The servomechanism automatically changes the direction
of the veloclty vector of the rocket vp in order to ensure
=0,

In practice the controlling signal, proportional to the angular
velocity of the line of sight of the target, 1is mostly formed with
the help of the rate gyroscope. The latter provides the possibillty
of the formation of the signal proportional to the derivative of the
angle of yaw ¢ of the rocket. The controlling signal of the basic
circuit 1s obtained by means of addition of the signals proportional
accordingly to the derivative of the angle of yaw ¢ and derivative of
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angle €. between the axls of the homing rocket Xon and direction to
the target. The aircraft radar in thils case 1s rigidly connected

wlth the housing of the rocket.

A functional dilagram, which explains the principle of realization
of the system with the rate gyroscope, 1s shown in Fig. 1.14.

[

Fig. 1.14., Simplified
functional diagram of the
contour of homing guldance
with a measuring rate
gyroscope.

The alrcraft radar (homing device) 1s set on platform [l rigidly
secured to the housing of the missile. From the output of the radar
with the help of a data removal device [SD], having in its composition
a differentiator, there 1is taken voltage up, which 1s proportional to

the derlivative of angle € i.e.,

c’
df o
Up =K, - =K, 8, (1.69)

where Ke — proportionality factor.

The rate gyroscope [SG], set on the housing of the missille,
forms a voltage proportional to the derivative of angle ¢ between the
line motionless in space determining the beginning of the reading of
the angles and the longitudinal axis of the missile, 1l.e.,

u.==x", (1.70)
where K¢ — proportionality factor.
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From (1.69) and (1.70) for the examined system we will obtain
the relation determining the command signal as the sum of two
voltages:

u'=“"+uo="-'.+xv’.' (1.71)

With guldance by the method of parallel approach there should be |

fulfilled equality (1.41), which in this case corresponds to u, = 0,

K

The obJect of the action of interferences in the homing guidance
circult In most cases 1s the recelving device of the aircraft radar
(homing device).

Active and passive Jjamming, acting on the circuit through the
receiving device of the radar, may cause an 1lncrease in random errors
in the determination of coordinates and their derivatives and the
formation of systematic errors (deterministic influences). Further-
more, an increase in both random and systematic errors in the
determination of coordlnates can be provided at owing to the periodicg
or acclidental interruptions in the entering of information. This is
achieved with the help of interferences leading to the expulsion or
withdrawal of gates of circuits of automatic range tracking, speed
and angular coordinates.

The qulite complete operational-tactical criterion of the
effectiveness of interferences to electronic means of the circuit of
the homing guldance can serve as a degree of the decrease in
conditional probability of destruction.

For approximate calculatlions it 1s possible to estimate the
prooability of destruction as probability of the hit of a rocket in a
certain region, which 1n many cases is a sphere whose radius 1is equail
to the effective destruction radius of the glven rocket, and the
center coincides with the center of gravity of the aircraft (target).

It is consldered that the hit of the rocket in this region
ensures destruction of the target with a probability equal to unity,
and, accordingly, a miss in the sphere of the indlicated radius is
equivalent to nondestruction of the target.
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Interferences leadlng to the formation of considerable systematic
errors and, consequently, great dlsplacements of the center of
dispersion of the rockets can be estimated by the magnitude resultant
miss of the rocket (1.60):

a=Ag—A,. (1.72)

If the magnitude of resultant miss 1s greater than the effective
destructlon radius of destruction of the rocket (a>Ry), the interfer-
ence 1s considered effectlve. This method of evaluation gilves
satisfactory results when dispersion os of misses of the rocket,
Fenerated by fluctuating and dynamic errors of the circuit of homing
suldance, i1s conslderably less than a2.

An estimate of the effectiveness of interferences by the method
indicated cannot be conducted if a'uucz, To estimate the effec?ivenesé,
of appropriate interferences in this case, the application of accurate
methods which consider the dynamics of the homing guidancelis

necessary.

Accurate methods of estimation required is also applied in the
case of interferences leading to periodic or accidental short-term
interruptions in the entering of information into the contour and
also with interferences whose action increases the dispersion of
errors owing to the use of nonlinear effects in the contour (limitation
by overloads and others).

Let us give certain considerations and formulas for estimating
misses of rockets with different forms of interferences.

Interferences to the Goniometrical Channel

Fighter is armed with homing rockets or homing controlled ZUR

are applied. In this case under the actlon of interferences to the
goniometrical channel errors in the determination of €, which are
certain [eg(¢) %0) , time functions will be formed.
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Changes of 5.0L irduced by interferences, in turn, generate
changes of the current miss A. The integral miss is calculated by
the formula (1.56).

The resultant miss 1s determined by formula (1.72) similarly to
that as was recommended in the examining of the guidance contour.
Let us note that in the case of application of the method of parallel
approach, active jamming will be effective only when it provides a
change 1n angular velocity of the line of sight of the target €.
Interferences, inducing constant errors in the determination of the
angle cannot lead to an increase in the miss of the rocket, since the
rocket control signal in this case is proportional not to the angle
but.the angular velocity i(uuckuﬂ where ku - proportionality factor).

by the moment of the beginning of the actlon of interference the 1
current miss can be conslidered approximately equal to zero. During
the time of the action of interference tn the miss will be accumulated
(et I const) '

A.=i,,(t.t._—-;-¢:). (1.72)

If interferences act up to the end of homing guidance (D = 0),

then AO = 0, and the resultant miss will be

a=Al--;-IaIllc‘:0 (1.74)

Usually the interferences act up to a certain minimum distance Dumn
after which thelr effectiveness drops and the rocket starts to select
the accumulated miss. In this case the resultant mics is estimated
by formula !

a=A44—A,,

where A.=-;-],,,,.“l3- - miss selected during the time of homing

guidance after termination of the action of interferences; feg —
time remained on homing guidance after cessation of the action of

L
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i"lghter is armed with unguided rockets (guns) or ZUR not having
homing guidance 1s upplied. In thls case the resultant miss a most
frequently equals the miss induced by the application of interferences
to the ground guidance system of ZUR or aircraft radar of the fighter!

am= A,

‘)..

Interferences to Range Channel

In contrast to the contour of guldance in the contour of homing
guldance interference throught the range channel of the homing device
Is slightly effective, and in separate cases, 1in general, ineffective.
This 1is explalned by the fact that for homing guidance with a
sufficlent reserve of flying range the basic 1s information elther
about the angular position of the target € or about angular veloclty
€. The goniometrical coordinator of the contour of homing guidance
can provide the entering of this information with a suppressed
channel f?hge.

The source of active jamming can set a course with the same
accuracy as that of the target, i.e., 1t permits carrying out passive
homing guidance. However, one should have in mind that if inter-
ferences on the range channel lead to a break in contour of angle
tracking, then they can be effective.

In the case of the contour of guldance the measurement of range
plays an important role, since on land for solving the problem of
guldance it 1s necessary to know angle €, which is found with suffi-
cient accuracy orly with an accurate knowledge of range to the target
and to the fighter Du and D, (Fig. 1.6).

1.10 Optimum Methods of the Application
of Interferences

The earlier conducted examination of methods of estimating the

1Tt is considered that the fighter, not being able to correct
the trajectory of the homing guidance visually, 1s forced to filre
with unguided rockets or with cannons under jamming conditions.
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effectiveness of RPD, as a rule, did not consider any return actions

on the part of the enemy suppressed by. In many cases such calculation
in principle is necessary. Furthermore, the actual tactics of
conducting combat actions by aircraft and PVO proceeds from concrete
possibllities of means of RPD and considers these possibilities.

Below 1in speciflc examples there appear certain methods of the
optimization of actions of sides under conditions of interferences.

A direct result of the application of radlo interference 1s the
decrease 1in quantity of useful information proceeding from an
electronic device suppressed by interferences, in consequence of
which the effectiveness of the application of weapons of destruction
decreases (average number of attacks of fighters, average number of
launches ot ZUR, full probability of defeat after one attack etc.).

The actlion of radio interference on the suppressed electronic
device does not lead to a material destruction of the latter, in
virtue of which the enemy can be protected from the interference
directly durlng 1ts action on the device. Thils circumstance leads to
the necessity in the organization of RPD to consider especially
thoroughly possible countermeasures of the enemy.

The effectiveness of measures undertaken for RPD is determined
by both technical characteristics of applied means of RPD and methods
of their application (methods of action).

In carrying out calculations for the optimum application of means
of RPD, it 1s necessary to solve the following group of problems:

— estimate the possible decrease in the quantity of information
in control system by means of PVO of the enemy;

— determine the optimum method of the application of inter-
ferences (method of actions providing the greatest decrease in
effectiveness of the combat application of means of destruction of
PVO of the enemy).
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Both these problems are mutually connected, inasmuch as the
method of application of Interferences can considerably affect the
quantity of information in the control system., Therefore, in general
1t 1s necessary to examine several variants of the application of
interferences and for each of them determine its optimum method of
actions, after which the best 1s selected.

Depending upon to what contour of the system of PVO interferences
are created, each of the enumerated problems has its own specific
character,

Let us consider the peculiarities of calculations for the
optimum application of means of RPD to the contour target distribu-
tion (Fig. 1.3).

As 1s known, the misslion of the system of target distribution of
PVO 1s to determine the most rational (for a given situation)
distribution of aerlal targets between units and subunits of fighter
alrcraft and ZUR.

The maln problem of RPD in this case 1s to make it difficult for
the enemy to accept a correct decision on target distribution and
thereby decrease the average number of attacks (launches) on strike
alreraft.

With the asslgned general numerical ~cmposition of groups and
assigned means of RPD there can te, in principle, many variants of
combat formations and variants of the distribution of strike alrcraft
in regions covered from the observation by interferences. The problem
is that of the great number of possible variants of actilors select
the one at which the average number of attacks (launches) by strike
aircraft for assigned conditions of combat actions will be minimum.

Resolution of the problem can be conducted in the following way.

For assigned conditions of combat actions all possible methods
of actions of the alrcraft are determined. These methods are
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conditionally designated and enumerated in a definite sequence (method

Al, A2, PR Am).
All possible methods of actions of the enemy are determined:
these methods are also conditionally designated and are enumerated

in a definite sequence (Bl, 82; cees Bn)'
Each method of the actions (Al, A2, TRy, Am) 1s successfully
compared to methods of actlons of the enemy (Bl, B2, S0 f Bn)'

For every comparison, for example A1 and Bu or A1 and B1 ete.,

the quantitative measure of effect of the action is estimated.

For the examined problem the quantitatilve measure of effectiveness
is the average number of attacks by strike aircraft.

The results obtained are placed 1n a general matrix of effec-
tiveness of methods of actions (1.75) to the investigation of which
the whole problem is reduced:

B
¢ s, B, Ba
A, fiyy gy L
A figy L : Ky |
a : . . (1.75)
Ay | Rt | 8, . R,

Similar kinds of problems are solved by methods of the theory of
games. In the theory of games methods of actlons Al, 400 g Am and Bl’
705 Bn are called pure strategies of sides, and the quantitative
measure of effectiveness actions — the payoff. The basls of the
method of resolution of problems examined here on the determination
of optimum methods of actions is the apparatus of the theory of games.
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As was already noted above, to solve the stated problem it is iL

? necessary, 1n the first place, to determine the expected decrease in i
information in the system of electronic security after which find

the optimum method of application of interferences, which lead to '

minimum losses. Methods of the solution of the first part of the

problem are developed in sufflicient measure.

The essence of the solution 1s reduced to the determination of
dimensions of regions covered from radar observation by interferences
at the assigned quantity of means of interferences (determination of
information loss) or to the determination of the necessary quantity
of means of interferences (for example, dipole reflectors) for the
cover of assigned combat formations. The method of solving similar
kiﬁds of problems 1s discussed below.

However, determination of the quantity of means of interferences
necessary to cover the combat formation of aircraft from radar
observation does not exhaust the problem, inasmuch as with several
regions covered from observation by interferences it is still
necessary to place optimally strike alrcraft in these regions.

For an explanation let us examine the simplest example. Let us
assume that it 1s possible with the help of an active jammer to
create jamming in the space region Hl, within 1limits of which not one
aircraft W, I, ..., 1a nor dre of the k ground radars of the enemy is
revealed. Furthermore, let us assume that preliminarily there 1s set
a band of passive jamming (region H2) with length Ln’ within limits
of which detection of targets is also impossible (Fig. 1.15).

Further we will consider that besides the active jammer the
atticking side has two strike aircraft (bombers), and the PVO has
only fighter-interceptors.

Let us find the method of distribution of strike aircraft in
regions Hl and H2 at which the average number of attacks by each
bomber will be minimum.
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the rerion of
npossible attacks

Fig. 1.15. Methods of the application
of Interferences.

In the assigned condltions the following methods of actions of
both sides are possible.

Attacking Side [VVS]:
method of actions Al — both bombers 1n region Hl;
method of actions A, — both bombers in region H2;

method of actions A3 — one bomber in region Hl, the other — in
region H2.

Defending Side [PVO]:

method of actions B1 ~ both destroyer (Ml and M2) are guided
into region Hl;

method of actions 82 — both fighters (VI1 and M2) are guided
into region H2;

method of actions B3 — one fighter (Mz) 1s guided into region
Hl, and the other (Ml) — into region H2.
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A quantitative measure of the effectiveness of actions of both
sldes in the organization of RPD to the contour of target distribu-
tion is the average number of attacks n by the bombers. In the
examined case

R = fiy 4 Ry, (1.76)

where Hl — average number of attacks by the bombers occurring in
region Hl;

N>
region HZ'

;'average number of attacks by the bombers occurring in

To formulate the initial matrix of the effectiveness of methods
of actions, it is necessary that each comparison of methods of actlons
of the sides be brought into conformity with the average number of
attacks by the bomber alrcraft. ‘

Assuming that the fighter M2, gulded into the group covered with
active Jamming, can with ldentical probability attack any of the
alrcraft of the group, including the one producing the jamming, in
first approximation we can assume that

- Re
n,-——n.+". ng. (1.77)

Here 1;5%;: — probabllity of the selection of the bomber from

the total number of aircraft 1n the reglon of interferences Hl
ng — number of bombers in region Hl;

n, - number of jammers in region Hl;

n, - nunmber of fighters guided into region Hl.

Similarly for bomber alrcraft covered by passive jamming
(region H2) and accidentally located iIn the interference band of

length Ln
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fa % T, Mo (1.78)

where AO — maximum miss of the fighter selected according to
conditions of overloads durlng the time of homing guidance;

24
Tf — probability of entrance of the bomber into the reglon of

possible attacks.

This formula 1s correct for small values of ratio ?! and small
[ ]

n.. In general it 1s necessary to use the more accurate formula

By (‘. -!-E .‘) Moy

The magnitude of the miss AO, selected during the time of homing
guidance according to conditions of overloads, 1s determined by the
range of homing guldance Dn, relative speed of the fighter (or rocket)

Vorp and maximum overload Jn' For motion in a horizontal plane
LR
Bo=F"hr 27 : (1.79)

oTn

where DrI is determined by the range of the alrcraft radar of the
fighter taking into account the effect of passive jammlng.

The range of the radar on an aircraft flylng in a cloud of
passive jamming is determined by the effective scattering area [ESA]
of the aircraft and by the number of dipoles entering into the pulse
volume of the radar. For the case shown in Fig. 1.15 in the first
approximation

[ ANAA

Dy = ..J.-‘n"N“ ’ (1.80)

where k, - suppression ratio of the radar by passive Jjamming;

60 = width of radar beam with respect to half power in radians;
71 '
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ou — average LOA of the alrcraft;

51 -- average ESA of one dipole;

Ve speed of Jammer;

tn — rate of dropping of reflectors;

nh — number of simultaneously dropped packs;

an — number of effectlively acting dipoles in a pack.
Let us assume that Ln = 10C km, Dy = 10 km, Jn =5 g, v =

. OTH
= 500 m/s. Substituting these data into (1.79), we will obtain
A, = 10 km,

0
Having all the necessary initial data, with the help of formulas

(1.76), (1.77) and (1.78), let us formulcte a matrix of results of
actions of both sides (matrix of the effectiveness of methods of

actions)
8
A
8, B, b
A, 1,3 0 0.6 (1.81)
Ay 0 0,8 0.4
A, 1 0.4 0,7

An analysis of the matrix does not indicate evident advantages
for any cof the methods of actions.

The most profitable is method A2 (bombers in the band of passive
jamming), inasmuch as in this case with any methods of the action of
the enemy the average number of attacks by the aircraft will not
exceed 0.8. With all other methods of actions the number of attacks

can be great. For example, with the method of actlons A3 it can be

equal to 1.
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The method of actions A3 is less profitable as compared to the
method A2, 1
and 82 it gives a considerably large number of attacks by the bombers.

inasmuch as for two methods of actions of the enemy B

However, 1f we select the method of actions A2 as the only one,
then knowingly we will enable the enemy to apply method B2, providing
him an average number of attacks by bombers equal to 0.8. Therefore,
it 1s expedient in the examined case to select not any one method of
actions but several methods, and the selection of each of them 1s
produced by the random law with a definite frequency (probability).
With thils the enemy 1= deprived of the obvious definitiveness in the
selection of the method of actions and 1s compelled to use actions
on_the assumption of a possible realization by us any of methods A

A2, and A3.

1’

The probability of the selection of methods of actions should be
determined so that the average number of attacks by bombers 1s
minimum. In terms of the theory of games this operation 1s called
the transition from pure strategi:s to mixed. In the theory of games
it 1s proved that in games of the examined form (matrix game of two
players with a zero sum) each of the players has an optimum mixed
strategy [15].

The conditionally cesired solution will be designated by S. 1In

accordance with what har been sald the structure of the solution
should be 1n the following form:

Sym (0 Ao 4
Pl" P.u P '
Here Al’ A2, and A3 — methods of actions;

P,s P,, and Py

— frequencies of the application of methods of
actions Al, A2, and A3. 1

Let us assume that we found the optimum frequencies of the
application of Pl, P2, and P3. Then with any method of actions of
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1° B?, and 83

will not exceed a certain number N equal to the number of attacks
with the optimum method of actions (in the theory of games N 1is

the enemy B the average number of attacks by bombers

called the value of the game)!. Consequently, if Pl’ P,, and P3 are

optimum frequencies of the apvlication of methnds of actions Al’ A2,
and A3, then following system of 1lnequalities is correct:
Pyfiyy 4- Pofiyy 4+ Py < N,
Py + Py + PRy < N, (1.82)
Pifiys 4 Pyfigy + PRy < N.

The left-hand side of the first inequality determines the average
number of attacks with the method of actions of enemy B], the second
inequality — accordingly, with the method of actions B2 and the
third — with the method of actions B3. The inequalities must be
recorded because in general not all methods of actlions should be
applied, i.e., all of them are not always useful.

In those cases when knowingly it 1s known that all methods of
actions are useful, instead of inequalities (1.82) corresponding
equalities are written, However, at present this can be stated with
full definitiveness for games with the number of strategles at least
for one of the sides at not more than two (games 2 x 2 or 2 x n).

The sum of f{requencies Pl, P2, and P3 is equal to one, i.e.,
there always takes place the equality

P+ Py Py=1. (1.83)

The Joint solution of the system of ilnequalities (1.82) and
equality (1.83) exhausts the stated problem.

For the convenlence of calculations we will multiply all numbers
of the matrix (1.81) by 10, and the value of the game will be

IN - least number of attacks which can be achieved in given
conditions.
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increased accordingly 10 times (N' = 10N). However, the desired
frequenciles Pl‘ P2, and P3 are not changed. Matrix (1.81) will be

written now in the following way:

‘ '

8 By b
Ay 13 0 ]
: ~ 1.84)
A 0 8 4 ( ’
A, 10 4 7

Accordingly, the system of inequalities (1.82) for concrete
values of the matrix (1.81) is reduced to the form:

13P, 4+ 10P, < N?,
F 8P, 4- 4P, <N", (1.85)
(6P, + 4P, + '”fa <N.

Further we will divide both sides of inequalities (1.85) and equality
(1.83) by N' and introduce the designations:

P, P,
tlH—le' e|=‘w.r' ‘.ﬂ%;

Furthermore, to the left sides of the obtalned inequalities there
will be added certaln nonnegative variables Zys Zgs ard z3 in order
to obtain equalities. Then inequalities (1.85) and equality (1.83)

will be converted into the system of equations:

135.-'- 'Ql"‘ 2.-',
8tl +‘5.+2. -},
6448, +7¢ + 2, =1, (1.86)

tl+el +Ec-‘~!7-

The problem leads now to the determination of such values El’
52, and 53 at which value N' will be minimum. Before finding
Ei(i =1, 2, 3), let us define z,, 2,, and Zg These variables can
be equal to zero, especially in those cases when all methods of the
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actions are useful. .The 1inequality to zero of any variable zJ(J = 1,
2, 3) In the examined game indicates 1inexpediency of the application
of any of the methods of actions.

Let us express quantities El’ 52, and 53 in terms of Zys 25
and z3:

b= —2,—2,4 22,
3 3 3. 1
b= T a— 05— 702 (1.87)

1, 6 13 26 .
bhegtsatiga— 152

Substituting these expressions into the last of equations (1.86),
we will obtain

7 2 16 7 ]
o el R A (258

An analysis of the last equatlion shows that z2y =2z, = 05
inasmuch as with an increase in any of them quantity 1/N' decreases.
With an increase in z3 quantity 1/N' increases, and therefore Z, ¥ 0,

This circumstance glves the basis to consider that one of the three
examined methods of actions is not useful.

In order to expose 1it, 1t 1s necessary to estimate successively
the character of the influence z5 on Ei(i = 1, 2, 3) and 1/N'. 1In
this case it 1is expedient to start the estimate with 53, which
determines the frequency of application of method A3, least effective
at the first glance.

Quantity 63 with an increase in 23 decreases and turns into

zero when
1
Ly = wo

In order to be convinced of the correctness of the assumption
on equality 63 = 0 (ineffectiveness of the method of actions A3), it
is necessary to show that quantity 1/N' 1s maximum if Zy = 2, = 53 =
= 0.
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For thls purpose with the help (1.86), let us express 1/N' in
terms of z,, z,, and 53: ‘

2 ) 1 7 i
W TWa—Ta—gh=-7

An increase in any of the variables 215 25, and 53 decreases
1/N', and, consequently,

From the first two equations (1.87) we obtain

1 1
b= b=T7
From equation (1.88) we find

N'=498,

Further we find the desired frequencies of the application of
methods of actions Al, A2, and A3 and the minimum accessible (on the
assumption that the enemy acts optimally) number of attacks by bombers:

P|-0.38. P’=0062.
- Pym0, N 250,85,

Thus, by applying methods Al and A2 in accordance with frequencies
P = 0.38 and P, = 0.62, we provide the lowering of the number of
attacks oy bombers down to 0.5 irrespective of any possible counter-
measures of the enemy in given conditions (certainly, under the
conditlon that he does not apply any other methods of actions besldes
Bl’
of optimum methods of actions of PVO 1s solved. The maln distinction
here consists In the fact that in virtue of the opposition of interests

By, and 83). In an analogous way the problem on the determination

of the sides signs of 1inequalities are changed and that quantity
1/N' will have to be not maximized but minimized. A corresponding
system of inequalities has the form:
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N u + 9251y + 35y, >~o'_
Qi+ §.i 35 + 9,73, DN,
Giizy 4+ Qaitag + @2y > N»

Here Ay, 955 and q3 — frequencles of the application of methods
1
of actions Bl’ 82, and B3.
For the examined example Q) = 0. 38 q, = 0.62, q3 = 0, and
N = 0.5,

The reallzation of svlutions of each of the sides 1s carried
out with the help of random sampling, in particular, a table of
random numbers.

For example, if as a result of the solution of the matrix of the
game there are found corresponding frequencies of the application of
methods A1 and A2:

P|-0.38=0.4 and P,-o,62~0.6.

then realization of the solution with the help of two-diglt tables
of random numbers 1s carried out by the following method.

A table of random numbers 1s opened on an arbitrary page. On
this page there is selected a number occurring on crossings of lines
and columns selected at random. If in the thus found ti ~-digit
number the first figure is 0, 1, 2, or 3, then the method of actions
A. 1s selected; if, however, this figure is 4, 5, 6, 7, 8, or 9,

1
then the method of actions A2 1s selected.

The application of each of the sides of other methods of actions
different from the optimum will lead to great losses if the enemy
will act optimally.

In a real situation the number of methods of actions (quantity
of pure strategles) for both sides will considerably large.




In general the matrix of the game contalns m x n elements (1.75),
and the solutlion of 1t is reduced to the solution of the following
system of inequalitiles:

P+ ... 4 Pufiny <N,

Piiyy 4 oo o 4 Pufims < N,

Plﬁll+ooo+P..ﬁ..<~.
P|+cno+P--l..

For a strict solution of such a system of inequalities methods
of a speclal mathematical discipline — linear programming, are
applied. In particular, the example examined earller was solved by
this method. The quantitative solution to problems of linear
programming with a relatively small number of lines and columns of
the matrix (up to 3-4) can be obtained with the help of comparatively
simple means of calculation. With a large number of elements of the
matrix ‘he solution in a short period i1s providud only with the help

of a computer,.

It is necessary to consider, and thils is convincingly shown by
an example of the calculation, that solution to the problem on the
optimum method of actions cannot be conducted long before the
beginning of the combat actions, inasmuch as results of it considerably
depend on what methods of actions (what counteraction) must be
expected from the side of the enemy. In virtue of thils clrcumstance
the solution should be found by taking into account the latest
information about the enemy. The more accurately possible methods of
actlions of the enemy are determined, the more accurate the solution.

In practice a strict solution 1s not always required. Often it
is sufficient to have at least a rough approximation to the optimum.
In many cases a rough approximation can be obtained on the basis of
only an analysls of the matrix of effectiveness of methods of actions
(matrix of the game). An analysis of the matrix consists in a
successive examination of 1t on lines and columns. For the problem
of target distribution [matrix (1.75)], with the examination of
every line there 1s written the maximum number of attacks 1n series
for every method of actions Al, 5 blox Ai’ 0 o0 £ Am. From the thus
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obtalned numbers there 1s selected the least fAussuaxe (in the theory
of pames this number is called the upper pure value or minimax).

In the analysis of columns in serles there 1s written the
minimum numbers of attacks for each of the methpds of actions Bl’
Bz, ceey Bi’ vy Bn' Selected from these numbers 1is the largest
Kuswewss (1n the theory of games this number is called the lower pure
value or maximum),

The optimum solution provides a number of attacks of not more
than fiexes mexes and not less than Ausmeuss, 1.2., the inequality
Nuane nau S A Anan nane is always correct.

If Fuexe mss=Auss nanes then the methods of actions for which this
will take place are optimum, and there 1s no need to solve the matrix.

For matrix (1.84), for example, results are characterized by the
following figures:

»
A
s, B [ min max
A, 13 0 6 13
A, 0 8 4 ’ 8
A, 10 4 7 10
max min 0 0 4

The lower and upper pure values differ considerably, and
therefore it 1s necessary to solve the problem completely.

Obviously, in the case when Aussuaxe 3NA Auaxe uss do not differ
very greatly, one of them can be accepted for the solution. If,
however, the difference between the lower and upper pure value 1s
considerable, then, undoubtedly, solution of the matrix is required.

However, even in this case, as a rule, it 1is possible in the
analysis of the matrix to reject beforehand repeated methods of
actions (giving approximately an jdentical effect) and also methods
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of actions clearly ylelding to at least one of those represented
i the matrix.

In certain cases the direct counting of the probabillity of
alrcraft destruction 1n assigned conditions appears expedient.

Glven below 1s a concrete example of the determination of the

probability of aircraft destruction under conditlons of interferences.

Let us assume that k aircraft fly in serles one behind the other
in a band of dipole reflectors. The density of the reflectors is
sufficiently high so that radar observation of the alrcraft in the
clouds 1is excluded. The enemy [PVO] can destroy the first and only
thé first alrcraft. The probability of destroying the lead alrcraft
by one rocket 1s considered set and equal to P. If the first
alrcraft, which 1s the producer of the band of passive jamming
[jammer], is shot down, then its place is taken by the aircraft
following behind 1t, which has the possibility of fulfilling the same
functicon as Jammer as that of the preceding aircraft. The probability
of destruction of the lead aircraft 1is identical for all aircraft
fulfilling the function of Jammers.

It 1s required to determine the probability of destruction of'the
k-th alrcraft 1n the group 1f the enemy can equally produce n rockets.
Fire is ceased after the shootling down of the k-th aircraft. The
shooting down of the k-th aircraft (event A) can take place as a
result of the approach of following incompatible events Al, A2, 0 o

A

AJ+1’ s v 0y n-k+l.

Event Al (the aircraft is brought down after the launching
equally of k rockets) can approach only by this method: each of k
serially produced rockets strikes the corresponding lead aircraft
with probability P. The probability of approach of event Al is

equal to

P("n)-P.-
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Event A2 (k=-th aircraft is brought down after launching of

k + 1 rockets) can approach by Ct'l methods, the probability of the

approach of each of the particular events being equal to (1 - P)Pk.
The full probability of the approach of event A2 is determined by the
formula

P(A)=C}' (1 - P) P>,

where Cﬁ'l — number of combinations of k elements with respect to
k - 1:

In general event Aj+l (the aircraft is brought down after the

ladnching of k + J rockets) can approach by Ct:;-l methods. Accord-

Ingly, the probability of each particular event 1s equal to (1--F)/Ps,

The full probabillity of the approach of event AJ+l is written
in the form

P("‘JM) i/ d;-;o - ﬁ)‘l".

The full probabllity of the approach of event A interesting to
us (shooting down of k-th alrcraft by not more than n rockets) will
be defined as the sum of probabilities P(AJ), i.e.,

a—~-4
P =PN=Y ci7l_ (- PP,
I=

The obtalned formula permits estlmating the necessary quantity
of passive jammers in a column of aircraft, which provides overcoming
of the PVO by aircraft of strike groups with an assigned probability.




CHAPTER 2
ACTIVE JAMMING BY RADARS OPERATING IN SCAN CONDITIONS

Radars operating in scan conditions comprise the basis of the
sjstem of information security of contours of target distribution.
They provide information contours of long-range guidance. Usually
the radars, operating in scan conditions, are territorially united
into systems and subsystems sometimes called radar field.

In most cases a radar of the examined type operates in pulse
conditions. The detection of targets at low altitudes can be
provided by radars operating in conditions of continuous radiation.
The character of the information loss inflicted by means of active
Jamming of the radar operating in scan conditions, in general was
determined earlier.

2.1, Methods of Estimating Information Loss,
Inflicted by Means of Active Jamming

Earlier it was shown that the effectiveness of interferences
depends on relationships of powers of the interference and signal,
i.e., the interference can Inflict a set information loss only under

the condition!

Ps _
k= F.‘),,? ks, (2.1)

10ne should not confuse coefficients k and &ke. The first deter-

mines the magnitude of the ratio of the power of interference to the
power of the signal, which 1s obtained for the assigned distance
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where Ry — coefficlent of suppression of the given electronic
device by the asslgned form of interference; k — ratio of the power
of interference Py and signal Py at the input of the receiver.

Coefficient k 1s a function of parameters of the station of
Interferences and suppressed electronic device, their mutual location,
- erel s o - o oo

To estimate the effectiveness of interferences, it 1s necessary
to set the dependence of the ratio of power of the interference to
power of the signal (coefficient k) on parameters of the station of
interferences and the suppressed device.

We will consider that two alrcraft (jammer PP and covered
target aircraft Il ) overcome the antiaircraft defense of the enemy
(in this case one radar).

Let us introduce designations for parameters characterizing the
station of interferences and suppressed radar (Fig. 2.1).

d Covered
. aircreft-tarcet
- 7’

P (ne)

-

Jammer nn)

—-e

Fig. 2.1. Varliant of the creation of ac-
tive Jamming.

ﬁ Parameters characterizing the system creating interference are
the following:

[ FOOTNOTE CONT'D FROM PRECEDING PAGE]

between the jamming transmitter and suppressed radar. The second
coefficient determines the minimum necessary magnitude of this ratio,
which provides a definite information loss.
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Py — power of jJamming transmitter;

Ga - maximum directive gain of the antenna of the Jamming trans-
mitter taking into account efficlency of the feeder;

AFy - effective width of the spectrum of interference signal;

Ya — coefficient consldering the distinction of polarizations
of antennas of the jamming transmitter and suppressed radar;

Oz — effective scattering area of the covered aircraft (target);

Dy, Ou.‘bn‘ — polar coordinates of the jammer. Angles 6y and @y
are counted off in corresponding planes from the maximum of the
antenna radiation pattern of the suppressed radar (Fig. 2.2);

D. - distance to the covered aircraft.

Fig. 2.2. Coordinates of the
Jammer PP in the pattern plane.

Parameters characterizing the suppressed device are as follows:

P. — power of suppressed radar taking into account efficiency
of the_feeder;

Gc-—maximum directive galn of antenna of the suppressed radar
(PG is frequently called power potential of the station);

Afup — transmission bandwidth of the linear part of the receliver
of the suppressed radar (it 1s assumed that AFy= Afg);

F(6, ®) — function describing the standardized antenna radiation
pattern of the suppressed radar over the fleld;

kn — coefficient of suppressinon of the given radar by the given
interference signal;

A, - equivalent surface of absorption (absorbing surface) of the
antenna of the suppressed radar determined by formula

A' = 03‘. s
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Let us find the dependence of coefficlent k on the enumerated

parameters,

The flux density of power of the interference signal at the
input of the antenna of the suppressed radar is determined by formula

i P.G, 1 o—i.loo..

Pn (2.2)

where o — coefficient considering attenuation in the atmosphere
(dB/km) with passage of the signal tc only one side.

‘The power at the input of the receiver of the suppressed radar

Pow: = PuAF* (0, ®3) Ya+ P (2.3)

Here Py -~ power of inherent .olses of the receiviﬁg device in
the passband of the linear part of the receiver

Pll =K TNIIA’IN

where k=138.10-3% W/deg+Hz — Boltzmann constant; T — absolute tem-
perature; Nm - coefficient of noise of the receiver.

Usually the power of the interference signal conslderably exceeds
the power of inherent nolses of the receiver. Therefore, 1n most
cases the second component in (2.3) can be disregarded, i.e.,

Py sy = pgA,F* (43, O) 1a.

However, in the calculation of the lowering of the range of the
radar under conditions of noise interferences, it 1s necessary to
consider inherent nclses of the receiver.

Entering into the receiver is only part of the power of inter-
ferences, which is determined by the relationship of the width of
the spectrum of the interference signal and passband of the suppressed
radar reciever. On the assumption of a rectangular approximation of
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the spectrum of the interference signal and amplitude-frequency
characteristic of the linear part of the receiver of the suppressed
device, the power of interference on the input of the receiver within
limits of the passband of its linear part 1s determined in the
following way:

Pyux=pnAF*(bg, ®s) In M'. =

=L w3 A (00 %) 1a 10700, (2.4)

Similarly, for the power of the useful signal at the input of
receliver of the suppressed radar it 1s possible to write

— 0.2-0 .
P‘II— 'D:?A'lo (2.5)

Substituting (2.4) and (2.5) into (2.1), we find the desired
expression for the ratio of the power of interference to the power
of the signal at the input of the receiver - coefficlent k [suppression
ratio]:

= (‘;; - X
P.0.4%D; Aup o, u(zn o.)
W"‘(ou,d’u) IO . (2.6)

Expression (2.6) is called the equation of antiradar (Jjamming)
for active jamming. It permits finding the ratio of the power of
the interference to the power of the signal (coefficient k) depending
upon parameters of the suppressed radar, the jamming statioh and
their mutual location. '

Figure 2.3 shows the qualitative picture of che dependence of
coefficient k on D and parameters Dy and P.G;. As follows from the -
given graphs, with the assigned power potential of the station of
interferences P,Gg and constant distance to the jammer Da , the
suppression ratio (k) at the input of the radar receiver decreases
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Fig. 2.3. Dependence of the suppres-
sion ratio (k) on the distance to the
covered aircraft (De).

*® with a decrease {n distance to the covered target aircraft.

L 3 4 L 4 ) P

At a definite distance of the target aircraft from the suppressed
radar ratio k will decrease so much that the interference will cease
to act. The limit at the approximation to which the interference
becomes 1neffective is determined by equality

k-*..

The region within which A=&; (interference 1is effective) is
called the suppression 2zone.

The suppression zone can be found graphically (Fig. 2.4). For
this on the axis of the ordinates it 1s necessary to plot the quantity
kn and draw a straight line parallel to the axis of the abscissas.
The point of intersection of this straight line with curve k=k'(Dc)
determines the 1imit of the zone of suppression (Fig. 2.4) along one
of the coordinates (range).

As follows from formula (2.6), ccefficient k and, consequently,
limits of the suppression zone to a considerable degree are determined
by the antenna radiation pattern of the suppressed radar. Ir the
Jamming transmitter acts with respect to the basic lobe of the antenna
radiation pattern, then, obviously, the suppression zone will have a
larger extent than in the case of suppression with respect to the

lateral 1lobe.
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Fig. 2.4. Suppression zone of radar
by active jamming.

Figure 2.5 shows 1n a polar system of coordinates of the suppres-
sion zone of‘the radar with the assigned antenna radiation pattern.
It is c;ear from the figure that at the assigned power potential of
the statlon of interferences and location of the jammer PP relative
to the radar, the covered aircraft PS1 can approach (without danger
of detection) in alignment with the jammer (interferences act with
respect to the baslc lobe of the antenna radiation pattern) much
nearer than in the case if PS2 flies toward the radar not in alignment
with the jammer PP (interferences act with respect to the lateral
lobes).

P33 > Pabas 2Puber / ﬂ“'i // ,{.{/ /,

¢ // /0
Supprassion %

Igna

A.

Fig. 2.5. &uppression zones of tne radar by
the jamming %transmitter in a polar system of
coordinates.\
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In other words, the detection range of the first covered aircraft
PS1 will be less than the detection range of the second aircraft

-
&

PS (¢~-u<:lk-5k however, in both cases it 1s less than the authorized

range of the radar (D,g, <D¢um, <Dpacuex: )

The increase in power potential of the station of interferences
leads to the displacement of the limit of the suppression zone in the
direction toward the radar.

In carrying out practical calculations by definition of limits
of suppression zones, it is important to know the level of lateral
lobes with respect to the basic lobe of the antenna radiation pattern.
The level of lateral lilobes and thelr fine structure are an individual
characteristic of the radar and depend on the position of the antenna.

For tentative calculations 1t 1s possible to take approximately
levels of the first and second lateral lobes 20 and 30 dB, respec-
tively, below the level of the basic lote of the antenna radiation

pattern [U40].

The case of combination of the jamming transmitter with the
covered aircraft is of interest. Formula (2.6) is simplified
accordingly and takes the form

ke fiile p2 Sl q10™ (2.7)

If we disregard the absorption of electromagnetic waves in the
atmosphere (a = 0), then from (2.7) it 1is possible to find easily the
formula for the minimum range of suppression, having placed into it

&k -*.:

nﬁcac. "I.
Dﬂlll—V" u .;.A'” (2.8)

Sometimes formula (2.8) 1s called the range formula of the jamming

transmitters.
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The minimum range of suppression in general can be found from
formula (2.6).

With the approach of the jamming transmitter to the radar, the
effectiveness of the interferences drops (suppression ratio decreases).
This 1s explained by the fact that in the process of the approach of
the aircraft with the jamming transmitter to the radar th2 power of
the signal reflected from the aircraft increases faster than the power
of the interference at the input of the radar receiver.

Actually, the power of the signal reflected from the aircraft,
is 1nversely proportional to lﬁ. and the power of the interference
signal - lﬂ.

Formulas (2.6) and (2.8) are correct, if the receiver is not
overloaded by interference.

The real receivers and indicator devices have a 1imited dynamic
range, so that usually there exists a certain value of the power of
interference Pnware, at which the overload of the receiver approaches,
after which 1t loses the possibility of fulfilling its functions in
separating advancing information. Figure 2.6 shows two cases of the
amplification of the mixture of the signal and interference. Case a
correspohds to such a level of interference Pn at which there is no
overload of the receiver. The signal is confidently observed against
the background of interferences. Case b corresponds to the overload
of the recelver by interferences of grea§ intensity. Although the
power of the signal 1s considerably greater than the power of the
interference, the signal at the output of the receiver 1s not observed.

Figure 2.7 qualitatively shows the dependence of absolute values
of powers of the interference Py and signal P. and also their ratio
k from range Dc(Dc=D,). Plotted on the axis of the ordinates 1is the
value of the suppression ratio kq and, furthermore, the value of
maximum power Pyware at which the overload of the receiver occurs.
Curves of Fig. 2.7 correspond to the case when the overload of the
recelver approaches with the power of interference Ph.;w greater than
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Fig. 2.6. Overload of the receiver by
interfere.:s of great intensity: « -

voltage of interference; s, — voltage of

signal; a) case of the recelver overloaded
by interference; b) case when the receiver
is overloaded by interference (but w.>s, ).
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Fig. 2.7. Suppression zones by ac-
tive jamming of the radar with a
limited dynamic range of the re-
celiver.

that which is necessary for suppression at the assigned suppression
ratio Ra
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Therefore, in the interval of ranges D,,. and Ds, the receiver
will not be suppressed. However, starting from range Dyy and up to
zero ranges, it again will be suppressed but owing to the overload
of the receiver-indicator device. 1In principle there can be the case

when Dgy2>D,

- and then the effectiveness of interferences at short

ranges will be greater than at large ranges.

At present in radar measures are taken to weaken the action of
strong interferences (limitation, instantaneous automatic gain control
[AGC], etc., [20]), and therefore in the determination of minimum
range of suppression Dgwmww one should not count on the effect of
overload of the receiving device of the radar. '

Region of Ambiquity

The concept "suppression zone" pertains to one radar. It is
introduced for estimating the action of active jamming in statics.
In reality in the overcoming of antiaircraft defense, information on
target position data enters into control centers of (guidance) from
several radar located 1in different places. Information about targets
and jammers in centers of control 1s processed, and data of one radar
are supplemented and refined with the help of data from other radar.
Therefore, in the dynamics of combat the reglon of the action of
interferences (reglon covered by interferences), in general, will not
correspond to the suppression zone.

For example, if data on coordinates of the jammer (PP) proceed
from two radars (Fig. 2.8), then as a result of thelr comparison
(analysis) one can determine the position of PP with greater accuracy
than in the case of one radar (with two radars the base method of the
measurement of range can be applied).

For each of the two radars we have, accordingly, suppression
zones determined by areas of sectors S1 and 82. A comparison of these
zones, beslides solving the problem of the measurement of range, per-
mits to considerable extent increasing resolving power of the system
of radars under conditions of interferences.
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Fig. 2.8. Region of ambiquity forming
around the jammer.

The accuracy of determining the coordinates of the jammer and
aircraft covered by it depends on the magnitude of sectors Sl’ S2 and
magnitude of delay in the entering of information from different
radars. In the analysis of data from two radars the accuracy of
determining the coordinates of PP will be increased, but nevertheless
Wwill remain smaller than in the case of operating without inter-
ferences. Thus, the presence of interferences leads to the formation
around the jammer of a certain region 8, called the region of
ambiquity. The dimensions of it are determined by the resolving power
and accuracy of the radar system under conditions of interferences.

It is obvious that with several radars
S.<Sl. 33. . -:. s.o

In a particular case of one radar the region of ambiquity
coincides with the suppresslion zone, i.e.,

\S."‘So

Dimensions of reglons of ambiquity very approximately (neglecting
the delay) can be found with the help of formulas (2.6), (2.8) and
curves shown in Fig. 2.4, 2.5 and 2.7. By knowing the dimensions of
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regicns of ambiquity and the character of their change with time, it
is possible to solve certain jamming problems:
— determine the minimum ranges of suppression;

— find safe sectlons of the route in the zone of antiaircraft
defense;

— calculate the orders of forces and means of jamming necessary
for the suppression of a given radar system.

2.2. Continuous Noise Interferences

Radars operating in conditions of scanning, in principle, can
be created:

— continuous noise interferences,
— pulse 1interferences.

Figure 2.9 shows the approximate form of radar screens in the
case of the action on them of noise and pulse interferences.

Fig. 2.9. Form of plan posi-
tion indicator [PPI] of radar
with the influence active jam-
ming: a) weak continuous noise
interferences; b) interference
of average intensity; c¢) strong
interferences; d) action of con-
tinuous noise and pulse inter-
ferences.

95




- EEETE D3 = ST ST s o2 Ta s A P Sy e R e g . .28

Figure 2.9a corresponds to the influence of weak continuous
nolse interference on radar. The presence of several bright rays
on the screen s explalned by the influence of active jamming on
lateral lobes of the antenna radiation pattern of the given radar.

An increase 1in power of the interference at the input of the
recelver leads to the expansion of lighted sectors (Fig. 2.9b). Very
intense interferences lead to an overload of indicator, as a result
of which almost the whole screen of the radar indicator is lighted
(Fig. 2.9c). Within 1limits of the lighted sectors quite powerful
interference signals exclude the possibility of radar observation
of targets.

A direct result of the action of continuous noise interferences
Is the camouflage of useful signals in a certain solid angle and
corresponding range interval. Due to this the resolving power
conslderably worsens, and the accuracy of determining the direction
toward the target decreases. Measurement of range with the help of
radar can in general be excluded over a prolonged time.

Noise interference signals are the most universal among the
interference signals known to the present time. They provide the
fundamental posslibility camouflaging useful signals of any structure
and form. If the interference signal constitutes white Gaussian
noise, then the probability of correct detection of the useful signal
in rolses at the output of the optimum receiver is determined only
by the ratio of energy slignal E to the spectral density of noise G
and does not depend on the form of the signal. Moreover, as the
theory of the detection of signals in noises shows, the threshold
relationship (E/G)nep, Whuch corresponds to the assigned probability
of detection with a certain probability of a false alarh, does not
depend on the realized method of optimum processing of the slgnal.
Therefore, to create effective nolse interferences it is necessary
and sufficient to provide only the definite value of the ratio E/G,
which corresponds to the permissible value (with respect to conditions
of the overcoming of antiaircraft defense PVO) of the probability of
correct detection of the useful signal in nolses and the assigned
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probability of a false alarm.

The coefficient of nolse suppression by the interference signal
of pulse radar, operating in scan conditions stands for such a value
of the ratio of power of the interference signal Py within limits of
the passband of the linear part Afsmp to the puwer of the useful signal
P, at the input of the optimum receiver at which the probability of
correct detection of the train of n pulses 1s equal to D = 0.5 with
the probability of a false alarm @, = 1072,

In this case the optimum receiver in the sense of Neumann-Pearson
is considered, which provides the greatest probability of correct
detection D at the assigned probability of a false alarm QO. This
receiver, in the case of incoherent high-frequency pulses of trains
is constructed according to the following block diagram:

— linear part of the recelver, which is the optimum filter for
each pulse of the train;

— linear detector;

— post-detector pulse integrator.

The optimum receiver of incoherent high-frequency pulses 1n
practice is realized in the form of a standard superheterodyne
receiver with a plan position indicator as the integrator (indicator
with afterglow).

The theory of detection determines the dependence of the proba-
bility of correct detection D on the ratio of the power of the signal

to the power of the noise interference q=‘/£i—3 and on the number of

pulses n in-.a train with the assigned probability of a false alarm.!

1The value of the probability of a false alarm in certaln cases
can vary in comparatively wide limits. Thus, for example, with a

change in the probability of the false alarm of lO6 times, the signal-
to-noise ratio corresponding to the probability of correct detection
equal to 0.5, changes a total of 1.4-1.5 times.




These dependences for useful signals with a constant amplitude
are deplcted in Fie, 2.10a. If detection of a fluctuating signal is

produced, then it 1s possible to use the characteristic of detection
given in Fig. 2.10b.
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Fig. 2.10. Characteristics of detection: a)
deterministic signal; b) fluctuating signal.

Let us asslign Q0 = 10'5, then the value D = 0.5 1s ensured if

V=4 - (2.9)
where
= v 'i'g V’.EF;/F.)"' (2.10)

From (2.9) and (2.10) the formula for the suppression ratio 1is
easily obtained by the noise interference signal of pulse radar
operating in scan conditions

n
ky =g (2.11)

Let us express the suppression ratio kg in terms of parameters

of the radar: the pulse repetition frequency width of beams of antenna

radiation pattern and speed of rotation of the antenna of the sup-
pressed radar.

The number of pulses n in the train is determined by the irradia-
tion time of the target in one scanning cycle and the pulse repetition
frequency

n== togaFy, (2.12)
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where fosn — irradiation time of the target; Fuw - pulse repetition
frequency. '

Let us find the irradiation time

foga= .'.',_ (2.13)

where 60 5 ~ half-pcwer width of the antenna radiation pattern
of the suppressed radar; N — number of revolutions of the antenna
per minute.

Taking into account (2.12) and (2.13), from (2.11) we will
obtain the desired expression for the suppression ratio l@:

kl=' Jﬁ-bi—;- » (2.14)

Formula (2.14) 1is obtained on the assumption that the beam of
the radar antenna scans only in azimuth and that the interference
signal constitutes white Gaussian noise.

White Gaussian nolse possesses the greatest camouflaging
properties among other random interference signals of assigned power.
The real nolse interference signals, created with the help of jamming
transmitters, according to statistical and spectral characteristics
differ from white Gaussian noise in virtue of which they yleld to
it with respect to camouflaging possibilities.

As was already noted earlier, the measure of camouflaging ability
of nolse can serve as its entropy or entropy power.

Prior to detectlon of the target 1s the a priori uncertainty.
The a priorl target with a certain probability P1 can appear in each
i-th elementary volume (pulse volume) of space serviceable by a
certain radar. Designating by Ai the event consisting in the appear-
ance of a target in the i-th elementary volume, it is possibie teo
compose a probabillistic scheme A, which considers the a priori ine
formation about the target
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A.oo..A‘ oooA
A=|"" U UL 2.1
(P"ooo.P‘.oco.P.). ( 5)

iiiﬁ==l.

i =)

The quantitative measure of uncertainty given by the probabilistic

scheme 135 entropy, which is determined by the well-known formula:

HA)==Y P.IgP:.

{w=l

If radar operated 1in the 3absence of interferenc: s, then as a
result of the processing of signals arcepted for the cycle (or
several cycles) of the scanning the a priori uncertainity would be
cohpletely removed, which corresponds to the equality to zero of the
a posteriori uncertainty H(B). In this case after the experiment
we would obtain exhausting information about the distribution of
targets in the serviced space and thelr coordinates. The quantity
of information obtained as a result of the receptisn of signals is
estimated by the qu.ntity of information which in this case 1s equal

to
i=H(A),

With the creation of interferences to radars after reception of
the signals and their processing, the uncertainty is not completely
removed. In the first approximation entropy, which corresponds to
the a posterliori uncertainty, is equal to the entropy of the actuating
noise interrereqce signal fﬂ,. Therefore, under conditions of the
action of interferences the quantity of information obtainea by radar
is equal to . ‘

ls”(‘)—”l.
Thus, the quantity of information obtained by the enemy from the
given radar can be decreased owling to the ilncrease 1n the entropy of
the interference signal.

Let us consider several examples of the calculation of entropy
of the interference signals.
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We will consider that the random veriable X is assigned by the
one-dimensional density of the probability distribution p(x). The

ertropy of this random variabie can be recorded 1n the form
: [ J

H(X)=— S p(x)iog p(r)dx. (2.16)

. . -0 . .

In real conditions thc noise created by appropriate devices
has limitations both in maximum accessible values and in turms of
average power (dispersion).

Let us set the prcblem to detect for nolse interference sigials,
which are represented by one-dimensionil distributions and having
an identical limitation for all signals with respect to maximum
cvershoots or average power, such laws of distribution p(x) to which
maximum entropy corresponds (2.16). Let us note that the given .
problem pertains to the class of the so-called 1soperimetric problems
of calculus of varlations, which are formulated in the following
wéy: among all clused curves with an assigned perimeter find the one
which covers the greatest area. The given formulation corresponds to
the following analytic recording [21].

~

Let us assume that thore 1s assigned integral functional
b o
‘V=SI-‘(x.p)dx. (2.17)
e

where p - a certain desired function of x.

Let us assume that m limltations, superposed on the variable x
and function p are alsn assigned

[ 4 .
S9|(x.P)d‘=c|.
3 C '
‘S,l(x'p)dx= fn (2.18)

‘_-.
{ #m(x, Va2 =Cn,
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whepre ¢], oy ¢m - certaln ascigned functlons.

It 1s vequired te find such functlon p(x) which provides the
maximum of functional (2.17), taking into account limitations imposed
by conditions (2.1v).

The given problem in a certain meaning is analogous to the
proolem fur detecting the conditional) extremum. Its solutlion can be ‘

obtainea with the help of the indefinlte Lagrange multipliers.

The maximum of the functional 1s reached for such p(x) which
provide conversion into zero of the following linear combination:

g:_+z,%+1,%+...+z,g;.=o, (2.19)

wheve Al, A2, o oI xm — indef!nite Lagrange multipliers.
In examined conditions the functlonal is an integral representa-

tion of entropy (2.16). The system of conditions {2.18) is determined

by limitations impcsed upon noilse.

Let us examine the case when noises are limited identicaily

from above and from below, i.e., —UsQxQUs, and can be represented
by a one-dimensional distribution. The entropy of the random variable

X 1s equal to

(/)
H(X)=— ip(x) In p(x)dx.
C =Ve
In all one limitation imposed on p and x 1s

v
f p(x)ds=ml, (2.20)
=y

Let us find functior p(x), providing the maximum H(x).

¢

Tt 1is easy to see that for this problem it is possible to write

F(x,p)=—p(x)lap(x),
P(x p)=p. -
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Then equation (2.19) willl take the form

Inp(x)=ai,—1
or . .
p(x)=eM=t (2.21)
Consequently .
Uy
~fe“"'dxﬂ-l (2.22)
)
or -
2"V, =1. (2.23)

Substituting (2.21) into (2.23), we obtain

P(£)2U0=l-
Hence

P=—g- (2.24)

Thus, of all the noises limited from above and from oelow represented
by one-dimensional distribution, the one for whleh the lensity of the
probability distribution is uniform has the maximum entropy. The

‘value of the entropy of such noise is equal to

Ha(X)=—Ipg-ein, (2.25)

In the second example let us define the law of distribution of
the one-dimerisional random variable providing the maximum of entropy
of nolse represented by this distribution and limited in average
power (dispébsion). The maximized functional will be recorded in the

following way:
, [ J
H(X)= — I p(x)In p(x)dx.
-l

The system of limitations has the form

103




‘.p (x)dx=0",

‘t—wi &u—ae

plx)dx=1.

It is obvious that
=P (x)o = x.p (x).

- e @ -~ e - a9

> ST S SEOE S R
Fulfilling transformations analogous to tho®e mcde abDove, we
obtain
xt

P(x)=ﬂ';. e_w.

Consequently, with the limitation on average power the best noise
will be Gaussian noise.

The entropy of the random variable distributed according to the
normal law is equal to

HalX)=1nV Tres',

In reay conditions the noise voltage inhcrently both in average
power and in terms of maximum overshoots, in virtue of which the
optimum distribution will differ both from the uniform and from the
Gaussian [22].

Examinea above were examples of dct-cting laws of distributicn
giving maximum entropy in the class c¢f random procesces completely
described hy the one-dimensional density of distribution. The real
interference signal is determined by the assigiment of multiaimensional
densities of the probability of distribution.

The noise, which has limited width of the spectrum Fg and limited
duration in time 1, can be in accordance with Kotel'nikov's theorem
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simply determined with the help of the fi.ite number of values equal
to 2TFg. If the components of noise (random variables), alternating
through time i%:' are 1ndependent random quantities (the correlation

between them 1s absent), then the entropy of such a process is defined
as the sum of the entroplcs of all 2TF,; random variables, i.e.,

; s,
”: —_ z ”.‘.
=} . |

The stationary noise has ldentlcal dispersion for all 2F,T components, i
and therefore for it i i

Hy=2TFgH,.

If the noise is Gaussian, then

H,=2TF,In j/Tesb. |

The results obtalned make 1t possible to estimate quantitatively !
the masking properties cf different nolses. For this purpose it is

expeulent to use these concepts: entropy power and noise factor. ]

| The entropy power of noise with band Fy and duration T means the
power of white Gaussian nolse Pn, with the same band and duration,
the entropy of which equals the entropy of the examined noise:

H, =2TFaH'y,
where H's — entropy on one degree of freedom of real noise.
In accordance with the determination, the entropy power of the

real noilse can be fourd if its entropy 1s equated to the entropy of
| Gaussian neise

H, =2