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FORFWORD

The dynamics of social change are of prime concern for many social scientists. However,
in the desire to understand the broad characteristics and societal impact of revolutionary move-
ments, we often neglect the study of the human element involved in them.

Those ideologists who write revolutionary dogma or those who report the history of great
revolutions speak of the masses as if they were a living being. But what of the individuals that
make up the mass? What are the wanta and aspirations that lead individuals to join, to remain
in. or to leave these underground movements ? How are law-abiding citizens tempted to the
dangerous life of the underground? And, oncecommitted, what influences them to stay ? What
rules of behavior and decision enable them to survive such a hazardous existence ?

To understand the individual, his motivations, his behavior, and the pressures that society
places upon him is at the heart of the problem of sccial change. The battleground of insurgency
has been described as the Learts and minds of men. There the understanding of the human
¢lement is basic to understanding the dvnamics of gocial change.

The information synthesized in this report is but an initial step in the attempt to understand
the motivation and behavior of those in underground and insurgent movements.

Comments of readers are most welcome.

Theodore R. Vallance
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PRLFACE

Human Factors Considerations of Undergrounds in Insurgencies is the second product of

SORO research on undergrounds, The first, Undergrounds in Insurgent, Revolutionary, and

Resistance Warfare, was a generalized description of the organization and operations of under-

ground movements, with seven illustrative cases. The present study provides more detailed
information, with special attention to human motivation and behavior, the relation between the
organizational structure of the underground and the total insurgent movement, and Communist-
dominated insurgencies.

Because an understanding of the general nature of undergrounds is necessary to more de-
tailed considerations, some of the information from the earlier study of undergrounds has been
included in this report. Wherever possible, material from insurgency situations since World
War II has been used. Occasionally. however, it was neceasary to use information from .
studies of World War II underground movements in order to fill gaps about certain operations.

In the methadological approach it was assumed that confidence could be placed in the con~
clusions if data on underground operations and missions and similar data could be found in other
insurgencies. An attempt was made to base conclusions on empirical information and actual
accounts rather than theoretical discussions, and upon data from two or more insurgencies. An
effort was made to find internal consistencies within the information sources. JFor example, if
units were organized and trained to use coercive techniques for recruiting, and defectors
described having been recruited in this manner, the conclusion that people were coerced into
the movement can be made. Because of this approach there is a good deal of redundancy within
and among the various chapters, *

While the main emphasis in this report has been on underground organization, many char-
acteristics can be understood only in relation to overt portions of the subversive organization,
‘Therefore, discussions of guerrilla forces, the visible outgrowth of undergrounds, and of
Communist structures, which often inspire, instigate, and support subversive undergrounds,
have been included, The report is designed to provide the military user with a text to com-
plement existing training materials and manuals in counterinsurgency and unconventional war-
fare, and to provide helpful background information for the formulation of counterinsurgency
policy and doctrine. As such, it should be particularly useful for training courses related to
the counterinsurgency mission.

The authers wish to express thanks to a number of persons whose expertise and advice as-

sisted substantially in ihe preparation of this report. My, Slavko N. Bjelajac, Director of

T Sce Appendix A for the methodology used in this study.



Special Operations fur the Office of the Deputy Chiel of Statl for Operations . Departnent of the
Army, on the basis of his perscnal expericences and special interest jin the study ol vnderproand
movements. contribated guidelines and concepts to the study .

Four men reviewed the entire report: Dr, George K. Tanham, special Assistant to the
President of the RAND Corporation of Santa Monica, California, made many helpful sugpestions
based upon his firsthand experiences and study of Communist insurgency: Dr. Jua. Sarshi.
Prolessor of Government ai uyeorgetown University. Washington, D, C. . whose personnl ex-
perience as a former underground worker is combined with a talent for thorough, constructive
criticism, also helped the final manuscript; Dr, Ralph Sanders of the staff of the Industrial
College of the Armed Forces. Washington. D.C. . oftered u caretul and usetul ciiiinue of the
manuscri -« and helpful suggestions; Lt, Col. Arthur J. Halligan of the U. 5. Army Intelligence
Schoo!, Fort llolahird, Maryland, provided valuable suggestions based upon his experience in
Vietnam,

Within SORO. Dr. Alexander Askerasy. Brig. Gen. Frederick Munson (Ret.), Mr, Phillip
Thienel. Mr. Adrian Jones, Dr. Michael Conley, Mrs, Virginia Hunter. and Mrs. Edith Spain

contributed to the end product,
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PURPOSE

The objective of this study is to describe, on the basis of existing empirical information and )
current state of Kinowledge, the organizational, motivational, and behavioral characteristics of
undergrounds (0 insurgent movements and to relate these characieristics to the total revolution-
ary structure, tission, and operations,

Particular einphasis has been placed on:

1) Describing underground organizations and relating them to the total insurgent
organization.

{2) Describing Communist uses of undergrounds and their role in Communist-
dominated insurgencies.

(3} Summarizing descriptive and ¢mpirical information on motives for joining.
staying in, and defecting from underground organizations.

(4} Describing certain underground administrative, psycholegical, and para-

military opcrations, and noting the humian factors which appear to be related to their

success or lailure,

(5} Describing the organization and countermeasures used by governments to

suppress or eliminate undergrounds.

SYNOPSIS

FART 1. ORGANIZATION

The structure of an insurgent or revolutionary movement consists of a relatively small
visible element (the guerrilla force) which is organized to perform overt armed operations, and
a much larger clandestine, covert force (the underground). Tle underground catries on the
vital cetivities of infiltration and political subversion; it establishes and operates shudow gov-
crnments; and it acts as a support organization for the guerrillas.

An insurgent or revolutionary movement is defined as a subversive, illegal attempt to
weaken, modify, or replace an existing governing authority through the protracted use or
threatened use of force by an organized group of indigenous people outside the established gov-
erning structure.

An "underground" is defined as the clandestine, covert element of the insurgent movement,
In the initial stages of an insurgency, the entire organization functions in a covert m:inner and

is therefore underground. A long, careful preparation is required, with the underground ex-

ploiting dissatisfaction and discontent, to create a structure strong enocugh to support a




specialized organization for armed activity . Eventualle, a dual stmicture s toveaed, one (-
ment conducts overt guerrilla activities while the other, tne underground, continues ite ntiiten-
tion and political subversion, intensifving its shadow-government activities,

The guerrilla organization, when fully developed, is composced al i maobile muin tore:
structured along conventianal military lines, and two paramilitary forces—a regional 1oree and
a Jocal militta—which conduct limited actions and support the main torce. The undergvonnd
arm of the {nsurgent movement is usually pyramidally structured, trom o broad Lase of coells,
through branches, districts, states or provinces. to a national headguarters at the top,

An essential feature of most underground organizations is compartmentalization, designert
to protect the organization's security. The cellular structure follows the underground “tail -
safe" principle: if one element fails, the consequences to the whole organization will be mini-
mal. The degree of compartmentalization and the number of cells established depend upon the
size of the organization, the degree of popular support given to government forces. and the
relative danger that security forces pose.

Generally, there are three types of underground cells: 1 the operational cell, usually
composed of a leader and a small group of members who operate directly as a unit: 1 the in-
telligence cell, which undertakes espionage. infiltration, and intelligence-gathering actinvities
and is highly compartmentalized, its leader directing his agents through an intermediary: and
3+ the auxiliary cell, composed ol part-time workers. often found in tront groups, There arce
several common arrangements of cells.  Parallel cells are often established to provide backup
support in case primary cells are compromised. Another underground structure consists op @
series of interlocking cells to carry out functions which require a division of labor. such as
manufacturing weapons, acquiring supplies, and providing for escape and evasion. Cell size,
usually 3 to 3 members, varies on the basis of ceil iunction, the activities of the internal
security forces, and the stage of organizalional development.

To show how the organizational structure of undergrounds changes in protracted revolu-
tions, it is useful to categorize phases in the evolution of conflict. The first phase is the

clandestine organization phase in which the underground begins developing such administrative

operations as recruiting, training cadres. infiltraiing kev government organizations and civil
groups, establishing escape-and-evasion nets, soliciting funds. establishing sate areas, and
developing external support. During this phase, cell size is kept small and the organization i~
highly compartmentalized.

The second phase is marked by a subversive and psychological offensive in which the under-

ground employs a variety of techniques of subversion and psychological operativns designed to
add as many members as possible. Covert underground agents in mass organizations call tor

demonstrations and, with the aid cf agitators, turn peaceful demonstrations into riots. Opera-

tional terror cells carry out selective threats and assassinations,




In the third or expansion phase the organization is further expanded and mass support and

involvement are erystallized.  Front organizations and auxiliary cells are created to accommo-

date and screen new members.

During the militarization phase overt guerrilla forces are created. Guerrilla strategy
usually follows 1 three-stage evolution. In the first stage, when guerrillas are considerably
outnumbered by security forces, small guerrilla units concentrate on harassment tactics aimed
at forcing the government to overextend its defense activity. The second stage begins when
government forces are compelled to defend installations and territory with substantially larger
forces. The third stage marks the beginning of the full guerrilla offensive of creating and ex-
tending "liberated areas. " During all of these stages the underground acts as the supply arm of
the guerrillas, in addition to carrying out propaganda, terrorist, sabotage, and other sub-
versive activities,  Crude factories are set up by the underground and raids are conducted to
obtain supplies and weapons. Caches are maintained throughout the country and a transporta-
tion system is established. TFinances are collected or a national and international basis. Clan-
destine radio broadeasts, newspapers, and pamphilets carry on the psychological offensive.

The underground cortinues to improve its intelligence and escape-and-evasion nets.

In the fitth or consolidation phase the underground creates shadow government.,
Schools, courts, aad other institutions are established to influence men's minds and control
their actiong, and covert surveillance systems are improved to ensure positive control over the
populace.

Although there are gencral similarities in the organization and development of all under-
ground movements, the Communists have added important refinements to the strategy of revo-
lutionary warfare, With the establishment ot the Comintern, an international dimension was
adderd to organization for subversion,

Since the days of Lenin, the Communists have stressed that svccessful revolutions must be
led by professional Communist elites. Cons. quently, the party structure remains the con-
trolling force throughout the insurgency, expanding and reorganizing as necessary.

Typically. the Communist Party has both open and covert organizations, based on cells and
performing in a conspiratorial manner. The lower bodies of the party select representatives to
serve on higher committees until, at the top, a central committee is formed. In turn, all lower
commititees are responsible for carrying out the decisions of the higher ones. In theory, each
proposal is discussed at the lower levels of the party and representatives pass the decisions to
hizher levels until a final decision is made at the top. In practice, decisions generally flow
from top to the bottom, with the lower levels permitted pro forma discussion of the decisions.
Also in theory, the party 1s organized on the principle of collective leadership with zli decisions
wreed upon by the nijority of officers at any particular committee level. In practice, how-
cever, it funetions in a highlyv centralized manner, with all authority and command decisions

coming trom the top,




Institutionalized criticism and self-criticism sessions are characteristic of Communist
crganizations. The criticism sessions increase the efficiency of the party by subjecting its op-
erations to constant review and revision, and by leading to normative behavior among its
members.

Operating through mass organizations and "united fronts.'' Communists have found that a
small group of highly disciplined individuals can achieve maximu:n effectiveness. The objec-
tive in infiltrating organizations with a mass character is to aeutralize agencies which support
the government, justify the insurgent cause, and mobilize mass gupport. In a united front, the
Communists seek to consolidate and unite forces of discontent against the government, as well
as to gain access to and control of groups not identified with the Communist position. The
Communis’s have utilized the united front technique in most insurgencies, forming alliances
with other political groups by ofiering *iiem the organizational support of the Communist Party.

Front groups are used when the Communists are unable to infiltrate existing organizations
or unite them in a mass front. These organizations usually espouse some worthy cause in
order to get the support of respectable citizens, but the leadership remains firmly in the hands
of the Communists.

The transition from a peacetime clandestine underground organization into a "national
liberation' movement carrying on protracted revolutionary warfare involves a number of major
organizational modifications. A dual structure of underground and guerrilla arms is set up, in
which the Communists maintain interlocking positions of leadership.

One of the significant functions of the Communist underground is the establishment of
nshadow governments. ' Usually initiated in towns and villages, shadow governments attempt
to subvert government conirol at all levels, particularly at the grassroots level. New political
instituiions, instruments of control, and symbols of authority are created. Population control
is maintained through multiple organizational membership and techniques of agitation and
propaganda. Instruments of social force, such as courts and law enforcement agencies, are

also used to coerce the doubters,
PART II. MOTIVATION AND BEHAVIOR

vVarious environmental factors are cited as having a relationship to the "causes" of insur-
gency. It has been suggested that a nation's stage of economic development, rural-urban com-
position, rate of illiteracy, or educational level, affect the occurrence, 1f not the outcome. of
an insurgency. However, in a review of 24 jnsurgencies since 1946, it was found that none of
these factors was related to either the outbreak or the outcome of insurgency. Fer instance. a
country's relative stage of economic advancement, as measured by its gross national product

per capita. had little relationship to the occurrance or the suceess or failure of insurgency.

xii
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While cconomic factors may be important in the context of local or regional situations, the
gross national product is not 2 predictive indicator of incipient insurgency.
Insurgency involves only a small minority of & country's population as active participants

anct can be described as a low-intencity conflict. Most of the participants are members of the

underground and perform their normal functions within the society along with their clandestine,
covert activites. A number of characteristics of insurgency members have been identified.

Not =urprisingly., men have been found to constitute the majority of both the underground and
guerrilla organizations, although women have been active in both organizations, especially in
the uaderground.  Doth in age and occupation, members reflect the general makeup of the
(:ountry.

The mctivation for joining an underground movement is typically complex. Usually, per-
sons join because of a combination of interrclated factors, most frequently personal and situa-
tional in nature. Ideologicnl or political reasons seem to have inspired only a small percentage,
and propaganda promises appear to have had little effect. Although coercion alone is nnly a
small factor, coercion coupled with other positive incentives are significant factors. Govern-
nent persecution, real or imagined, also leads people to join the insurgents.

An insurgent's motives for remaining in the underground seem often to be quite different
from his motives for joining. Ile develops loyalties toward friends and comrades, or may be
influenced by indoctrination and other propaganda. Close surveillance and threats of retaliation
otten make it diffieult to withdraw from the movement or to defect to the government forces,
simple inertia may leep him in the movement,

An insurgent may withdraw either by ceasing to participate in the movement or hy defecting
to the government side. Once he is disaffected he secks the easiest and safest avenue of escape.
It circumstances are such that he can simply leave, he is likely to do that. If the possibility of
defecting arises first and it is relatively easy and safe. he may defect., Insofar as the guerrilla
part of the movement is concerned. situational and personal factors are more often involved
than ideological ones in a decision to withdraw or defect. Once the individual is disaffected, he
vsually hegins te rationalize and finds many {laws in the goals, organization, or individuals in-
volved in the movement, Government appeals and otfers of rehabilitation programs, when
known, tead to e an influencing lactor in defection,

Ideology is an important factor in unilving the many divergent interests and goals among an
eaderground movement’s membership,  As a common set of interrelated beliefs, values, and
norms. ideology is used to manipulate and influence the behavior of individuals within the group,
Ideology also offers a way for individuals to reduce the ambiguity and uncertainty in their social
and physical environment and wive meaning and organization to unexplained events.

“Grour membership serves to 2ntisfv several types of individual needs: patriotism, the

sense of "helenging, ' recognition. and enhancement of sclf-estecem. Strorg organizational ties
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protect an individual from external threats and offer him an opportunity to achieve economic or
political goals not otherwise attainable. Group membership does a great deal to condition and
mold an individual's behavior. For example, group membership in an underground provides a
. set of standards, so that an {ndividual always knows implicitly what is right or wrong, what can
or cannot he done. Underground membership structures and narrows an individual's exposure
to perception of his environment. Because his view of life, of events. and of news is colorud
by his feelings and behavior, group organization also conditions attitudes and perceptions.

A variety of factors affect the degree of influence underground membership exercises over
individuals. Smali cells or working groups exercise more effective control than large ones.
Frequency of meetings and length of membership affect the development of intimate relation-
ships. The more highly structured the underground and the more clearly defined the relation-
ships and duties, the greater the influence exerted.

Underground movements have been described as "'normative-coercive’ organizations, em-
ploying both persuasive group pressures and overt ccercion. They are normative in that in-
stitutional norms and mores secure behavioral conformity to certain rules and group membership
satisfies certain individual needs and desires. However, coercive power is applied through the
threat or application cf physical sanctions, or through the deprivation of certain satisfactions.

The Communists, through emphasis on ideology. democratic centralism, criticism and
self-criticism techniques, the committee system and the cell struc have created a high
degree of cohesiveness. Furthermore, their techniques seem to v 2ffective in providing in-
formational feedback to the leadership. The criticism -self-criticism sessions particularly
serve to reinforce those normative patterns of behavior established during indoctrination.

Clandestine ana covert behavior is an important feature of underground practice. By es-

tablishing behavior patterns that avoid drawing attention to the undeiground movement, the
underground organization is protected from detection. By appearing normal and inconspicuous,
the underground member makes it difficult for security forces and other citizens to detect his
membership in a subversive organization,

Clandestine behavior consists of actions in which the underground member endeavors to
conceal his involvement. Covert behavior attempts to conceal and cover underground activities
from observation. \Various techniques have been employed by the underground to achieve se-
crecy. Organizational practices. such as cellular structures, false fronts. and false records
and communications, disguise underground operations. Certain covert communication practices
such as disguised couriers, mail-drops. and various signals are also used. Members of the
underground also capitalize upon customs and norms which people accept without question, or
play upon human susceptibility to authority or suggestion, to effectively disguise their operatiuns

and evade police interierence.



PART IH., ADMINISTRATIVE OPFRATIONS

Fifective underground administrative operaticns are essential for the survival and expan-
sion of an insurgent movement; unless its recruitment, training, and financial needs are serv-
iced. it can neither function nor grow. Operatingin a potentially or actually hostile ¢nvironment,
underground organizations face the requirement of balancing the need ior cautious, normal ad-
ministrative functions against the risks and vulnerabilities that inevitably accompany any ag-
gressive action. To achieve this, underground leaders must adapt administrative techniques to
the changing, but always risky. situations of insurgency.

In underground recruitment, for ¢xample, the means as well as the kind of individual re-
cruited depend upon the movement's stage of development and the political-military situation,
During the carly phase, primary attention is given to selecting a well-disciplined cadre. The
essential need is for tight security: hence, recruitment is highly selective and recruits are
thoroughly screened. Various tests and oaths are required of recruits to commit them to the
movement and confirm their reliability. In later phases, as the insurgency gains in organiza-
tional sophistication, emphasis {s placed on expanding the size of the multiple elements of the
movement and increasing its mass support from outside. Through either persuasion or coer-
cion, the original underground organization attempts to create a parallel mass organization.
Persuasion comes through propaganda or programs to assist the people, such as helping vil-
lagers harvest the crops. huild schools, etc. Once a feeling of indebtedness is created, the
underground asks for help in return and may recruit or 'draft” men. Coercion may vary ‘rom
simple "'armed invitation” to the impressment of "volunteers.' Indirect techniques of mass
recruitment include group pressure and suggestion. Other methods, such as alienating or
compromising an individual vis-h-vis the government so that he has no other alternative but to
join or support the underground, are also used. The use of indigenous "keymen" within a town
or an organization is another effective underground technique. Appeals to join the underground
capitalize upon the love of power, pressure from friends, anticipation of future rewards,
Latved, or deology and patriotism.

The training ot special underground cadres is an essential corollary to recruitment. The
undergreaiind seeks to maximize its effectiveness by preparing recruits in techniques of clan-
destine hehavior, agitation, subversive activities. ferror, sabotage, intelligence methods, and
guerr’la wartare. Indeed, manv undeiground moveraents have established special schools to
give recruits both practical and ideological training. The international Communist movement
has lung stressed the essential role of training, and its schools—from the Moscow Lenin School

of the 1920's t¢ the Castro-Cuban training camps of the 1960's —provide some of the Lest ex-

amples of cducation tailored to support subversion. They have soug:t not only to prepare




trainees in the art of underground and guerrilla tactics, but to imbue them with a sense of

dedication and ideological purpose to ensure their carrying out directives even when the leader-

ship has uno direct control. To support this kind of training. literature such as Lenin's “What
Is To Be Done 7" or Mao Tse-tung's writings are used because they provide mn essentinl link
between the practical and the ideological.

Underground finance is another essentinl element of ingurgent administrative operations,
The underground may tap external sources, such as foreign governments or (raternal groups,
or they may raise funds within their own country. They may persuade people 1o vive volunary
contributions, or they may make legal or illegal sales oi goods. If voluntary sourees arc in-
adequate, the underground frequently resorts to coercive methods, such as ioobeoes, extor-
tion, or, in areas they control. imposition of taxes. Peoule contrilute to the nnderaround for
a variety of reasons: ideological allegiance to the cause, social pressure. present or luture

protection, chance of personal gain, or a desire to be on the winning sidc.
PART IV, PSYCHOLOGICAL OPERATIONS

In an insurgency, neither victory nor warfare can he conceived solelv i miliiary terms,
Few insurgencies have been won or lost by large, decisive military battles. isually some
combination of military, political. and social means is used. Much of the i, 28 teverage in-
volved in favorable settlements is derived {rom effective underground pau  polosicn eperstions,
Through the techniques of psychological operations the underground attumis to prodace it
social-political climate favorable to its control. To the underground. and rspeciniy the Cow-
munist underground, influencing opinions and attitudes is not an cnd in itsclf, hat ameans to
enhance their organizational work among broad elements of society. Tavorsble attitudes and
good intentions alone do not create revolutions: organization is necessary o, ctlective scetion.

Propaganda and agitation (in Communist jargon called "agitprop) arc the principal forms

of underground psychological operations, Propagandists and agitators identity their appeals
with society's recognized values so as 10 entiv e those who e ept thene 070 HIGAREI
accept the underground. The tools of the underground propagandist inclucde mor (e Witiques of
the mass media—newspapers, leaflets, radio~and also stress word-of-mouth ~onmmunication,
It is here that the agitator in Communist movements plays a central role: it s his task 1o
overcome the inevitable barriers in communication and to sece that the mossaee o nches the
target audience in a credihle and meaningful form. Appeals are usually cntionn! and may
take the form of threats. They are directed at self-interest and preiudice,  The ogitator must
not only convince his audience but must convert attitudes into mass action. disbyasce compla-
cency, and intensify dissatisfaction, He encourages his audience to respond and provide leed-

back, and uses group beliefs, valucs and norms to win support through social pressure.,

Vi



To further alicnate or crystallize public opinion against a government, the underground

mayv advocate and organice passive resistance. Passive resistance implies a large, unarmed

group whose activities capitalize upon existing social norms in order to provoke action by gov-
crnment security forees that will serve 1o alicnate lorge segments ol public opinion. The pas-
sive resister secks to persuade the populace to withdraw its support and cooperation from a
government: his weapon in this persuasion is 1as ability to suffer—to martyr himself—and
demonstrate hy his sufiering that the government is tyrannical and unfit.

Pussive resistance takes various forms and employs various nonviolent techniques, It
may use attention-getting devices such as demonstrations. mass meetings, picketing, or, at
another level, techniqjues of noncooperation such as absenteeism, and civil disobedience, It is
difficult {or sccurity forces to cffectively control passive resisters. The effectiveness of pas-
sive resistance, particularly civil disoi-cdicnec, rests on securing widespread compliance, In
gaining this popular support. passive resistance provides strong sociud ¢ e reion o intluence the
undecided or uncommitted to join the underground movement.

The underground. however. seldom relies solelv on ihe attvactivencess of its appeals or on
the persuastvencss ol its goals. When other technigues of psychologicui operations fail, it
brings coercive means to hear. Terrorism represents a strong negative sanction to ensure that
recalcitrant individuals comply with the underground's demands. Terrorism is used to support
other underground cfforts such as propuganda and agitation, and is always used with an under-
standing of its psychological cffects and potential,

Terror may hest be deseribed as a state of mind that varies in eifect and degree aniong in-
dividuals. It captures the attention of the individual and makes him aware of and vulnerable to
the terrorists’ demands.  The utility of terrorism for an underground movement is multifarious:
it may be used to disrupt government control of the population; it mayv demonstrate underground
strengthi and attract popular support: it may suppress cooperation with the government by
"collaborators': and may be used to protect the security of the clandestine organization.

Three types ol terrorism can be distinguished: unorganized, suppor.. and specialized. In
spite of rules azainst unsanctioned acets ~f ferror, they do occ:ir,  These acts are unorganized
and arce conmmitted by groups or individuals during underground operations. Support groups,
however. are sanctioned to enforce underground directives and threats through the use of
terrorism. For selective targets, specialized terror units made up ot "professionals’ are
cmploved,

Another techinigue used by the underground to alienate the populace {from governments is

the subversive manipulation of crowds. The crowds that participate in civil disturbances are

particularly vulnerable to manipulaiion by a relatively iew underground agitators who direct
them toward ¢motional issues and arouse them against authority. Usually a subversively manip-

ulated civil disturbance e¢volves in four phases: 1) thepre-crowd phase. when the subversive
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elements organize, train, and plan for their action; 2) in the crowd phase. a group largely com-
posed of individuals who have been conditioned ecither by subversive manipulation or other

events is assembled; 3, the civil disturbance phase, when agents maintain ¢maotional excitement,

create martyrs, and focus the riot situation: and 4) the post-disturbance phase, when the emo-

tions aroused are capitalized upon by calling strikes, spreading violence, or creating
united front parties and pressure groups.

In the subversive manipulation of crowds. as when dealing in propaganda, agitation, pas-
sive resistance, and terrorism, psychological operations are concerned not only with the
"objective' world about an individual but with the world as seen by the individual. Although the
""real" world or the "facts' are important in psychological operations, what matters most is
what people believe and can be made to believe. The intent of the underground in crowds and
riots is to focus, direct, manipulate, and create beliefs which will cryvstallize support for the

underground.

PART V., PARAMILITARY OPERATIONS |

The underground performs a variety of paramilitary activities. The political and armed
activities of an insurgency overlap both in functior: and in personnel. Usually inferior in
numbers and resources to the government security forces. the underground must uge every
opportunity and capitalize upon every advantage in undertaking paramilitary operations. This
requires careful planning of underground missions involving the development of contingency
plans, rehearsals of the mission in advance, and careful study of enemy vulnerabilities.
Techniques used by undergrounders to exploit vulnerabilities in planning missions include
infiltration, surprise. deception. diversion, and creation of fatigue through continucus
harassment and provocation. \any other factors are also considered by the underground
leaders in planning missions, from situational factors such as the most strategic time of day !
to human factors of enemy morale and confidence.

Adequate intelligence ¢stimates are. of course, prerequisile (o effective planning of under-
ground missions. Intelligence allows underground cperations planners to establish the neces-
sary priorities among encmy targets and to expose, create, and take advantage of security
vulnerabilities. Intelligen~e is also critical in the planning of psychological operations: it
reveals the attitudes, grievances, and specific problems of a target group so that propaganda
themes and agitation slogins may he appropriately tailored. Indeed. one cf the first tasks
facing an underground movement is the establishment of an adequate intelligence network, most
frequently on a cellular hasis. Ulinderground intelligence relies on both reconnaissance and on

the cooperation of the "part-time"” members in towns or villages. The use ol "innocents”—

NVill !
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children. old men. and women~is particularly common in providing intelligence about the
movemert of guvernment security forces.

The most common paramilitary operations are ambushes and raids. Becausc ambushes

involve a surprise attack from a concealed zosition un terrain of the attackers' choosing. theyv
are ns popular and easy to launch as they arc devastating and difficuit to counter. Not sur-
prisingly. the ambush plavs a part in 60 to 70 percent of Communist armed action. Raids and
atbushes are uselul to the underground in acquiring weapons and supplies, harassing and de-
moralizing government forces. delaying or blocking the movement of troops and supplies,
destroying or capturing government personnel or installations, and undermining confidence
among the populace in the power of government. Tactics in 3™bushes and raids stress detailed
inte!lligence reports, caretul planning. and a boldness of imagination that uses the element of
surprise to iis best advartage.

Unless security forces obtain complete intelligence on every move of the underground, it
is largely impossible to prevent ambushes and raids. lHowever, it is possible to forestall or at
leas! lessen the effectiveness of ambushes. Counterambush strategies usually emphasize that:
1} security forces should not follow consistent patterns of movement; 2) reaction of troops must
be swilt and automatic and soldicrs should be trained to "'rush through' an ambush: 3} effective
outside communications should be maintained at all times so that reinforcements mayv be called;
4) ambushers should be aggressively pursued:. and 5) rural activity should be carefully observed
and intelligence strengthened.

Sabotage is another principal underground paramilitary activity having as its objective the
destruction or damage of resources important to the enemny's military effort. In general,

underground sabotage falls into two categories: strategic and general. Sirategic sabotage in-

volves hitling (argets of key importance by specially trained units in carelully planned missions.
General sabotage. on the other hand, is directed at nonstrategic targets with the purpose of en-
couraging similar acts by the populace, as well as hampesing the government in attaining its
military capacity. Such acts serve to propagandize the underground movement's streagth and
prpular support as well as to further couimit the citizenry to its cause,

Essential to the planning of underground paramilitary operations are methods of escape and
evasion. Underground escape-and-evasion networks usually consist of established escape
routes and hideouts—""zafe houses" for temporavy stopover or permanent refuge. Care is taken
to provirde necessary supplies and cover stories for all hideouts. To protect the secrecy of the
escape-and-evasion network. all strangers secking assistance wre carciully screened and in-
terrogated. A system of hidcouts is alro a critical feature ot any underground movement's

cffort 1o infiitrate outside persons into a countryv. such as North Vietnamese agents i='. South

Vietnam. Usuaily such infiltration networks rely upon hideouts in remote. rural areas.




PART VI, GOVERNMENT COUNTLERMEASURES

The most effective countermeasurc is the use of immediate, overpowering force 10 repress
the first signs of insurgency or resistance. Nations with a representative or constitutional
form of government are often restrained from such action by moral, legal, and social consider-
ations, and eften attempt to combat the {irst recognized signs of underground movement through
social, economic, or political reforms. All too frequently, however, these positive programs
fail, either because of the advanced stage of the underground movement. or because of in-
adequate resources or time. A government must then organize for more direct. increasingly
forcelul countermeasures.

As an insurgency gains momentum and government countermeasures move from simple
police action to involvemeul of the armed services, a new centralized command structure is
generally required for effective counterinsurgency action. Care must be taken, however, to
leave area commanders a certain amount of tactical autonomy to permit swift and uggressive
counteraction. Frequently a unified intelligence organization is also established so that in-
telligence information may be processed rapidly and efficiently, with little duplication of effort.
The multiple system of intelligence organization, in which a number ot separate intelligence
groups work simultaneously, has the advantage of heing less vulnerable to compromise by
underground ..filtration than the unified type.

The character of modern underground and guerrilla activity has added a new dimension to
intelligence functioning in counteraction. In countcrinsurgent warfare the enemy is elusive
and targets are transitory. As a consequence, rapid response to intelligence is of erucial im-
portance, Also, the kind of intelligence materials required for action is ditferent. Counter-
insurgency intelligence must provide long-range intelligence on the stable factors in the
insurgent situation, such as demographic factors, nature of the underground organization,
characteristics of those recruited, and the kinds of appeals made, as well as short-run infor-
mation on specific individuals—biographics of underground suspects, their families, contacts—
and on the behavior patterns of the underground. In counterinsurgency much intelligence,
particularly contact intelligence in the rural areas where the underground thrives. is based
upon informants—either paid, voluntary, or infiltrated agents. Cordon-and-scarch operations
have frequently been used in gathering intelligence where the populace does not cooperate for
fear of reprisal irom the undevground. Surveillunce and interrogation provide another source
ol intelligence.

Defection programs have alsc playcd a significant role in the outeome of several counter-

insurgency efforts, The psychological impact of defection on other members ot the underground

is significant and, in addition, defectors may provide considerable intelligence data. Defectors

[

usually decide to defect because of situational fuctors—{rom certain long-range {actors such as
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an estimate of the probable outcome of the insurgency, as well as from such short-range fac-
tors as disigreement with superiors or adverse living conditions. Because many under-
grounders andguerrillas are coerced into joining the movement, or join because of highly specific
grievauces, they can be persuaded to defect if they can be convinced that they will receive good
treatment. At the point of decision, the defector 18 most concerned about the future and fear of
possible Tetaliation. The government's goal should be to communicate with potential defectors,
telling them of safe systems and known procedures for defecting. In organizing defection pro-
grams, a concerted effort imust be made to coordinate paychological operations with other
programs. If the government says that defectors will be given fair treatment and then govern-
ment soldicrs or police shoot or punish men who surrender, confidence in the government's
promises will obviously be diminished,

Population control is an essential feature of counterinsurgency action. It seeks to ac-

complish two different, yet integrally related, countermeasure objectives: to restrict the
movement of the underground and to separate it both physically and psychologically from the
populace. The principal techniques of population control are collective-responsibility tactics,
resettlement and relocation programs, registration requirements, and food controls. In ad-
dition to these more common population-control techniques. the Communists have developed
what has been dubbed the "total societal’’ approach featuring the simultaneous and coordinated
us¢ of social, economic, ideological, and political controls.

The geaeral target for civic action is the vast majority of the populace which does not of-
ficially participate in the insurgency. There are many methods by which the government may
effect civic action programs: it can strengthen the social weltare services to help victims of
the underground, expand public health and educational programs, aid agricultural areas, stimu-
late economic development, and control food prices,

Underground organizations have a number of vulnerabilities which security forces can take
advantage of to destroy the movement. The high degree of compartmentalization makes the
underground organization vulnerable to infiltration. It is also possible for security forces to
play upon e fear of infiltration held by most undergrounders, .t .i . underground can be made
to believe that they have been infiltrated, their immediate response is to increase security
mecasures and reduce their operational activities. The reduction in underground activities
diminishces the effect of the constant pressure of underground terrorism and agitation.

Since underground communications are organized on a fajl-safe basis, once a link is de-
tected it may be placed under constant surveillance in order to trace the other links, perhaps to
the underground leadership. In certain situations some underground work, such as finance,
training, and supply, may be carried on outside of the country to reduce the possibility of
detection and surveillance, Cooperative efforts with other nations or increased border checks

can be eftective in detecting undergrounders while thev are relatively in the cpen. It i8 most
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important in counterinsurgency operations to keep in mind that even when the guerrilla foree is

defeated the movement i{s not destroyed until all ot the clandestine underground cells hrve been

detected and destroyved.
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INTRODUCTION

The organizational structure of an underground reflects a delicate balance between effi-
clency and security. While carrying out operations, underground members must be constantly
aware of the hostile environment within which they act. The diverse and often contlicting re-
quirements of security and efficiency add complications and anomalies to the underground
structure and operations. Many times, in order to achieve one goal, others must he sacrificed.

After many decades of conflict and repeated trial and error, Communist organizational
skills and tactics have reached a point of handbook simplicity. Although most of the Communist
principles and practices have antecedents in other movements, few organizaiions have practiced
the underground art so widely and so persistently for such an extended period of time.

Although the principles, rudiments, and techniques of political recruitment, organization,
and control are elementury and can be found in all societies, their successful application is
always impressive.

To fully understand how and why an individual makes certain decisions or tukes cortain
actions, it is essential to understand how he perceives the world around him wui to exumine the
stimuli which impinge upon him within his environment. Whether they are members of famiiy,
industrial, or social organizations, persons assume roles which are defined hy the nature of
the organizations., For this reason knowledge of underground organization is important and
prerequisite to the understanding of the behavior of underground members, When an individual
joins a subversive organization, the organization hecomes a major part oi Ins daily life and
alters his patterns of behavior markedly. !

If an organization is to achieve its objectives, certain activities, including decision-
making and communications, must be carried on. The structuring of these activitics provides
the context for an individual's behavior and motivation. The roles assumed by the individual,
the information he acquires, and the rules, rewards, and punishments imposed upon him by the
orgunization establish the patterns he follows. These structural and organizational determi-

nants of behavior will be briefly reviewed in the first two chapters.

T



CHAPTER ONE
UNDERGROUND ORGANIZATION WITHIN INSURGENCY

For the purpose of this study, an insurgent or _revolutlonary movement is defined as & sub-

versive, illegal attempt by an organized mdiger:ous group outside the established governing
structure to weaken, modily, or replace existing governing authority through the protracted use
or threatened use of force. An underground is defined as those clandestine or covert organi-
zational clements of a subversive or insurgent movement which are attempting to weaken,
modily, or replace an existing governing authority,

In its initial stages, when the insurgency i8 being organized and is necessarily operating in
a clandestine manner, the entire organization is considered an underground. As the movement
develops strength, some clements are militarized and operate overtly. The guerrilla arm ia
used te combat the military force of the existing government. In this phase the military efforts
of the guerrilla units are augmented by the clandestine activitiee of the underground, which
carrics on the political war, establishes shadow governments, and supports the military effort.

A dual structure of u guerrilla force and a covert underground force appears in most insurgent

movements, #
INSURGENT URGANIZATION

Many factors influence the organizational structure of insurgent organizations. The social,
cconromic, and political conditions within the country to a large extent determine who the dis-~
contented are, who the participants will be, and what issues and cleavages will appear. Insur-
gency iends to develop cut of internal conflict. Usually the participants do not have access to
governmental authority and force, and through protracted conflict attempt to win the support of
the people and establish shadow governments.

Terrain and environmental factors also affect organization. Although an underground can
function in almost any environment, guerrilla forces are seldom found in harsh climates or
highiy populated areas. If the leaders of the movement are also members of other organiza-
tions, they tend to work within those former organizations and to attract members from them to
the underground. Consequently, the character of the former organizations tends to influence

the form and character of an underground.

+In Malaya (1948-1960), there was an overt armed foice, the Malavan Races Liberation
Army (MRLA), and an underground force, the Min Yuen; in Yugoslavia (1941-1945), the Na-
tional Liberation Army and the National Liberation Committees; in Algeria (1954-1962), the
guerrilla furce, the FLN, and the political force, the ALN; in Vietnam, the Viet Cong's guer-
rilla arni, the National Liberatior. Army, and the underground arm, the National Liberation Front,



e o

Sanctuary is vital to the existence of an insurgent organization. Neighboring conntries or

relatively inaccessible rural areas within the country must offer the insurgents a base area to
train cadre and experiment with political appeals and insurgent organization,

External support, primarily psychological but also material, is requiré‘d if the movement
is to survive, International relations have considerable effect on the outcome of internal
conflicts,

The form of the undergrcund organization is determined in many respects hy the typeé of
people who originate the movement and the environment within which they must operate, If the A i
organizers are primarily military men, the organ.zational structure usually takes on many of 3
the features of a conventionzl military organization. If the organizers are politicians, the po-
litical role and political aspects of underground activitics will be stressecl;

Insurgent organizations by necessity operate on both political and military fronts, Not only
must they neutralize or destroy the government's military force, they must also win the sup-
port of the people and control the people through ~*adow governments, 1

The insurgent military force is usually crude and begins with small-unit guerrilla action. |
If the conflict runs its full course, a regular mobile force, supported by other paramilitary
forces. evolves. On the political front, an underground is formed to subvert existing govern-
mental support and organize support for all the insurgents. The underground works through
mass organizations and front groups of existing nonpolitical organizational structures and
eventually establishes control of people through shadow xovernments, The underground sup-
ports the guerrilla and military front by providing supplies, intelligence, and paramilitary
support.

Many times the duties and activities of guerrillas and underground overlap and it is difti- !
cult to distinguish between the two organizations, However. several distinctions can be made. ’
Guerrillas have responsible unit commancers, and live and operate outside of the control and
surveillance of government forces, Underground members usually live within the control and
surveillance of government forces. Their activities may he either legal or illegal, hut their
goals are illegal within the system and fhey try to conceal their organization and the identity of
their membhers from the governing authority. All of the civilian organizations associated with
an insurgenby are defined as underground,

Although the apparent goals of an insurgent organization are well publicized, the true goals
may not always he known, For example, in a Communist~inspired insurgency, the Communist
Party infiltrates the insurgent organization and creates a clandestine, covert parallel hierarchy
within it. In a Communist-dominated insurgency, the underground includes both the civilian

organization and the Communist clandestine, covert organization.




Military Component

The military elements initially employ guerrilla tactics, usually developing a mobile main
force later. The regular main foree is usually organized along conventional military lines
into sections, platoons, companies. battalions, and even regiments, These units operate in the
countryside. moving from region to region. The main force is generally supported by para-
mjlitary or guerrilla forces at the regional or local level,

The regional troops, the second element, are assigned responsibility for an area compar-
able to a province or a state. They move about conduciing raids, ambushes, and attacks
against government troops, They seek refuge and supplies from local villages at night.

The third element, a local militia, operates from a village and is generally composed of
village residents. The members of these units live in their usual way by day and go cut on
raids only at night.

For definitional purposes, those elements that operate openly and are organized along con-
ventional military lines and use conventional tactics will be considered the mobile main force.
Those overt elements that operate on a full-time basis and use guerrilla tactics will be referred

to as paramilitary or guerrilla,

Underground Component

Function

The underground arm of the insurgent movement {s usually a hierarchicai structure, rising
from a base of cells, through branches. districts, states, or provinces to national head-
quarters. The members may be described as being of three types, depending on their degree
of commijtment, The leadership cadre is the hard core of the organization and consists of
persons who devote fuil tinie to the cause. The regular workers cnntinue their ordinary roles
in society, but are available to perform organizational duties and attend meetings on a regular
busis. The auxiliary, or part-time workers, are available to perform only particular tasks or
special assignments.

Another large group is important to the underground—the unorganized sympathizers, non-
members who participate through such activities as passive resistance and mass demonstra-
tions or by withholding aid and assistance to the government,

While the guerrillas and the main force carry out the insurgent military effort, it is the

function of members of the underground te infiltrate and subvert government organicauons and




institutions. Besides playing an offensive role against the government, they have administra-
tive and organizational roles. They recruit and train members, obtain finances and supplies,
establish caches for both the underground and the guerrilla forces, conduct terrorist and psy-

chnlogical operations against the government, and try to win the people's support of the move-

- ment. In support of the guerrillas, thay are charged with collection of intelligence and with

carrying out sabotage against military installations. One of their most important roles 1s to
establish ehadow governments and control the people.

The Cell

The basic unit of the underground organization is the cell. It usually consists of a cell

leadey and cell members. The leader assigns work, checks on members, and acts as a liaison
with underground committees. A large cell may require assistant cell leaders. Its size
usually depends upon its assigned functions, but in dangerous times the cell is kept small to
reduce the possibility of compromise. The cell may be compartmentalized in order to protect
the underground organization and reduce the vulnerability of its members to capture. Com-
partmentalization restricts the information any member has about the identity, background, or
current residence of any other cell member. He knows individuals only by their aliases and
the means by which they can be reached. This follows the underground "fail-safe" principle:

if one element in the organization fails, the consequences to the total organization will be mini-
mal. Furthermore, it is a security measure which protects not only the organization but the
individuals in the compartmentalized cells.

The degree of comparimentalization depends upon the size of the organization, the popular
support given the government's security forces by the populace, and the probability of detection
by security forces. If the security forces have neither instituted population control and sur-
veillance, nor tried to infiltrate the underground organization, the degree of compartmentali-
zation is usually small. At the other extreme, if the populace supports the government and
willingly informs it about subversive pctivity, compartmentalization will necessarily be rigid.

Cells may be organized on a geographic basis or on a functional basis within such groups

as labor unions, the professions, and women's organizations. Both types of cells often exist

" simultaneously. The cells may be highly centralized, with orders flowing from a high command

throughout the organization; this tends to increase the efficiency of operations. On the other
hand, the organization may be highly decentralized, with units in various parts of the country
operating autonomously; this reduces its vulnerability.

The structure of underground cells usually reflects a compromise between requirements
of organizational efficiency and the need for security. The structure also varies with the phase

of insurgent developraent,




operating directly as a unit, They collect money, distribute propaganda, and carry on the i

necessary poiitical functions of an underground. (See figure 1.)

OPERATIONAL CELL

Q BRANCH LEADER

INTERMEDIARY
OR MAIL-DROP

CELL LEADER

MEMBERS

Figure 1. Operational Cell

The inteiligence cell is unique in that the cell leader seldom comes into direct contact with
the members ot the cell and the members are rarely in contact with each other. The structure
is such that a member who has infilu ated into a government agency, for example, contacts the
cell leader through an intermediary such as a mail-drop, cut~-out, or courier. The cell leader
is in contact with the branch leader through a courier or mail-drop. Characteristic of this cell
is the high degree of compartmentalization and use of indirect communication. (See figure 2.)

The auxiliary cell is commonly found in front groups or in sympathizers' organizations. 1t
contains an underground cell leader, assistant cell leaders, and members. Members aie usu-
ally highly invoived in the cause of the underground, but they are either unreiiable or untestied
for routine undergrouna work. The cell leaders identify potential recruits and screen them for
the operational underground or intelligence cells. The auxiliary cell differs structurally from

the operational cell in that it is larger in size, has an intermediate level of supervision, and has



little or no compartmentalization. It is primarily used to handle large iniluxes of memvers

during an expansion period. (See figure 3.}
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Figure 2. Intelligence Cell
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Figure 3. Auxiliary Cell



Size. Underground operational cells are usually composed of 3 to 8§ members.* Activitics
which call for a division of labor require a large cell and a high degree of coordination. The
ccil may be called upon to serve a specialized function, or it may he asked to work with other
cells, each performung part of a complex function in the underground. A big cell with little
compartmentalization minimizes the need for formal communications and is thus less vulner-
able as far as written records are concerned. However, its vulnerability to capture is greater,
because the members know each other and have freguent interaction, If one member is caught
and intorms, all members will be compromised. In the small compartmentalized cell, the
danger that critical underground leaders and cadre will be captured is minimized. On the other
hand, it has a greater need for formal communications between units,

The size of the operational cell also varies according to the phase of development of the
organization. Where there is a political party which is legal, the main attempt is to recruit
people into the party and then indoctrinate them. In this case the cell may be large. For ex-
ample, in Germany prior to World War II, the Communist Party cells consisted of as many as
20 members who met twice a week. Each cell was headed hy a political leader, an administra-
tive organizer, and an agitprop leader.3 When it hecame apparent that the Nazis were gaining
control of the country, the Commumsts prepared to go underground. The cells were reduced in
size and compartmentalized to diminish the risk of infiltration by agents provocateurs. Only the
leader of each group of five knew the identity and addresses of the other four members of his
cell. He alone could contact the higher levels of the party.{ As a practice, no one person in
one group knew the identity or composition of any other group.

Similarly, the Communist Party in France before World War Il had cells of 15 to 20 and
even 30 members. After the party was declared illegal in September 1939, until the armistice
in June 1940. cell size was reduced to three men in order to maintain a high degrec of secu-
rity .3 Later, to increase the party's effectiveness and size, eight-man cells were set up, but
between October and December of 1940 the size was reduced to five men. During the German
occupation, the party returned to three-man cells in order to ensure maximum security.¢ In
times of maximum security the three-man cell seems to be the basic unit. But when gov-
ernment security enforcement is relatively loose and there is a need for recruitment, cell

membership may be increased to as high as 30.

*In the :lorth Korean infiltration into South Korea and in the Communist Party of France
during World Woi JI, cells were composed of three members; in the Soviet underground behind
the German lines in World War 11, in the pre-World War II anti-Nazi campaign, as well as in
Cuba, the cells had three to five members: in the Polish underground and in Egvptduring Nas-
ser's revolution, clundestine cells were organized into five-man groups: and in Denmark sabotage
cells were composed of six members. In Algeria, the FLN's basic unit was a half-ccll, with
three men: only the leader of cach fuli cell knew the members in each half-cell, Immediately
ahove the cell was a halt-group fiwo cells of seven men each, plus a leader): then a group (two
half-groups and a leader): and then subdisiricts and districts organized on the same principle.:
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Critical high-risk cells are usually small, compartmentalized, and detached. Intelligence
celis are highly compartmentalized and usually maintained at approximately three members,?
Sabotage units also are usually kept to three-man cells* and remain independent of other under-
ground networks. 10 The sabotage units usually work on their own and set up ihcir own commu-
nications system.!i! Specisziized terror units function in much the same manner and are also kept
to three or four members, 2

Auxiliary 2€lls, such ss these in youth organizations, are less compartmentalized and
violate many ot the rules of clandestine behavior in order to enroll members into the under-
ground organizationi. These cells act as a screéning device, testing members before they are

accepted into the formal underground organization. t

Mumber. The number of cells primarily depends upon the density of the population. An
underground seeks to disperse its units geographically as well as ethnicaily. To avoid over-
concentration in any one group, organization, or geographic region, which would make sur-
veillance by security forces easier within each area, the underground generally has cells in
various blocks, districts, cities, and regions. It infiltrates and also creates cells in existing
organizational elements, such as labor, yocuth groups, and social organizations.

Communist Party members maintain dual-cell membership. The underground member
may be part of a cell made up of agents who live within a certain residential area or hlock:
these are called street cells. He may also be a member of a cell at his place of employment:
a workshop cell, 14 Dual-cell membership is more or iess universal in countries where the
Communist Party is legal, and the number of cells a member helongs to depends on the func-

tions he is to perform.

Parallel Cells. Parallel cells are frequently set up to support a primary cell. (See fig-
ure 4.) This is done for several reasons. First, it takes a great deal of time to reestablish
cells and if there is to be a continuous flow of information the underground must have a backup
cell in case the primary cell 1s compromised. Secondly, in intelligence, duplicate cells are
needed to verify pieces of information and to check the reliability of sources. Parallel cells

were set up as a protective measure by the Socialist Party in the anti-Nazi underground. 15

#*In Denmark during World War II, sabotage units were generally 6-member ceils that op-
erated autonomously.8 In Cuba, the cells for sabotage were kept to 3 or 4 members plus a
leader.$

4In World War II, in the anti-Nazi movement, one underground labor youth leader was in i
charge of 10 subordinates who among them had 90 followers. The members were primarily s
young students who collected intelligence and gave it to their leaders, who in turn submitted it
to the formal underground leader. In Cuba during the anti-Batista movement, a propaganda
cell was led by one formal underground leader, with 12 subordinates, who in turn controlled
400 members of the propaganda section, 12
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Communist operations are conducted with as many as 4 or 5 independent and parallel intelli-

gence organizations. !t In various front groups parallel cells are used for clandestine support
of underground members in the front organization who are seeking positions of anthority or

responsibility. )

PARALLEL CELLS

BRANCH LEADER
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MEMBERS
PRIMARY SECONDARY
CELL CELL

Figure 4, Parallel Cells

Cells in Series. In order to carry out such functions as the manufacture of weapons, sup-
ply. escapc and evasion, propaganda, and printing of newspapers, a division of labor is re-
quired, In the Haganah, clandestine workshops were established to produce small arms.
Materials were purchased from regular commercial sources and taken to legal workshops,
each of which manufactured co:nponents of the weapons., Finally the parts were taken to an as-
sembly plant. The operational cells as well as the operation were organized into & series with
management, insuring that the assembly lines were compartmentalized and operated in an ef-
ficient manner. Only the underground leader, who kept records of materials, storage, and
transportation of the various parts concealed in the company records, was aware of the entire
process. Each plant had an intelligence network to act as lookouts, I¥

A similar procedure is used in escape and evasion. The escape network is organized into

a chain-like operation where the nead of a safe hone in the network knows only the next link



in the chain and nothing nwore; an entire escape-and-evasion net is not known to any one
individual.

In the Belgian underground six cells or sections were connected in a series to produce
large-scale newspapers, One cell, composed of reporters, gathered the information and sent
it to a second cell which was composed of editors, who wrote the material. One cell was
charged with supply: that is, getting the ink, paper, and lead. Another cell was in charge of
administration ~keeping books and funds. An additional cell was in charge of the printing: and,
finally, through various other cells the newspaper was distributed. 13

Often cells are expanded or assembled for a short period to carry out specific, special-
mission tasks. In Denmark, small, 6-man cells were increased to 10-man sabotage teams in
order to carry out large-scale missions. The network eventually included 10 teams of 10 men
each. This was the maximum strength allowed for security considerations.!® In Greece, terror
cells were srgonized for a particular mission and then dissclved in order to protect the security

of the terrorist. 20
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Figure 5. Cells in Series
Command and Control

Within any organization there is a need for coordination—not simply at single points in time

but over a duration of time. The complexities of coordination require some central control.




it

The many activities must be centralized in ovder to provide subordinate units with services
that they cannot provide for themselves. Such functions as strategy, collection of funds, pro-
curement of supplies, and intelligence and security services are usually performed at some
central ageney . <!

In conventional organizations, centralization requires a high degree of coordination and

coordination in turn requires a great deal of communication. Communication is a serious vul-

s o

nerabilitv of most underground movements. Frequent meetings, written messages, and records
can be used by security forces 1o identify and destroy the underground organization. There is a
great deal of local autonomy with respect to specific actions which require adjustment to local

conditions. Tactical decisions are usually made independently by lower-echelon leaders in de-

T

centralized commands . 2 Generally, when higher commands issue orders, they communicate

them to lower echelons in the form ol mission~type orders—orders which say 'do whatever is

o kil

necessary to maximize a certain objective function. " 23

There are two factors that dictate this practice. The first is that the local units praobably
know the situation better than the centril command. and the second is that lower echelons are
probably better prepared te make decisions with respect to implementation and time. If a
mission or action must be closely directed or if there is a change in strategies and the central
command wishes to exercise tight control over the specific units, a liaison represertative is
usually sent directly to the units to assume control, For routine operations, however, direct
control is seldom necessary. One factor which tends to unified action among decentralized
units is the long, intensive common training given to the cadre before they depart to assume
command of a local unit,

The high degree of decentralization. compartmentalization, mission-type orders and local
autonomy of action is primarily a security measure to protect the organization from compro-
mise and 1S most prominent in the early stages of the movement. However, as the movement
expands and the emphasis changes (o overt action, main-force units are organized along the
lines ol ¢onventional command und the underground units become less compartmentalized. A
cenralized control structure with its direct orders tends to increase the effectiveness and
speed of underground and guerrilla action,

There is generally a duplication of command structure with forward and rear elements
playing roughly similar roles. In Algeria there was an external command outside the country
as well as an internal command within Algeria; in the Philippines there was an internal under-
ground called the "polithureau-out, ™ safely locatled in guerrilla-controlled territory. Similarly,
in Worid War il much of the centraiized underground activity was conducted by governments-in-
cexile and many of them were located in Engiand. The purpose of the external command is to
provide alternate command in case the internal ¢ne is captured, as well as to permit the neces-

sary command vork tu tuh- " oce in a relatively safe location. The internal command is re-

sponsible for the conrdis Lon of activities within the country .




This dual principle of leadership for sccurity reasons may even extend down to the opura-

tional level. In the pre-World War II anti-Nazi underground two types of cells were used. One

was conmposed of members who operated within the countvy but who were directed by a leader
who resided outside the country. This was a security measurc to ensure continued existence of
the cell. A second type of cell was used in which the cadre and cell members both operated
within the countrv. These cells were interconnected and operated through a comimon directing
center. In this second type of cell, organizational security was sacrificed {or organizational
effectiveness. 24 However, the dual system of operation provided some bhalance between security

and operational effectiveness.

Insurgents organize their areas of responsibility and administrative houndaries so that
they do not coincide with those of the security forces.? In this manner the insurgents take ad-
vaniage of the interface problems which exist among government security forees. In most or-

ganizations it is easier to send messages upward in the chain of command than it is to send

bt o ol it i 1o

messages laterally to comparable elements. Therefore, in many cases. the crossing of a city
limit or a state line takes the insurgents out of one unit's jurisdiction and responsibility and
places them under the jurisdiction of another unit of the security forces. The delays and con-
fusion caused by interface problems often provide the underground with the narrow margin of
time necessary to escape or go into hiding.

If underground units are centralized or concentrated in one section of the country or seg-
ment of the population, as the OAS was in Algiers during the Algerian independence movement,
it is relatively easy for sccurity forces tu concentrate all their efforts in this area in aorder to
control and destroy the organization. I'or security rcasons it is advantageous te have repre-
sentatives .+ every part of the country, at every geographic location, and in cvery political
unit. It is also functionally desirable to use existing organizations. such as unions, military
organizations, and political parties, to achicve the purposes of the subversive movement.

In addition to decentralizing and leaving many decisions to lower-echelon units, under-
grounds compartmentalize their activities, The result is an organization that is highly indi-
vidualistic in its operations. This in itself is a security measure, for 1t makes it extremely
difficult for security forces to identify the modus operandi of one cell or unit by uncovering or

penetrating other cells,
ORGANIZATION AND EVOLUTIONARY DYXNAMICS

In the development of an insurgent or revolutionary movement, there are many activities
which are not visible to the casual observer. The organization and activities of an insurgent

motement have been likened to an iceberg, with the bulk of the organization and ils activities

lying submerged and only the overt operations of the guerrillas being visible. 28 (Sce tigure 6.)
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Figur~ 6. The Building of a Revolutionary Movement
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In a protracted revolution, organizational activities ol the underground undorgo various
charnges. Although the phases of change can be identified. they do not necesanrily follow a lixed
pattern of development. They may overlap and their evolutionary progress may vary in dif-
ferent parts of the country due to local conditions.

In the ciandestine organization phase, the undergreund begins by setting up cells, recruit -

irg, training, and testing cadres, infiltrnting key industrial labor unions and national orguni.i-
tions, establishing external support, and establishing a base in a safe area. During this phase
the organization is small and highly compartmentalized. Cell size is kept small and new colls
are added. Operational-type cells are usually maintained with three members each, and in-
teiligence-type cell structures are used for those agents infiltrating key installations and

organizations.

In the psychological offensive phase, the underground capitalizes upon dissatisfaction and

desire for change by creating unrest and disorder and by exploiting tension created by social.
economic, and political differences. Through strikes, demonstrations, and agitation, a wider
atmosphere of discontent is generated. Covert underground agents in mass organizations act
in concerted effort with agitators who call for demonstrations and through subversive manipula-
tion turn them into riots. Underground activities are directed at discrediting the police and the
military and government authorities. Operational terror cells in many parts of the country
operate through the selective use of threats, intimidation, and assassination. The total number
of cells in the underground is increased; cells in series are created in order to run under-
ground newspapers, make large agitation efforts, and undertake other such large-scale co-
ordinated activities thrcughout the country.

In its expansion phase, after its disruptive activities ercate unrest and uncertainty, th
movement seeks to crystallize public support for a strong organization that wil! restore order.
The emphasis is put on recruiting people through mass orgarizations and winning popular sup-
port for change. Auxiliary cells are created to accommodate new members.  Support is huilt
up in trout groups and created in other national erganizations by covert members.  An ctfort is
aiso made to establish a national political front of many organizations. Trained cadres create
new ceils and mass organizations, Auxiliary cells are created to handie the wilux of new mem-
bers. Recruiting progresses fromn being highly selective in the early stages to mass recrudt-
ment in the communities and rural areas, and ultimately to drafting veung men and women.

The over! activitics ol the militarization phase draw general attention to the insurgent

movement. A guerrilla force is forined to harass the government miiitury teree.  In its tactics
the insurgent military force avoids conventional fixed fronts: there is & quick concentration tor
action and an imme iiate disengagement and dispersal after tighting.

The guerrilla strategy generally follows the threce stages outlined by Mao Tse-tung. = The

first is called strotegic defense. Becausc the government lorces are usually superior. the
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gucerrillas concentrate on harassment, surprise raids, ambushes, and assassinations; they try
to force the government trvops to extend their supply lines. Since their primary aim is control
of people rather than territory, they readily trade territory to preserve the guerrilla force.

The second stage begins when the government forves stop their advance and concentrate on
holdingtervitory.  As men, arms, and supplies are acquired, the guerrillas attack larger govern-
ment torces and installations, In this situation, the government is prepared to fight conventional
war but the guerrillas are dispersed and capitalize on their speed and mobility. Thus, harass-
ment wears down the government troops while the guerrillas are organizing and building their
army., As Mao says, “Our strateavis one against ten and our tactics are ten against one, " 22

The third stage referred to by Mao is the counteroffensive. This begins when the guerrilla
army hecomes sufficiently well-trained and well-equipped to meet the government forces. The
guerrilas svck to create liberated areas: within these areas of control, they build up addi-
tional military {orces.

The guerrilla force is established only after the leadership hias decided that the revolution-
ary structure is strong cnough to supp-rt its own army. Underground agents infiltrate towns
and villages and begin clandestine recruiting ot villagersinto front groups andlocal militia. They
train and indoctrinate kev recruits. Later these groups become feeder organizations {or the
regrongl anag main-torce units,

As the insurgent internal supply arm, the underground purchases supplies, either on the
black market or in the legal market through front organizations. They raid warehouses and
sel up factories in urban and rural arcas.  Supply sovrces outside the country are also tapped
through firms that impoert under noncontraband labels from friendly governments. Caches are
maintained throughout the countryside.

The underground prevides transportation to move supplies, concealing the load or other-
wise discouraging the authorities irom making an inspection. As part of the transportation
system, storage facilities are provided in houses, central locations, and remote areas,

External sources. such as forcign governments or fraternal societies, are tapped for funds,
Internally, loans are obtained from wealthy svympathizers, Other techniques used 1o raise funds
includv aelling items from door-to~door, robbing wealthy individuals and business firms, co-
ercing people into mabking contributions. levying taxcs in controlled areas, and counterferting.

Nationul organizations are rubverted by underground members who join the organization
and represent themselves as dedicated, Joyal members worthy of leadership positions. With
the aid ol underground cells anong rank-and-file members of the erganization and a system of
revaras, beihes, and coercive technicues, the underground obtains control of many social and
political orgrnizations,

The underground torms tront groaps when it is unable to intiltrate existing organications.

Thesc tront groups espouse some worthy causce that will enlist the support of respectabie
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members o e community. La° e Lderground members keep the le.  .rship in their own
hands.

The underground communicates propaganda messages by radio. neiwspapers, pamphlets,

-
word-of -mouth, and slogans and symbols printed on wails. Agitators operate covertly trying to
crystallize sentiment for the insurgents. Armes propaganda units go from village to village
lecturing on the ways of the organization. Demonstrations are used to show dissatisiaction
with the government and commitment to the insurgents. Ancther techrique is 1o encourage the
populace to use passive resistance. By capitalizing on longstanding antagonisms and resist-
ances, the underground attempts to get neutral groups involved in demonstrations. The dem-
onstrators are then moved toward violence as underground agitators create events which lead
security forces to take action against the crowd. Through a precipitating event such as an
assassination, and through the use of agitators within the crowd, subversive agents convert civil
demonstrations into riets and violence.

The underground uses terrorism not only to instill fear bt to draw attention to the move-
ment and to demonstrate in a dramatic way the strength and seriousness of its operation. A
small strong-arm unit, such as most undergrouncs maintain to protect their members, may
also be us . gainst informers and people who cooperate with the enemy. Because terror is a
state of mind, the underground must carefully assess the reactions that follow the use of it.

In selective sabotage the underground attempts to incapacitate installations that cannot
easily be replaced or repaired in time to meet the government's crucial needs. Special at-
tention is directed at tactical targets, such as bridge=. Sahotage acts are also wndertuken to
encourage the populki.ce to engage in general acts of destruction.  This general subotage is
carried out with such simple devices as Molotov cocktails, tin-can grenades, and devices to
cause fire or damage to small items ol equipment.

The underground infiltrates agents into government, military, and police organizations and
establishes an intelligence organizittion.  Agents living in villages and towns also provide the
guerrilia forees with tactical intelligence and local movements of the government forces,

The undergreund establishes escape~and-evasion operations.  Egress routes that direct
persons away from lines ot battle are set up and fugitives are hidden in secret lodgings, in 1. -
mote aress, or with guerrilla units.

Finally, there is the consolidation phase. While military »per: ions are under way, the in-

surgent underground continues its political acticns.  One of the mest important functions of the
underground is the creation of shadow governments.  Initially, intiltrated agents estublish
covert cells within a village or city. Next, small front organizations are created. Through
“persuasion,’ or with the aid of puerri'ia forees, Velections" are held and liberation com-
mittees selected on which underground members as well as local villagers are represented,

hools . courts . ang cther institulions which iafiuence the minds and actions of men are brought




_ athome with long-~time friends and relatives or away from home withnew-found friends or strangers,

under the control of this shadow government. The people within the villages are brought into

mass organizations for indcctrination and.control over their actions. Undergrounds do not rely
on goodwill alone. When in control of an area, they occasionally resort to the eliraination of all
opposition, and the establishment of covert surveillance systems within the new mass organiza-

tions and the civil government. Village by village, the underground takes over and finally
governmeni:! support is eroded and an entire area is controiled by the insurgents.

ORGANIZATIONAL INFLUENCES UFON MOTIVATION AND BEHAVIOR

The character as well as the structure of the underground are influenced by the background
of the persons who organized it. It will reflect the military, political, or organizational back-~ :
grounds of its organizers. The membership in time will be affected by the predominant char-
acteristics of the movement. The leaders of the movement tend to work within former
organizations to attract members to the underground and‘consequen".ly the character of such
organizations influences the form and character of the underground organization.

The discipline and sanctions imposed upon members are usually a function of the effec-
tiveness of the security forces. If the security forces are highly effective, the underground
tends to be very secretive and disciplined, with severe sanctions for any deviations from the
rules of the organization,

Constraints upon what an individval can or cannot do are implicit in organizational
membership. Rules for decision-making and communications prescribe certain forms of be-
havior which members must follow. In addition, organizational rewards and punishments
oifer new motives and incentives, specifically influencing the member's daily activities and how
he performs them,

The structure of an organization will, in itself, influence an individual's behavior. In
guerrilla organizaticas, {or example, behavior is conditioned by the kind of unit in which the
individual is involved. Mobile main forces are usually large, well-disciplined units, requirlng_A
conventional military behavior. Regional forces are made up of smaller units composed of
friends and neighbors within a village; operations are only on a pari-time basis and discipline
is less rigid. In the underground structure, an individual's behavior is affected by the kind of
cell to which he belongs. Members of auxiliary cells work intimately with a large number of
people; a member of an operational cell comes in close contact with only two or three other
members; and a member of an intelligence cell never comes directly in contact with other mem-
bers of the underground, The type of organizational unit in which an underground member finds
himself also detcrmines whether he works individually, as a member of a small group or as

part of a large military unit, what sort of discipline is exercised, and finally, whether he works
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The naturc of the organizational command-control structure also tends {o intlueace an in-
dividual's motivation and behavior. He :nay follow a strict organizational pattern vi behavior or
be free to take independent action depending on whether the organization is highly c¢entralized or
decentralized. The type of command order, a dircet ov general group order, will alfect an in-
dividual's reaction and subsequent behavior. The frequency ¢f command communication deter-
mines the extent of individual guidance a. 1 control. Behavior is ulso affected by whether the
communications are direct or clandestine through mail-drops or intermediaries.

An individual's tasks and responsibilities influence his motivation. For example, a cadre
member, because of his responsible position and power, is likely to be more villing to adopt
organizational goals and presumably requires less indoctrination and motivational incentive than
other members. A guerrilla in a remote redoubt, having relatively little interaction with peo-
ple outside ot the movement, may not have a strong ideological sense ol commitinent, but an
underground member involved in agitation and propaganda among the masses may find himselt
believing the prrpaganda he daily dispenses. Simiifarly, an underground intelligence cell mem-
ber who is required to assume a progovernment facade, in order to protect himself fron. dis-
covery, is greatly influenced in his mode of behavior Ly the {acade.

An underground may alse require certain patterns of behavior in order to create a favor-
able image. Members frequently are prohibited frem taking anything from the people without
paying for it; there are usually strict rules regarding sex reiations among underground meni-
bers; undergrounders may be directed to befriend certain segments of the population in order to
influence them to support the rnovement.

The phase of insurgent development affects the organizational structure ol an underground
and, in turn, shapes the behavior of underground members. During the clandestine phase of
development. for instance, members refrain from doing anything which draws uttention to them-
selves or to the arganization, However, during the psychological offensive and expansion or
militarization ytascs, members adopt a more overt role and attempt to draw the popalar at-
tention avoided earlier. Finally, in the consolidation phase. the urderground member assumes
the role of just and fair administrator in establishing a shadow government.

In short, organizational goals. structure. command and conirol, nad piuises ol nsurgent
development all, in turn, kelp shape an individuai's gouls, envirenment, hebavior, and mo-

tivation. Many of the points discussed briefly above will he dealt with v mcve detaiv n later

chapters,
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CHAPTER TWO
COMMUNIST ORGANIZATION

Revolutions against indigenous governments and organized resistance to foreign invaders
have heen common in every era of history. Equally common in revolutionary and resistance
wurfare has heen the use of guerrillas and guerrilla tactics. Although the terms "guerrilla”
and “guerrilla warfare' originated in the Spanish resistance to Napoleon's occupation, guerrilla
strategy and tactics were at that time well known throughout Europe and Asia and can be traced
to much earlier tim:s, 1

However, with the advent of the Ruisian Revolution, new and significant refinements were
added to the strategy of revolutionary warfare. In his 1902 pamphlet "What Is To Be Done 7"
V. I. Lenin laid the organizational foundations of modern insurgency. He formuilated the notion
thot if revolutions are to he successful they must be led by small, professional (i.e., Commu -

nist) elites. Later, in his Left-Wing Communism: An Infantile Disorder, written in 1920, he

stressed the importance of political infiltration and the use of united fronts to disguise the Com-
munist revolutionaries' purpose. He stressed the importance of creating a covert parallel ap-
paratus with interlocking leadership so that a small highly disciplined elite could secretly direci
and control a much larger revolutionary movement, which they could then use to achieve the
goals of the clite. Thus originated the Communist-dominated insurgency. Mao Tse-tung for-
malized the strategy and tactics of a protracted guerrilla war among the rural peasantry as a
means of cxtending international Communism into underdeveloped areas of Asia.

When VWorld War IT began, many national groups organized underground resistance move-
ments in Eurcope and Asia o resist occupation and reestablish legal, indigenous governments,
‘The Communists seized upon this ideal opportunity to lay the groundwork for revolutionary
movements. They combined the principles of guerrilla warfare with political penetration and
control, Throughout Europe and Asia, Communist resistance movements sought more to gain
political control than tc carry on resistance warfare against the enemy.

In the aftermath of World War I, the Communists were successful in turning resistance
movements into revolutionary movements in such countries as Yugoslavia, Albania, aad China.
In the postwar years, international Communism sponsored ard, in many cases, organized and
supported "wars of liberation” in Greece, Malaya, the Philippines, Indochina, Cuba, Vietnam,
Laos, and Veneruela,

International support of internal subversion hag become a pattern throughout the world and
was voiced as a policy of international Communism in Nikita Khrushchev's speech "For New
Viciories of the World Communist Movement' at the November 1960 Conference of Representa-

tives of Commurnst and Workers' Parties held in Moscow. He stated that wars of national



liberation are inevitable and that Communists must fully support them. tHe ibus established the
position of world Communism as supporting worldwide insurgency.

In an article Long Live the Victory of the Peoples' War in 1965, Lin Pian. \ice-Chairmanol

the CCP Central Committee, Vice-Premier, and Minister of Nutional Definse, claborated upon
Mao Tse-tung's theory of the new democratic revolution and reiterated the themc of support for
worldwide wars of national liberation. Mao Tse-tung's earlier theory had emphasized the vural
revolutionary base areas and the encirclement of the cities from the countryside. Mo has now
extended this principle to the entire globe, conceiving of North America and Western Furope as
the cities of the world and Asia. Africa, and Latin America as the rural areas ot the world
which encircle the cities. He maintains that in the fina! analvsis the whole ciuse of worid
revolution hinges on the success of revoluticn in Asia, Africa, and Latin America, since they
have the overwhelming majority of the world's popul-.tion,

According to Mao's theory, the new democratic revolution has two stages: first, a national
revolution and then, a Socialist revolution. He maintains that the first is the necessary prep-
aration for the second. He concludes that Socialist countries should support nationalistic
revolutions and that these revolutions should be led by a revolutionirv party armed with

Marxism-~Leninism.

INTERNATIONAL ORGANIZATIONS

Article 12 of the Communist International (Comintern) Statutes called tor Communists
throughout the world to create secret iliegal Communist organizations alongside legal organiza-
tions. The covert worker of the "illegal " organization disassociated himsell from the Commu-
nis' Parv and its members, conducted himself self-effacingly, and cultivated a harmless
appearance. The agent used different cover names in diffe.,ent parts of town and changed his
cover address and sites for meetings frequently.  All his papers and files were kept separate
from those of the party organization. No building was used un.ess its tenants had been
investigated.?

In the 1930's, the Comintern was extended to every part of the world. In Western Furope
and America, permanent bases were established. In many parts of the Western Hemisphere,
seamen's and port workers' international crganizations served as reception and reporting
centers for agents. Ageuts could report to one of these groips and receive shelter, money . ind
further instructions. Agenis within the maritime organizations made contacts for internaticnmi
functionaries, agents, and instructors passing through their districts and also provided enver

addresses for covert communications. Thev received and handled international funds for iocal

organizations,




During the period from 1930 to World War [0, through its Executive Committee (ECCI), the
Comintern hecame a second arm of Soviet foreign policy. The secretaries-general of the
Comintern's member parties were reduced from leaders of their respective national ocrganiza-
tions to mere regional executives of a single structure, for which policy was made exclusively
in Moscow.

After 1943, no formal organization existed for the coordination of the activiiies of the many
national Communist parties. At first, some believed that the Cominform (Cc:nmunist Informa-
tion Bureau), with headquarters at Bucharest from 1947 to 1955, carried on the functions of the
Comintern, at 1east with respect to the European Communist parties, However, at no time was
thig hody supplied with the staff and clerical personnel necessary to continue the range of activ-
ities in which the Comintern had been involved; it was probably no more than what its name
suggesicd—an agency for the distribution of propaganda, Although the Communist International
was dissolved in 1943 to rid the party of the propaganda handicap of being an intornational sub-
versive movement, some authorities believe that international control still exists as a result of
the heavy emphasis on indoctrination and institutional character formation of its cadre. 3

The Communists also distinguish between legal and illegal organjzations for gathering
intelligence and espionage.  \While the party operates openly or through front groups, it also
operates through emhassics, foreign trade commissions, and news agency personnel, Those
agencies that enjoy diplomatic immunity are termed the “legal' apparatus within a country. The
term “legal™ is used because the members of such agencies have diplomatic immunity and, if

arrvsted fur esplonage activities, are not jailed but declared persona non grata and forced to

leave the country,

The illegal apparatus is composed of espionage or intelligence agencies such as the Soviet
GRU (Militaiv Intelligence Directorate) and the KGB {Committee for State Security) and their
agents and informers, If caught and arrested, members of these units can be legally tried for
¢spionage, The GRU 1s in cha;:gv of military intclliyence in foreign countries and the KGB units
arc responsihble for nonmilitary cspionage in foreign countries, operating parallel and often

rival units to the GRU. ¢

ORGANIZATION OF NATIONAL COMMUNIST PARTIFS

Every lew vears international conferences to discuss and formulate worldwide Communist
poliey are held,  Between these conterences, the national Communist parties are responsible
for adapting and impicmenting conference decisicns within their own countries. In recent

vears the national parties have tended to align with either the Soviet or Chinese Communist

partices,




In 1965 there were over 90 Communist parties, with an estimated 44, 5 million member-
ship. Parties in 14 Communist countries accounted for 90 percent of the world membership.
The Chinese Communist Party of 18 million members is the largest and the Communist Party

of the Soviet Union is second with 12 million members, 5

The supreme authority in each country is the national congress, composed of delegates

elected by the various conferences and by the next lower level of the party. The national con-
gress meets every two or three years, when convened by the central committee, and is charged
with four major responsibilities: (1) to determine the tactical line for the party on political
issues; (2) to revise the official program and make new statutes; (3) to hear and approve the
reports of the central committee; and (4) to elect the central committee. Irom time to time

it is called upon to discipline top members of the Jeadership. In practice. most matters which
are considered before the national congress have already been discussed. ‘The central commit-
tee prepares and documents questions and problems, which are sent to the various party levels
where they are discussed and agreed upon. The national congress usually approves what has
already been decided. It also sanctions the decisions of the central committec. ¢

The national conference is called into special session by the central committee if urgent

political matters arise in the period between party congresses. It is restricted in size to a
small number of delegates. It is often used as a suhstitute for the national congress when the
party, to minimize the chance of rolice detection. wishes to conduct clandestine mectings that
can be quickly called and dispersed.

Between meetings of the national congress, the maximum authority .of the party rests with

the central committee, composed of top party leaders and varving in sizc from party to party.
The members must have demonstrated competence in organizational ability. Their functions
include carrying out the decisions of the national congress. supervising finances, enforcing
programs and statutes, and controlling the party press and propaganda. The central committee
sets up a finance commission for fund raising and a central control commission to carry out
party discipline and security. Its executive bureau, the political hureau (polithurcau), of 10 to
12 members, is elected by the central committee and directs party activities netween mectings, -

A gecretary-general and two aides are elected by the central commitee to carry on the

daily operations of the party. This secretariat transmits the decisions of the central committee
and the party to the subordinate commands, The secretary-general is the highest ranking
electad official and is responsible to the party congress. He makes decisions with the polit-
bureau and is responsible to the central committee. The party presidency, an honorary post,
exists in some Communist parties, 8 -

There are executive committees set up to discuss and resolve problems at the various

echelons and then pass them to higher authorities for consideration. These committees super-

vise ideological instruction, the training of executive committees for finance and conirol
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committees, and the clections of delegates to the next higher level of the party. In addition,
they are responsible for routing party business and directives through their area of jurisdiction,
and executing the decisions of the party. All members of the party belong to a cell and have
weekly or biweekly meetings. 8

Cells may be organized geographically, with all members living within a certain territory,
or functionally, with "shop units'" organized according to type or place of employment. Often
they are set up in both ways.

The major emphasis and fundamental principle of organizational work in the Communist
Party arc to create cells within nonparty organizations, ne matter how small the number of Com-
munist sympathizers within an organization. In trades and factories, professional associations,
peasant and front groups, and similar places, the Communists are instructed to organize party
members into a small group callad a "fraction. " The fraction consists of part or all of the
members of a cell, selected by the Communists to work within existing legitimate organizations.
It is the fraction's responsibility to learn the interests, language, and attitudes of the organiza-
tion, so that they can effectively communicate and disseminate the party propaganda line. They
also identify and investigate individuals who may be sympathetic to the party and organize them.
In order to guide the fraction, which may include all members from several different trade
unions, a nucleus is organized to work under the direction of the local party committee. The
nucleus is the ""shop unit” and may consist of as few as three members in any one place of em-
ployment. The purpose of the fractions is to disseminate the party line, to attract new members

to the party, and to aid in developing a power base for the party. 10

COMMUNIST PARTIES IN NONCOMMUNIST COUNTRIES

The Communist Party, in countries where it is a legal political body, has two major organi-
zations, one open and one covert. The overt organization functions as an ordinary political
party. However, the Communists everywhere organize their party into a system of cells and
committees, regardless of the size or strength of the party or the degree of government opposi-
tion. Even in the "legal' party, the cellular structure serves to train members in conspirato-
rial hehavior. Cell meetings are often held secretly so that members attending them can learn
how to travel to and from them without arousing suspicion. Members are assigned minor ju-
telligence-gathering or sahotage missions which in themselves have little or no practical use
but which test and train members in clandestine behavior. A press (either open or clandestine)
is usually set up in order to give mermbers experience in writing, printing, and distributing
material for the party. '

In addition to the open legal party, a highly compartmentalized, clandestine organization is

also created. Members of its cells are people who have potential value to the Communist Party




in the event of an insurgency or coup d'etat. Individunals recruited from government, vital com-
munications centers, industry, or other organizations that the Communists seek to infiltrate
may not be admitted directly to the party itself sut may become members of clandestine ceils,
Thus a network of infiltrator: and agents in important positions is in readin2ss. These cells
may remain dormant for many y: ars, being used only to ccllect selentive intelligence, to be
activated only in case of an insurgeacy. 1

The Communists also organize "{ront" groups te use people who are sympathetic with
causes which the Communist Party promotes but who are either unreliabie or would not for
personal reasons join the Communist Party. Front groups are organized around currently
popular issues. While the party usually controls these organizations, they are kept separate.

. The Communists also attempt to gain control of governmental agencies through ccalitions with
other, non-Communist parties. 12

The Communist cadres are full-time professionals who accept the serious risks of revolu-
tionary leadership, and the formation of such cadres is the basic work of the Communist Party.
Lenin believed that only a small, militant organization cuuld bring about revolution. The orga-
nization proper must be confined to a small, hard core of dedicated individuals who can be
counted on to maintain their own discipline and carry out orders precisely and without uestions.
The term 'cadre''—a group or body of professicnals who train ard recruit new units around
them—is applied to the small Communist vanguard who are to leud the revolution. 13

The party seeks to create in its cadres a body of men capable of implementing a dictated
strategy with "great ability, skill, and real artistry.” But such competence cannot be acquired
through theoretical studies alone: the member must be constantly tested in political combat.
""Fach Party can master the art of political leadership only from its own extensive experience. ”
Out of this crucible comes an aparatchik who is morea than an adherent of a political doctrine:
he is a person totally committed to, and with no life outside of, the party. t!

The Communist Party is highly selective in its recruiting. The potential member raust
show through practical work that he understands the party and is prepared to accept its disci-
pline. Membership can be conceived of as n process rather than as a condition. The granting
of a party card is not the completion of a period of preparation, whereafter the individual can
relax with the assurance of having "passed the test.' It is in itself only the halfway house of a
process whese end product is total mental commitnment.

Normally a substantial portion of those who hecome membhers do not complete the process
by proceeding on in toward the center of the apparatus. Many withdraw along the way. and the
party is prepared for this. Only a candidate who is well along the way toward total commitn.ent
is permitted to learn the inner workings of the party. He goes through extensive indoctrination
courses in discussion groups and party schools. He must participate in the organization ot

rank-and-file memhers. These activities are designed to guarantee his total involvement and
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commitment to the functioning of the party. Hé must be willing not only to perform legal politi-

cal activities but to carry out iliegal work when required. 15

The Communist Party operates on the rule of democratic centralism. Withtn the hierarchy

of party organizations and committees, each lower body selects a representatii'e to serve on a
party committee; this committee in turn selects another representative to serve on a higher
committee in the hierarchy. 18 The principle of democratic centralism is followed throughout
Communist organizations. Unit committees are elected by the membership or the delegates of
the party organization. Each committee must report regularly on the activity of the party or-
ganization and must give an account of its work. These committees are responsible for carrying
out the decisions of the higher party committees. All decisions of the higher corhmittees are
binding upon the lower hody members.

In theory, each proposal is discussed at the lower levels of the party, and each committee
member presents the opinion of the lower body to the next higher hody until a decision is made
at the central committee level, Once a decision is made, the entire party must carry it out. In
general praclice, a decision is determined at the central committee level and, although the lower
echeions discuss it, the members are well aware that they must ultimately concur in it. 1?

Elections for committee members and their secretaries must be "approved' by the commit-
tee at the next higher level. This enables the leadership to exercise strict control over sub-
ordinates and to suppress any opposition from the outset. 18

This disposition of authority follows the party principle of "'reverse representation' at all
levels. The "elected or decignated leader of any organizational element of the party, regard-
less of the level at which he operates, represents among his associates the authority of the next
highest party body. He is not the spokesman for his subordinates in high party councils, but
rather the latter's liaison with lower levels.

Institutionalized criticism or self-criticism serves two essential purposes in tl‘e Communist

orgarization: (1} it increases the afficiency of the party by subjecting ite operatiéns to constant
review and revision: (2) it creates a norm of behavior in members and helps secure absolute
commitment and dediecation to the party. °

The actual activitics of criticism and self-criticism sessions consist of conferences, dis-
cussions, and meetings within the party in which attempts are made to determine and correct
any weaknesses in the work of the party or party members. Criticism is practiced on all occa-~
sions and is an integral part of Communist life. Theoretically, all decisidns and basie policies
of the party are open to criticism and discussion in these sessions. But in actual practice,
criticisms must never contradict the essential party line and are directed only to improving the
practice and implementation of existing revolutionary theory. A member is expected to analyze
mistakes and shortcomings of the party operations only. Unless his criticism is constructive—

that is, offers a concrete proposal for improvement in work or a method for correcting
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mistakes—it is not accepted and the individual making the criticism may find himself under at-

tack. No criticism may be made of the central leadership, and no organized expressions of

criticism or dissent are tolerated. 19

Criticism and self-criticism sessions are designed to develop ahsolute commitment and
ideclogical dedication among members, 8o that party orders are implemented, not mechanically
but creatively. They attempt to make the individual member think in terms of a vanguard and
how better to advance the current line and more effectively carry outrevolutionary work. Men:-
bers are compelled to report errors, mistakes, or weaknesses displayed by all party members
no matter how small or trivial; they may also state and restate any change in poiicy.

The sessions establish and reinforce cotaplete ideological unity among the membership.
Each individual must conform to the party line. 'The meetings act as constant reminders of the
need to raise their goals, increase their activity, and execute orders faithfully. 20

Every party member knows that if he does not make every effort to contribute seriously to
criticism of his fellows, then in the subsequent comprehensive dissection of his own conduect, he
will be obliged to - wnfess this guilt. He also knows that participating fully in tae identification
of other 3" failings will not help him to escape his own eventual subjection to the same process.
The thorough analysis of his conduct can proceed into the smallest details of his life, both pri-
vate and public, both intimate and generally known. He must clearly acknowledge his faults
before the group and promise to improve, He understands that an inadequate response in his
own session can lead 1o reduction of rank or even to expulsion from the party. Thus the ses-
sions instill in each member a need to demonstrate to his associates his unqualified responsive-
ness to the wishes of authority so that he can avoid undue attention by his cohorts and escape
excessive criticism when his turn comes. In this fashion the Communist Party maintains a
built-in, permanent uncertainty and apprehensiveness among the ra -and-file, and can be

certain of ¢bedience from below, 2t

Another characteristic of Communist organization is collective leadership. Executive and

administrative decisions must be agreed upon by the majority of the officers at a given level of
the party. Collective leadership, however, is an exception and practiced only during interparty
conferences. In practice, the party functions in a highly centralized manner with authority and
coramand decisions flowing from the top to the lower echelons. 22

Changes in leadership within the Communist Party are not frequent; ''electiciis' become the
equivalent of promotions. The leadership submits candidates and issues to the memhership.
In order te legitimize this authority, members are compelled to discuss these matters and
overtly agree and vote on them.

Issues submitted to vote are not appeals to the membership for action, as they commonly

are in unmobilized and unstructured groups, but are instead specific orders and plans for future
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work. The member's atiention is focused not on acceplance but upon what {3 to be done pext.

Emphasis is placed upon uniformity of thought and the ultimate authority of the leadership. 23

COMMUNIST USE OF MASS ORGANIZATIONS

Large groups which the Communists strive to infiltrate are called "mass organizations."
Communist Party theory holds that a small group of highly disciplined individuais, operating
through mass ovrganizations, can rally the support required to win a revolution, 2¢

V. I. Lenin recognized the vulnerability of mass organizations to infiltration and manipula-
tion. In turn, Joseph Stalin arcued that Communist Party members must avoid the concept that
efforts tg build up the party should be directed solely to recruiting new members. Instead, he
suggested that the Communists systematically use mass organizations as '"transmission belts"
to the broad masses of nonparty workers. By working through mass organizations, Communist
Party workers can reach and influence many thousands of workers ''not yet prepared for Party
membership. " Through ""these c;rganizations. led by well-functioning fractions, the Party must
necessarily find its best training and recruiting grcund. [Mass organizations] are the medium
through which the Party... guides and directs the workers in their struggles and... keeps it-
self informed on the mood of the masses, the correctness of the... Party slogans, etc. ''25

The Communists feel that the simple creation of disorder is not sufficient to bring power
into the hands of the elite. They attempt to separate the existing leadership from the institu~
tions and support on which it rests. While disrupting the government, Communists seek to
construct new instruments of power. They build their own covert controls within existing or-
ganizations or form new organizations which they can control. They try to subvert institutional
loyalties and create new allegiances within mass organizations at the community level. They
undermine old forms of authority and create new ones, corrupting the authority upon which

institutional foundations are built, 26
Objectives in Controlling Mass Organizations

The objectives of infiltrating mass organizations are: (1) to neutralize existing agencies
which support the government; (2) to justify and legitimize causes which can be exploited by the
subversives; and (3) to mobilize mass support. 27

Zv penetrating organizations and institutions within the society, the Communists avoid being
isolated, and are in a position to neutralize competitors and monopolize mass support. The
strategy of neutralization has played a large role in the relationship of the Communist Party to
Socialist and other left-wing organizations. They try to infiltrate these groups and through
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disruptive practices in the organization neutralize their effectivencss and puf he leadership in
disrepute. Where communism has o popular following in its own right, Communists have
sought tc mobilize popular sentiment around legitimate issues and causes and so indirectly gain
legitimacy for their movement. Another major objective is to mobhilize those large segments of

society who are not members of groups into formal organizations.
Mass Organizations in Communist Insurgency

The use of mass organizations in an insurgency can be illustrated by several cases. The
Malayan Communist Party (MCP), early in its history, set about organizing a number of front
groups, including the Proletarian Art League, Youth Corps, Racial Emancipation League, and
General Labor Unions (GLU). The labor front was perhaps the most 1mportant. Using the de-
mand for higher wages to match the rise in rubber and tea prices as a basis, the union move-
ment organized a number of strikes and collective actions. 28 The principle of erganizing lahor
for collective action was new to Malaya in the thirties, and the Communists' efforts to develop
labor unions were to pay off in the insurgency after World War II.

After the war, the MCP st up additional organizations. It organized a General Trade Union
and a Youth League to attract Chinese student=_ Once the insurrection was under way, a Cultiva-
tion Corps, an Anti-British Alliance Society, a Students' Union, Women's Union, etc., as well as
less overtly political organizations, such as youth and sporting groups, were organized. With
employment hard to find, it was often necessary for a man to join a Communist union in order
to get a job. The MCP also established its own schools and clubs, so that it could approach the
Chinese communiiy to conduct political discussions and disseminate party literature. 29

During the insurgency in Greece, the Communists organized and controlled many front
groups, such as the Seamen's Partisan Committee, the Comm..rist Organization for Greek
Macedcnia, the Democratic Women's Organization of Greece. In the rural areas the Communist
Party operated through the Greek Agrarian Party (AKE) and the United All Greece Youth
Organization (EPON). 30

In the: Philippines, Communist Party officials spent much time before the war engaging in
labor activities in Manila and other parts of Luzon. ™ e printers'union was influenced by
Mariana Balgos, and the League of the Sons of Lahor was headed by Crisanto Evangelista, both
noted Communist leaders. The League of Poor Lahorers, the predecessor of the Confederation
of Peasants, was among the mass support organizaiions which provided the hase of support for
the insurgency between 1946 and 1954. Most of the members of the Communist polithureau in

Manila were officers in the unions affiliated with the Congress of Labor Organizations (CLO). 3t

32

e amm sl —— e L




o e g g i e e

1 T TR T

i

Methods of Controlling Mass Organizations

The fundamental aims of most mass organizations are those for which they are organized:
labor unions. for example, are organized to improve the lot of the worker. But organizations
formed primarily as pressure groups can be used fcr other purposes. To t'ie Communists, they
represent a chance to manipilate the social and political ideas and attitudes of the members,

Most voluntary, large-scale organizations are composed of a leadership (a small corps of
individuals who represent the administration), a few faithful, full-time followers, and ¢ '~ 'ge
group of dues-paying members. The followers usually leave the op~rations and decisi: as to
the leadership. Members may or may not agree with the leaders on all decisions and actions. 32
Members who are willing to work and accept respons:ilility are usually given the opportunity to
do so and, indeed, such willingness leads to a giarin"] promotion to le: dership responsibilities.

When planning a takeover, the Comrmuni=is (57 st try to gain influence in the organization's
membership office in order to control recruitment and to infiltrate Communist members. Once
in, Communists are instructed to volunteer for ali positions and for all work in the organization,
They are instructed to be the first to arrive at and the last to leave meetings. They are taught
how to hairass non-Communist speakers and, through the tactics of attrition-through-tedium,
win votes and offices within the organization, 33 They seek the leadership of political and educa-
tion committees, and use these offices to identify people in the organization who might be sym-
pathetic and those who are avowedly anti-Communist. Editorship of the organization's
newspapers provides opportunities for expressing subversive ideas and gives ancess to printing
materials which may be used to establish their own distribution routes. Once they have orga-
nized cells or fractions within the organization, they caucus and plan their organizational moves
in advance. 34

The Communist seeks leadership positions and represents himself as dedicated and loyal to
the organization, taking the initiative in planning activities and volunteering for any job, no
matter how time-consuming or unpleasant, He is instructed to avoid the appearance of any
subversive activity. Although his candidacy is supported by cell members in the rank-and-file,
close ties between the candidates and the cell collaborators are hidden from the general mem-
bership so that the candidates' support appears spontaneous and unsolicited, Usually the most
vocal members at a meeting pass resolutions and manipulate the apathetic majority. Therefore,
a small articulate group can readily influence the direction of the organization and eventually
gain control,

In such organizations as labor unions, systems of rewards and punishments can be utilized

to maintain the obedience of members. If a man is dropped from a union he may not be able to

33




get employment. On the other hand, if the union leacer improves the lot of the union members,
they will more willingly go 2long with more p.rely political actions and obey strike calls. In
addition, goon squads may be used to "persuade” uncooperative members. Having instruments
of persuasion and coercion, the leadership can gain compliance of a majority of members. Most
members will comply with a strike -lecision, since higher wages may benefit them and failure to
comply will only lead to punishment, loss of membership, or worse. 35 In using front organiza-
tions, the Communists atterept > deveion and maintain the loyalties of people who otherwise
could not be persuaded to enter the Communist Party or who, even if willing, would not be suf-
ficiently reliable. They also are able to mobilize many who are indifferent or even opposed to
Communist ideology—uniting them {nstead behind such causes as "nationalism," "liberation,"
"pacifism."” or other popular social issues within a particular society. The organization also
attempts to gain support of those elements within the community, such as religious and fraternal
organizations, that command the respect and loyalty of the workers, 38

The cell attempts to evaluate the power structure of the group which it is trying to infil-
trate. In professional groups such as industrialists, lawyers, or university presidents, the
Communists seek to control executive staff functions since this is where the power resides in
such organizations. They look upon the facade of distinguished citizens on theboard of directors
as an asset to the organizational infiltration. Hence, they do not seek the prestige positions hut
instead positions of control which affect the day-to-day operations of the organization, 37

In the Malayan Communist insurgency, for example, the MCP maintained its influence
within the General Labor Union through three separate control systems. The first system was
made up of a president or secretary and 2 or 3 full-time organizers, who were part of the open
membership of the lahor union. Although they were party members, they avoided any connec-
tion with meetings or activiiies that might identify them with the party. They reported to and
took orders from the GLU. They were told to operate within the iaw and to give the impression
that their primary interest was the advancemen® and con:ern o trade unionism.

The second system of control was exercised through underground party members, who held
no otficial office and were members of the open rank-and-file. They were activists who re-
cruited new members for the union and for the MCP. They served to simulate grassroots senti-
ment for policles favored by the party. enabling the leader to avoid the appearance of dictating
to the union. This group also reported on the financial status of each member and provided
information to the party on membership attitudes; the party then based organization policy on
these reports. The underground members reported to the section of the party responsible for
trade unionism, which was separate from the regular party. These members were more trusted
than the leaders, who were considered expendable if discovered.

The third control system consisted of the regular party members who formed a fraction
within the union membership. They held no official posts. They reported their activities to and

received orders froin the regular party. 38

34

————— e > ———— e <




United Front Activities

The term "front” has been used in three different ways in Communist political warfare.
Com.nonly, it refers to political activities cai ‘ed out behind the facade of an apparently non-
Communist organization. The front has been used to gain control of perinheral leftist groups.
It has also heen used to gain access to wide segments of society having no ideological commit-
ment to communism or Marxism. In a "united front™ operation, the Communists seek to con-
solidate and unite forces of discontent against the government. The groups in the united front
need not agree with the objectives or goals of the Communist Party. However, the party does
offer its support. In this manner the Communists mairtain organizational integrity while be-
coming associated with other, lcgitimate organizations. 39

The Communists have utilized the technique of the united front in most of their insurgen-
cies, They lorm alliances with other groups, offering them the organizational support of the
Communist Party in return for a united front against some issue. The rank-and-file of most
organizations arc more than willing to accept anyone who professes to share their views., Many
organizations have assumed that the Communists would enter into cooperative ventures without
subverting the organization and that their cause would benefit {rom the additional strength of
the Communist Party, 40

Lenin's formula was to go where the masses are located, vie for leadership positions or
neutralize the existing leadership, and gain access to the rank-and-file. By drawing a number
of legitimate groups into a united front, the Communists can gain the prestige of speaking for a
large and diverse group of people. Once in the front, they seck to discredit the leaders of the
other organizations so as to gair control of their followings. 4 Usually organizations join a
mass [ront or coalition in order to achieve particular ends; the Communists join for an oppor-
tanity to subvert them. The theory is to fill power vacuums and tc create new organizations to
cope with new problems which are not being effectively handled within the context of existing
organizations.

In Venezuela, the creation of a united front was the first major step in initiating an insur-
gency and is characterisiic of most Communist-dominated insurgencies. For example, the
Venezuelan Communist Party (Partido Comunista Venezolano—PCYV) initially used its legal
status to cover its illegal activities., Communists infiltrated the Democratic Ac*ion Party
{Accldn Democridtica—AD) and in 1960, under Domingo Alberto Rangel, the left wing of the party
was expelled. The party formed a new group called the Movement of the Revolutionary Left
(Movimiento d¢ Izquierdo Revolucionario—MIR). In the mid-fifties, both the MIR and PCV were
in militant opposition to President Rdmulo Betancourt. In 1961, the MIR used its congressional
immunity to carry on terrorism against the Betancourt regime. Finally, in 1952, both the PCV
and MIR were ruled illegal by the Supreme Couit of Venezuela. After this decision a National

Liberation Front (Frente de Liberacidn Nacional—FLN) was formed to unite all left-wing elements
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against President Betuncourt and initiate an insurgency. The FLN organized the Armed Forces
of National Liberation (Fuerzas Armadas de Liberacidn Nacional—FALN) to conduct urban tec-
ror and guerrilla warfare against the government.

In 1962, the Minister of Defense of Venezuela described the Communist plan as it appeared
in captured FALN documents. The FALN proposed: (1) agitation against the government; (2)
demonstrations, disturbances, strikes, and terrorism; (3) sabotage and guerriila actions
throughout the country; and (4) insurrection culminating in violent takeover of power. The Lur-
pose was to create such chaos that the armed forces would take power through strong-arm
methods; then the Communists would overthrow the army and gain control of the government.
The Communists have gained support in the left wing of the Republican and Democratic Union

”(Unidn Republica Democrdtica—URD) which withdrew from the Betancourt coalition in protest
against the government's anti-Castro action in 1960, as well as the AD opposition which split
from the AD in 1962. Both of thesa elements supported the terroristic campaign. 12

In May 1941, members of the Indochinese Communist Party (ICP) formed the Viet Nam Doc
Lap Dong Minh Hoi (League for the Independence of Vietnam) or, as they were popularly known,
the Vietminh. The organization was a broad coalition of political parties, all of which wished to
free Vietnam from French rule. Since many nationalists did not join the coalition because it
was Communist controlled, Ho Chi Minh officially dissolved the ICP on November 11, 1945. In
May 1946, in still another move to win nationalist support, he announced the establishment of the
Mat Tran Lien Hiep Quoc Dan Viet Nam (Vietnamese Popular National Front), a broader front
than the Vietminh, whose goal was "independence and democracy. "

In 1951, since the front received most of its aid from Communist China and the Comrnunist
bloc, the Communists felt that they had sufficient control over the movement that they could
reestablish a Communist Party. In addition, if some unforeseen event should occur in which
they lost control of the front, they wanted to leave some official representation in the organiza-
tion. The name, Dang Lao Dong (\Vorkers' Party), was carefully selected. One party document
describes the reasons which went into the choice of name.

It should never be admitted outside Party circles that the Workers' Party is
the Communist Party in its overt form for fear of frightening and alienating
property owners and weakening national unity. To party members and sym-
pathizers it can be admitted that the Workers' Party is the Communist Party,
but to others it should neither be admitted nor denied. . . .13

In this way they avoided alienating people who for one reason or another could not accept com-
munism, but at the same time won recognition from other Communist parties throughout the
worid,

Using the same tactics as in the war against the French, in 1962 the Communists organized
the National Front for the Liberation of South Vietnam (NFLSV). In order to control the move-~

ment, key members of the central committee of the Lao Dong Party went to the South to run the
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operations. Once they had firm control, a thinly disguised Communist Party (People's Revolu-
tionary Party—PRP) was formed which is oster.eibly indeper.dent of the Nerth but in fact is an
extension of the Lao Dong Workers' Party # Fxcept in the rare cases involving attempted

coups d'etat, the creation of a united front has preceded the initiation of Communist insurgency

and guerrilla warfare.

COMMUNIST INSURGENT ORGANIZATION

Underground and Guerrilla Structure

Far-reaching organizational changes are required to convert a peacetime party into a na-
tional liberation movement designed to carry on a protracted revolutionary war, While the
party apparatus itself remains essentially the same, an additional structure, composed of under-
ground members and guerrillas, is created. Through interlocking positions of leadership

within the movement, the party directs the underground and guerrilla organizations and opera-
tions.

At the top of the organization is a central committee, a politbureau, and a secretary-
general. The secretary-general directs the national committees for military organization,
mass organization, education, finance, and intelligence. Below the national level are provincial,

district, and local committees and individual cells. There are two parallel national organiza-

tions. one civil and one military. (Sce figure 7.)

¢

The civil organization or national liberation front is usually made up of several _'poli@ical
parties and affilinted mass organizations. The front is responsible for mass recruitment and
for support for the guerrillas in the form of intelligence, supplies, and safe homes. It is also.
responsible for population cuntrol and the establishment of a shadow government to provide
schools. courts, taxation, and administrative offices. The front has liberation committees in

regions, districts, villages, and towns. Within each of them is a parallel covert Commuhist

organizational clement.

" w\When Radio Hanoi announced the formation of the PRP, it avoided the word "Communist"
and deseribed the party as '"representatives of Marxist-Leninists in the South. " A captured Viet
Cong document which originated in North Vietnam and was sent to a provincial party committee
in South Vietnam, states that the formation of the PRP should be explained to party members as
a tactical move to rebut accusations about the invasion of the South by the North to permit the
NFLSV to recruit new members and win sympathy and support from nonaligned nations. It goes
on to sav that the independence of the PRP is only apparent and that in reality the party is the
Vietnamese Workers' Party united in North and South under President Ho Chi Minh.

In July 1962, when the North Vietnamese signed the international agreements on Laos, a
member of the delegation reported to foreign journalists that the list of members of the central
committee of the Workers' Party was necesrarily incomplete. Some names had been left off in
order to protect the identity of men who were directing military operations in South Vietnam. #
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Three major military forces evolve. The mobile main force, the regional forces, and. the
local militia. The first is a regular army and the last two are paramilitary. The regular
mobile main-force units are organized on the basis of battalions, companies, platoons, and
squads. There is o heavy emphasis, howeer, on political indoctrination. Each unit generally
has a military leader, a political leader, and a party member who make tactical and political
decisions,

The military organization is set up according to the principles formulated by Mao Tse-tung.
Vo Nguyen Giap. in claborating on Mao Tse-tung, distinguishes three military phases of insur-
geneys Mguerrilla wovfare,” "mobile warfare,’ and "entrenched camp warfare. "4 Certain
organizutional and political developments are prereyuisite for transition from one phase to
another.

The guerrilla forces carry ot a war of harassment until basic political structures can be
¢reated.  The more proticient of these forces are then singled out to launch the mabile warfare
phase. New main-force units are created and crganized along conventional lines but remain
mobile and use gverrilla paramilitary forces as a protective screen. Although this mobile
main foree assumes a formal structure of battalion strength, it may fall short of conventional
military strength andd fire power. By contrast, the guerrilla paramilitary forces retain a
simpler organizational form, heing composed of small units approximately the size of platoons,
and continue their harassment of government security forces. It is the responsibility of locau
forces to maintain a presence among the civil populace and to harass government forces. Giap
muaintains that even in the mobilc warfare phase a judicious halance must be achieved between
these two forees.

The importance of maintaining both a main force and paramilitary formations was also
stressed hy Mao Tse-tung:

Considering the revolutionary war us a whole, the operations of the people's
guerrillas and those of the main forces of the Red Army complement each
other like 2 man's right arm and left urm; and if we had only the main forces
of the Red Army without the people's guerrillas, we would be like a warrior
with only one arm. 46

The militarization phase of the insurgency is simply part of the largor political struggle.
As one former high-ranking Communist has remarked, guerrilla war is just a feature of the
overall political wur.47 The character of Communist insurgent organization asit is transformedv
during a *nilitarization phase of insurgency has been illustrated in Malaya, the Philippines,
Greece, and South Vietnam.

In Malaya, the insurgent movement was made up of the Malayan Communist Party (MCP),
the Malayan Races Liberation Army (MRLA), and the Min Yuen (People's Movement). In theory,
the highest authority in the Malayan Communist Party was the central committee of 11 to 15

members. In practice, however, the politbureau, throngh the secretary-general, issued policy
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decisions and through the military high command gave directives or orders to the armed forces.
Three regional bureaus controlled party activities in the Malay states. Below the regional bu-
reaus were district committees. The branch, with thrce to five members, was the hasic unit,

Typically the Communist technique of interlocking the underground with the military organ-
ization was used. A committee from the politbureau was established within the high command of
the Malayan Races Liberation Army. Regional committees controlled the MRLA units in the
regions. Each committee usually consisted of three members: a party representative, a mili-
tary commander, and a military vice commander {for troon indoctrination). The party repre-
sentative was the controlling fifure.

The Min Yuen, at first a front organization established to replace the party-conirolled trade
unfons that disappeared when the Emergency began in 1948, hecame anunderground organization.
Its functions wete to collect funds for the MRLA, furnish supplies, collect intelligence, dissem-
inate propaganda, and serve as a pool for recruits for the party and the MRLA. In many arcas
the Min Yuen had its owr armed forces, which protected the political organization and carried
out independent terrorist activities in support of the MRLA. 48

In the Philippines the Hukbalahap (Huk) organization was patterned after other Communist
insurgent organizations. The chain of command included the secretary-gereral, a 31-man
central committee, and an 1i-man politbureau. The secretary-genersl directed national com-
mittees for organization, education, finance, intelligence, and the military. The military com-
mittee, made up of members of the politbureau, exercised command control of the aviny. Its
policies and decisions were carried out by the commander of the army who, with his deputy
commanders and staff, formed the GHQ.

The party's organization bureau was at the same level as the army GHQ, and was charged
with handling political affairs and furnishing political and propaganda guidance to the commander
of the army. Directly under GHQ were the party regional committees {(RECOs), which at one
time numbered about 10 and were believed to be the highest headt';uarters in direct command of |
troop unite for tactical operations.

""he RECOs functioned also as territorial and administrative headqr:eters, with responsibil-
ity for organization and propaganda functions. Reglonal commanders repres-nted GHQ in their
avea, supervising and coordinat ‘g military plans and political activities. They also developed
tactical plans for implementation by their subordinate field commanders. 4t the regional level
there were also organization committees in charge of establishing local Communist cells, ob-
serving the loyalty of party members, indoctrinating new members, and supervising their
training.

Young men who were Huk memhers werc sent hack to their native villages to recruit for the
guerrilla force. They were to organize their vilages for the Huks by establishing committees

of trusted and respected elders. Fach village committee was organized into two groups: one a
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nommilitant underground group, the other military. Most of the male villagers were recruited
as guerrilla sighters and ovganized into local reserves. They worked their farms by day and
served as guerrillas at night.  The local underground provided intelligence, food supplies, and
medical care for the guerrilla units. 49

The Greck resistance movement during World War II provides another example of how a
small but relatively well-organized party can organize a vast military and civil insurgent move-
ment and maintain control over a large segment of the population. In September 1941, the
Greek Commuil;’ Party (KKE) began a nationwide resistance movement. The Communists
organized the Greek National Liberation Front (EAM) to recruit and enlist all sectors of Greek
society. All citizens and classes that favored resistance against the Nazis and free elrctions
after the war were wielcomed. The EAM sought and won the support of some left-wing political
leaders and formed a coalition made up of the KKE, the Union of Popular Democracy (ELD), the
Soeialist Party of Greece (SKE), the United Socialist Party of Greece (ESKE), and the Greek
Agrarian Party (AKF). Each of these parties had one representative on a central committee.
This committee was the policy-making organ of the EAM. Although it appeared that the EAM
wrs composed of many purties, in fact the Communists held most of the power through the
‘ront's functional groups. he EAM organizeu the Greek People's Liberation Army (ELAS), the
United All Greece Youth Organizatlon (EPON), the National Mutual Aid (EA), and the Workers'
National Liberation Front (EEAM).

The British estimated that the ELAS was composed of approximately 50,000 men while the
EAM had from 300,000 to 750,000 memhers. The EAM gave estimates of 85,000 for the ELAS
and approximately 2 million for the EAM. Dy 1943, the EAM controlled a good portion of
Greece through an administrative hierarchy and local self-government. In each village there
were four FAM groups: the EA, the EPON, the Cuerrilla Commissariat or ETA, and the general
LEAM committee. The secrctary of the EAM was called the ipefthinos or "responsible one." It
was his duty to check on all travelers coming into a village to confirm their identification, to
recommend individuals for trainirg to the ELAS, and to follow orders from his district superior.
The ETA collected taxes und gothered materials fo.- the ELAS.

It was through the ipefthinos in each village that the Comumnunists exerted control. Before
the war the Communists were the only party with widespread underground experieace and most
of the organizers of the EAM were Communists, Thus, the Communists who organized the EAM
in a village usually became the leading EAM functionary. ‘Through the election of higher level
officials, the Communists further incrcased their influence. Village ipefthinos elected the
members of the district EAM committee. The district members in turn elected a regional
committee. Each region in tvrn had one representative on the EAM centrsl committee. Cities

such as Athens, Piraeus, and Salonikza also had one representative on the central committee.

41



S U SOg

The city reprecentatives were elected by neighborhood EAM commiitees, and EAM professional
and trades organizations.

The 25 delegates on the central EAM committee represented political parties. the functional
organization, the ELAS, EPON, EA, and regions and large cities. Through the ipefthinos the
Communists had a majority of the delegates on the EAM central committce although they made
up approximately one-tenth of the EAM membership. The EAM central committee appcinted
the two top leaders of the ELAS. The ELAS had two bodies, a high command which carried cut
the military operations, and a central committee which passed on policy. However, all political
issues were resolved or handled by the EAM. The EAM controlled the armed services through
the kapetanios. While each ELAS unit was led by a military commander who was responsible
for all military decisions, at a comparable level there was a kapetanios who was responsible
for propaganda and morale within the unit and the relations between the units and civil popula-
tion.

In the ELAS headquarters ‘*here was a military commander, a kapetanios, and an udditional
EAM representative. Invariably the kapetanios and the EAM representative were Communists.
Although the military was In command of all military operations, the army was controlled by
the EAM and, ultimately, the Communist Party. 50

The most recent example of Communist insurgent organization and one which requires de-
tailed description, i in South Vietham. Again, the liberation front and the establishment of
separate but inierlocling organizations have been emploved by the Communists. The North
Vietnamese Lao Dong (Communist) Party provided the impetus for establishing tic National
Front for the Liberation of South Vietnam (NFLSV) and the National L¥ eraiion Army. Collec-
tively, these organizations are known as the Viet Cong. To promote the idea that the South
Vietnamese National Front and the Lao Dong were separate organizations, and to counter the
charge that North Vietnam had invaded South Vietnam, the People's Revolutionary Party (PRP)
was organized. The leadership of the NFLSV, the National Liberation Army, and the PRP is an
interlocking one, the Communists holding multiple positions in all three ovrganizations. 5t

The Liberation Army receives direction trom the Loo Dong. the Ministry of Defense, and
the high command of the North Vietnamese People's Army. The highest military headquarters
of the Liberation Army in fouth Vietnam is the Central Office for South Vietnam (COSVN},
which is below the high command of the People's Army. The Central Office maintains lines of

communications with Hanoi and the major miliiary units in the South. 52

The National Liberation Army is composed of reguiar military and paramilitary units.
Within the regular army are the main forces that operate across provincial horders and the
regional forces that operate within single provinces. The paramilitary force, the Guerrilla
Popular Army, has three elements: the village or hamlet yuerrillas, the combat guerrillas,

and the secro. guerrillas. These are organized in squads or platoons and are egsentizlly
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(Umited Press International Photo)

Nguven Huu Tho, a former Saigon lawyer. is now President of the Central Committee of the
National Liberation Front in South Vietnam.
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part-time guerrillas who carry out harassing and sabotage 11issions and serve as a replacement
poul tor the regional units, 63

Political dirvction and control of the National Front are exercised by the Lao Dong through
the COSVN 31 The NLFSV is composed of a number of organizations. Besides the Communist
inner ccre—the People's Revolutionary Party—two other political partier are represented in
the movement: the Radical Socialist Party and the Democratic Party. Then there are various
liberation associations (farmers, women, youth, students, cultural, and workers) and many pro-
fessional and special interest groups. Finally, tnhere are several minor groups, such as the
Afro-Asian Solidarity League and the Peace Preservation Committee, which are oriented
toward external or international matters. %

To insure control by the party, the policy is to have at least two party members working
openly on most committees. In practice, the number is usually determined by the control the
Viet Cong exercisecs in the area. To achieve a broad base of representation in the NFLSV, it
has been standing policy that party members on NFLSV committees should never excecd two-
fifths of the committee's membership. 58 .

Administratively, the National Front for the Liberation of South Vietham is organized along
geographic lines, with an interzone, zone, province, district, village, and cell structure. Oper-
ating at the interzone level are a committee and a committee chief. The committee is organized
into six branches, with the dan van branch responsible for civil and military recruiting and
proselytizing. The organizational branch is responsible for the dich van movement or armed
propaganda and terrorism among the government civil service workers and the Army of the
Republic of Vietnam (ARVN). This branch is charged with influencing government employees
through demonstrations and riots. The binh vau is responsible for infiltrating, building cells,
and subverting the morale of government troops and encouraging them to defect. The training
and indectrination branch is charged with training agitprop and armed propaganda team.s. A
liaison and communications branch conducts the organizational communications needs through
couriers and runners. The security branch is responsible for the internal security of the or-
ganization. This administrative structure is represented at each level of the organization.

The NFLSV focuses its attention on several major activities. The political struggle (seek-
ing out and fomenting class conflict) is one of its principal activities. Another major activity
is the organization and expansion of the united front groups. Finally, the NFLSV is directed to
undertake "armed struggle," including sabotage, assass:qation, and other forms of violence and
coercive persuasion.

The front is primarily charged with the administration of liberated areas, liberation as-
sociations, and the various professional and special intcrest groups. It also carries out mis-

sions of espionage and sabotage against the government and is reeponsible for action among the

masses. Mass communication, ranging from radio to agitation, falls within its responsibility. §?




At the provincial level, the front has established shadow governments headed Ly o commis-
sioner who presides over a pyramidal structure tepped by a central commitiec fo, the provinee,
which supervises district commissioners, village or township cadres, and hamlet committees
Political administrators, many of whom have reccived from 6 months to 2 years of training in
civil administration in Hanoi, govern these areas. Although many administraters are South
Vietnamese, there are some North Viethamese advisers as vell,

The basic administrative bodies i{n the "'liberated’ arwas ure the liberation conimittoes,
There are subcommittees for military matters, health, information, culture, education. and
communications, There is 2 Foreign Relations Commission which has missions in Mascow,
Peking, Prague, Algiers, Djakarta, and Havana. In addition to the committecs on i national
level, there are liberation committees at the province, district, and village levels.

When a village is liberated, elections are held to choose a local committee for self-
administration, which then establishes groups for military matters, public health, education,
and economic questions. The village committee elects representatives to the district commit-
tees, who in turn elect delegates to the provincial committees. However. these higher com-
mittees were initially appointed. Elections are tn ke held at some later date.

Although village committees can contact district and provincial committees for advice, the
higher committees usually provide the general political line and leave local affairs to the self-
administration committees. One reason for this is the difficulty of maintaining daily communi-
cation among the various administrative units. Messages usually come from broadcasts of the
clandestine Liberation Radio or circular letters.

For training purposes, books are distributed by the provincial educationcommittees. Tlese
committees have crude jungle print shops in which most of the work is done manually. In ad-
dition to standard textbooks, books are also printed for the national minorities FEach village
sends people to the teacher-training programs in the district or provincial headquarters; they
then return to their villages and organize schools.

Each village also sends two people to the district center to receive a 6-months training
course in medicine and hygiene. On returning to the village, they set up clinics, where most
attention is paid to problems of hygiene and the control of malaria and intestinal discascs.
Serious medical cases are sent to district or provincial clinics.

Because of transportation difficulties, each liberated village is responsible for growing its

own food, with surplus food going to the National Liberation Army. 58

Communications

In Communist insurgencies, there are several kinds of communication networks. There is

a communication network within the Communist Party, another within the National Liberation
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Front vl i.SV), and a tnira within the National Liberation Army. The systems vary from the
simple to the complex in operation, 53

Within the party, disruption in communications between members of the cadre would affect
operations very little, for the cadre is so well trained and indoctrinated that its members need
little puidance or instruction in dayv--to-day operations. Only major policy changes or new pro-
grams make it necessary to communicate within the organization.

There are two tvpes of formal communications. One is the written directive, which is
relatively slow.  The fast type is the raudio message, communicated throughclandestine stations,
Wher radio is used. the message is disg‘uised through some type of code, often in the form of
key words or phrases. Intensive training and preplanning reduce the need for fast communica-
tions. st

Il a messuge is of extreme complexity or great secrecy, a meeting may be arranged. The
lower echelons receive word by courier that a meeting is to be held. A liaison member from
higher headquarters outlines the wishes of the central committee and entertains questions at
lins meeting. He may cite and quote documernts which he has read and burned. To maintain
mazximum security, secret documents are seldom carried to meetings and no notes are taken.

Administratively, there are four levels at which such meetings take place—the national
headquarters ot the central committee, the provincial cen‘ral committee headquarters, the
district or town central committee, and the cells. Each central committee has as part of its
administrative operation a communications liaison section. Each of the lower echelons has its
own liaison with its parallel units. The communications section handles all messages, coding
and decoding them, and supervises the couriers.

The communications system of the NFLSV operates much as the party system does, but
with less emphasis on security and a greater volume of messages. There are message liaison
centers at central committee headquarters, interzone headquarters, zone headquarters, prov-
ince headquarters, district headquarters, and village headquarters., Messages may cuncern
new missions and assignments, reviews of policies and programs, or distribuiui. of publications
and propaganda.

In discussing communications within the National Liberation Army, it is important to dis-
tinguish between the regular mobile main force and the paramilitary units. The guerrilla units
operate out of the villages and use runners to the district central committee, Messengers
carry communications between the lower echelon paramilitary units and their political counter-
parts without going through headquarters. The guerrillas communicate with the regular forces
by runners, although they k- ep contacts to a minimum. Most communications between these two
originate within the NFLSV.

Main-force communications are more sophisticated, depending upon the type of equipment

captured from government forccs. At headquarters, captured radios and walkie-talkies may be




used, as well as couriers and messengers. Since the main body of central headquarters is
dispersed, telephone systems and switchboards arc used to coordinate central committce oper-
ations. Communications systems are extensively used as an alert systen.. Ficld telephones,
telegraphs, and lights or visual signals are used to warn the main force of ecnemy approach,
During operations, zommunications are ; *-erally limited. In the "liberated" arcas a regular
telephone and telegraph system may be used,

A Netional Courier Division is charged with running messages between the regional central
committees and the district committee or cell level. Courier services are usually a system of
liaison ond jungle mail-drops. Training for couriers, who are frequently “innocents" (children,
girls, women), is detailed. A courier for district headquarters spends approximately a vear
within the organization before being given his assignment. The district headquarters controls
as many as six branch committees and platoons which work un the edges of the junglic <r in
rural areas. The courier's job is to spend his days visiting ""jungle letter boxes' collecting
and delivering messages. Letter boxes are the only fixed point of contact between regional
headquarters and the district branches and platoons. Couriers seldom meet each other,
leaving messages on different days in order to maintain security. Letter boxes are also
chai'zed from time to time and their location is secret, &1

While the party is highly secretive, limiting communications to only the most vital, the
National Liberation Front (NFLSV) has more extensive communications, often concealing the
substance in propaganda and morale messages. The Liberation Army's communications urc
complex or. the tactical level, using modern technical equipment in addition to runners, couriers,
and jungle mail-drops. Within the party and NFLSV, the communications structurc consists

of a series of liaison couriers and runners.
Shadow Government and Population Control

Communist underground strategy is to build as well as to disrupt. Through shadow govern-
ments, the Communists develop new political institutions and new symbols of authority which
serve as instruments for population control. The Communists gain control of the civilian
populace by combining the positive incentives of political doctrine and institutional order with
the negative sanctions of terrorism and coercion. They develop institutions, such as rural
courts, vouth leagues, schools, and farmer cooperatives to exert normative and regulatory con-
trol over individuals, and reinforce this control with coercive means. such as surveillance,
threats, and physical punishments, 62

Shadow governments are usually initiated in towns and villages, where little or no govern-
mental control exists. Such places frequently have none of the advantages of community action

or organization, such as schools, sanitation facilities, medical services, police protection,
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courts, or poiitical participation.  The shadow government parallels local governmental struc-
tures.  Through the systematic remaoval or assassination of government officials, and through
agitation anu propaganda, official government control is croded and replaced by new institutions,

In the opening phases of subversion, infiltrators live among townsmen, carefully select
voung, potential leaders, and organize them into nueleus ceils.  Cell members then agitate and
turn speceific grievanc s into cerystallized attitudes.  Later, armed guerrillas and professional
apitators visit the viliagers.  With the implicit threat provided by the guerrillas, "free” elec-
tions are held,  The slate of candidates includes members fram the covert cells, A shadow
government i3 organized behind a facade of representative government, Through social and
profussional organizations, social control is established and initial resistance is turned into
varying degrees of acceptance as villagers welcome the advent of a school, social organizations,
sports clubs, and so forth. The old power structure is assaulted as drastic changes are made
it the village's political and economic institutions. As a multiplicity of new organizations re-
quires new leaders, young members of the village, usually those reunited by the underground,
are given the resnonsibility and power usually reserved for the elders or the wealthy. &

As u village gives more and more suppori to the underground shadow government, the legal
government may be prompted to retaliate or launch a counterattack. Villagers who were in-
volved in the shadow government or who resist the government's return may be punished. How-
cver, the government's return is often short-lived, with government troops generally leaving
after 2 brier period, because of the remoteness or seeming unimportance of the village in
overall government programs, The Communists then return to resume their sh..dow-
government control. Local commitment tends to be made on the practical basis of who is in
control rather than who is preferred,

When a village has acquiesced, the underground progressively transforms it into a base.
The villagers are induced, through normative or coercive means, to provide food, money, and a
place to store arms and ammunition. Village men are recruited into actlive service, farming
their land by day and conducting ambushes or raids at night. The villagers are also a valuable
source of intelligence. They infiltrate government headquarters and installations and provide
advance warnings, helping the militarily weaker guerrilla forces to planoffensives and ambushes
or to avoid encirclement.

Population control is maintained by organizing multiple, interlocking memberships among
the inhabitants. Constant social interaction and propaganda-oriented discussions are enough to
convince many to support the insurgent government. Instruments of social force. such as courts
and law enforcement agencies, are usuilly sufficient to coerce any doubters. Information from
self-criticism sessions, covert agents, and political police atert the insurgents to any organized

opposition, 64

19




R B s it ensen e

The ateps through which the Communists go in ostablishing shadow govormmen = are it -
trated in the example of a South Vietnamese village.,  Captured records of a Vict Cong <o -
mander revealed some of the technigues and problems the Communists faced i gaining contrel
of a village in Kien Phong Province in 1960, 8 The village, dubbed "XB7 tor seeurity reasons,
had 6,000 inhabitants and was cifcetively transformed trom a nan-Communist into 4 hard-core
Communist combat village. Interestingly. the Diem government had donce a velativelr good oo
of administering the area, and the Communists, in order to build & mass orgamention, hinddly
had to use farmers’' latent nterest in land to focus gricvances against the government.  The
farmers merely wanted low rent and the right to farm the land they maintinned. The govern
ment soldiers in the area collected taxes and reciaimed land from delinquent tenants for the
landlords, who usually hved in the cities. At first, the Communists voiced various slogans
against the landlords. but achieving little success with these, they dispatchud an agitprop tcam
to organize the village, Living in fields and marshes during the day, the team shipped into tue
village at night to propagandize. Government mobile troops were active in the area during the
first year and lurgely thwarted the Communists' cfforts—killing three party members and ar -
resting over 100, Indeed, only one cadre member finally remained, and he had no local
support.

Eventually, through persistent efforts. several farmers were induced to join the party by
“the promise’ of land. Slowly, a base of seven members was estubhished as the beginning ol
the local XB party. These in turn recruited others, and eventually the cadre grew to 26 mem-
bers, while the XB expanded front organizitions to 30 members in the Lao Dongyouth movenmient,
274 in the Farmers' Association, 150 in the Youth Group. ard 119 in the Liberation Women's
Group. They were instructed to open as many private schools as possible and to lorm groups
and associa.ions among professionals, tradesmen, workers, and peasants,

Within two years, 2,000 villagers had become involved in the Communist frent activities.
Yet, despite these apparent successes, the mass of farmers remained passive to Communist
appeals for action. The party adopted a new tack, beginning with a concentrated campaign to
eliminate the influence of village leaders and government security agents. By applying
pressure—often physical threats—to leading villagers. they were persuaded or coerced into
joining the party. When government forces came to the village with projects, they were unable
to find any leader who would cooperate.  Even government medical supplics were turned down.
Finally. the government virtually ahandoned the village in terms of civie projects.  The party
encouraged people to take over land and hegan to estal:lish public health, sanitation, and educa-
tion facilities. It even assisted in the marketing of produce.

Thus the party, hy persistent persuasion and cocrcion, grew from a small cell to the ruling
authority in village XB. Throughout this process the people in the villige seemed to he moli-

vated by individual interests rather than hy Communist doctrine.

50




AUthis peant an aticmpt was made to get active support for the National Lil erition Move-
ment trom the villagers,  The party saw to it that Viet Cong flags were flown from village
lagpotes and frequent propaganda sesoions were conducted. The party he gan 19 press the
villagers into military activitics.  In spite of initial reluctance, the village was eventually
transtormed into a “combat village. " Villagers were induced to set up beoby-traps, huild
harrieades, and establish defensive positions against government troops.  With this, the village
beemme a target for government attack.  The more the villagers werce pressed hy the Commu-
mists into building defenses. the more government troops came tw clean up the rebel “strong-
hold ™ teven though no guerrillas were there). The Communists had maneuvered the village into
“detending' itself from its own government. Inevitably, the more the government troops at:
tacked. the more the people turned against the government and toward the Communists. The
axiom that "people learn war through war' became a fateful truism: whereas the villagers
were gnee reluctant anag hesitant an their military support of the Communists, they now had a
vested interest in supporting the guerrilla urits and protecting the village from the government,

In another village in Vietnam, the Viet Cong entered and let it be leaked to government
troops that they were going to hold the village for 3 days. Government troops attacked the
village. although the Viet Cong had left in the meantime, The net result wais that villagers who
were onee neutral were alicnated from the government, 68

Another example of the operation of shadow governments by Communist undergrounds ap-
pears ir the Huk movement during World War IT in the Philippines. 81 As descrived by Luis
Taruc. the Huk leader, the Communigts found that the easiest villages or harrios t organize
were those which had strong prewar organizations. Once they had a "beachhead™ in a village,
the prineipal tocus of their organizational effort went into establishing a Barrio United Defense
Corps (3UDC)

When a BUDC unit was established, a council was formed. The size of the council depended
upon the si1ze and importance of the barrio. Elected by secret ballot, the barrio council con-
sisted of & ¢hairman, a vice-chairman, & secretary-treasurer, a chief of police, and directors
ol reeruitment, intelligence, transportation, communications, education, sanitatinn, and agricul -
ture.  Often one man held several positions., Councils were formed only in those areas where
Huli squadrons could protect o barrio and defend it against the Japanese. Elsewhere, barrio
relict associations and antirobbery associations were formed.

Organizcing the BURC in o village involved several phases. The first step was to send a
contact man to find out who in the barrio were loyval, who were anti-Huk or spies, and what kind
ol people the barrio leaders were.  If barrio sentiment was favorable, a squadron would enter
and cull a meeting ol leading individuals and talk to them. ‘Then a meeting of the entire village

would be ealled and the Huk program explained. Taruc reports that these barrios were easily

arganized,




Hewever, in barrios which had collaborators, spies, or were predominantly against the

Huks, a contact man would identify the agents and where they lived

Then a Huk squadron would surrour.

, and watch their movements.

d the barrio, arrest collaborators and suspected enemy

agents, take them to a public place. :nd on the basis of information gathered from the people of

the village, make charges against d'em. Ina public meeting people were asked if the charges
were correct or if there were any additiona' charges. If the people repudiated the charges, the
prisoners were releasced. If they confirmed the charges, the Huks tried to determine if the
individual collaborated under force or willingly. Traitors were usually executed, but those who
cooperated under duress were lectured and asked to work for the undergiround.

After the trial, the whole barrio was lertured and the squadron left, returningat alater date
to check on village activity. If the enemy had returned to establish control znd people had
collaborated, the Huk unit arrested the collaborators and tock them with the squadron for 2 or
3 months. During this time they lectured them. When they felt they were convinced they re-
turned them to the barrio,

This type of direct military intervention was not normal procedure. Usually, organization
of civilian support and population ontrol was effectively maintained through the establishment
of m2ss organizations and new ir;titutional forms, To develop mass organizations, the Huks
initially worked with a small number of former union srganizers and nrofessional men who had
Leen associated with popular moverents. With this nucleus thcy set up sehools to teach the
techniques of mass organization. They instructed recruits in the methods of infiltration, orga-
nizing barrios, and how to penetrate and comhat the Philippine constabulary, These schools
eventually trained barrio council members as well. The major functions of the harrios were
to help in military operations and to develop their econemy so as to provide supplies for the
insurgents.

Although the Huk squadrons usually camped at a distance from the barrios to avoid drawing
suspicion or attentioa to them, occasionally they did stay in a barrio and soldiers were assigned
to various hous:s and families. In return. the Huks helped with houschold chores and azsisted
in farming dutics.

The BUDC acted as reserves for the rnobile units. For each Huk in the field, there were
two in the barrios, engaged in productive work and civilian pursuits, Recruits also received
military training in the barrios. Usually men on active duty were rotated back to the barrios
for rest periods and the harrio reserves would spend some time with the regular guerrilla
units. As Taruc concludes, "In this way we are able to build an army that was very much like
an iceberg in appearance, two-thirds of it heneath the sea. "

The Huk avoided encounters with the enemy that might result in punitive action against the
bharrio. When an ambush was to be staged near a barrio, a meeting was held with the BUDC

council in order to obtain its permission,
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The director of intelligence of the barrio was an integral part of the overall intelligence
network.  Fvery man, woman, and child in the barrio reported intormation to the director who

in turn transmitted this information via runner to the guerrilla agents. The most significant

contribution of the barrio intelligence was their observation and investigation of strangers,

vhich greatly limited the enemy's use of spies and agents. A director of transportation was

A o vt e

responsible {for maintaining carriage horses and carts and for placing them at the disposal of
the Huk= 2t 1 moment's notice.

There wus an inner communications system among the barrios, and nu one could move

R

from one hurrio to anather without an appointed 'connection” to accompany him. There were
two tvpes of courier systems, direct and relay. Important messages were always sent directly

by courier and traveled a well-defined route, The relay system was circuitous and took con-

siderably lenger. Otwev devices were used for alerting barrios, such as a flash of light through
an open window, flags, banners. or clothes hung on a clothesline,
A director of education was responsible for setting up schools so that the children would

not have w attend schools established by Japanese occupation authorities, Health and sanitation
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projects were also undertaken. The director of economy and agriculture had an important

Bt i

position. His task was to organize the village so that a maximum amount of food was available
for the Huks and the villagers and kept from the enemy. Cooperatives were launched for the
vlanting, care, and harvesting of crops. To protect fcod from Japanese confiscation. Huk squad-
rons attacked the enemy frequentiy during the harvesting season to divert troops from the fields.

The squadrons also helped in the harvesting. The barrio organized groups to put the food into

s

dirums and bury it or pour 1t into hollow bamboo poles that were hidden in the rafters of houses.

TR

Courts and a jury system were set up to administer justice. The barrio council handled
both civil and criminal maiters. Cases which involved informers, spies. or traitors were
generally referred to the military committec in order not to involve barrio people in the execu-
tions. Inorder to curtail black-marketing in food, a system of licensing and patrol was estab-

listed to check on the moement of all rice. No one could sell rice without a license {rom the

insurgents and anyone caught in black-market activities was investigated and turned over to

barrio courts.
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In summary, the imporiance of shadow governments has often been overlooked in the anal-
ysis of Communist organizational strategy. The Communists seek not merely to disrupt con-
stituted goverament, but to supplant it, They empioy such positive forces as organizational ties

and institutional norms to exert social control. But lest these "voluntary™ and "normative"

[ R

appeals fail, they also employ the threat of coercion, using such means as clandestine cells for
surveillance and terrorism. Through shadow gover. moents, the Communists create effective
instruments of population control that not only offer an are. of support for guerrilla activity

but tay the foundation for the later emergence of provisional governments.

——
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PART 1I
MOTIVATION AND BEHAVIOR
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INTRODUCTION

Historlcally, people have endured nardship and tyranuy passively for generations. Then
suddenly one gereration, one segment of society, or even one individual rebels, while othiers
continuc to tolerate their traditional lot. The guestion of what causes such rebellions is one of
the most intriguing of our times.

There are other associated questions: Are there particular factors associated with the out-
break of insurgency? Are these factors related to the success or failure of the insurgency ?
Who are the insurgents; are they the outcasts and malcontents who represent the criminal ele-
ment of society, or are they a typical cross section of society? What circumstances and rea-
sons motivate them to become part of an illegal, subversive movement ? Once a part of the
insurgent movement, what makes them persist, under hardships and danger. for the long vears
of struggle necessary to win a protracted war? Who are those who falter and defect?

Ideclogy is an integral part of mnost insurgent movements. Especially in the early phases
when the entire organization is underground, ideology rallies people to the movement. Coupled
with other organizational processcs, it steels and disciplines underground members. What are
the ideological and behavioral techniques of social cuntrol? How are they used in underground
organizations, and what special ones are used in Communist undergrounds?

Especially important in the underground arm of the organization is the role of clandestine
and covert behavior; indeed, special attention and training are usuully given to teaching under-
ground members such forms of behavior. Is there a common pattern of subversive behavior
which shields undergrounders from detection and capture? What human factors techniques are
used to deceive security forces?

These are some of the questions to which the following chapters are addressed. Chapter
Three presents a summary of findings about factors related to the underlving causes of insur-
gency, the characteristics of insurgents, and the reasons for joining, staying in, and defecting
fromunderground and other insurgent organizations. Chapter Four presents a summary of findings
based upon theoretical studies of group beliavior, relating them to gualitative descriptions of

underground behavior. In Chapter Five the rules of clandestine and covert behavior are de-

scrited and related to human tactors considerations.




CHAPTER THREE
MOTIVATION

FACTORS RELATED TO INSURGENCY

It has been assumed that there are certain underlying causes for insurgency and that cer-
tain economic-sociai conditions are more conducive to the outbreak of insurgency than others.

It i3 commonly believed that countries rich in economic resources are not likely to be
threatened by insurgency, since the basic needs of most of their citizens are satisfied. The
Communists have concentrated their subversive activities on the developing nations on the as-
sumption that a low level of economic development offers the necessary objective conditions for
the creation of an insurgency and the psychological fuel to carry it through to a successful con-
clusicn. In the 1960 conference of the Communist Workers' Parties in Moscow, Nikita S.
Khrushchev advocated a "'three-continent theory' which would commit world communism to the
support of wars of national liberation in Africa, Asia, and Latin America. Although the Chinese
Communists currently are in disagreement with Soviet policy, Lin Piao's 1965 declaration sup-
ports the contention that world revolution can be obtained through the legs-developed areas of
the world.

Casual observation would confirm the Communist assumption. Since 1946 insurgency has
occurred in countries at all levels of economic development except the highest or mass-
consumption level. as in Australia, Canada, the United Kingdom, the United States, and most
Western European countries. Interestingly, however, in Latin America insurgency has occurred
in those countries with high levels of development for the area—Cuba, Venczuela, and Colombia.
(Haiti is an exception. )

There are few comprehensive studies on the relationship between economic factors and in-
surgencies. One study of world economic conditions and violence found a curvilinear relation-
ship hetween gross national product per capitz and politicai domestic violence. There was a
low level of violence in countrics with a high GNP per capita (more than $800) and & relatively
low level of violen~e in those with extremely low GNP per capita (below $100), in contrast with
a high rate of domestic political violence in the middle-income countries. ! This would suggest
that there is no simple relationship between economic factors and the outbreak of violence.

In order to further investigate this assumption, information was gathered on 24 recent
(since 1946) insurgencies, and comparisons were made of such factors as gross national prod-
uct per capita and annual increase in GNP per capita, among countries which had insurrections
and those which did not. Another comparison was made to determine the relationship of these

factors to the success or failure of the insurgency. (See Appendix B.}

61



One hundred and twenty-two countrics of the world were divided into four proups on the
basis of GNP percapita,and a comparison made to determinc how the 24 insurgencies were dis-
tributed with respect to GNP per capita. No relationship between GNP per capita and the out-
break of insurgency appeared. Insurgency occurred at all levels of GNP per capiti.

People may be less prone to rebellion if the economy is improving, thus providing them
with a rising level of expectations. They may fecl that although they do not possess wealth now
they may be able to attain it in the future. However, a comparison of the level of growth in
gross national product per capita showed that insurgencies occurred in countries with high
growth rates as well as low growth rates; there was no relationship between growth in gross
national product per capita and the outbreak of insurgency.

In addition, neither the GNP per capita nor the annual increase in GNP per capita was re-
lated to the success or failure of the insurgencies in the countries studicd. One explanation for
the lack of relatiouship between economic factors and the outbreak of insurgency may be that in
addition to poor economic conditions a precipitant event is required to cryvstallize dissent and to
trigger the insurgency. Another explanation may be that while economic factors may be im-
pcrtant when considered on a local or regional basis or for various subgroups within a nation,
the gross national product is probably too broad an indicator to be generally valid. However, on
the basis of the available information and the comparisons made, the economic theory of in-
surgency is not substantiated by the data.

Within recent years, the occurrence of insurgency in rural areas has drawn attention to low
population density as a necessary condition for insurgency. In comparing the population char-
acteristics of nations involved in recent insurgencies, it was found that although half of these
insurgencies occurred in rural, low-density population countries, a relatively high number of
insurgencies also occurred in countries with high concentrations of people in urban areas. This
suggests that insurgencies are not restricted to countries with rural, low-density populations,
but occur also in countries with high-density urban populations. Further, there was no relation
between urban-rural characteristics of the country and whether the government or the insur-
gents won.

There was no relationship between a country’s percentage of aduit litersey and the occur-
rence of insurgency, nor was this factor related to the outcome cf the insurgency.

Since student pcepulations seem to he involved in insurgent movements, an analysis ol the
percentage of students enrolled in higher education was made, and it showed o relationship be-
tween the percentage of students in higher educution and the occurrence or outcuine of insur-
~ency within a country. It may be hypothesized that the educational level of those withun the
insurgent movement itself may be important to its success or f{ailure, but there seems tu he no

relationship between national literacv and higher education and either the occurrence oo the

outcome of insurgency .




In those countries with o high percentage of military jwersonnel in the total population, there
wore more insurpencies than m other countries. It is difficult, however, to draw conclusions
from thu pruss figures available: the percentage of military personnel per capita may have in-
creased because of the insurgency, or the insurgency may have occurred hecause of the high
number ol military personnel .

In another study ol the relationship of the size of the military establishment and deaths due
to domestic violence in 33 counteoies, it was found tint as the size of the military cestablishment
increasces there 18 a decrease in domestic violence. The author concludes that the motive for
the creation of many large military establishments may well be the suppression of domestic
dissent. It was also found that executive stability was negatively related to the size of armies
in these countries and that there was a more rapid rate of turnover in countries with large
armies than with small ones . 2

1. Insurgency and the stage of economic development. A country's stage of economic de-

velopment provides no immunity to msurgency . With the exception of the few mass-consumption
socictics, imsurgency has occurred in countries at all levels of economic development. While
coeonomie factors may be important when considered on a local or regional basis or lor sub-
groups within a nation. neither gross national product per capita nor GND per capita increasc

is related to the outhreuk or the success of the insurgency . There may, however, be some re-
lationship between GNP per capita and the level of violence.

2. Rural versus urban insurgency. Insurgency is not restricled to ¢ountries with rural

low-density population: it also ovcurs amon;; urhan, high-density population countries. Further,
no relationship s apparent between the rural-urban pattern und (he succcss of the insurgency.

J. Liuteracy and education, Insurgency occurs in countries with both high and low adult

literacy . While 1t may be hypothesiczed that the educational level of those within the insurgent
movement affeets its success or failure, there scems to be no relationship vetween national
literaey or hagher education and cither the vecurrence or the outcome of insurgency.

i. Percentage of nulitary Hceesonnel . No clear evidence appears as to the velationship be-

nveen the percentage ol militiry personnel in the population and the occeurrence of or the suc-
cess or Lulure of an insurgency . However. there is a decrease in domestic <:olence in those
countries with large aulitary esuiblisiunents, and no insurgency. There i, also Jess executive

stability and o rapid turnover in countries viath Liirge military establisnments.
WHO ARE THE INSURGENTS?
How wideapread is the insurgency in terms of the number ot people actively involved”? Ina

study of undergrounds in seven countries, it was found that only o small peroentage of the total

population actunlly participated in the movenment. (See tible 1.0 Cousideving the neak
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percentage of combatants—Dboth insurgents and government sccurity forces—it was found that

from 0.7 to 11 percent, with an average of 6 percent, of the population were directly or indi-

rectly involved. However, there may have been sympathizers within the rest of the population.
The ratio of urderground to guerrilla personnel ranged from 2 to 1 to 27 to 1, with an aver-

age of 9, indicating that a large preportion of insurgents work at everyday jobs and only 1 out of
9 joins a guerrilla group.

Table 1: RATIOS OF UNDERGROUND MEMBERS TO GUERRILLAS
AND COMBATANTS TO POPULATION FOR SEVEN INSURGENT MOVEMENTS 3

Country Underground Percent of Combatants*
Guerrilla in Total Population
France (1940-45) 3/1 2.2
Yugoslavia (1941-45) 3/1 2.9
Algeria (1954-62) 3/1 8.3
Malaya (1948-60) 18/1 8.1
Greece (1945-49) 27/1 11.2
Philippines (1946-54) 8/1 0.7
Palestine (1945-48) 2/1 7.0

#Underground, guerrilla, and security forces.

In summary, since so few of the total population participate, insurgency can bhe described as
a low-intensity conflict in which the active combatants make up only a small proportion of the
country's population. Most of the combatants maintain themselves by performing their "normal"
functions within the society along with their clandestine underground activities.

Documented evidence on the place of origin of the insurgents is scarce. Available data are
based on interrogation of captured insurgents, on interviews with local civilians, and on security
forces' intelligence records.

In the Malayan (1948-1960) and Philippine (1946-1954) insurgencies and the Korean con-

flict,* 70 to 80 percent of the members of the movements were native to the provinces in which

‘ they operated; of these, 60 percent were native to the settlements in which they were active.

* Although the Korean conflict (1950-1953) was a limited-war situation, there was a signif-
icant degree of guerrilla activity behind the lines. The references herein to Korez refer to the
organization and operations of the Communist guerrilla forces and the supporting covert under-
ground units.

+This gave the insurgents certain advantages: they were acquainted with the terrain and
accustomed to its hardships; relatives and friends offered various forms of aid and assistance;
their knowledge of the local people made iteasy for them to pose as ''neutrals" when questioned by
government forces. Italsogave them a feeling of fighting for their ownhomes and local interests.
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[PREDRUR.

Although men constitute the majority of insurgents, sizable numbers of women are active
in insurgent movements. 6 In Korea, women played an unusually prominent role in the urban
People's Self-Defense Units, which provided for a eompany of three. platoons of women. About
26 percent of all prisoners held in Forean Government detention camps were female. Of 4,039
guerrillas captured from December 1, 1951, t» January 2, 1952, about 32 percant were women.
The percentage of women in the underground organization was probably even larger. In Malaya
the underground arm of the insurgency, 5 to 15 percent of the Min Yuen, were women who acted
as nouriers, agents, and occasionally as saboteurs. In the Philippine Huk uprising, a few women
held high positions in the movement's leadership.

In Xorea, Malaya, and the Philippines, most age groups were represented. The underground

noncumbatant units had proportionately more old people and young people than did the guerrillas.
(See table 2.)

Table 2: PERCENTAGE OF CUERRILLA AND UNDERGROUND
MEMBERS IN THREE INSURGENCIES: KOREA, MALAYA, AND THE PHILIPPINES?

Age Guerrillas Underground Members

T (%)
12-15 1 5
15-20 8 7
20-25 18 32
25-30 29 22
306-35 25 13
30--- 19 21

In a sample or 2,700 Korean insurgeats, more than half were below age 30.8

Armed boys and girls 15 years old and under were captured: children 11 and 12 years old
were used as regular couriers between guerrilla units and in other underground activities. It
is significant to note that there is a difference in the age distribution of male and female guer-
rillas. While 19 percent of the male guerrillas were either below 17 or aver 40, 50 percent of
ihe female guerrillas were in this age group. (See table 3.)

According to British data on 2,000 captured Malayan insurgents, 63 percent were under 30

years of age. The data sheets on 1,300 guerrilla and underground prisoners and information on

In contrast, only 30 percent of the counterinsurgency forces came from the same province
in which they operated, and of this number only 35 percent came from the same vicinity. 4 The
counterinsurgents thus lacked the advantages of having people of local origin. But when they do
not have old friends and relatives in the local population, soldiers are less reluctent to enforce
unpopular measures. 5
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about 230 killed bandits indicate that the younger people (12 to 15 years old) and the older peo-

ple (over 35) were more often active in undergronnd opeiations than in the guerrilla fighting
units.? (See table 4.)

Table 3: AGE AND SEX OF KOREAN INSURGENTS 10

Age Groups Male Insurgents (2,000) Female Insurgents (700)
(%) (%)
Below 17 5 26
18-30 49 30
31-40 32 20
Ove:. 40 14 24
Total 100 —1—0—0.

Table 4;: AGE BREAKDOWN OF CAPTURED MALAYAN INSURGENTS !

Age Groups Percent
15-17 9
18-25 28
26-30 26
30-35 22
Over 35 15

Total -1_(.)_6

Fragmentary data on 600 membex;s of the Hukbalahap in the Philippines supplemented by
information from 62 Huks resettled through the government's Economic Development Corps
(EDCOR) show age distribution similar to that found in Korea and Malaya. 12

In Vietnam, a study of the age of Viet Cong members showed that well over half (81 percent)
were under 29 years of age, with the average age being 23.8 years. The study was based upon
captured personnel history records of the Viet Cong's 261st Battalion. The average age of the
cadre varied with rank. The assistant leaders averaged 24.6 years old. squad leaders 26.8
years, a platoon-grade cadre 30.8 years, and company-grade cadre older than 30 years. 13 The
greater age of the higher ranking officers probably reflects the long, intensive training which
the Communist cadres receivebefore reaching ranking positions.

In Korea, the Philippines, and Malaya the occupational hackgrounds of insurgents were

similar. The bulk of the membership consisted of peasants and workers. In the town centers
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and urban areas, more industrizl workers and members of the intelligentsia were found, and

these had great influence on planning and policymaking. i4

Table 5: OCCUPATIONAL BREAKDOWN OF KOREAN INSURGENTS!5

Occupational Group Percent
Laborers and artisans 40
Farmers and peasants 30
Students 20
Former municipal employees 5
Former police employees 5

Total 100

A survey of captured Korean insurgents describec a large majority of the insurgents as
coming from working-class or peasant background. (See table 5.) In Malaya, it was estimated
that 70 percent of the Chinese members of the guerrilla arm of the movement were from the
working classes. This group formed the rank-and-file. 1'hose classified as intelligentsia and
professionals were primarily engaged in political activities and held medium- or high-level
cxecutive posts. 16

In Indochina, additional data from a French poll among Vietminh prisoners taken during the
Indochinese War shows that 46 percent were peasants and laborers, with laborers predominating;
18 percent were classified as "petty bourgeois'; and 6 percent came from the trades and mis-

cellaneous professions. 17

In summary, that small percentage of the total population involved in insurgency can be

characterized in several ways:

1. Type of insurgent. The insurgent organization is comnosed of an underground and a

guerrilla force, with an average ratio of nine undergrounders to every guerrilla.
2

2. Local origin. Most insurgents 2re assigned to urits in arzas to which they are native,

while counterinsurgent forces are usually not native to the area in which they fight.
3. Sex. Althnugh most of the insurgents are men, a relatively large proportion of women

participate. There is a tendency for women to he members of the covert underground elements
rather than to scerve with guerrilla units.

4. Age. The membership of the insurgent movements surveyed is generally youthful;
however, this tends to reflect the age pattern of the population involved. The youngest and old-

est members appear most often in support activities. The average age of the cadre is generally

older than that of the members of o unit.
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5. Occupation. The occupations of the insurgents tend to be similar to those found in the

area within which they operate. Units in the rural areas are composed mostly of farmers and
peasants; those in the urban areas are made up of workers and intelligentsia. In general, the

occupation of the insurgents tended to reflect the occupational pattern found in the population as
a whole.

REASONE FOR JOINING

As an insurgency escalates in size and scope, the kind of individual it attracts and the na-
ture of motivation for jeining change. In the early stages of an underground movement, re-
cruitment is selective. Recruits are thoroughly screened and tested for leadership potential
and dedication. At the later stages of expansion and militarization, the underground usnally
aims for mass recruitment. (See Chapter Six.) Although there is little information on ... indi-
viduals join the underground during the early stages, several motivational factors can be as-
sumed from the underground recruiting technique itself. In its initial recruiting of eadre. for
example, the underground specifically looks for those with ideological sympathies. Rational
ideological considerations undoubtedly influence carly recruits.

Motivation for joining during the expansion and militarization phases 1s better documented.
However, the motivation for joining an underground movement during the militarization phase is
typically complex, with no single reason dominant. In addition, motivational data are usually
based on interviews and records from prisoners and defectors. Prisoners being interrogated
are likely to feel at the me=ecy of their captors and may tend to conceal their true motives and
opinions and may give false answers to save face. Furthermore, the more dedicated members
of the movement are less likely to delfect and thus may rot be represented in the avaifable
samples.

A study of the Philippine insurgency suggests that individuals usually join as the result of
a combination of factors—most often raflecting immediate needs and situational constraints. A
chance to obtain personal advantage—ownership of land. leadership, or position of authority—
was frequently cited. Situational problems, such as family discord, violations ol minor laws.
and so on, also influenced decisions to join., First contact with the movement usually came
through chance. An individual joined if it [illed a personal nzed or served as an escape, or it
social pressure or actual force were applied. Once he was in the movement. indoetrination and

other organizational processes helped him to rationalize his commitment.* This chain ol

¥ A former luk exemplifies the interplay of motives. This man was recognized as a leader
in his barrio and became the local contact for the Huks. He got involved in the arrangement of
a rally. When the local people then dec,ded to form a Huk unit, they chose him as its leader.
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interlocking acts eventually led to full-fledged membership. While not invariable, this process
was typical of most of the ex-Huks interviewed. 19

A survey of a group of captured Vietminh showed that 38 percent of the prisoners expressed
a belief in the Vietminh cause. 20 Yet oaly 17 peicer* of a Huk sample of 400 prisoners ex-
pressed sympathy wilth the political objectives of the Communist Party. 2!

Promises and prupaganda appear to have been involved in a number of cases, although their
actual effects are difficult to determine. One source has noted that among ex-Huks a majority
had joined the movement without any noticeable propaganda influence; most had been primarily
concerned with issues like land distribution and lower interest rates. Less than 15 percent gave
their only reason for !oining the Huks as propazanda or verbal persuasion, although 27 percent
reported persuasion or propaganda as a contributory factor. Thirty-eight percent of the Huks
became involved through personal friends. It was probably later, after being exposed to prop-
aganda and indoctrination, that motives for joining were related to specific grievances. 22

A number of priscners claimed that they were coerced into joining the movement, but be-
cause they were prisoners their claims may have been exaggerated. At any rate, in one study
25 percent of the Vietminh prisoners stated that they had been forced to join against their wishes
and had resented being coerced. Another 25 percernt also claimed to have heen forced to join,
but did not appear to recent the fact. 23

Huk leaders realized that recruiting could not wait for the slow process of persuasion and
free decision. In one study it was found that 20 percent of ex-Huks had been forced to join at the
point of a gun or because of threats of violence against their families;* for another 13 percent,
violence was one important factor among several others. 25

During the Indochinese War some cases were reported of young men who had been forced to
join the Vietminh by direct physical coercion. Other men entered the movement because of in-
direct pressure on their {amilies or on village leaders to provide recruits. The Communists
in general combined strong-arm and other pressure techniques with propaganda appeals stress-
ing independence. They generally avoided open appeals for communism, 26

Coercion alone did not seem to be a large factor (20 to 23 percent) in either the Huks or
Vietminh. Coercion combined with other positive incentives related to personal and situational

iactors, however, accounted for a larger proportion of joiners (33 to 48 percent). Another

He couldn't refuse without antagonizing the Huks nor could he leave the town and move else-~
where. The Huks sent him to a "'Stalin University" where he was exposed to Communist thinking
an: nropaganda, and the propaganda points which particularly impressed him were promises to
eliminate usury and government corruption and to distribute land to the poor. 18

#One type of coercion is geen in the example of a farmer's young son who, while working in
the fields, was asked by the Huks to help carry supplies to their mountain hideout. Since they
were armed, he complied. After they got to the mountains, the Huks told him he had better stay
or else they would report him to the constabulary, who would punish him for helping them. 24
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important factor was the action of government troops. Of the 95 ex-Huks intervicwead. 19 pec-
cent said they joined the Huks because of persecution or terrovization by unvernment forces.
The effort of the army to suppress the revolt apparently was a factor in leading many to join the
movement. 2¢

Reviewing the icuscns stated by captured members for joining a movement, one finds a
paucity and ambiguity of data and further difficulties in the interpretation of the data available.
Nonetheless, certain conclusions may be stated:

1. Multiplicity of motives. Usually, more than one motive is present when a member

joins. A combination of factors is usually cited, with no one factor being preeminent.

2. Personal and situational factors. Most of the motives cited for joining tend to be re-

lated to situational or personal problems and to reflect the individual's immcdiate needs.

3. Belief in the cause or political reasons. Only a minority admit that political reasons

or sympathy with the Communist Party are related to joining.

4. Propaganda and promises. Few join because of propaganda or promises alone. These

are apparently more effective when combined with situational factors.
5. Coercion. Coercion alone is a small but important factor in joining.

6. Coercion with other positive incentives. Combined with other positive incentives re-

lated to personal or situational factors. coercion accounts tor a signilicanty large number of
recruits.

7. Government persecution. This factor, real or imagined, appears to be & small but

significant factor leading individuals to join the movement.

REASONS FOR STAYING

Although there are few empirical studies of insurgent motives for remaining with the move-
ment, a review of two studies of conventional military personnel may provide insights into the
motives of men in combat situations and into the sustaining role of ideology.

1

In a study of American soldiers during World War II. it was found that the soldier's willing-
ness to fight was not significantly affected by indoctrination, ideological justilications, or hy
receiving awards for exceptional valor. More important were the norms ol conduct developed
in small, intimate group association~ with other soldiers. 3 The concern for what his fellow-
men within the unit thought of him was an important influence on his pertormance and group
effectivenesss. It was concluded that most nonprofessional soldiers fight reluctantly and are
probahly motivated by status-group considerations.

Another study, based on the collapse of the German Army in World War II. found that in

those units which did not surrender, values such as honor and loyvalty had created a sense of

obligation «mong the soldiers. Loyalty to their comrades was more important than idteology in



their willingness to continue [ighting to the end. Ideology, however, did play an indirect role.
The type of leadership had a positive effect upon the combat effectiveness and commitment of
the individuuls within a unit. When the men in the units accepted the leadership of officers and
noncommissiored officers who were devoted Nazis, the units' performance was much more ef-
fective than that of units without ideologically oriented leaders. 29 If the leadership is ideologi-
cally oriented, the units seem to be more cohesive and effective, even if the members are

apolitical.

In most military units, individuals fight less because they agree with the political system
than because they feel a loyalty to their fellow soldiers. They develop an esprit de corps and,
in spite of adversity, try not to let their comrades down. Many insurgents who have defected
still have favorable memories of the comradeship and togetherness of the guerrilla camps or
the underground cells.

In one swdy of the Philippine insurgency, it was concluded that although people joined the
Huks for various reasons, there was a tendency for a person, once a member of the movement,
to gradually develop new motives for staying. Members stayed on hecause they were made to
believe that the movement would hring about a hetter life for them and for the masses. 30

Insurgents often are influenced by their own propaganda and agitation themes. The impact
of agitational slugans was shown in one study of 400 captured Huk guerrillas: 95 percent as-
serted that their main reason for fighting was to gain land for the peasants. 3:

Psychological methods and morale-gsustaining techniques have been used to induce loyalty.
Since defections often occurred after serious losses, the Viet Cong went to elaborate lengths to
keep up morale. Those killed in battle were carried away, often by special volunteers for that
vurpese, and buried with great ceremony. If it was not possible to carry the dead away imme-
diately after the battle, the insurgents returaed for them at night. This experience huilt up
support for the movement through a desire to avenge the deaths of comrades and was apparently
a significant psychological factor in keeping up morale, 32

New recruits or suspected individuals are not usually given tasks of respongibility and are
Lkept under close surveillance. They are not allowed to leave the camp area alone. Most under-
atound movements require recruits to take an oath promising to remain with the movement on
the penalty of death. Terror or enforcing squads are also used to retaliate against defectors.
Threats of revenge are especially cffective when it 1= difficult to defect to safe areas.* Atrocity

stories about how the government mistreats defectors are also used.

*In Vietnam, insurgents controlled much of the countryside; even government-controlled

: hamlets were vulnerable to the Viet Cong: there were political agents in the villages: and the

: countryside was patrolled by small Viet Cong units who shot deserters or persons suspected of
cooperating with government forces. 33
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The Communists' frequent criticism and self-criticism sessions act as a form ot catharsis
and permit members to voice fears and problems. In this manner members may speak out and
be heard. No matter how limited and directed it may be, this process apparently serves as an
outlet for emotions which might otherwise lead to defection. In addition, an individual who is
disillusioned with the movement will find it difficult to conceal this in the {requent self-criticism
sessions.

Another significant factor which prevents people from leaving a subversive movement is
the human tendency to inertia: to do what is customary and expected of them in spite of any dis-
pleasure with the organization.

Several conclusicns can be drawn as to why insurgents tend to stay with the niovement:

1. Changing motives. Motives for remaining within the movement are usually quite difter-

ent from thuse for joining. Indoctrination and propaganda exposec the individuil 10 new kicis. of
which he may have been unaware before joining. New friends and organizationu! responsibilities
are also motives for staying.

2. Group norms. Insurgents are influenced by other members of the movement. They are
probahly more motivated by what their friends and comrades think of them thin by any ideolog-
ical considerations and tend to stay out of lovalty to them.

3. Ideology. Ieology plays an indirect role. Units whose leaders are ideologically ori-
ented are more cohesive and effective than those whose leaders are not. even when the members
of the group are apolitical .

4. Morale-sustaining techniques. Various psychological technigues are uscd to maintain

morale, such as special ceremonies and group discussions that give members av opportunity to
air their emotional problems and receive group support and reinforcement.

5. Surveillance and threat of retaliation. Continual surveillance and thrents of retaliation

from terror enforcement units keep many members within the movement.
6. Inertia. Simple inertia and habit may be stronger than any inclination to leave. It is

easier to continue a habit than to change it.

REASONS FOR DEFECTION

Disaffection may result in a person's leaving or defecting lrom an msturpent movement to
the government side. He sccks the easiest and salest avenue of escape. It eircumstances arve
such that he can simply leave, he will likely do so: if, on the other hand, the possibility of going
to government forces arises first, and is relatively casy and sate, he may defect. The process
of leaving is, of course, an unseen phenomenon. Ouly defection Lo governtient lurees is

recordahla.



Little syvstematic research has been done on the motivation of insurgent defectors. How-
ever, there have been case studies based on interviews with defectors from the Vietnam insur-
gency, the Huk rebellion in tic Philippines, and the Malayan insurgency.

In Vietnam, in January 1963, President Ngo Dinh Diem began the chieu-hoi (open arms)
program. Viet Cong defectors were offered amnesty and sssistance after a short indoctrination
and retroming course, Between February 18 and June 25, 1963, 6,829 Vietnamese defectors took

advantage of the chieu-hoi program. (See table 6.)

Table 6: VIET CONG DEFECTORS AND AREA OF DEFECTION 3¢

Aren Number of Defectors
Central Lowlands 779
Highlands 28
Capital City (Faigon) 13
L.astern Area 1,252
Western Area 4,657

Total 6,929

The defections from the Central Lowlands were primarily from Quang Ngai and Binh Thuan
Provinces, both sparsely populated, there were none from the city of Da Nang. The majority of
the defections from the Central Highlands were in the rural provinces of Darlac, Lam Dong,
and Phu Bon. There were no defectors reported from the city of Da Lat and only 13 from Saigon.

The largest nuinber of defectors. more than twice as many as from the other arcas com-
bined, came from the western region. The majority of these defections were in the An Giang
Province. The wide range in the number of delectors from the various areas probably reflects
local political, sovial, and psychological conditions, as well as Army of the Republic of Vietnam's
military strength in particular areas.

One explanation for the low defection rate in the more populated urban areas, where it
would appear to be easier to defect, could be that underground members in the cities do not have
to endure the hurdships that units in the tield do.

An analysis was made of the relationship between RVN Government appeals and the number
of Viet Cong defectors. (See table 7.) On the basis of this sample, there appears to be a low
relationship between uppeals for defection and the number of people who defect. Of those who
defectec as a result of government appeals, most heard of defection appeals indirectly from
civilians and other insurgents. It is likely that many individuals decided to defect first and then
became sensitive to propaganda appeals. A large number fcund their reasons for defection so

compelling that they defected without ever having heard any appeals.
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Figure 3. Areas of Viet Cong defection. Fehruary-June 1963
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Table 7: APPEALS AND DEFECTION OF VIET CONGH

Returned of vun will 210
Responded w direct appe:nl 48
Responded to indirect appeal 124

Totul 382

In un analysis of 332 Viet Cong delectors, figures for defectors from guerrilla units were
higher than those for political defectors. This is significant in that there are usually far more

underground members and licisen avents than guerrillas. %

Table 8: TYPE OF VIET CONG DEFCCTORY

Guerrilla 189
Political 69
Liaison 19
De¢serctees, Draft Dodgers 91
Detained hy Viet Cong 14

Total —’3‘8—2

There are several explanations for this disproportion: political units have a less rigorous
physical existence than military ones; political units' day-to-day activities require them to re-
iterate prepaganda themes and carry on persuasive arguments in favor of the movement, so that
they tend to be insulated from thoughts of defection. The number of detections of liaison agents
suggests that, in spite of insurgent efforts to place only the most reliable people in such posi-
tions, it is a highly vulnerable job. The liaison agent has unusual opportunities for defection,
since he usually travels by himself and goes into government-controlled areas. Armnesty offers
probably influence liaison agents to take advantage of their chance to escape.

In October 1964 the chieu--hoi program reached its low point, with only 253 Viet Cong de-
fecting during that month. Defection continued at this low level until April 1965, when 532 de-
fected. ‘Then the figures began to climb: 1,915 defectors were reported for May and 1,089 for
June. The increase in the defection rate coincided with and was largely attributed to the
stepped-up Viet Cong conscription program. The young men nressed into service did not have
the ideclogicol conviction of earlier recruits and, in many cases, resisted recruitment. Among
the new conscripts who defected, personal hardships and the contempt shown them by the veteran

Viet Cong were among the rcasons cited for defecting. 38
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A 19635 study of 1,369 men and women who defected from the Viet Cong showed that mosi

| VTITRY

attributed their defecticon to the harshness of material life in the Viet Cong. Food shortages and
limited medical supplize were most often mentioned. Almost none of the defectors mentionad
ideological factors. 33

In addition to material and personal factors, the military situation also affected the decision
to defect. Members of guerrilla units, for example, were found to be most susceptible to de-
fection appeals immediately after a battdle—especially if their unit had suffered neavy losses. 1

An analysis of defection from the Huk mevament in the Philippines has also been made. 4

Several motives for leaving werc given by the 95 former Huks interviewed, just as they gave

several reasons for their earlier entrance into the movement.

Sixty-one percent gave physical hardship as their chief reason. * In particular, they com-

plained about the cold, hunger, and lack of sleep. The government forces contributed to these
hardships by frequent attacks. Many of the interviewees said that they were tired of years of
being fugitives and just wanted to live in peace. Forty-five percent said they defected because
of the failures and disappointments of thc Huk organization. Specifically. they resented the
stric. discipline in the movement and found orders distasteful, or had lost the feeling of prog-
ress and foresaw failure of the insurgency.

Twenty-three percent surrendered because of promises and opportunities offered by the
government. The most effective promise was that of free land. Mentioned almost as often was
the promise that the surrendering men would not be tortured. Other promises cited were those
of a job, of payment for surrendered firearms, and of freedom for those against whom no crim-
inal charges were heing held.

Almost half (45 percent) of the defectors had heard of the government-sponsored Economic
Development Corps (EDCOR), and most of these indicaled that the program was influential in
their decision to give up. Sorme said the EDCOR program gave them hope for a new life . a2

Not more than 5 percent said they surrendered because of pressure by heir families. Of
course, most of the iluks were unmarried young men who did not have many family responsi-
niities.

In sum, there was no single overall motive for the defections. The hardships of existence
and the constant pressure of pursuit, disillusionment with the Huk organization, and government
promises appeared, in that order, to be the man reasons fui surrender. Thus, the government
eifectively pressed the Huks towurd surrender by maintaining steady pressure against them and

Ly various prouiscs and oppertunities—in p :rticular, EDCOR.

“The renson~ for surrender given in the following discussion add up to more than 104 per-

nore than one reason was given hy defectors.,
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Interviews with 60 former Communist insurgents in Malaya indicated that some of the rea-
sons that led them to join the Communist movement were related to their later defections. 43
Mary joined ns an avenue for personal advancement and security. They saw the party as a
strong organization which would give them a voice in the future. But as they perceived the
party to be growing weaker, they felt that they had made a mistake and wanted to extricate them-
selves as expeditiously as passible.

Most defectors gave no serious thought to leaving the movement during their first year,
being too strongly involved in party work or still having high expectations. The critical phase
for most came about a year and a half after joining the party. At this point they gave critical
thought and reappraisal to their current position and possible future. Most had made great
sacrifices for the party, and it was increasingly clear that greater sacrifices were to be de-
manded even while the chances of victory grew slimmer.

Many began to feel that the future was hopeless and passed through a period of doubt in
which various "'crises' arose that often triggered defections. One category of crisie centered
on the member's inability to meet the requirements of party membership. Generally, an indi-
vidual who developed personal difficulties within the party simultancously developed critical
arguments against the party's gnals and methods and the Communist cause in general. Most de-
fectors specified communism a3 ""bad" in terms which were most meaningful in a setting of
personality politics. U the party and its leaders were seen to be ""corrupt,” the defector could
justify his own personal position and his subsequent defection.

Another category of crises resulted from the party's attitude toward sex. Party members
were supposed to lead chaste lives even though 10 percent of those in the jungle were women.
Even thinking about sexual matters was classified as symptomatic of "counterrevolutionary"
atiitudes. Permission to marry was generally refused. The party made death the penalty for
rape, which was loasely defined and judged by party leaders rather than by the woman. Accord-
ingly, the women tended to attach themselvas to the party leaders, and members resented this
departure from the party policy of "equality."

Another type of crisis appeared when the party failed to satisfy the defector's personal
hopes, ~ither not meeting his needs at all or doing so at to0o high a price. After World War 11,
the living standard of the general population increased and social stability improved in Malaya.
In contrast, the party meraber often saw his life as rugged and unrewarding. Among the imme-
diate problems cited by many ex-Communists were that they had to work too much, that life in
the jungle was o boring. or that they underwent too much physical suffering. Almost one-third
felt vhat their existence had become too dangerous. Scme were pushed into a decision to defect
by the death of a friend.

In nearly all cases, the decision to defect took place after several minor crises. The like-
lihoud of a crisis leading to defection was es

yecially strong if earlier crises were not resolved.
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The psychological preparation for defection was complete when a member begun to formulate
general criticisms of communism. Once members became disaffected, they sought to disengage
themselves from the party as rapidly as possible.

; . Although these interviewees, because they were defectors, are not necessarily representa-
tive of the whole party membership (many of whom might conceivably fight to the bitter end
rather than surrender), the Malayan data strongly indicate that there is a continuity in the de-
fectors' motivations. At one point in time they joined the movement, at another they deserted
it; the roots for both actions lay in the same purposes and hopes. As conditions changed, the
attractiveness of the alternative paths for achieving these hopes also changed. As the overall
prospects of the rebellicn changed, many felt their desire for personal security and social ad-
vancement could be better fulfilled by defecting than by staying in the movement. ‘Thus, appar-
ently contradictory actions (joining and defecting) had a motivational consistency .

Certain generalizations can be made about acts of defection among insurgents in general
and among members of the underground and of guerrilla forces:

1. Types and rate of defection. Once the individual becomes disaffected, he may stay in

the movement but not participate actively, he may leave the movement simply by withdrawing,
or he may defect to the government side. The rate of defection varies widely, with 2 high rate
in some areas and a low one in cthers. Local factors chiefly determine the rate of defection.

2. Multiplicity of reasons. Defectors usually give many interrelated reasons for thsir

defection, usually involving personal and situational factors.

3. Conflict and crisis. Internal conflicts and personal crises within the organization usu-

ally precede defection. Conflicts usually arise over frustration of individual goals, harsp dis-
cipline, or lack of advancement.

4. Time of defection. Young recruits who are forcibly conscripted rend to defect early.

those who join for ideological reasons tend to reconsider and have second thoughts some months
(approximately a vear) after joining the movement. It is at this time that they are most sus-
ceptible to detection.

5. Appeals. Although many defectors are unaware of governnient appeals and rehabilita-
tion programs, these programs appear to be an influencing factor among those who do hear of
them.

6. Underground defection. There are some unique characteristics related to underground

delcctiun. There is less defection to the government side among members ol the underground
engaged in political work than among members of guerrilla units: similarly, there is less de-
fection in the ponalated urban areas than in the rural areas. There are several reasons for
this: political activities probably insulate underground membevs from thoughts of deflection; the
underground 1s notexposed to the rugged, harsh existence sf guerriila life: and while defection raay

be the onlvoptionol cucrrillas. ainderground members may be able to simply withdraw or be passive.




7. Guerrilla defection.  Among the guerrilla units, the rigors and hardships of life in a
gucrrilli unit, such as bad weather and lack of food and sleep, are often cited as reasons for de-
tection. Usually, however. a personal crisis involving individuals in the guerrilla force is the

ultimate lriggering force. Defection is also frequent immediately after batitle, especially if

there have been heavy losses among the guerrillas.,
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CHAPTER FOUR
IMEVLOGY AND GROUDP BEHAVIOR

Commion ta most underground movements is an ideology, a set of interrelated beliefs,
values, and norms. ldeologies are usually highly abstract and complex.! An ideology is more
than a group ol rationalizations and myths that justify the existence of a group: it can be used to
manipulate and intlucnee the behovier of the individuals within the group.?

In ¢very society ideus, knowledge, lore, superstitions, myths, and legends are shared by
its members, These are caltural beliefs. Associated with each belief are values—the "right"
or "wrung" judgments that guide individual actions. This value code is reinforced through a
svstem of rewards and punishments dispensed to members within the group. In this way, ap-
prived patterns of behavior, or "norms, ' are established. 3

Human beings dislike ambiguity and unccertainty in their social and physical envirnnment.
Threugh generalized beliefs individuals seek to give meaning and organization to unexplained
events. Common agreement on certain beliefs also enables individuals to operate collectively
toward a desired goal, Leaders can interpret ambiguous situations in terms of the group's be-
liefs or idcology, translating abstract, ideological beliefs into specific, concrete situations in
which actions are to be taken. !

Becduse beliefs und values are only distantly related to conercte action in daily life, an
interpretive process is cssential to derive specific rules of behavior. Commonly agreed-upon
historical truths are used to justify the norms, values, and beliefs of the gronp. Significant
¢vents which occurred in distant times are given symholic meanings, and a reinterpretation or
“reification” of these events in the form of myths or legends supporting the group's purpose is
developed. In doing this, the group may select certain concepts and adapt or distort them to
justify specific forms of hehavior: where existing concepts conflict with current activities, the
group may deny that a particular concept is relevant in a particular case.$

Within any organization, there are reification sources whos: role it is to apply official in-
terpretations to significant changes in the social environment.  An exumple of th' - s the Com-
munist Party theovetician wha modifies the official party line to {it world events,

In estabhished groups, wany beliets are baszed upon authority; that is, since they are
voiced by the lesacis of the group. thev are sccepted as true, When a leader controls the dis-
scraipation of aniermeusn te the members ol an organization, he censors and approves various
twpes of information, As o resuli. the grodap receives a restricted range of information, and
group memkers tend to develon o set of cominon beliefs. Thus, in some cases, members need
not be perstaded by gognmoent, induced by reward, compelled by pressure, guided by past be-
licts, or iviviucsced by ihe opinions of other people: the restricted range of information to which

thes have acr s sutficient o determine their heliefs. ®




There is a constant drive among people to understand and validate certain beliefs. llow-
ever, experiences are not always based on first-hand observations but upon sccond-hand ac-
counts Beliefs that cannot be validated empiricr''y by events may be verified through a proc-
ess called ''consensual agreement, " or agreement within the group. That is, each individual
says to himself that whatever everyone eise believes must be true. Members of a group tend
first to seek a consensus within the group and then eniorce the cecision of the group. If subsc-
quent events do not justify a group's beliefs or behavior, it may rodefine the real world. A
group tends to rationalize any situation and to blame external factors rather than internal group
behavior. 7

Within organizations, certain rules specify desirable behavior and the consequences of not
conforming. The rules are enforced by organized rewards and punishments that arc relevant
to the objectives of the group. Normative standards are also enforced by surveillance of

members.
INDIVIDUALS AND GROUP MEMBERSHIP

Group membership, such as in an underground, serves to satisfy scveral types of individ-
ual needs. It satisfies the need to ""belong' and offers recognition and prestige. The member's
status is enhanced and self-esteem is raised. A strong organization protects its members from
external threats. It also gives opportunities to gain economic or political goals which could not
otherwise be obtained.8

Wha. others think of us, their praise or reproof for our actions, affccts our self-esteem.
Threats to our self-esteem can motivate us to perform poorly or well. Thus, group assess-
ments of individual performance can exert a strong influence on our behavior.?

The individual carries out ideas to which he thinks the group aspires and is either en-
couraged or intimidated by how the group responds to his actions. Further, an individuai's
“level of aspiration” is influenced by the standards of his group and his culture, and his group
can influence him to raise or lower that level,

People see things—other people, objects, and events—not in isolation bul within a frame of
reference (the standard or yardstick by which an individual evaluates new information). To
understand what a person sees when he looks at an object or event, we ofter need to know the
properties of the frame of reference to which he relates the perceived information, Identical
events can be given different meanings. depending upon individual frames of refevence. 1f 2
landowner distributes money among his peasants, some may be irritated, feeling that of all the
wealth he "stole' from the peasants he is returning only a small part, while others interpret the

act as a sign of generosity.,
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A man in certain circumstances and situations can be led te make decisions and take actions
which might he against his better judgment under normal conditions, 2 man is particularly
suggestible when he must seek a totally new frame of reference in erder to interpret a particu-
Iar event, or when his mental context is so rigidly fixed thau all ¢vents are rationalized within
it.1v In vither case, group pressure can lead an individual to take action consistent with group

objectives,
Factors Related to Miroup Influence

In kis efforts to make his environment meaaingful, man distorts, emphasizes, and sup-
presses the information he receives. Further, he perceives only a limited number of those
things to which he is exposed, ~nd tends to listen to those which interest him most. Selective
oxposure to environment is furt! ored by rembership in occupational and other groups.

Human perceeption is alse limited by the tendency to concentrate on a few immediate al-
ternatives when making a decision. Instead of developing other, or mere logical, alternatives,
man tends to take the best of those available to him at the moment. 1t This tendency is prabably
one reason why situational factors are so important in recruitment and defection of insurgents.

When events centradict normal expectations, the need to understand and explain the frus-
tration frequentiy leads to a distortion of facts, When Stalin concluded a nonaggression pact
with Hitler, until :hat time the foremost enemy, Communist members had to rationalize the
situaticn ar.d remain loyal,

An jr dividunl conforms to group norms for many reasons. He may conform out of habit,
he may caticipate group-administered rewards, such as promotion or group approval, or he
may be directed .hrough the use of group disapproval or sanctions. 1?2 Group signs of disap-
proval ranging from mild disapprobation to utter condemnation are immediately recognized by
member: . For slight deviations from group norms, the group may withdraw signs of approval
rather th n offer reproach. Such psychological sanctions depend for their effectiveness chiefly
on the valuc which the individual places on his status in the group. While great loss of status
seldom results from a single act, serious or persistent deviations may lead to partiai loss of
status, in which recognition of the individual as a "member in good standing’ may bs tempo-
rariiv withteld.

The lracor’s authority is often sufficient to maintain social control. Persuasion may be
used to prescat a particular judgment in such a way that the individual members see the vaiue
of accepting it in place of their own judgment. They remain free to decide hov and in what way
they will act. Tihe group can also be manipulated by a calculated presentation of facts, or the

unit consensus may e represented as the total group when in fact it is only a small part of it.



Cocrvion may be used, but, since it may create a high degree of alicnation, only as o lust re-
sort; even then, the threat of physical punishment is more often used than the actuality. 13

Expulsion from the group is another form of punishment. This may have extreme effects
upon the individual, especially if he is dependent upon the group for protection. * Underground
and guerrilla units frequently kill deviant members and the possibility of this penalty serves to
keep members in line,

A group's code of normative behavior is largely implicit: members know what is right and
wrong, what can and cannot be done, but find it difficult to express the code in words.,  They
cannot define a role but can say "this is the way it is done, ' 15

Within any organization, the individual has a status position. Certain things are expected
of him. He plays his role and expects others to act toward him in certain ways. Status roles
involve a set ot clearly defined and rigidly maintained rights. including such "status symbnls"
as special uniforms and insignia and deference from others, =

Rituals or ceremonies may be developed to bring about normative behavior as well as to
create a feeling of belonging. They may involve signs or symbols signifying membership in the
organization or ceremomal entrance and initiation rituals. Most underground organizations
have a formal initiation and pledging ceremony which attempts to impress on the new member
the value of membership in the group as well as the desirability of conforming to the group's
point of view and group norms. Candidacy for a group may involve considerable pretesiing. A
candidate may be invited te participate on a guest basis, then may face an election. and tinally
be inducted into the main group. Such vrocedures are not always functional; sometimes they
are purely ritualistic and valued in themselves, 15

There are several {actors which will determine how much influence the group exercises
over the individual through group pressures and norms. One factor is the size o!f the group.
The smaller the group. the more effeciively controi is exerted over an individuai. Other things
Leing equal, the control exercised by the group is in inverse proporticn to its size.

The frequency with which a group meets also affects the reiationships of its members —the
more often it meets, the more intimate the retationships within the group, The abiliiy of the
Zroup to control the behovioy of an individual 1s directly related to the length of time that the
group has existed and the frequency of its members’ contacts with each other.

in highly structured groups. whose members’ relationships and dutics are clearly defined
and in which there are generatly recognized norms, more control is exercised over members

than in iooscly structured groups, '»

i Greece. dupig World War 11 a member of the Nutionad Liberation Front VEAM) wis
eapelled wnd thrcatenet vk phvsical barm, De ot compelled te oia the rival underground

Lroup o et protection itinst his former associaics,

“
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Iactors Related to Contermity

Factual matters and personal preferences arve resistant to change, while political ideolo-
gics, social attitudes, and expressions of opinion are susceptitle to pressures toward con-
foremity, ' Ambiguous topics are more changeable than clear-cut ones and suggestibility
increases when it is difticult to check the accuracy of one's response. Knowledge ot another
Person’s response in a similar situation also inereases suggestibility, especially when inlluene:
Is exerted by a person of higher status than onesclf,  Suggestibility is also greater under pres-
sures from friends or wcquaintances than from strangers. Conformity grows progressively
with the size of the group, lHowever, influences toward conformity decrcase when other group
wembers are not in unanimous agreement.  When interaction among group members is in-
croased or o permissive group-centered approach is employed, susceptibility to conformity is
increusad, Susceptibility to group pressures is greater when rewards are given for “success-
tl" performance ~d penalties for "mistakes, ' and among group members who have shared
SUCCeSS,

Anindividuai who makes a definite comnitment and is then subjected to pressurce tends to
resist and maintain his position strongly. This is especially true if the commitment has been
made in public, This is one reason why insurgents require formal oaths for new members ot
their movement and why they insist upon symbolic acts of public commitinent in exercising
pupulation control.

If the individual displays annicty before a pressure situation appears, he tends to be more
susceptible to suggestion. Also, vounyg people consistently give in to social pressure more
readily than older persons. This is prubably why voung people are more readily coerced into
joining insurgent movements, Loss of sleep, too, tends to make an individual more susceptible
1o pressures.

Tendencies toward conformity inerease when the views presented to a person appear to hin
to be only slightly different frerm what he believes to be his own convictions. Resistance is
minimized whea the new vicws are presented gradually in small steps. his is retlected in
underground recruitment techniguces,

Conversion, like conformity, is highest among persons who are uncertain about tactual
natiers.  The degree ot conversion is limited by how intensely a man held his initial views.
The less intensely he held them, the casier it is to convert him, The longer an individual re-

sists . the longer he will stiek to a new position once he has altered his views, It has been foun

thae belan for which was altered by social prossure generally persists over tume.,




UNDERGROUND ORGANIZATION PROCESSES

Underground movements can be described as "normative coercive" organizations, They
are normative in that they appeal to people by offering to satisfy certain goals and o provice
rewards, prestige, and esteem. However, coercive power is also applied through the threat of
deprivation of certain satisfactions or the application of physical sanctions such as pain, de-
formity, or death, 20

Although an individual mayv be persuaded, coerced, tricked, or forced to join the movement,
his goals and desires change as he stays with the organization. Recr.itment is only the initial

phase of involvement. Indoctrination brings about a socializaiion of the individual, and his ex-

periences in participation with members of the movemeont change his attitude and eventually his
goals, 2t

Insulation and Absorption

During the indoctrination period, the aim is to have the individual internalie the values of
the organization. Toial control is achieved through insulaticn and avsorption. Through ideciogy
the individual is insulated and given a separate movai and intellectual world within which to
think and operate; all events are internreted wirhin the context of {deology, 22 The conspiratorial
atmosphere, with an emphasis on illegal work, starts a process of disintegration of normal
moral prirciples and a reduction of inhibitions which hampers an individual's actions snd manip-
ulability. All of his time is absorbed by organizational activities—meetings, demonstrations,
distribtution o} literature, and recruitment, This constant act:vity gives the individual's life an
apparent meaning and removes him from outside interests and contacts, 23

Indoctrination and education tend to reinforce an individual's loyalty to the underground or-
ganization and to immerse him in the movement, The individual is disciplined and schuoled to
think in terms of bow irdividua! actior.s help or hinder the organization, not now they suit
personul goals, 2

When an individual joins an organization, the number of decisions and alternatives available
1o him decreases,  Thut is, he devotes most of his time 1o organizational activity and therefore
limits his outside interests. As an individual reduces the number ot per<onal relationships
with others, he tends to internalize the rules of the ergunization and the less he scarches for
allernale forn.s of behavior, Small, closely kit cohesive groups are highly predictoble in he-
havior. This ripidity inereeses the extent to which the group goils are percetved to be shared
by all the members ol the group, and thus its esprit de eorps. In this manner idividuals

yrotect themselves (1om outside pressu




LR

The internaiization process is complete when the group member maintains his conduct
withoul such crforcing agents as surveillance or direct threat of punishment and when he per-
forms his dutics tor their own suke. As the individual builds up institutional habits and inter-
nalizes a code of conduct, he is less likely to leave the organization,2¢ The smaller the group,
the goeater the individual's involvement and compatibility. The larger the orgamzation, the
greater the chance of conflict, The more extensive his participation in group activities, the
more likely the individual is to develop loyalty and moral involvement and finally a commitment
te the general goals of the organization. 27

Frequent assignments and a high degree of activity also have a useful side effect, providing
the individual with an "invulnerability concept.' He becomes so engrossed in his work that he
loses any fear of harm coming to him. Whnile aware that others have been caught, he is so busy
with his daily routine that he unconsciously considers himself invulnerable.

Joining an underground movement is quite different from joining an ordinary politicat
group. One ex-Commurist says that it is not like joining a political party but like joining a
church. It is a way of life, 2 Another former undergrounder says:

A faith is not acquired by reasoning. One does not fall in love with a woman,
or cnter the womb of a church, as the result of lcgical persuasion, Heason
may defend an act of faith—but only after the act has been committed, and the
man committed to the act, Persuasiorn may play a part in 2 man's conversion;
but only the part of Lringing to its full and conscious climax a procesc which
has been moturing in regions where no persuasion can penetrate, 28

The act of commitment in insurgent organizations is uniformly an oath-taking process. The
individual performs some symbolic, overi act which demonstrates that he is willing to accept
the rules of the organization and abid- - its sanctions it he does not conform. Onece committed,
the individual reorganizes his frame of reflercnce ana the way he views the world to conform to
his commitments.

There are several major mechanisms for keeping memnbers cooperative und working in
unison. An individual rises to leadership positions by being highly active and then assuming a
fu;l-time position within the organization, Those individuals who have special gualifications but
lack essential disc.plinary characteristics can be put in special positions through the process of
co-optation: they a - put on certain committees and participate in some organizational activi-
*ing with.nt following the rules of ordinary membership. Individuals outsidc of the organization
iy elso be brought in to support the organizational goals through rooptation, An individual
who does net agree with the subversive group's maii goals or activities may be brought to sup-
port the organization by giving him assistance in attaining limited goals which the individual
favors within the community,  ‘This happens frequently in front groups. An individual may favor

disarmament .o be opposced to the government for specific reasons; the subversive group spon-

sors and supports him, obhteéning his Jovalty in reiacn, 3
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The atmosphere of the underground has been desceribed as

. . .a paradoxical atmosphere—a blend of fraternal comradeship and mutual
distrust. Its motto might have been: Love your comrade but don’t trust him
an inch=-both in your swu interest, for he may betray you; and in his, because
the iess he is tempted to betray. the better for him. This, of course, is true
of every underground movement: and it was so mucl taken (or granted that no-
body seemed to realize the - radual transformation of character and of human
relationships which a long Party career infallibly produced, 3t

<P

Communist Factors in Organization Processes

Communist organizations are characterized by five major organizational factors:

{1) ideology. (2) democratic centralism, {3) criticism and self-criticism techniques, (1) the
committee system, and {5) cell structure. The effectiveness and use of these crganizutional
technique:s rest on some basic principies of social organization.

Endless indoctrination sessions are characteristic of Communist organizations. They are
not primarily designed to teach specific or detailed ideclogical content.  The organization coins
value terms~such as "deviationist™ and "personality cult”—which to the outsider have no real
semantic value but within the orgamzation carry positive or negative connotations and indicate
to the membership those things which the leadership favors or does not favor. Through con-
stant indoctrination, the value systems thesc terms represent ave inculcated into the member-
ship and normative patterns of behavior are developed.

Individuals tend to abide by a decision as long as they are permitted to voice their opinions,
notwithstanding the ocutcome. Through the principle of democratic centralism, the Communists
have capitalized upon this common social pheromenon.  Members are scemingly permitied o
participate in the decision-making process even though the leadership tully controls the struc-
ture. Although the Communist organization docs not allow {rec clections, and even though de-
cisions are largeiv made in auvance, the membership does discuss and criticize issues betlore
they ure gulided to the "correct” position. Further, if the individual bas supported o measure.,
even suprrticially, he is more committed to carrying out required action,

M el within the party hold crivicism and self-criticism sessions in which cach meniber

must criticize others' activities as well as his own.  These sessions permit the leadership to
Letter waderstand the individual member's capabilitics and probiems and provide social pres-
sure u reinforee normative hehavior, The groap discussion provides consensoual validation of
crodp belicts, wed e individual can justify his behavior in his own mind because "he rest ol the
gty approves ot it The leader alse can use the seli-criticisim session to pridse memhers,

Piowes e, preciutions a1 e aken to provent altachs on the gouds of ihe paste Bscit o iticrsss s

directed vy Drpsreying means to forther the onds of the party s b adereior e o oger mdeid
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The comritice svacom provides ample opportunity for everyone to participatce in leadership
roles. Members learn to he leaders in this way, and in the process the group satisfies the
power desires of its membors,

The small size of the cell makes it a more cchesive group and tends to reduce inner
trictions. As stated cariiey

the smaller the group, the more effective its control over its
members. Where the party is iliegai, and where such control is especially important, cells
average four to six menibers,

In summary, it may be seen that the Communist Party has evolved value and norm systems
as weli as organizational mechianisms which create a high degree of cohesiveness in its opera-
tions. Furthcrmore. the technigues seem to be effective in providing informational feedback to
the Jeadership. ‘The criticism and selt-criticism sessione apply social pressure to reinforce

the behavior patterns 2cqguired through indoctrination; they also increuse levels of aspiration

and commitment,
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CIHAPTER T'IVE
CLANDESTINE AND COVERT BEHAVIOR

A former underground leader has suggested that while it is difficult to completely
¢scape trom modern scientific surveillance methods, there are many ways o mislead the
survertiants.  The underground member, wishing to minimize risk and chance factors,
attempts to he as inconspicuous as possible and refrains from activities which might
bring attention or notoriety.! He strives to make his activities conform with the normal
behavior and everyday activities of the socicty in which he lives. By appearing conven-
tiondl and inconspicuous, he makes it difficult for the security force to detect, identify.
or locate him. Besides making himself inconspicuous, the underground member avoids
materials or contacts that might give him awav. Subversives keep a minimum of records
and contact other agents only when essential, Without physical evidence. signed confessions,
or detectors who accuse others, it is difficult to link an individual to a subversive organizatien,
Contact and comimunications between agents is considered the most critical phase of subversive
operatior.s.

I ven when a subversive is identified and his activities known, the practice of clandestine
and covert behavior makes it exceedingly difficult for security forces to locate him among a

country's millions of citizens.
DEFINITIONS OF CLANDESTINE AND COVERT BEHAVIOR

Both clandestine and covert operations are secret, but in different ways, Clandestine op-
erations are those whose existence is concealed, because the mere observation of them betrays
thetr illegal and subversive nature, Secrecy depends upon skill in hiding the operatiun and
renaering it invisible. For ex~mple, weapons might be manufactured in some rural redoubt,
out 0 view and hidden from the cyes of the security forces. Covert operations are usually legal
activitics that serve as a cover for their concealed, illegal sponsorship. In short, clandestine
hehavior is lddon from view, while covert behavior is disguised to conceal its subversive
character.!

A clausic example of a covert operation uppeared in Italy at the end of World War II. The
Mossod wias the Jewish underground organizaiion in charge of the movement of Jews from Cet-
trai Europe to Mediterranean ports. In 1946, the Mossad unit operating in Italy found it im-
pssible to inove on roads and obtain fuel and syare parts without special licenses and permits,
The unit had acguired 40 Britisa Army vehbicles, but a major problem was how to maintain and

tuct tne vebireles without arousing the suspicion of the British military police. To provide the
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needed cover, the Mossad created and staffed an imitation British Army installation of their
own on land "requisitioned' near a town, Since many of the underground had served ... the Brit-
ish Army, they were able to duplicate the authentic military atmosphere. The camp was com-
plete with badges, insignias, and notices. It had identification numbers in accordance with
British practice, and local laborers were employed. With forged company papers, work tickets,
and requisition papers, they took over a large courtyard and garage in the center of Milan,
They provided themselves with everything that the Army should have—signboards, official docu-
ments, papers, guards, motor pool, and so on, The whole installation operated without sus-
picion from the Italian civilians it employed or even irom the genuine British soldiers who peri-
odically brought their jeeps to the motor pool for gasoline. In this manner, the Mossad
provided both provisions and fuel for the motor vehicies that transported many thousands of
refugees. The camp functioned for two years wit out arousing su. nicion. It attained the repu-
tation among the British camps in the zone as being s proper, well-disciplined camp, which

would "not issue even a drop of petrol without orders.'
TECHNIQUES OF CLANDESTINE BEHAVIOR

The techniques of clandestine and covert behavior utilized by undergrounds are multifari-
ous. They involve organizational devices, patterns of communication. and rigid security

procedures, *
Organization

Subversive oiganizatious try to distribute cclls and units over widely separated geographic
areas and among dificre .t ethnic and social groups. In this way, the government security
forces can be extended so that they cannot concentrate on any single area or social group.  The
Malayan Communist Party, made un almost entirely ot indig2nous Chinuse, was easy prey for
the security forces, On the other hand, the FLN in Algeria was compuscd mustly of Muslims,
who constituied 90 percent of the populaticn, and its cells were widely distributed throughout
the country.

The spocific geographic location of the ceil can minaize the chancye ol hewg deteeted,
During the Palestine insurgency the Jews setup a major € arsportation center less than 106
vards from the headquarters ot the British torces in Tel Aviv buat arocusal no suspicion.  How -
cver, it \\'35-3130 near & powerplant and a centrul bus station and ~mid many garages and auty
worlkshops where day-and-night traffic was rormal Similarviv, in Algeria. Yossob miada, a

FTor a4 briet summary of ihe rades ol ciandestine and covert huiin o et e by Bl

e re roud oreanizations derine World Wi 110 scee Appendis O




polittcal-military commissar ol the FIN, took advantage of the hustle of a busy spot, and set
up Pis Ciives ol 200 varde Dom the oftice of e Avmy Conmmindant of the Algicrs Section, s

Lidividuad coll members are instructed to scek no maore information than is required to
pertorm ticir ks, The eodl members must go through an intermediary or through a mail-
drop in order to get in teuch with the et leader, whose identity and location are unknown to
theom,  Lintron Yeaveen eohelons is so regndated that o captured member cannot lead his captors
to the nes hiphest officind with wham he regularly conducts business,  All contacts with higher
cehelons are prearranged thrcugh intermediaries, and the higher official sets the time and place
tory mecting, I oocell member is capturea, the chain Letween the eell and the leader is broken,
thus cutting oft the cell from the organization and protecting the underground organization from
compromise. This fail-sofe principle is found in almost all underground organizations and
operations-.

Reconds ave Lept to a ndnimum; wherever possible, information is memorized rather than
recorded. Messages are coded in some manner before being written down,  Cover names are
usced in order to protect the identities ot the people.  Individual members are instructed not to
Keop nyv vritten messages or diarics. s Fulse units are established and communications and
records created lor them in order to cenfuse the security forces should they acquire or capture

any organizational records, ®

Communications

Communicating with another underground member is the most dangerous activity in
clindestine or covert operations. 10 A cardinal rule in underground operations is that agents
shouid be scen together in public only when absolutely necessary. They usually work through
ai interinediary who meets each agent =epavately and convevs messages back and forth, The
use of couriers is probably the safest micans of communication and transmission of information
between various agents. Ninety percent of 1l communications in the Philippine insurgency and
in korew uivolved the use of courters. Couriers generally are children, women, or aged men,
who van move about withaut drawing attention to themselves, This was true in ltaly, in Poland,
and in Beigivm, Preferably. the courier should travel as a natural part of his job, and such
peopice as taxi drivers and traveling venders make good couriers. 11

ANGENCT mems ol iransmitting inforimation hetween agents is the mail-drop.  The under-

pround cionts come by preasragged ~chedule, one at w time. to a particular location where a

e

o

aois left, The location ot the munl-drop must be a natural and safe place, sueh as an

el by B ok whiere stranger = vl net cocidentzlly pick up the message,  Usaally, a re-

Sevve dirngs ds designntiod in the eventibe hiest one s unusable, The communication should not

i defy

W rabedroy o Tons Miesis e premrranged tor each drop, usually at a different




location, so that the agent will know when the drop is tull or when st s copty, In this

need not go there and perhaps arouse suspicion only Lo Tind that there 1s no ceramunication, !
Ideai locations for mail-drops or for the alerting signals ave places such as telephone heoths cr
washrooms where an individual commonly goes alone without suspician, 1

The telephone is scldom used. agents are usaally torbidden to call cieh other directly. 1
telephones are used in an cmergeney . the individual goes 1o a pay station and dses o preavyan sed
code. Neither is the open mail used often, It mail must be received Iram abroad. it s sent to
a cover address. which may be that of o person vwho has freguent visitors, such as a merchant,
Mail is never delivered to an agent's house. 1o goes to the post office to get it so no fetter can
be traced through the mails directly *o an agent. 1

Strict rules for mcetings are obscorved, Underground members are eareful not to use the
same meeting place too frequently . Botore the meeting . fhe tamids oo whose house the meeting
will be held is checked o Lo sure that they are thorougzidy reliable,  Somcone within the tamily
is assigned to answer the door i casce an owtzidar knocks and te sorve as a leokout. Tones o
arrival and depavture are staggzered to avoid attracting attention to large groups coniing or
goiug.

Oince atl the meeting, explandtions o cover stovies ave drrangud wmong the members in
case the meeting should e hroiien up by Scceurity Torces and the grovp mterrogated sepirately .

A reason tor the guthering i~ catabitshed. such as “getting togethor 1o play carvds, " others

wauid bhe such occasions as Birthduvs, annnorsaricea, o weddimgs, No meove doca2iicints are

taion ov carvied to une mevthing than wre o toly necoss oy, Neto-taiiang not pornitted

the individual must usce Ly memory,  After e meeting . o roarguard chechs 1o he sere that no
materials have heen taorgotton, !

When meeting in pablic. visual dentitication muarks and passwords qre asuadly wsoed as
recognition signals.  Genevally, passwords ove innocent-soanding . ~o that gl the wiong persos
is approuched or the exchange is overfrcird by bystanders, it will not ho mte ted with aies-

proion.  The pissword mae ash directiions or mahe sesidar innocons rosuests, Vasual identinn-

Cation snarhe include tie ccaring o rnugae Coinban opeis ol cloihios o dhe carry gy ol s pecidicd
obects. Dorany mecting botaeen ggents . <heoudd s antoet be nssodb on the st tey Lo second
place 1s prearvranged tor ten minutes later, &

There ave many woys 1o s hion an indi vt Giees procestions o insare agneast berig

tollowed 1o a readlervous with another agoent. \Wh

Aodriving o omoahe ooeontaet, aandivedual con

aiter his spred, onter mterscetons e asscow Heht o or tars o cone v ot stop abraptive On

he may usc the svitch-romt techmgues he drives to o pavtiendar location e s Sdvop cor ™ qels
out of the von . alies n Foss o pR g bt er inte codenaa benl ST to analney docation
whete e s jacnod up b seonnid car b Tplelo g b dneen o anetier place te b g ac e g

Lo thped ool Chao i i to B e ntinintien S




Doraveilig e door, en gt attempts ey oosaiavay al the fost mibaute or to enter o

Goor bus tormminai o oone doecr wnd Teine by another, Ho can also use o store window along o

ML strecl as o nerea to sec i and ot is tellowing himo:

Seoeurity

Recrvaps are tsaiily not secepted entil their tamily lite, jobs, political activides, and
close associates ave boeen imvestigated, Most undergrounds also yeguire o probationary
nembership peried. The individo s assigned mited tashs and his contacts with other mem-
bers of the coll are vestricted,  Even in puerriila units, the recruit is given no assignments
But would Teig b in contact wath owt=iders. The new member goes through an indectrination

veried ond s

en oSt inerdoy Ty doteroine how he thinks and what he feels on particuln
issues, Lioadaitten . discilinary 3guads are used to inspaect the belongings of individuals on
Secasion o find oo b they e vioiated any securite rales 18

: Most uiderg

cund Movement= reguite Sew caenbers to take o loyuein 0ath designed to

contmdt theri to the crgunication and inpress upon them the seriousness ot the fob,  Such oaths

wsuatly vequive the mdiveical 1o accep THomssions and obey all erdevs

Sometimes there are jessed et

PUMAS TACTOI = IN CLANDUETING AND COVERT BIHAVIOR

The most sevicns danger in clandestine operations ccmes not fro sphies or infiltvator- tait
from the inadeyuacy of the human boings who compose the nnderpround.  Une of the most oriti-
cal arcar of underground work is the teaching of members o muantain silence, Normal curi-
asity leads memiers to Hnd cat more information thar they should hnow, A second difficulty is
that prople wunt to talk about their accomplishments 1o someane; it 1s through idiealk and un-
puurded conversations that most clndestine orpamezations are compromised.  To guard aguinst
this, undergrounds stress disciphne, At the same time. they try to develop a sense af dis-

: cretion among the members so tit "adherence o the rules' won't stifle initiative., Maximum
ehservation ol vales can Tesd to passivine and inaction, s0 meinbers must be willing to waive
Wiy ruce dod dtempel any action apich crrewinsiancees demand, it the end seems wortl the rish. 2

Vot iy socieny there are customs sneg norms b which peopie abide without question. By
capatidicing dpon these custors Gie underground can carry out many ol its activities 1n a normat
sanner and under good covere Tor eaimple one woman convicr carried 1 message conccaled

amorgs hadl ooderen oere an oy o e oaniesb . et of Prenking the omps . o d t inspect th .
amaong gl . savony hows G guniesb o atraed of prenking the ogps, did net inspect the by,

closclv 2 The e o oeen et Cioddicr i neost <ocictics 1€ 0 protected one and thev are

sty Doedond susprebon, ahich s wdn ey wre so trequentlh ssed s couriers.




Certain social roles can be assumed 1o aveid interrogation. Protending to be insane, denl -
and-dumb. or sick—e.g. ., having a toothachc—1s clleetive hecause sach roles are georaliy ac-
cepted without question. 2! Similarly, certain locations are unlikely to be investigated. One
courier who could not find lodgings sought out the redlight district of amzior citv: he assuwimed
that the underworld had agreecments with the police and he could be sale 1or o short time o
these quarters,

In populations where there are many subcultures, a knowledoe of neneative helinior is
critical. During the Arab-Israeli campuign. Arabic-speaking isvaeli rawders disgaised them-
selves as Arab military personnel, police, tribesmen, or piigrims o curry ot sabotige mis-
sions. A special unit of dark-skinned Jews trom Yemen, Iraqg, Syria, and Movocco was [ormed,
This "Black Regiment™ had many successful expleits. However, in sone cuases thelr opera -
tions failed because ol human crvor. For example. nat Imowing thie oni Arvab cltivers- nd
the rank-and-file —use handkerchiefs and toilet paper jeopardized mission~. A Mecca-bound
Muslim pilgrim never relieves himselt facing cast, for this is the divection ot the holy ey and
is reserved for prayer. Further, itis a grave ofiense o cicws vad's aose with a finger of the

left hand; this hand is reserved for the lavatory. Other missions failed boenosce the raiders

smoked Isruacli-made cigarettes and dropped butts along the beach after ciandestine Jalings—
Arabs not only did not smoke Israeii cigarettes but seldamy, it ev ) threw cigiretie hairs
away., These cultural factors compromisced many o1 ihie dispuises ol the 1 oiaer~, 7

Another ¢xample of habit being relied upon for usc as cover occurred i el stine, Anil-
legal cargo was covered with a tarpaulin and o laver of 1vesh nanire. e poiice dishiad
searching such a load ton closely and the cargo goi thyoveh police inspection Litnout being
stopped. 2®

g ivame of rolerenee reocets am

i 1o 3 H el BT
An individial who has o preoxis GOl el e new events

without reflection. When a person's mental contexi i thus fined, he pes-v-svs vt has Do
described as a "will to believe, "o This tactor nuy he capitalized upon by the anderaround by
knowing the mentality and habits of the peice. For example, in Palestine irucis v ith in-
signias of well-known transport componies & ere tscd to tranaport legad covoes A policeman ™
preceded the truck, which appearcd to be moving hrom an established 1eciory . moaddition,
diversionary efforts were made: o man would sivike @ policerman just as vhe traci was ahoat 1o
pass.  The resulting contotion permisted the Dracis to go by unnotieeshs camther deviee vaed 1o
avord roadbiocls wias 10 Bive ruchs o LIy e s, JU s s neees s Bl v e, o il
abeud and inciude in the convay nwg ortlirte trachs Doy Tanotior unit, 7 e anit wies i by

expresscd in some abbreviatien which vonls e angsestienc by the vaes ot roadhloels,

Tradoemaris of v -t prodacts e o 2ul can e i et Uaprsndes o o

plosives Bave heen marhed "Hon o 7 e e papirintL Chl- e ) L s eiea it thie el
nermed e reday pattorns ol Lol finve corooniod theand nenioniie s,



Within @iy socicly, there are sy mbols associated with coctuin roles.  Individuals can be
rocosntscd snoimportant. hat not specifically adentibeed) y the unitform or clothes worn,  In one
vperation, an Israch reconnaissance squad requisitioned a set of fancy droess uniforms from the
Hebrow National Operain Tel Aviv,  The commanding officer put on a 19th-century, Imperial
Austro-Hungarian Hussar uniform with gold shoulder Loards anag glittering buttons. In a white
jecp. the sawad calmly drove acruss the Arab lines and introduced themselves to the sentrices
dl the tirst contral cheekpoint as Umited Nations military observers from Luxembourg. They
crursed up and down the enemy lines for a day and even lunched with an Arab colonel, 2%

Sometimes an unerground establishes certain innocent patterns of behavior that it later
capitalizes on. Fer example, in Palestine an isolated ciashorce police post was penetrated by w
voung hoyv and girl working for the Haganah. They went swimming daily, and, on leaving the
bathing arcea. walked directly past the police guards., The police became accustomed to seeing
the couple, and even the dog at the police station got to know them and stopped barking. In this
manner, information was obtained for a raid. 3 By conditioning the guards to an apparently in-
nocent pattern of behavior, the underground was able to take adwantage of opportunities for

gathering intelligence.

101



FOOTNOTES

1Jdon B, Janscen and Stefan Weyl, The Silent War (New York: Lippincott, 1943Y, pp. 151-512,

2 Christopher Felin, A Short Course in the Secrct War INew York: k. P Dutton, 1963},
p. 28.

3Jon and David Kimche, The Secret Roads (New York: Favrar, Straus and Cudahy, 173350,
pp. 115-20; Gershon Rivlin, "Some Aspects of Clandestine Arnes Production and Arms Snig -
gling, " Inspection for Disarmament. e¢d. Sevmour Melman (New York: Columbia University
Press, 1953, pp. 197-95,

{1 Rivlin, "Clandestine Avins,'' p. 195,

5 Roger Tringuier, Moderi Warlere iNew York: Praeger. 194 p. 17,

¢ Hans J. Reichhardt. "New Beginnngs: A Contvibation to the History of the Resistance ol
the Labor Movement Against Nauonal Socialism™  tanpublished minicogrophed manuseripit.
c. 196:): see also Duvid J. Daliin. Soviet Espionage ‘New Haven. Conn.: Yuole University
Press. 19535, p. 4u3.

“Dallin. Soviet Esplonage. pp. +u3-65: see also J. Edgar tloover. Masters ol Deceit !New
York: Henry Holi, 1uoxi p. 230,

$Dallin. Soviet Espionage. p. 9.

3George K. Tanham. "The Belgien Undergrovnd Movement 1949-18244" tunpublished PhoD.
disse rtation. Stanford University. 19351).

telix. The Secret War. p. 137,

Jan Karsiki. The Story of a Secret State {London: Hodder and Stoughton, 1915, pp. 224-35.
Dallin. Soviet Espionage. p. 9; Fred H. Barton. Salient Operational Aspects ol Parvanmilitary
Warfare in Three Asian Areas. ORO-T-22% (Chevy Chase  Md, . Operations Rescarch Oftice.
1953. p. 24 L. Vuliari. Tutic le Strade Conducono a Rona (All Roads Lead to Rom) ‘Fivenze:
Tipocalcografia Classica, 19470 p. 1.8. T. Bor-Komorowski. The Secret Army (London:
Victor Collancz. 1930), pp, 30-63. Tanham. "Belgian Underground.” pp. 147-40.

o

12 Pawel Monat and John Dille, Spy in the UL S, ‘New York: Harper und Row. 1061 pp. ¢2-

67,
13Ibid. , pp. 79-50.

t1Dallin. Soviel Espionage. p. 9. Hoover, Masters of Deceit. . 278, Tanham, "Belgiun
Underground.” p. 147: Jansen and Weyl. Silent War. p. 113; and Bor-Komorowski. Sceret
Army. p. 50,

13 Hoover, Masters of Deceit. pp. 232-%3. Jansen and Weyl. Silent War. pp. 1120 153,
1 Ihia.

i Hoover. Masters of Decelt, pp. 2493-¥..

CILid. L p. 2%4.

ceparton. Paramiliary Warlare. pp. 25-29: Philip Selznicl. The Organizationai Weapon:
A Swdy ol Dolshenilk Strategy and Tactics (Glencee. N1, - The Free Press, 1edd, p. 19:
Reichhardt. "New Beginaings'™: anl Hoover. Masters ol Deceit. p. 270,

= Rivlin, UClandestine Avias. " pp. 191-97- Tanham . "Relgian taderground. ™ poo 15,

Andres I Slolnar, et ai. . Vadergrounds in Insurgent. Revolutionary and Resistunce Warlare




ih

Voo

Fansen and Wevl o silent Ware pp

”’,[,b“l," oo LaT.

Nojnar 1 ndergronnds o

aleo feiman AT s oo

HE SRR T

SR alestine Arnes

“liadley Comrid,

Sprccial vy ration s Hoescarcn Cibheos T80

122

.

{he P=veholopye

ey Tooncnd St

i

fosopdocnd Lo ury

1w

SACOsIe e ]t ope e

P50 and Isi-n]

Marine Corps Gazelte, NLVII CTune
9.,

o1 soctal Movosonts (Srience Pdittiens. 1873 INew York:

Jotin AWiley and Sons, 161 po 6o,

LR hin "Clandestine Arms

2 hid LR R

[teimar . Al s Fair

ORIV TClandestie Arins .t

P

100,




BLANK PAGE




PART I

UNDLERGROUND ADMINISTRATIVE OPERATIONS




INTRODL CLioN

To develop an eftective organi-atton undergrounds must pertori. cornun basie adnan - -
trative activities. suck as recyuiting qualitied and loyval personnel, indoctrmanng and tang i
the nictibership . and obtaming hoanciat support, I all of these CUVICS 2 s e of ol
human tactors are unolved.

For instance. prople nuast be recruited i such a masmer that those vho reluse 1o o Jo
not later inform on the vecruiters or expose the movement.  Undergrounds must also devise
mieans to persuade and deeply commit those who join tor a whim, Tramumg processes must be
structured so that recruits ave steeled to carry out dangerous assiygnments, vet remain loyal
for long and stressiul pericds of time.  In order to finance an uswrpency . a reg dar sapply of
funds is required. Because tax collection or other tmposition vl limancial burdens on o popei-
lace is unpopular even under normal circumstances. undergrounds must devise ways to get
large sums of money while Lkeeping the voluntary support and protection ol the people.

The following three chapters discuss these three important adminstrative vperdations: 1e-
cruitment, education and training. and finance, Tbkr performance ot these administrative ae-
uvitues varies wigeiy ana 1s conungent upon e situation and thc cffectiveness of the securin
forces. Therce is ne cne hest way to perform them. and so several approaches are desceriind
for vach operation, For example, both sclective and mass recrutment methods are discuissed.,
In the chapter on education and tranung. topics and documents winch have been consider el vin-
partant endugh to be included in various training programs arve reviewed.  The chaprer on

finance attempts to bring tagether the little that has heen written on collection techniguivs aned

places a special emphosis on human tuctors considerations.




CHAD T IO RN
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Tl s ol peopic 1o rnict mto an undergrount movement and hew they are recrunted de-
Jend Lirgely upon the movement's stage ol dovelopmoant, At tirst, primary attention is given to
the development at a carctully chosen, vell-disciplined cadre. Later. greater emphasis is
ginen o developing mass support,

First the recruiter identilies talented people with grievances, surreptitiously tests each in-
dividual’s loyalty to i government, and then through a process of gradual commitment leads
the reeruit into illegal and underground work, Recruite are seldom placed in positions where
they must imuediately decide 1o join or not to join the underground. Instead, through a series
of seemingly innocent or shightly illegal acts which, when viewed by an outsider, appear sub-
versive or 3llegul. the recruit is led to believe that an overt commitment to the underground is
his only aliernative. He suddenly finds himself in a position where te betray the underground he
must also incriminate bimself: if he does not join, the underground may tell the police about the
illegal acts he has been enticed to commit,

Appeals e reeruits are usually based upon the assumption that everyone has grievances,
tempiations . and vulnerabilities. It is the recruiter’s task to uncover, crystallize, and exploit
the right combination of these personal and situational factors. Appeals to ego, power, or
recognition are sisong tacters in attracting individuals tv u movement, Such rewards and
nrofits are devices used to entice individuals and to keep them involved, whereas techniques of
suvial pressure and threats of social sanction are used to obtain final commitment. In short,
the roeruit s attracted by making appeals which coincide with his valuc system, yci wihich lcad
him from lesser acts for profit ta final acts of commitment,

Undergrounds scldom rely solely upon the good intentions of recruits. Typicall,, they
avoid leaving anything to chiiwe. Because reasons uch as patriotism, social justlce, or
personal grievances may or may not be sufficient for attracting or sustaining recruits through
the long dangerous struggle of protracted war, coercive measures are also implied, or even
applied. by the underground. Incriminating evidence may be kept to insure that recruits do nat
detect. In the recruit's oath, a death penalty is usually the price for betrayal of organizational
seerets or defection, and special terror squads are retained especially to carry out the penalty.

During mass recruitment the recrufiter realizes that while many people will volunteer,
others nust e persuaded and coerced 1nto joining. For those who are likely to volunteer (per-
haps because of personal grievances). the recruiter finds that listening is a technique as im-

portant as persuasive argument.  Professional recruiters also recognize that knowing the

values, vocabulary, and specitic grievances of local peoplz is important in mass recrulilng.




But since the knowledge to maie such specitic appeals requires a Tong assoctaton with the
people, reeruiters usuully must rely upon keymen who are native to the o1 e o1 A Hlage to hedyp
them tailor their appeals. Through such keymen they attempt to use local custams as vl -

social and group pressures as touls in winning recruits,
SELLCTIVE RECRUITMENT

The recruiting process (= dangerous to the underground organt. ction for sevoral 1o asaoiin
It an individual who 1s appreached informs the police, a valuoble recrunter mas e lost A
cepting any recruit withou! investigation and tria! may lead o infiltration or the e s1on ol un-
desirables, Recruitment is conducted by a small tean which toliows the il sale pomepie i
each step of the process. A potential recrnit is wlentitic] and put in g position whete he can
safely be approached about juining the movement,  Then he is led to camput hnmsch through

various acts to the underground. He must be tested and traaned and timallv, at he proves ac-

ceptable, he is assigned to a permanent ccll,

The Recruiters -

AU meetings . organtzational groups, or discussicn clubs. the Iirst recruiting agont, oy
steerer, dentifies individuals who are in positiors which naght he uscial w the underground or
who are ideelogically susceptible to recruitment, The steerer may ongage an indivibigd i
general discussion to identity his gricyvances and foelings toward the government,  Hanan-
dividual is considered idcologically attuned, he 1s then mtreedueed 1o the neat porson i the
recruitment chain.  The steorar never menttons the underground orgatisation o vorees any
subversive opinions. It is his job to discover an indinvidual’s chiractaristios and pass the m-
formaitica on. In this way, the steerers conecal their subversive conneetions and escape the

dunger of being denounced by recruits whose altitudes they may have mispudged o

The Buil-lup

The second meniber of the yeerauitment teain ashs the potoenual reerait teogom b at anon-
formal sociul purty or discussion group at v hich current ovents and pelinead issnes are dis-
cussed,  Inthe discussioa. the individuad "= attitudes can be furthor evaluaded and at the sane
time his bhackgroand gt be checked, Tho undorgroaisd sent beteiends the vecrnt and plans

tipon his cgo and personied cesires Tor position. povor, v anspen i

In Malay o, di aone of the Commieaist=-led amons . Toctares wore given Lo poo B e by

severdal tines owedho Anontsan the aodicr oo olise ol P v onms ot the wonher s, Thos
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whes seccd mterested ol receptinne and who possessod Jeadershep ability were identificd as po-
tentrt roctnt T topres dhsctsscd wore usiinlly brond social issees vathor than ideological
matcoral, Tront groups wer e used oo sibar winy o valeate the attitudes and mwelinations of

potentiad 1oeruits .-

Comiagtaagin

The bt s not ashaed poanthlane toosn but s fod gradaally toward contritient
i oash o stics of small dedrsim=. Yeas ashed whother he s froe to aisteibate Teatiets, col -
lect fumds . o1 carry measages. The final decision to join the underground really beeemes an
catonston of lessor decisions precedig 1t e may be aarad to huy food oy othor materials
from o local stove. Tater, he s told by o thnrd member of the team that he was buyvang sajpplices
for the endorground and warned that 1t the police wvere to fimd out he would be arrested. He as
not gnen the option ol joming. but may merely be ashed whether he wishes to stey m the village
as o s collector or leave to ymn the guerrithas in the mountuins, Faced with this choice and
imphaot threats ol violenee {rom the underground or arrest by the police, he wiil scelect the
Teast undesirable alternative.

In another approach a person may be asked to donate funds to the movement, If he seems
reluctant, the third member of the team may sugprest to him that if he collects money from
others, he himselt need not donate to the movement.  The individual may half-heartedly attempt
to collect some money and onee he has committed hrescelt to thes extent, even if he collects

aindy o tolen amount, he can be coerced into performing other assignments.

The Test

The individual's loyalty to the underground is tested by assessing his willingness to perform
some minor itlegal task, He may be asked to deliver an Yimportant ' message to a particular
location, The message may be a blank piece of paper with a hidden seal, The individual 1s
then evaluated as to how well he carried out the assignmont and whether or not he «xamined the
contents,  Even if he reports the incident to the police, nothing is lost.3 Desire to join is im-
poruant but olten desire wanes, therefore acts which may be used to coerce loyalty are also

reqguired,

The Oath

Most. if not all, underground movements administer a lovalty oath to new members 1o im-

pross upon them the serivasness of their jobs and the necessity for secreey. In most of the
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Luropean resistance movements. violation of the ocath was panistable in dewdh In the 3
Mau movement, oaths were especially signiticant, for the Kikuyu tribesmen belicved that it
they violated the oath they would be punished by a supernatuenl power, ®

In the Viet Cong, the ceremony for admission is simjple Lut very serious. .\ Vet Cong tlag
and a picture of Ho Chi Minh are used to convey authority. At the sacaring-in coremony the
only people present ave the applicant himself, the scerctary, mnd byvo comrnides who sponsor
the member,

In the Malayan Communist Party. after receruits had been screened in security investign-
tions . they had to be recommended by members with whom they had had comtact.  Membhers

were often held personally responsible if the recruit proved unreliabis, o

Assignment

Durirg the background check. the recruit's personal record is thoroughly investigated,
Unti! cleared as reliable, he is placed in a probationary cell. During probation, ke is tried on
various underground activities to determine which he performs best. He is assigned a variety
of tasks during this apprenticeship and is torced to practice a variety ol security precautions:
in this way he is trained to become a well-disciplined, highly security-conscious individual who
can be counted on to work independently and to show initiative in future assignnients in his
permanent cell.

This last step in the recruitment process. assigrment to a permanent cell. is reached

only after the recruit hus been thoroughly tested, observed, trained, wnd evaluated,

MASS RECRUITMENT

After the underground cadre has been established, a base ol support is sought among larpe
segments of the population.® Cells set up in the cities and throughout the countryside form the
rucleus {or action devised te win svimpathy and, uliimately  pepula: support.  dMest often such
support is rallied behind a specifie grievance and only Iaters channeled into active insurgency .

Many techniques are uscd to infiltiate mass orgauizations and gair leadership posts,

Feclings of Indebtedness

Monhers of e underground are instractod to create social indebledness by dinding and

helping families "in trouble” =the properivicas . the wircnploved, and the sichs This ensnles the

*In Ivloching. Vo Ngoven Giap said i, in order to prepare for ananswrreciion. organizi-

tions mtst b Aovcloned and consolidated within the eltics . mines, plantitions. and provinees. he

stressel that enls on b basis ol stong polrtdcal ocganlaation couin armael orainizalions e set up. -
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underground worker to enter the family or the neighborhood and guin the attention and loyalty of
alarge number oo people, 1yvessure is then applied to have the preople repay their indebtedness
by assisting the movement and eventually joining it, A favcerable word from a mother, father,
rehitive, or close Irfend can be a more powerful persuader than any impersonal propaganda
message. #

The agent, much like o ward or precinet politician, surveys the necds, likes. and dislikes
ot the people in his district, He may keep individual records on all who live in his arca of
responsibility. IHe may {ind jobs for the unemployed, arrange housing for those who do not
have shelter, or assist farmers with their crops. #

In rural arecas and small villages, where the close personal contacts among the villagers
make it aifficult to organize sccret cells, a special technique is used. An insurgent force
marches into and takes over a village, They assist the farniers in the fields and help raise

production, hoping in this way to develop close contacts in spite of having come uninvited. 12
Coercion

Coercion is widely uscd against those who do not voluntarily join the movement. Tech-
niques range from the simple "armed invitation,' where recruiters brandish their weapons and
extend an invitation to "volunteers,' to more complex techniques of gradual involvement and
threat of exposure. * Another technique in insurgent-controlled areas is to assign quotas to
local officials, such as mayors and village chiefs, who use the social power and prestige of

their office to recruit new members. ts

# The Communist Chinese used mutual aid teams to help farmcers harvest crops.® Ve Nguyen
Giap said. ""Our army has always organi.ed days of help for peasants in production work and in
the struggle against flood and drought., Political work begins by establishing good relations
with the populace.”19 In Cuba, Alberto Bayo recommended that the men should voluntecyr to re-
pair household items, help put up fences and sow fields, or do any kind of manual work, in
order to "demonstrate our affection and gratitude and bring him over to our cause. '

tA typical example of coercion was used in Malaya. A rubber tapper's duties took him
daily into the jungle to tend the rubber trees. On one occasion, he was approached by three
armed men. They were friendly, and talked him into bringing them cigarettes the next day.
Soon he began smuggling such items as aspirins and flashlights; getting these things past the
guards at the village added a little interest to ais lile, One day, only two of the three men
showed up, explaining that the third had been captured and would almost certainly reveal the
rubber tapper's smuggling activities. Faced with the alternatives of returning to his village and
facing arrest and prison or joining the Communists who would protect him, he joined. 13

In Cyprus, the EOKA underground used coercive means to secure recruits. A respected
watchmaker in Nicosia was warned that his name was high on the EOKA list for execution be-
cause he was suspected of having been in contact with the British Army, which he had served
with during World War II. He was told, however, that he could save his life and protect his
family if be joined the underground. Once in, he became more and more involved. His shop
was one of the mail-drops for the underground and he was given increasingly dangerous as-
signments,  He was considered so thoroughly committed to the underground that he was allowed
to meet George Grivas, the ciosely guarded leader of the Greek Cyprict movement, 14




Even after "recruitment," coercion is continued to discourage defection,  Underground re-
cruits are often given money for which a compromising receipt is obtained,  They are made to
sign documents and papers which would also incriminate them, Even those who are initially at-
tracted by some idealistic approach may lose enthusiasm under stress. but by then they are
trapped with evidence of their membership in the movement and have little choice but 10 remain
there. 1€

Mao Tse-tung described what he called the "Road to Yenan™ fo. winning control of the
people, He said, "People like doctors, generals, dentists, town mayors, lawyers, who are
not rich, do not seck power for itself: much less for the good they can do with it.  They want it
for the wealth it can bring." He went on to say that if the Communists can help these greedy

people, they should. It would be absurd not to help them. The more hely they receive the more
positions they will help the Communists capture. However, he admonished. never openly partic-
ipate in fraud or plunder, and in carrying out collaboration, never leave evidenee that can be

used against the Communists. In selecting people. Mao suggests that politicians who have been
passed over, doctors mired in mediocrity. and lawyers with limited means be sought out, for,
he said, these people know they must fulfill their end of the bargain or be destroved. The ob-
jective is not so much to win friends and syvmpathizers as it is to gain servants,  Waorkers will
stay with you if you get them something and abandon you il you don't.
In countries which have democratic processes and civil liberties. Mao suggests adopting a
popular front to attract all groups, leftist or not. good or bad. sincere or insincere. But above

all, "tempt them, each through his particular weakness. . help them to get what they want, put

pressure, first witu offers, later with threats., Comprontusce them if you can, so that they can't
get away.”

Mdo said, "We sech peopie who serve us, through greed, through fear, inicrioriy, venge-
ance, what have you, but who serve us, serve the party. scerve the design ol the Comintern,

serve the cause of the revolution. | . that is the essence of the Yenun way . "' %
Suggestion

In recruiting young people, persuasion is particularly effective. Teenagers arce highly
suggestible and strongly infiuenced by their peers.tc IUis i usual teehnigue to separate the
voungsters from the elders. so that cooler heads will not prevail against youthful enthusiasni,

According to a Viet Cong recruiting document, the tirst step is to organize large gatherings
uf young people for a celebration. a political raliv. or a cultural eveat, scgregating them from
the older peopic ol e viltise. During the gathering recruiters make heated speeches de-

nouncing the povernment. arlier recruits are plnted in the cudicicd Gy applaaid the specehes
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and voluntcer 1o follow the Vict Cong to the mountain bases.  The voung people, emotionally
arouscd by thie specches and secing fellow teenagers "volunteering, ' also volunteer to go,
Another technigue used by the Viet Cong, in arceas where they have little or no following, is
to bring in armed propinganda teams,  If they have little suecess in getting volunteers, they kid-
nap sceveral young men who have not evidenced positive hostiiity.  After traiang and indoctrina-
tion, the yvoung men cire returned to their villages where they report on their good treatment.

The Viet Cong seldom has hifficulty getting subscquent volunteers from the arca.

Alienation Fr .m the Government

Counterinsurgent actions can be used by the rebels to alienate the local people from the
povernment,  Insurgent activity may be designed chicfly to drow heavy reprisals, most of which
tall on innocent villagers' heuds. The insurgents can then point out how unfairly and harshly
thenr povernment treats its loyal citizens, Recruits will be gained from the vengeful or dis-
illusioned members of the populace.

In Algeria, terroristic action such as assassinations and bomb-throwing caused the French
to take severe repressive measures against the general populace. These measures drove many
people into the rebel camp 1* Similarly, in Greece, guerrillas made their attacks on installa-
tions appear to ¢ome {rom nearby villages; government troops then retaliated against the vil-
Ingers. This alienated the villagers from the government forces, and many joined or supported
the underground cause.

In South Vietnam, the Viet Cong marched into one hamlet and allowed information to Le
passed Lo government security forces that they were going to hold the hamlet for at least 3 days.
The next day, Republic of Vietnam military forces arrived and for 18 hours strafed the area
from air and ground. When they entered the hamlet, they found that the Viet Cong had long de-
parted: the villagers had borne the losses, both of personnel and property.2! In the Philippines,
one man who was beaten up by government troops as a suspected Huk bitterly joined the Huks
in order to get revenge, 22

Thus, government measures and military actions have alienated a number of individuals
and driven them intc the insurgent camp. The use of mass destruction weapons such as napalm
and artillery on villages believed hiding insurgents is probably sufficient to turn an entire vil-

lage against the government and toward the insurgents.

Appeals

Several types of uppeals are used to draw people into the movement. Some individuals join

because they teel they will receive positions of power as a result of being on the "winning side. "




An interview with a former anti-Nazi underground member revealed that hie joined in hopes of
getting a high-ranking post in the government. 23 One undergrounder said:

. . . The love of power is today endemic even to those social ¢lasses which in

other days were least susceptible to its temptations, It diives men to run

risks and make sacrifices of which they would not otherwise e capable. 2

One Soviet agent was instructed to search for those who would protit from conncections with
him. He was instructed not to be concerned with oflering material advintages.  Instead, Lo war
told to seek out those who were hurt by fate or nature. The types of people to luok for are wne
ugly. those suffering from inferiority compleacs, those eraving for power and infiuence, and
those who have been defeutc v circumstances. He was told to look for people who have suf-
fered from poverty —not so much those who lack material wealth but those who have suffered
from the humiliation associzted with poverty. Belenging to a strong oganization gives them
a sense of importance and a feeling of superiority over the hundsome and more prosperous
people whom they have alwayvs envied, 25

The underground is careful t~ appear highly selective in its recruiting. thus flattering the
prospective recrait with the knowledge that he is wanted vy an exclusive group. Cne former
underground member said that he was told that they were interested in him but not his {riend:
later he found that both he and his friend had been recruited. Another recruit was told taat
everyone in the movement felt the same as he did, and that {f he joined he would have an entire
organization at his disposal to help him carvy out his own ideas. -

Some individuais are enticed into joining the underground in hopes of bettering their con-
dition economically. In Poland during World War II. the underground members never lacked
food, clothing, or othei necessities, even when such items were generally unavailable, & In the
Philippines during the Huk insurgency, young men vere offered jobs at salarics {ar higher than
could be gotten outside of the movement, Others joined simply because there were no iohs of
any kind available on the outside. In many areas, individuals have prospered by hlack-market
dealings with the underground. 28

Individual grievances can be amplified to create {celings of helplessness and {rustration.
The organization is then offered as a mcans for redress. The individual is led to believe that
by joining he will receive the massive support of a large organization to remedy his personal
grigcvance,

It is clear. thercfore, that effective appeals for recruiting undergronnd members are many
and varied. One individual may teel that the cause is good and join the movemeat out of con-
viction. such a decision is usually based vpon careful deliberation. A sceond individoal may
Join as an emotional reaction against people or conditions: he identifices himscli with the leaders
or members of the movement and once committed may use its goals and ideas as o substitute

religion. A thivd tvpe ot individual is i- Huenced hy social pressurcs and jnins the movement
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heeause Bis pavents, friends. relatives . or neighhors are members. A fourth type sceks per-
sonal advantage.  Another may join because of a "bandwagon™ effect; if the movement is suc-
cecding. he may join Ixeausce others join or because he fears being penalized or persecuted in

some way il he does not join betore victory is obtained, 29
DEVLELOPMENT OF KEYMEN

In areas wheoe the agent niust remain secret or where the insurgent underground has no
control, the agent-organizer is instructed to form secret channels consisting ot himself, a
keyman, and sympathizers. He may recruit up to three keymen, each of whom recruits two or
threc sympathizers. who in turn contact the people of the village.

The type of keyman sought by the agent is one with naturel leadership abilities, the respect
of his community, and some susceptibility to recruitment. The approach to this individual is
tailored to his dissatisfactions. The most important thing that the agent can do is to be a
sympathetic listener, hearing complaints and using these details to build up a sense of dis-
satisfaction. According to one captured member of the Viet Cong:

You must be patient in listening to people's problems. You must know what
they are talking about and, most of all, you must leave the impression that
their specific grievance is your main concern. With the peasants yvou dis~

cuss land reform and perhaps you promise education for the youth., You do
no: go far on generalities. 30

Thus, the {irst step of the agent in his recruitment of keymen is to survey the conditions
and attitudes o{ the group from which he seeks recruits. Once a natural leader has been spotted,
the second step is to involve this poteatial keyman in some campaign, preferably one related in
some way to his personal grievance. Once his interest has been aroused, he is given minor as-
signments. The third step is to change the individual's specific dissatisfaction into general
unrest regarding the status quo. All current evils are blamed on the government. Where there
is overlapping loyalty to the government and to the movement, the agent must polarize it. build
up an "in-group" feeling, and alienate the recruit from the government. In doing this, the
ruling authority is always referred to abstractly; government leaders are not attacked
personally,

Once he is recruited, the keyman in turn recruits sympathizers and 1s asked to infiitrate
and seck lcadership positions in civic organizations. His recruiting is clandestine until a
cohesive group has been developed. Then the collective support of the organized group serves
tu encourage others; there is a handwagon effect—other members in the community join be-
cause their fricnds are members or because of the social pressure brought to bear by thegroup.

Keymen are important because people are more willing to accept guidance from members

of their own community than from ousiders, Further, a keyman knows the special conditions
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within his community and can phrase appeals within its context,  Since there is more confidence
m the keyman than in the agent-organizer, it is the keyman who communicates with the people,
not the organizer.

L. summary, underground recruitment techniques are probally most successful when
selectively applied. To a large degree, underground recruitment depends upen the careful
screening and constant testing of potential recruits, This is true for both selective and mass
recruitment. Careful study of potential recruits' loyalty to the government and their personal

likes and dislikes is important in all underground reciuitment.
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CHAPTTER SEVEN

FDUCATION AND TRAINING

Lducational mw! trmmg pro.eams are an essontial crganizational feature of underg oo
movements, The aportace ol traanig specktn cadre s dor e suceessiud Jamiching omd opera-

ton of insurgencies has been emphasized momost underarounds .

SCHOOLS

The trainine senivaitios of the international Commun <t movement are porucularty iilustaa
tive of underground traineg. The Communists have long specialived mothe establishment of
speciul schools for providing " mternationa] instructocs.” These schouls have {frequentdy ixen
established . on an intcrnatonad hasis . owtside of the countries involved. During the carly [ ao
of the Comintern, the primavy trwning headyuarters for the Communist movemert was tae
Soviet Union. The Unuversity of the Workers ol the East, ivcated neur Moscow, was established
in 1921 to train revolutionaries selected from throughout the world for special instruction. The
school trained agents 'n underground political tacties. guerrilla wartare intelligence and orga-
nizational methods, and the promoting of agitiation and strikes. Students at the schoolused cover
names and addresses. so that when they returned to their own countries they could instruct
others in subversive methods without danger of exposure. !

Today, the Lenin School near Moscew provides advunced training to Communists who have
proven themselves in national parties. Again, the students follow the rules ot ¢onspiratorial
behavior in their day-to-day activities. with assumed names and false Liographies. The courses
vary in length from one to three yeaurs, and the subjects covered include ideolugy, mass agitation,
strikes, and guerrilla tactics. During the summer the classes move to the field for special
exercises, mip reading, and weapons training. Prominent Comniunists, such as Stalin and Tito,
have lectured at the school. One well-known graduate of the Lenin School is Walter Ulbricht of
East Germany. 2

There are other schools where roung students 1eceive political and 1deological training.
The Communist University for Western National Minorities {KUNMZ: wus established in Mos-
cow in 1921 to trair White Russians ard Uliraininns hiviag outside the Soviet Union., A German
sector was created after 1933 when lirge numbers of German Communists cmiyrated to the
Soviet Union. Over a 2-vear period. the vouths covered Marxism.Leninism, party history,
diolectical materialism. and other polineal and calar? webjects. One vear belore the school
closed, there were 250 stadents envolled, approximacely half of whom were German or

Austrian.
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The People's Friendship University in Moscow wils estublished t "train leaders for new
countries of Africa and the poorer, older ones of Latin Amcrica.” Iis colleges concentrate on
psychological-political warfare. One former Communist trainee reports that the range of in-

struction in political warfare subjects includes:

General

The doctrines of Marx and Lenin cuncerning the role of government (the slate,
the purty, and their reles m society)

The Communist Party insurrectionary organization. its structure and methods.

Labor unions as an instrument of economic and political warfare agninst cap-
italist democratic rociety;

The strategy of neutralizing or demoralizing the middle classes,

The strategy of winning over or neutralizing the furm population of the ad-
vanced countries.

Communist colonial policy—the teachings of Lenin as elaborated by Stalin,

The peasants as a main base for wyniting colonial revolution.

Underground Warfare

Tne role of Communists in the event of war agamnst the Soviet Union:

Infiltration of armed services.

The relation hetween aboveground (legal) and underground (iilegul) activities
and the necessity of carryving on both at the same time,

The purpose and methods of infiltrating government departments;

The role of sabotage and espionage in political warfare.

Armed Insurrection

How to form a paramilitary combat force;

Means and mcthods o} arming such a force,

The role of such a force in case of war aguinst the Soviet Union;

The general scheme ol seizing a city;

How to hoid a city after seizure;

The supremuncy of surprise in carrving out a successful insurrection;

Techniques and objectives of guerrila warfare:

Probable countermeuasures of a government sensing an insurrection and methods
of overcoming samc;

The consolidation of power. 4

It has been reported that several thousand men and women have been trained 1n these col-
leges and then assigned w various posts throughout the world. Those trom foreige arecas are
assigned to the countries from which they came, but can be recalled to Moscow al any time the
university desires. s

As interest grows in new areas. hew subjects are introduced and tailored to the situntion.
For example, the potential use of witeheraft s included in programs for African nations.  Re-
portedly, native Alricins are wained r wiicheralt so that upon their return to Afrea they can
use it to create unrest and cause the population to rise agiinst the Caucasiens. © One student
who had participated in such @ course but who Iater defected, stated that he was mstructed m

how to produce speech or noises trom a skall or a skeleten by the use of hididen micerophones.
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how o situlate sprit rappings. how to make @ phantom appear from a elend o smoke, and
other bizavee techmygaes,

In reviewing the netivities of past and present Moscow schools and the Communist under -
prounds orpgamzed since the 1930's, there is evidence that many underground leaders have been
travined an the Soviet Union. Besides Marshal Tito of Yugoslavia and Walter Ulbricht of Germany,
these include Mauarice Tharez of France, Crisante Evangelista of the Philippines, Lai Teck of
Malava, Ho Cla Minh of Indochina, Chou En-lai of China, nnd Tan Malakka, Muso. and Aliniin of
Indonesia. ¥ Muso remaned more than 20 years in the Soviet Union. He was said to have been
stalin's choice as chicel Communist leader in Southeast Asia. Both Muso and Alimin attended
Lenin University, where the latter met Earl Vrowder of the United Swates, Pollitt of Great Brit-
ain. Shurkey of Austraiia, Thorez, and Chou En-lai. * There were, of course, many others such
as Ana Pauker of Humania who, because of their training in the Soviet Uniow, were chosen for
positons of importance i post-World War 11 Communist governments.

The Moscow schools and universities were significant because they inculcated students with
the mmportance of the policies of the Communist Party. In addition, they provided the technical
knowledge necessary to run secret organizations throughout the world and to bind them together,
hoth on a personal and organizational level. The graduates also served as a hackup for hussian
intelligence, one of the principal reasons for establishing schools for foreign students in the
U.S. 8. R.10

The idea of truining s.ccial cadres has spread from Moscow and s hocls have been esiah -
Lished in nmuny other parts of the wosld. For example, the Chinese Communist PParty mainising
a number of schools for pupils from Lutin America. In a conference between Mao Tse-tung and
Khrushchev in Peking 1t was agreed that the Chinese had more experience than the Russians in
guerrilla warfare and therefore could more effectively operate training certers for South
American needs . 1

Alberto Bayo, Castro's teacher and mentor, directs a training site in Cuba which acts as a
center for Latin American subversion. Bayo learned his lessons in tactics as an officer in the
Spanish Foreign Legion. While serving in Morocco he became impressed with the ubility of a
few guervillas to harass columns of troops many times their number. Bayo made a study of
gucirilla warfare and advocated that it be used by the Spanish Republican forces (with whom he
later served) against the torces of General France. His superiors demurred, however, because
teonventionad warlare” wus the order of the day . With the defeat of the Republicans, Bayo fled
to Culki, and later to Mexico, where he trained exiles from Nicaragua and the Dominican Re-
public who made abortive attempts to start revolutions in their respective countries. 12

Alter his initiz] failure in Cuba n 1953, Fidel Castro went to Mexico and prevailed upon
Bayo to train his lirst band of 53 men. This group underwent a rigorous 6-month course which
inciuded long aaily marches with full pack, traversing jungle country at night, firearms vractice,

and the munufacture and use of all t; pes of demolition equipment.



Alberts Bayo now heads nine training schools for revoluticuavies in Cuba. A Veneruelan
student in one of these schools has stated that during the 4-month course the students wotled
16 heurs a day, 7 days a week. The principal textbook was Bavo s hook. 150 Questions for i
Guerrila. The swdents were taught to make various kinds of incendiavy and time bombs, booly
traps, minesz, and torpedoes. They alse learaed specific techrniques for destroving hridges. oil
pipelines, communication tacilities, police stations, and even large zovernment buildings. »

Sabotiag. however, was only part of the course. Emphasis was also placed on tervor tac-
tics to be used in urban areas to provoke riots and incite mobs. Techniques of robbing banks,
destruction of natural resources, and assussination were also on the curriculum. i

On July 3, 1963, the Council of the Organization of American States called attention to the
existence in Cuba of a training center for subversive activities sponsored by international com-
muiism. The instructors for this center came from the U.S.8.R., China, and Czechoslovakia,
while most of the students were from Latin American countries. The Council foresaw not only
the danger of the ideclogy taught ai the Cuban center, but the even greater danger 1in the eventual
retimm of students to their own countries as underground agents. 15

External training buscs Are common to most insurgent moverments. The Algerian Front
for National Liberation (FLN) followed the Communist pattern. Headquartered in Cairo, the
FLN early made zrrangements for establishing training bases for Algerian revolutionaries in
Libya, Tunisia, and Morocco. Training was also provided in Egypt, Syria, and Iraq. 1#

In Greece, an external training base tor Communist guerrillas was located in Yugoslavia.
A report issued in 1947 by the United Nations Special Commission on the Balkans menticned the
existence of a training camp at Bulkes, Yugoslavia. It

The anti-Portuguese insurrection in Angola beg:s 1 in March 1561. Angolese insurgents
were sent to Tunisia where they undertook a T-month training course with the Algerian Liber-
ation Army. Upon their return, 18 were appointed officers and given the 'ask of training the
entire rebel army. The Congolese provided an abandoned bivouac area about 70 miles from the
Angolan horder for the site of the training base. DBy November 1962 the camp was reportedly
training 2,200 men cvery § weeks. In addition to weapons training, emphasis has been placed
on political indoctrination. i*

Externa; sources also influenced the training of the Vietminh in the early 1850's. Mao Tse-
tung's scheme for conducting victorious wars of national liberation was ont’ined at a vonlerence
In Peking in November 1949, atwnded Ly Vietminh members and Communists tron other South-
cast Asian countries.

Th  Vietminh gquickly adopted the Mo formula and General Grap returned to North Vietram
i tie 1930° with two basic plans.  The first ordered general mohilization while the seeomd
made provisicns for @ change from purely guerrlla warfare to mobile warfore. While i Cliinii,

General Cinp also mode nrranzements [ov Victminh pucretilios o be troined as reguler torces




in Kwontung. Accordingly, early in 19560, thousands of Vietminh traveled to Chma. As the Mao
influence increased, Ho Chi Minh in.roduced far-reaching political changes. To emphasize the

need tor i long-term struggle, he personally transiated Mao Tse-tung's On Protracted Warfare

inte Vietnamese. ©®

Much of the present-day training of the Viet Cong takes place in North Vietnam. One cf the
principal training centers is Xuan Mai near Hanoi. DPolitical and military subjects are taught
and training is given in such syecialties as metallurgy, medical treatment, andd intelligence
work. The courses range from 4 to 6 months. The trainees then move to Virh on the east
coast and step for additional training at Don Heoi, from where they are trucked to the Laotian

border. From Laos they infiltrate South Vietnam and implement their training, 20

TRAINING

Literature

An international body of literature on the strategy and tactics of modern insurgency, under-
ground, and guerrilla warfare has markedly increased during the past half century. Communist
writers have perhaps contributed most to the literature. One of the first was Lenin, whe in

1501 began writing "WhatIs To Be Done 7" followed later by State and Revolution and Left-Wing

Communism 2! These works are not remote philosophical essays, but concise statements of
the strategy and tactics of revolution. Lenin called for an integration of organizational and
combat factors with Marxist economics and sociology, and set forth a guide to such necessary
organizational and jolitical work. 3imilarly, Mao Tse-tung's writings 22 serve as a primer for
revolutionary strategy and tactics, emphasizing the political as well as the role of purely
guerrilla-type forces in insurgent action. Both Lenin and Mao Tse-tung stiress the close rela-
tionship between political and military or guerrilla action. Their works have been reprinted in
millions of copies and are used as basic training manuals in many countries.

Following Mao Tse-~tung's lead, General Giap of North Vietnam elaborated on the techniques

and strategy of guerrilla warfare in People's War, Pecple's Army. General Giap stresses the

coordination of political, propaganda, and military strawegies during insurgencies. He calls
this "armed propaganda." advising that “political sctivities [are ] more important than military
activities, and fighting less important than propaganda.” General Giap's lists of principles and
advice for "preparing forces for an insurrection” make it an important modern handbook for
insurgents. 22

Similariy, Ernesto "Che" Guevara in Guerrilla Warfare relates in detail various pro-

cedures and tactics developed during the Cuban insurrection of 1959. Although influenced

greatly by the works of Mao Tse-tung. Guevara tailors his strategies to fit the Latin
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American environment. He deale more with daily tactics than with overall ovrganization or
planning. 24

More pragmstic still is Gen. Alberto Bayo's 150 Questions for a Guerrilla. In terse. spe-

; cific fashion, this experienced insurgent spells out the most mundane elements of organizing
and executing ucderground and guerrilla warfare. For example, he explains how a camp is best
organized and manned, down to latrine orderlies. Bayo also has prepared a kind of do-it-voursel{
kit for insurgents, explaining multifarious techniques and giving detailed instruction for making
such things a3 ""Molotov cocktails," tank traps, mines, and booby traps. s

An example of a non-Communisgt handbook for guerrillas is Abdul [iaris Nasution's Funda-

\
mentals of Guerrilla Warfare.2¢ This Indonesian army officer reports on the experiences of

Indonesia's insurgency against the Dutch. He lists a number of "fundamentals™ for insurgent
operations, enumerating the kinds of political, psychological, and military tactors that should be
considered.

Because these writers, particularly Giap, Guevara, and Bavo, emphasize action as well as
ideological analysis, their works have been used as training manuals for both anti- and pro-

Communist forces.
Political Indoctrination

Political and ideological training in Communist movements has importance cver and beyvond
its content. Such training imhues the individual with a sense of dedication ana ideological pur-
pose that will insure his carvying out all directives, even under conditions where the pa.rty has
no control. 2! The more distant a unit is frem central control, the greater is the pohitical
training.

In the Viet Cong military organization, for example, full-time regular units have a rigid
training schedule in which two-thirds of the time is spent in military study and one-third de-
voted o political content. At the district levet, the proportion is fifty-fifty for political and
military study. At the village level, study is 70 percent political and 30 percent military. The
units are required to study the scope and objectives of the National Front {NI'LSV) as well as
the guerrilla warfare tactics of Mao Tse-tung. 2¢ Political training includes discussions of
communism, plans for winning control of the country. and the need {or support of the National
Liberation Front. They are instructed to study cach issue and are then required o “adopt an
attitude.” This is designed to enable each man to react immediately ina politically "correct”
manner on every guestion.

The aim of Communist political instuction 1s to mmbue students with the proper atli-
tules. belicts, and objecti s¢s of the Comnmunist syvstem. Thus trainees learn to apply the

“correct” upproach even in the absence ol directives.

"
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The writings of Mao Tse-tung. more than any Communist leader since V. I, Lenin, have hoen
widely used by undergruunds throughout the world as hasie training documents. Ouuining the
close relationship between political and pguerrilla action. they serve as a primer fer revoiutnon-
ary strategy and tactics.







Qrganization

(me ot the most impartant aspects of Communist training is its emphasis on organizational
techniques. A former Communist who was in charge of the Communist Party's Latin American
hureau has deseribed the party's training approach. His first task upon arrival in Bogotd, Co-
lombin. was to selup courses in organizational work for local labor unions and peasant groups.
Organization wus the aspect Liatin American leaders knew least about, and they were greatly
impressod with anvone who could bring them organizationa! knowledge. e trained ten people
ata tme diring o series of 2-week courses in organization, and by the end of the year his
trajnees’ crganizations had all incieased their membership, Later, he established courses for
training, students in organizational technigues at a university in Caracas, Venezuela. 8

An Anmerican and former Communist who served with the Huks' Nationa! Fducation Depart-
ment i the Philippines desceribed the daily activities of this center of revolution. One of the
important features ol the department’s work was to publish. twice a month, 4- to 6-page self-
study hoolets, one for Huk soldiers and one for political workers, covering such subjects as

organizing peopie and operating schools . 30

Guerrilla Training

The study of guerrilla warlare principles, particularly Mao Tse-tung's protracted war the-
sis. is also stressad in many Communist training programs. Communist doctrine suggests
it maliteesy traming should be carried out every day and that new techniques should be intro-
duced repularly. Frequently, trainees are instructed to discuss and draw conclusions from
field exercises and from documents exchanged between regions, and they are admonished to
carry out hattle imalysis after every engagement.

The Vietminh teaining program varied for the different levels of military forces. The iocal
or village level units had a self-training program consisting of political, small arms, and sabo-
tage instruetions. More advanced village units performed close-order drill and received auto-
matic weapons instructlion,  Assistince for these training programs was provided by regional
or occasionally main-force troops. 3t At the district level, additional instruction on the use of
automatic weapons and individual arms was given and fundamentals of small-unit tactics were
mtroduced,

The repional units usually were made up of men who had been in the local and district guer-
ritffa units and had received basic training with those units. At the regional level, more empha-
sis wits placed on individual instruction on advanced weapons. unit tactics, special skills. and
low-level stadfduties . Instructors were usually officers from the main force. The men of the main

tarce were usually chosen from the regional guerrilla units.
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The process of training and rising thirough the levels of organization often took several
years and political training was stressed throughout. The main objective ot the training pro-
gram was to produce politically reliable and enthusiastic sold.ers who could serve both as ex-

parienced fighters and propaganda agents.
Underground Support Training

North Vietnamese have trained infiltrators to manufacture and repair crude weapons to
inake simple blast furnaces for producing cast iron for weapons. Specialists, such as doctors,
pharmacists, union and vouth organizers, and radio technicians have also been given 2 months
of basic training befove infiitrating south, 32

Training for the Viet Cong has included special intelligence instruction in radio transmission,
coding and decoding, use of ambush techniques, sabotage tactics, methods for enlisting draft-
evaders, and terrorist techniques.

Training in propaganda technicues is also stressed. One ex-Communist has described how
trainees learned to produce propaganda leaflets under clandestine conditions. The methods and
ways of manufacturing materials needed for production were explained. They were instructed
in methods of production. such as using a lump of clay to produce up to 100 copies of short text.
They were also shown photographic methods of reproducing leaflets and newspapers, including
drawings and caricature.

Although the instruction was very detailed, trainees were not permitted to take notes and
were required to memorize everythirg. Reportedly, this was to give the students practice in
clandestine beha ior. 33

Courier activities are also frequently stressed in training for underground operations. For
example, the non-Communist underground movement in Czechoslovakia in 1952 operated a spe-
cial school in the Tatra Mountains in Eastern Slovakia to train couriers. Trainees in this pro-
gram were required to run until they feit exhausted, and then run another mile. They were
taught to swim rivers with their clothes on in zero temperatures and, having crossed, to run in
order to keep their clothes from freezing to their bodies. They were also taught to go into hid-
ing for a week without food. in both summer and winter. Emphasis was placed on the identifj-
cation of contacts. Thev were, of course, warned against gambling, heavy drinking, and women,
since the Com.aunist regime utilized women as decovs.

Once the students were considered thoroughly trained, they were given easy missions, such
as making contact with other underground members; finally they were sent on more dangerous
missions 1n which they had to cross the Czech horder into Austria and return, bringing with
them materials neederl v the underground. The couriers had to avoid fishermen on bath the

Danube and Morava rivers Lecause the Communists issued fishing permits oaly to those who

2w —




tooly o wath o turn in border scrossers. and they had to avoid well-traveled trails un the Aus-
trran side as the Czech authorities offered large rewards in Austrian currency to anyone who

caunght a borde c=crosscer on Austrian soil. i

Practical Training for the Cadre

Besides political indoctrindtion ol cadres, "trial by fire” seems to be an importunt aspect
of all underground training. Cuadres must be tried and tested in the field. According to Com-
nmunist theory. work in the ficld not only increases an agent's knowledge, but gives him an op-
portunity to exercise leadership in a specific situation. Further, field activities deepen
commitment and test relinbility and capabilities. 35 While idcology may be the chief factor for
iniming. Cummunists do not beticve that ideviogy ajone will suswin commitment to the organi-
«ation. Hencee. constant participation in activities is emphasized.

In sumnuiry, education and training are essential elements in underground administrative
operations. Undergrounds need schools in order to train cadre in the tactics, techniques, and
strategy ol underground operations and methods: most frequently these schools are located in
a forcign nation, outside ot the arca of conflict. Underground training particularly emphasizes
organizational skills and political training, equipping its cadre to make independent, rapid de-
¢isions in the field. Indeed, to make underground decentralization operative, such training is

essential. Finally. underground training provides the skills and !tnowledge necessary for mem-~

hers n adapting to the reguirements of clandestine work.
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CHATTER EIGHT
FINANCL

Anunderground organization needs funds to carry out its activities,  Full-lime agents must
be pard and military units armed: escape-and cvasion networks must have money for oxtra food,
tor sale houses. ad o give to escapees; psvehological operations need funds for publications,
visual wids, and poctable radios: headquarters and administrative sections need typewriters,
radios. and #0 on, The exact income needs of an underground naturally depend on the nature

and sceope of its operations.

COLLECTION METHODS

When a povernment-in-exile is associated with the underground movement it can provide a
symhbol ot legalism; it can negotiate substantal loans from other gnvernments, issuc bonds,
cstabhish curreney, and perform similar fund-raising tasks.

Collection methads in undevground movements vary with the source being tapped. Funds
from sources outs:de o the eountryv—torcign governmenss, «xpatriates, foreign sympathizers,
busiaess speculators—are usually solicited by small teams of collectors., The funds collected
are transferred back into the country through couriers, international banks, or dummy corpora-
tions set up by the underground.

During the Algerian revolution, the FLN sent fund-collecting teams to Arab and Furopcean
countries.  In Arab towns the imam or other religicus leader was contacted and requested to
plead tor the rebel cause or allow the team members to do so.  Using the religious setting to
advantage, emotional appeals tor Arab brotherhood woere made.  The congregation was then
ashed to contribute to the LN The imam was given a percentage of the collection—sometimes
as much as halt —in return lor sanctioning the collection.  Implicit threots of retaliation were
uscd to deter the collectors from taking funds for themselves, but as long as the net amecunt was
satistactory. the leaders ignored slight diserepancices.  The funds were talien to Tangier and
eventually deposited in numbered wecounts in Spanish or Sviss banks.

Often the underground movement establishes a central finance collection ageney to acquire
tands from sources within the country.  In Malava, for example, the Min Yuen had this respon-
sthilitv: thev extorted eash from landowners, mine operators, and transport companies, and
“tased” workers in the tocal plantations and tin mines. 2

In the Philippines, the Comraunist underground appuratus organized its finance department
on three levels —nationad. regional, and distrmet, Fach distriet tinance department had an ae-
counting section with an aceountani, boolheeper, and cashicer, and a “contactimen and callectors ™

divisian, ¢
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SOURCES OF SUPPORT

Foreign governments often ascist if an underground movement is in opposition tv a common i
cnemy. Sometimes a foreign governmeut contributes so that if the movement is successful it
can expect some reciprocity from tae new government.

Wealthy individuals or commercial enterprises may conttibute voluntarily to the movement.
For instance, the Hukbalahap movement in the Philippines and the Malayan Min Yuen received
substantial contributions from wealthy businessmen in Manila and Singapore !

The underground can solicit for loans among the population and business community, but it
must deal with the problem of estabiishin> the authenticity of the collecting agent and the reli-
ability of the urganization itself. In most ~ases, some form of 101 is offered.

Private friendship societies or quasi-official aid groups often assist an underground when
their special interests are involved. TkPe international labor movement supported the early
anti-Nazi underground. One of tnc more celebrated cases of support was the Jewish Agency's
suprort of the Palestine revolution. Throughout the western world, the agency established
officers or representatives to make open appeals for money in newspapers, at lectures, ard at
social events. $

An underground may raise money by selling various items. including ncrcotics and fraud-
ulent lottery tickets. One underground unit in the Philippines raised money hy having dances
and charging admission. The Min Yuen sold stolen rubber and tin on the black market and is
said to have collected a million and a half British pounds for its efforts. The underground may
conduct sales either door-fo-door or through "front’” stores. The Malayan Communist Party
aoperated a bookstore, coffee shops, and general stores.® Undergrounds sometimes resort to
such measures as hank and payroll robbery and train hijacking. Some have special units for
this purpose: The Blood and Stecl Corps of the Malavan Communist Party was an example of ;
this.

A system of taxation can provide substantial funds for an insurgency. The Viet Cong tax
system calls for an economy-finance committce to he established in each provineial capital, and
a specially selected rollection committee in each town, village, and hamlet. The collection
committee's activities are divided into three phases: investigation, consultation, and collection.
First, the committee investigates in detail the occupation and annual income of each individual
in its assigned arca. The individual's normal annual production, in appropriate units, is ascer-
tained and divided by the number of members in the famity, including any members who are
presently with the Viet Cong ferces or who have been kilied or imprisoned by the government
forces. For instance, if a family consisis ol tather, mother, one son at hame, and two sons
with the Viet Cong. and it ite total annual production amounts to 60 units of grain, the total is
divided by five  ‘This quotient 1s then asgessed in money at the going rate and taxed according

Y an estabilished percentuge The areater the annual production, the greater the tax,



Atter the estimated tax has been figured for each householder in the village, the collection
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committee begins the consultation'” phase by holding meetings and lecturing the villagers.

Wi

Agents planted in the audience support the lecturers and spontaneously volunteer to pay in the
name of patriotism. If an individual does not volunteer, he is taken aside and privately asked
how much he is willing to donate. If he decides to donate an amount higher than the committee's
assessment, it is accepted. If the amount is lower than the committee expected to collect, tax
information is used to intimidate him into a higher pledge. Througlout the discussions, the
implicit use of force is present.

This system has apparently been effective in the areas controlled by the Viet Cong, but
considerable difficulty is experienced in areas controlled by government forces, where the
peopic have already bzen taxed by the government. To overcome this, propaganda is intensified
to convince the people that the Viet Cong will eveniually win the war an<i that they should support
the uture, rather than the present, government, 8

In some cases a subversive movement can control transportation rouies and collect tolls,
The Viet Cong operate toll booths on arterial Route 1, 50 miles east of Saigon. Nearly all
cars, huses, and trucks are stopped and charged 2. 00 to $0, 00, depending on the weight of the
vehicle and the cargo.  Ina 4-month period from November 19614 in February 1935, an esti-
mated § 40,000 was collected.

The use of local currency facilitates exchange for local goods and services, but the phycical
transfer of the money presents a problem, and the government may take countermeasures by
replacing the local currency with scrip. 12 Substitutes for local currency range from I0U's to
U.S. dollars or British pounds; 1n the Congo, travelers' checks were used in lieu of local
currency. The Viel Cong usce North Victnamese currency in some areas in South Vietnam
and issuc their own money in other areas. The underground civil government in the Philippines
issued its own scrip in some instances. !t It has been said that it is possible to determine how
the movermnent is progressing on the basgis of commercial investment und the use of rebel

curreacy.
HUMAN FACTORS CONSIDERATIONS

People may contribute to an underground for a variety of reasons: allegiance to the cause,
social pressures, present or tuture self-protection, chance of personal gain, or a desire to be
on the winning side,

Some people who have been influenced by the movement manifest their support through
regutar and voluntary donations. Individuals confronted with social pressures to contribute to
a moverent may find v difficult to refuse to comply. Applied social pressure is seen in the

'LN's use of Musiim religious leaders to make pleas for money within the Muslim community



and in the Viet Cong tan-colliection svstem of planting enthusiastic "voluntecrs™ in an audicnve
to pressure others into contributing.

Businessmen may contribute to a movement as an investment in or a hedze against the out-
come of the revolution. so that if the movement 1s victorious they can be identitied and treated
s supporters,  Some people find it profitable to deal with an underground. An underground
may willinglv payv inflated prices for various items obtainable only through the black market.
Individuals and firms sometimes make loans and contributions to an undergrourd with stipula-
tions tor later concessions from the movement if and when it gains control of the government.
A foreign tirm alleged!y gave weapons to the Algerian underground in return for a pledge that
it would be given the oil concession in the cocuntry when the revolutionaries took over the
government, 12

If the underground employs coercive means to collect funds, individuals and business con-
cerns may ccohtribute for their own protection. paving the minimum acceptable amount to avoid
reprisals. People who have oiice contributed, for any reason, may continue to contribute upon
threat that their initial support will be revealed to the government.

People tend to be more amenable if there is an indication of return on their investment.
Even a simple IOU helps, and underground members are usually directed to give some form of
IOU. There are less strenuous objections to taxes imposed by an underground if thev are

levied vith apparent fairness, as in the Viet Cong's impartial production unit assessment

system.
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PART IV

UNDERGROUND PSYCHOLOGICAL OPERATIONS

oy T



.,
F i

gy

INTRODUC TION

Pov oansergencies have bheen won or lost Iy Jarge . decisive military battles, More com-
ionly o insuraeneies are won v combination ol mijitary and political means. NMuch ot the
political leverage imvolved in such seutdements is derived trom eftective psyehological spera-
tior which have structured the environment necessary for a political solution,

me ohjective of psyehological operations is to ereate social disorganization and conditions
o acertainty, The vesultant unrest and confusion are used as a cover to carry out under-
ground operations. A characteristic of this kind of sociil confusion is a condition of general
apathy among a large segment of the populace and an unwillingness to help either side. This
indifference plavs into the hands of the underground: apathetic people do not cooperate by sup-
porting government programs and they seldom volunteer the intelligence information necessary
for detecting underground elements and operations. A second objective of psychological opera-
tions is the creation of doubt and suspicion of government and government olficials. This fo-
cuses attention and grievances on the ineffectiveness of government. A third and crucial
objective of psychological operations is to crystallize attitudes and organize dissident elements
to resist government action and policies.

To insurgents. and especially Communist insurgents, influencing opinions and attitudes is
not an end in itself. but only a means to enhance their organizational work among broad cle-
ments of society, The Communists state candidly that they propagandize in order to expand the
mass organizations attached to theil insurgent miovements., Once an individual commiits himscif
to an organization. no matter how superficial his motives or how temporary his intentions, his
perceptions change and, with them, his psychological receptivity. Ultimately. it is through
mass organizations that attitudes are crystallized in favor of the insurgent movement,

Psychological operations deal not only with the "objective” world surrounding a person, but
with the world as seen by the individual. The "real world or the facts are relatively unim-
portant in psychological operations: what people believe or can be made to believe is the im-
portant thing.

Underground propagandists and agitators identify their appeals with a society's recognized,

accepted values—such as “independence’ and "land for the landless." Those who accept these

widely held values are led into accepting the insurgency. Insurgents also offer rewards to those

who are “loval. ™ and threaten physical reprisals against any who oppose them, Riots and pias-

sive resistarce provide strong social coercion to influence the unaecided o1 uncommitted.
Underground psychological operations arc conducted in a number and variety ol forms:

mass media and face-to-face persuasion: leaflets and theatrical performances; programs for

local civic improvement. and threats, cocrcion, and terror. Although the substantive content




of psychological operations during any phase is likely to be deicrmined at the highest echelon of
the organization, successful implementation depends in large part upon the ingenuity of the op-
eratm s at the local level,

In attemnting to influence mass action and to develop mass support, psychological opera-
tions are directed p1- aarily to specific audiences or target groups. Occupational, religious,
ethnic, and other socin{ groups are often singled out as target groups, and tactics are tailored
to he effective within a particular group, The purpose of underground propaganda may be to
win support among the neutral and uncommitted; to raise morale and reinforce existing atti~
tudes and beliefs among underground members and their supporters; to undermine confidence in
the existing government; and to lower the morale of government forces and personnel.

Other psychological operations, such as terrorism, are also applied to both opponents and
neutrals, to coerce them into the movement or to make them refrain from aisisting the govern-
ment. The underground has often killed as many neutrals to discourage collaboration with the
government as they have killed members of the counterinsurgency forcee. Target groups var:
in reaction and must be chosen carefully. Terrorist acts Ly the FLN in Algeria discouraged
Muslims from supporting the French, but actually increased French determination to fight.
Terrorism also ensures the adherence of insurgent members to discipline.

Underground movements aim different appeals at various segments of soclety. Groups that
are reiuctant to take up arms against the government can be rallied around emotional issues and
directed into passive measures. Religious or pacifist groups, women and children, or old men,
can be mobilized for passive resistance. In organizing demonstrations and riots, attention is

given to selecting groups most likely to respond to the agitator's call to actien—student groups,

dissatisfied labor unicn members, and groups with known grievances,




CHAPTER NINE
PROPAGANDA AND AGITATION

The Bolshevik lievolution added a new dimension to the concept of propaganda with the term
“agitprop" —the combinatisn of agitation with propaganda. To the Bolsheviks, "propaganda’ re-
ferred to the dissemination of many ideas to a few people. Marxist-Leninist ideological propa-
ganda was meant exclusively for the cadre, to provide them with instruction for carrying out
their tasks and with inspiration to refurbish their morale; it was not intended for the masses.
“Agitation, "' on the other hand, meant disseminating a few ideas to many people. It was be-
lieved that the masses did not understand complex issues, but could be aroused from their
apathy by the constant repetition of simple, emotional issues which directly reflected their daily
frustrations and necds.

In the practice of psychological operations today, however, the classic distinction between
agitation and propaganda is less clear. Propaganda has come to be identified as themes and
messages disseminated via mass media to a large audience while agitation has taken on the
characteristic of face-to-face communications directed toward small selected audiences. These
means of propaganda and agitation are interdependent and complementary. Typically, mass
communications stresses the broader message of the movement and agitation assumes the task
of translating this message and tying it to the gricevances of specific people in specific

situations.
PROPAGANDA THEMES

Propagandu is directed to the underground itself, the uncommitted, and the government.
The target groups selected represent various identifiable segments of society. Persuasive
themes attempt to create feelings of doubt and uncertainty about future events and to promote
the feeling of crisis. Care is taken in propagands to differentiate between the government and
the people: and blame or fault is attributed to the actions of government. Among the the ines
are appeals to self-interest and specific needs and grievances, stressing local factors and
conditions,

General propaganda themes are developed and adapted to specific purposes during a
{'ommunist-dominated insurgent movement. For example, if the overall objective of Com-
munist eftorts in South Vietuam—namely, the takeover of the goverament by mihtary and po-
litical means—is kept in mind, it can be noted that the themes used at the onset of the insur-

gency are still employed, although ther have been constantly adapted to new developments, !
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The content o persuasive messages is more surprising in what is left out than in what is
includale Very little content is devoted 1o the ideological basis of the couse. Exaggerations
Littored o strengthen eivotional commitment of members are recurrent. Several devices are
used tojustity the movement through a “consensual validation —creating the appearance ol

najority approval.

Power and Legitimacy

All propaganda. of course. stresses the legitimacy ns well as the reality of inswrgent
power, Tiws. the Viet Cong claim to be the spokesmen of the people, in contrast to the Saigon
government which is characterized as "a corrupt mouthpiece of Western imperialists and neo-

"

colonialists.” Oue of the principal thrusts of Viet Cong propaganda has been to present U, S,
involvement as ruthless. unprincipled aggression. The Viet Cong capitalize upon the natural
fear and ignorance of outsiders to develop plausible exaggerations about U, S, intervention. The
United States is shown as obstructing the expression of the pepular will—represented by the

Vict Cong—and its physical presence in Vietnam proves its aggressive intent. As an aggress.r,
the propaganda runs, the United States will stop at nothing to achieve its objective of domina-
tion. U.S, activities are characterized as "atrocities,” "inhuman," "brutal," and "malicious,"
Americans are depicted as treacherous, betraying even their staunch friends, such as Diem,
whose fute awaits other "'running dogs of the imperialists. "

They are also described as having contempt for the Vietnamese people. To show U.S,
contempt for Vietnamese religious values, the story has been widely told of U.S. planes at-
tacking a Buddhist monastery and killing 35: and then, with fine impartiality, attacking a Cath-
olic church and shooting 200 nuns.

Another theme of Viet Cong propaganda is that the United States is attempting to camoufluge
its aggressive designs and legitimize them within the world community by dragging reluctant
allies and "lackeyrs' into the Vietnam war. Involvement of international organizations has been
dismissed as a mask hehind which the United States might hide its aggression.

Finally, Viet Cong propaganda points out that although the United States secms powerful,
there is really no need to fear it; its forces are constantly being deteated by the Liheration
Army, Constant Viet Cong victories ure reported even if they must be invented, and real or
purported enemy losses and desertions are emphasized to suggest an trresistible trend toward
victory. New U,S, tactics will fail as certainly as past ones did. In shaort, say the propa-
gandists, the U, S, efforts are the "last gasp of a dying conspiracy," so there is neither » moral
nor a practical reason to support the losing and desperate Americans and their “puppets.”

Nor is the Saigon regime to be taken seriously, say the Viet Cong. It i3 only the weak
mouthpiece of the imperialistic United States. Again the Communists demonstrate their flext-
bility, after attacking the Diem government for years, when that government fell, the line

quickly switched to point out that the "new puppets' were even more pro-American than Dicm,
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One of the prineipal themes of Comimunist propaganda is the strength and power
of the Viet Corg, This arawing depicts a "heroice Vietn: . people's fighter”
dosning a U8, -supplied belicoptor single-handedly. The caption records how
hie “raised his ritle and aimed. with nine bullets he brought four other heli-
cupiers crashing o the ground, "
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The caption on this propaganda drawing telis how “trom morning till night the
women of a village near Saigon put all their hatred for the U, S, bandits into
sharponing bambao spilies which “hey placed @t dic hottor of camoutlaged
traps, Fvery tme the U8, -y

“rooups would come to fmop up’ the village
they satfered heavy Josses




In sum, the Viet Cong propegandists paint lurid alternative choices for the South Viet-
nainese people.  On the one hand is the ineffectual, U, S, ~-dominsted Saigon government. The
United States itseil is weak and is suffering constant defeats, On the other hand, the Viet Cong

staruis ior the people, for huinane values, and for religion. Finally, Viet Cong victory is as-

surcd by nistorical necessity., What is there eople to do? The propagandists' answer
is clear: they can accelerate the process ¢! determinism, Their actions, under the
guidance of the Communists, can influenc . speed up the change from the present

¢ivil war and colonialism to peace and hap.. -... The propagandists suggest that the people
can act in ways which are not only 'patriotic,” but also serve their seli-interest. For instance,
youths are urged to resist be. 1g drafted into the "losing' government army.

The Communists in Scuth Vietnam, as elsewhere, try to increase the appearance of legiti-
macy by emphasizing the external support received for their cause. There is continual insist-
ence that the insurgent movement has the support of foreign peoples even if it does not have the
recognition of their governments. To present t.is facade, propagandists frequertly misquote,
cite out of context, or use isolated minority statements from non-Communist countries as ex-

pressions of mass support for the insurgents.

Local Appeals

A chief focus of underground propaganda is the local population. A study of propaganda
activity in the Korean War and the Malayan and Philippine insurgencies indicates that govern-
ment forces largely aim their propaganda at enemy fighters, while the insurgents seek to in-
tluence local civilians,?

The experiences in these threc countries indicate that the government, because of the com~
position and approach of its propagarda effort, is often unable to maintain continuous contact
with the local populuce, Rarely does a government effectively influence the local population
ur help the people defend themselves against underground agitators. 3

The underground, on the other hand, focus most of thelr propaganda effort on the local
populace. The insurgents' greatest vulnerability lies in their dependence upon the coucperation
of the population. + I the government turns the people who tacitly support the underground
against the insurgents, it can decisively afiect both the underground’s material support and

moride,

Frmotieal Appeals

Urederground propaganda usually emphasizes e notionsl arguments in expressing appeals

that involve jocil civilions . avoiding theoretical crzuments or conerete statements of programs
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of action. The underground also restructures the situation by getting those who carnot be con-
vinced of the rightmess of the movement to see it in terms of who will win and who will losc
rather than whether in the long run they are right or wrong. Emotional appeals, outweighing

. the rational ones, tend to reinforce the bandwagon effect,

Threats

Threats also have been effective techniques of underground propaganda. Insurgents have
been able to frighten large numbers of citizens into submission, cooperation, or at least pas-

sivity. Most often this has been achieved through recurrent threats of violence.5

Appeals to Self-Interest and Spacific Needs

Communist propagandists often cater to the seli-interest of the local population. By prom-
ising more food and better clothing and housing, they appeal to those disaffected from the
government as well as to the economically deprived. When many people are unemployed, as
they were in Korea, for example, the Communists find a ready audience. ¢

In Mzlaya and the Philippines, the insurgents were reporied to have used a wider variety of
topics in their propaganda than did the government forces. Rather than giving ideological
reasons for the support they requested, they offered tangible advantages, such s more land,

more 10ocd, and other material acquisitions to their supporters.:
Exploitation of Prejudices

Another example of Communist adaptation to local conditions . manipulation of long-
established prejudices. In Malaya, propaganda exploited ethnic problems: the Malayans werce
provoked againgt the Tamils, an ethnic minority group, while the Chinese, who provided the

chief support for the guerrillas, were depicted as pro-Malayan and benefactors of the poor, &
Action Propaganda

During periods of uncertainty, pecple tend to be suspicious of what they hear and relyv on
their personal experiences, beileving only those things which they have scen with their ovwn
eves. When action immediately follows promises, this is called action propaganda. There arce
two forins of action: onc focuses on specific actions which alleviate hunger and sutfering among

the people and demonstrate the insurgents” ability to accomplish set gouals, while the other




focuses on military acts, violence, sabotage, and punishment of traitors among the local popu-
lation. Both show that the insurgents are powerful in spite of being outnumberced.

In Korea, the Communist Party gave conspicuous assistance to impoverished families when
ne government aid was forthcoming. Cooperative food stores were started in the Philippines
and in Korea: ccmmunily pools of money and gnods were set up in both thesc countries and in
Malava. Villagers in Kurea frequently were abducted, exposed to propaganda, and returned the
next day well-fed and unharmed.?

A directive from the North Korcan guerrilla bureau argues that words alone cannot per-
suade the masses that their lot will improve under communism; therefore, deeds, however

small, are needed to con rince the people of the superiority of the Communist system. 10
MASS MEDIA

The undexrground makes use of such mass media as leaflets, newspapers, and radio, mainly
because of the rapidity with which the information can be disseminated and the size of the audi-

ence it can reach.
Leaflets and Newspapers

Leaflets and newspapers are both important tools of propaganda, though they have different
functions, Leaflet messages can be produced quickly to reflect sudden developments and one of
the foremost tasks of an illegal party is to utilize every occasion which strikes the public imag-
ination to interpret events to its own advantage. ! Lenin recognized this and called for a wide
distribution of leaflets. Widely scattered printed material also has the advantage that the op-
posing forces find it difficult ta trace the source.

In underground operations, when the content of the propaganda messuge is geared to indi-
vidual interests, the techniques of dissemination usually siress personal contact. In the
Philippines, Malaya, and Korea, leaflets were passed surreptitiously from person to person by
hand or by chain letter. Giving a leaflet thus implied a proof of confidence, an honor, and a
privilege. It was reported that people saw, read, and remembered more of the leaflets handed
tc them personally than those received by mass distribution, t2

An experiment was conducted in six Korean vililages., Progovernment leafleis were dropped
by air and Communist propaganda had been circulated personally. It was found that the villagers
had a more accurate memory of the wording of the Communist leaflets than of government messages. 1:

Clandestine newspapers are a classical means of spreading the underground movement's

message to its adherents and potential supportiers. They are for many people the voice of the



moventent, presented in the most favorable terms, Put the Limportance of newspapers extends
bevond information and propaganda,  They can become a rallving point for and even lead to the
formation of an underground movement, ti Lenin's Iskra is reported ta have periovmed this
Luction in Russia, This paper. whose distribution ranged between 4 and 15 thousund copics,
held together *he party which led the revolution in 1903,

Clamdestine newspapers must be organized so as to provide security for the personnel in-
volved in publication,  Typically, this involves a high degree of compartmentaliration and
division of labor. Functions are divided and members of the staff may work separately without
lnowledge of other members. Editorial units draft the news and editorial articles. Couriers
pick up the copy and deliver it to a composition team. Another courier delivers it to the
printers, There may be a separate staff to collect funds and Keep books, while a supply group
obtains paper. ink. lead. etc. Thus. if one part of the publication staff is arrested, the other
units are not necessarily compromis- 4, 1%

The critical task of distribution can be carried out in various wayvs, depending on the local
situation. Volunteers may distribute the papers individually or the regular mail may be used.
It contrel measures are strict, various disguises can be usea. For example, the Viet Cong has
used the government's own materials to disguise their propaganda. In a number of villages.
security forces have found Viet Cong propaganda booklets with the same covers as government
hooklets.t* During Worid War I, the Belgian underground also used a variety of diszuises for
their propaganda.* (me method of disguising the truansmission of propaganda materials into a
target country is through the diplomatic channels of embassies friendly tv the underground
cause, n October 1962, the Chilean Government intercepted a crate which had been shipped by
the Cuban Government to its embassy in Santiago. The 1, 500-pound crate was labeled "samples
of Cuban products and cultural and commercial material' but actually contained subversive
propaganda addressed to various Chileans who had visited Cuba within the previous few months 19

In the vears just before the Bolshevik Revolution. the transportation of revelutionary ma-
terial into Russia had been made exceedingly difficult. When the traditional rusc of the double-
bottomed trunk hecame too risky, a mcthod was devised whereby thin sheets of printed paper
could be glued together to form hoards, which werc then made into cases, ciartons. hookhindings.
and backs of pictures., With this method, false bottoms were no ionger needed because the
trunks themselves could be construeted of revolutionary literature, The recipient needed only

i Lowl of warm water to unstick the speeial glue and separate the papers.,

A small booklet calling for people to resist the Nuzi occupation and giving instructions on
how to slow up production might have a raiiroad timetable as o cover: a boolk of sabotage n-
structions might bear a pro-German-sounding title, such as The Duty ot Each in the New Order !

A talse edition of the German-controlled newspaper Soir was published hy the Belgian under-

ground. The {alse Soir reported German admissions ol defeat and toilures snd ridicnled Hitler
and the German gencrals




Lenin claimed that one central newspaper is more efficient than a number of local ones. 2!
Local news cun he distributed through leaflets, but a central newspaper is a necessity., An
tnderground press can communicate tactics and instructions in relation to specific targets and
chemics., Furthermore. newspapers can serve as a training ground in which members of the
organization can practice gathering and distributing information; they also learn to estimate
the cifects of political cvents on various sections of the population and to devise suitable
methods to influence these cvents through the revolutionary party. In Lenin's words: "Arrang-
ing tor and organizing the speedy and proper delivery of literature, leaflets, proclamations,
cte. . training @ network of agents for this purpose, means performing the greater part of tl.»
work of preparing for future demonstrations or an uprising, ''22

Underground newspapers can help to immunize the population against official prepaganda,
counteract fear. defeatism, and indifference, and maintain an uncompromising hostility to the
regime. The printed medium gives more information and more ideas than even good oral
propaganda, It spreads information and ideas uniformly and so is instrumental in tving its
readers into a close mental community.

Undergrounds not only produce illegal newspapers. but also use existing legitimate news-
papers ior iiieir own ends, In Kenya, during the Mau Mau insurrection, press criticism of
certain aspects of local authority provided fertile ground for iraplaatation of rumors about
public officials, With the press background, rumors that a particular police official was "being
investigated' were easily believed: accusations of police brutality or ill-treatment of pris-
crers were made against officials who were learning too much about or causing excessive

difficulty to the Mau Mau organization, 24

Radio

Radio broadcasts are widely used by contemporarv undergrounds and have a number of ad-
viantages over printed materials, A broadcast can simultaneously reach a large number of
persons over a considerable range ol territory. The same coverage by newspaper takes longer
and is much more dangercus tor the publishers, distributors, and recipients, A radio broad-
cast used in conjunction with an underground movement's agitation operations can enhance the
¢r ibility ol the mmessage and lend an appearance of strength to the organization,

An added advantage of radio is that broadcasts can be made from abroad, as in the case of
Algevian FLN broadcasts over Radio Cairo and Radio Damascus, The Communist Greek
waderground operated Radio Station Free Greece which pretended to broadeast from within
ureeee, although it nrobably was located in Albania or Rumania. ?® Latin-American subversive
groups such as the Dominican Liheration Mavement, the Peruvian Ami-Imperialist Struggle

Movement, and the Guatemalan Information Committee transmit hostile propaganda against

thetr respective rovermnents throug




In its early period, the Viet Cong operated a weak transmitter in the South, apparently

from a junk. Subsequent' , they used a much stronger transmitler lor Liberation Radio to
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broadcast news features and commentaries in five languages: Vietnamese. English. Cambodian,

French, and Chinese. Radio lianoi lent official support to the insurgents,

Propaganda Content

Messages transmitted by mass media during an insurgency essentially have three tvpes of

content: attention-getting, instructional, and persuasive. When people are under stress. they

avidly seek information bearing upon the current crisis. As one way ol capturing people's at-

tention, underground newspapers and clandestine radio broadeasts usually contain news and in-

formation about tne progress of the insurgency, what others are saving about the insurgeney,

events external to the conflict, and other newsworthy events. People will listen ov read com-

T

munications in order to get the news, but in the process they are exposed to the persuasive
content of the insurgent’s message.

In order to provide continuity and uniformity. scleeted themes are assigned and transmit -
ted at regular intervals to all propaganda organs of the movement, Many ol these instructions
are transmitted undisguised thrnugh clandestine radio broadeasts. In addition. infurmation
about potential collaborators and government tactics arc ialso contained in material distribmted
through mass media. 23

The Communists have been particularly effective in the use of the "double Iunguage”
routine, in whkich propaganda materials simultaneously give instructions to the Communist
cadre. This technique had been employved in different ways. During the carly phasc of the
Bolshevik Revolution, only indirect language was used to call for the overthrow of the govern-
ment. Revolutionary propagunda resorted to “hints™ which were understandable, through
previous training and indoctrination, to party membhers of sympathizers, who in turn explained
them to the people, 2

More freguently, the Communists have used this double language propaganda technique 1o
disguise specific instructions to the cadre, For example, one obscrver of the South Victnamese
insurgency has repourted that it is ditficult, when sorting through u pile of captured Communist
documents. to say which are meunt as Jeneral propaganda and which as training or instrue-
tional materials tor internal use, &

When the Viet Cong want to puss instiuctions rapidly to the cadre about policy vhunges or a
new propaganda line, they usually avoid written directives, which may take a weel or more.
and employ instead hidden instructions in Radio Liberation propaganda broadeasts, Since such
broadcasts are overheard by the government, it is essendial to mule instructions appein

routine and inconspicuous,  Purt of the cadrd's training is laaming to interprot caamoutlagod

miesang s and to apply them to locid circumstanees,




The persunsive messages of mass media ore desighed to holster the morale of the insur-
cents, to undermine confidence in the governmoent and its policies among a mass audience, and
to win active supporters or at least sympathizers to the movement. The messages are phrased
in lighly crmntional terms and may make use of distortion or complete {abrication.,

Bistrust ol government ofticlals is stressed andallusions to ggvernment manipulationanddis-
honesty are made. Other themes hring out the helplessness of individuals and the strength of the in-
surgent movement. A recurrent theme is that the country has an abundance of material goods for
cvervone but thatthe listeners are heing excluded from their just share, Themes which stress anxi~

oty are alsomeluded, along withwarnings of disaster unless immediate action is taken. 32

nternis’ Communications

lsurpeacies ayrural agracian, tow-literacy socicties face many ovstacles both physical and
pevehological, to the fres Mow of convimunications: the absenceof clectricity limits the use of radios,
itineraey Emits theuse of nevspapers, inadequaete transperta:onroutes limit travel, and so on.

Wora-of -mouih commuanication has, inmostof these wreas, been the traditional means of contact
with the outside world. Recently, torms of suiss medis have, to some extent, beenincorporated within
the traditional channels, Newsfrom theurban areas may reacha remote village througha person who
hasa portable radiour acquires a newspaper. This person thenbecon.es the source of information to
theentive viltage, Travelers—itinerant staryvtellers or peddlers —are another source of outside
news. Instiwtions such as the village bazaar have taken on the function of disseminating information
first planted b masys wedia,

Word-of- rocuth s an efficient means of communicating tactual news of particular events, asa
survey taken in 193 viliages in India illustrates. Several months after the 1962 Chinese-Indianborder
fighting, the survey revealed that of the 33 pereant of the villagers who had heard the news, 40 percent
heardii from triends. shopkeepers, or similar sources. Thisiscomparedwithasimilar study made
in the United States where &3 p-reent of the people surveyved had heard of particular news events
within 24 hours; 838 perceent of these heard the news through the mass media. H

The substantive and interpretive news of the journals and radio reports are usually ef-
fective ondy within the nrame of reference of urbanized audiences, Therefore, the persons who
pass news to the villages have an opportunity to add interpretation to the news thev pass on by
word-of-mouthi.  In an iasurgency situation, the undevground agitator secks to take advamage
ol the commuitication process and passes on his own news with his own interpretations. His
news may come trom an auvtheanie mass-media source—Pravda, Radio Hanoi. Radio Free Cuba,
or vhatever source is supporting the movement—ana his inievpretations are fitted to the atti-
tudes and level of his avdience and the local situation,

The agitator, te ’ e a muxitnum degree of credibility . tries to bar other external

source= ol informatooa: lrom hus targ

*ogroup or ared, This is done through the confiscation of




radios, threats to rural newspaper distributors, and impairment of government iaccess to the
area. In effect, he sceks to develop a captive audience in order to facilitate his ol o intlaenc -

ing attitudes and behavior and generating  pular support for the underground move ment,
AGITATION

Agitation is essential in creating mass support, for it takes more than a presentation of in-
formation to a group of people {or them to accept an idea and be persuaded to it. Exposurce to
information does not imply absorption of it. There are psychological as well as physieal bar-
riers which inhibit the flow of information and ideas. There may be gencral apathy in which a
large portion of the population is unfamiliar and unconcerned with particular events—the chronic
"know-nothing" group. Another barrier is the phenomenon of "selective exposure’”. a tendency
to hear only information congenial to individual tastes, biases, and existing attitudes. There is
also "'selective interpretation': information understood only in terms of prior attitudes. Fre-
quently. only differentiai changes in attitude appear, in which individuals who do alter their at -
titudes as a result of information do so only in terms of their prior attitudes. 3

The task of the agitator lies in overcoming these barriers and putting over a message that
is credible and meaningful. He must reach the indifferent; he must blend his theme with the
existing attitudes of his target group: and he must make the resuitant attitude one which can be
converted to mass action. The agitator must also dislodge any complacency that exists among

agroupafpeople, intensify their unrest, and channel it to suit the purposes of the under ground. 15

Armed Propaganda

The concept of armed piopaganda illustrates the integrated nature of military and political
operations in an insurgency and stresses the relative importance of psychological and political
operations, According to General Vo Nguyen Giap's view, the first of three phases of insurgent
conflict is the psychological warfare phase. In the second phase, propaganda and agitation con-
tinue but armed struggle comes to the forefront. In the final phase, when victory is near, the
emphasis returns to political propaganda. Before, during. and after the armed conflict. mili-
tary units are charged with carrying out propaganda missions. Likewise. the political arm ot
the movement has armed enforcing units to support its psvchological and military missions, v

In Vietnam, Viet Cong agitation is carsied out by armed propaganda teams and cadre agit-
prop agents, supplemented by relatively simple village praopaganda subconimittees. 3 A Viet
Cong indoctrination hooklet succinctly describes the nonmilitary responsibilities of its soldicrs

in a political struggle



Becsuse of their prestige, the members of the armed forces have - cal prop-
aganda potentiality. It the Tighter with a ritle in his hand Rnows bow to make
propaganda, o prawse the political strgggle and to educate the rnasses about
their duty of making the political attack, his intluence aay Le very great. But
if ke simply calls on the populidion to join him in the srmied struggle he will
cousc great damage. He must sav. VThose who da political struggling arce as
imiportant as we who fipht with ritles. 1 vou do not take up the political strug-
ole we will be unable to defeat the enemy with our ritles, ™ This will make our
tellow countrymen more anthusiastic and will also help to promaote the political

strugeie ™

Armed propaganda companies serving cach provinee. although primarily military, are also
responsibie lor psychulogica!l wartave, These units fsuch as those of the NFLSV in Vietnam in
19600 intiltrate by nigit those villages whieh by day are controlled by government troops. They
ny sometimes even onter during the day, assemble the villagers, make their appeals, and
leave hdtore government troops can vespond,  The armed propaganda units range in size from
asquad to a company. Hheir deties inelude gitation, recruitment. and sclective terrorism
through wotoreement ot death seutences,  They make periodic visits to villages to cart; out
Propigianda ses=ions. When visiting ¢ village, the armed unit may suggest that ali villagers
attend the meating aud will usually ostensibly excuse one or two reluctant persons, However, if
many ot the villagers 1ail te attend, the team may find it necessary—in the name of patriotism,
ol course—to cnforcee attendancg, i@

The possession of vweapons gives such teams an aiv of prestige before a village audience.
Ax o leading tivare s the Philippine Huk movement stated: "The people are alwavs impressed
v the avms, ot out of tear hut ont of a feeling of strength. We got up betore the people then.
backed Ly owr arms, and give them the message ot the struggle, It is never difficult after
that, "

The tactics of armed propaganda teams vary, according to the local situation, from a
simple displos ot armed strength to disemboweling an uncooperative village chief., In onc op-
cration an Vi ham in January 1962, 1080 youth group leaders were captuved by a Viet Cong
armed propaganda unit,  Most were veleased several weeks later after a period of intensive po-
Ltucal indoctriation,  Seven incorrigibles. however. were held back and probably mue-
depred, i

Tecliniques of Agitation

The metha s invalved in armed propaganda ean be sHustrated by desceribing a tvpical visit
Chan Sgnprop teas tooaovillage in Vietnam, 1 Sucly a team ineludes o voung man from the Youth
aad Student Liber scion Associations: o bavmer and 4 woman who work with the Farmers' and
Women's Liberatt -0 Associations . vespecively: and additional members. depending on the

team's arca ol resonciadiy s Betore entering the vitlage . the team conters with an agent oy

sympathizer who he 3 heen wm the village to maestizate the peeple and their ottiiades, I he




reports that the villagers are despondent because e rice erop is poor or there are cases of

IR

cholera, this is noted as a vulnerable point,

Around dusk the team parades into the village, attracting atteation by shouting and en-
thusiastically greeting old friends. The team suggests that ¢vervone gather for a meeting.
They are armed, so the suggestion is particulariy persuasive. The team's leader tells the as-
sembled villagers how happy the team is to see old friends, but notes that therc is unhappincss
in the village. To provide an informal, social aura, he may suggest that they all begin Iy
singing old Vietnamese songs, This provides an cmotional setting {or the team's presenation,
After a few songs the leader suggests that the people try new dyrics, dealing with the liberation
of the country from imperialism. By having the audience learn and sing the new lyries, the
team conveys its message and has it repeated hy the grovp,

The team leader then brings up the specific problems of poor crops and :iscose, He an-
nounces that the Americans are in the country destroying crops by chemicals—a process casied
defoliation. He explains that although this isn't being conducted in the immediate arcea, the
wind carries the hateful chemicals great distances. e goes on to eaplain that what the vil-
lagers think is cholera actually is a rare, incurable discase resuling {from American germ
warfare. He concludes by asserting that if the people want betier crops and better headth, they
raust drive out the Americans.

After the leader has delivered his message, the team sings wovre songs and acts out o
lively and humorous skit, to revitalize the audienc ¢'s attention and create o stereotype of the
enemy. In the skit a swaggering and boastful American makes indecent advances to an innocent
young Viemamese girl on a street in Sauigon. The Acerican is ihen bestad Iy o capadde, willy,
and loyal Vietnamese taxicah driver.

The team, to reinforce its message. brings out a portable rado i time for the late evening
news from Likeration Radio or Radio Hanoi. The broadcast tells of great victories of the
National Liberation Army and the failures of American helicepter~.  This adds an aura of
organizational strength. After the news the team gets feedback nom the audience by calling tor
gquestions and comments on any sabject., This will bring out speeific gricvances and point out
potential recruits for the movement.

After the public meeting, the audience is broken up anto groups--favmers, wonien, und
teenagers. In thesc group discussions, the tcam members explain how the revolution suits
their specific interesis they olso determine any special grievances and ke note of potentinl
talent,

After the group sessiens have broken up, the team distributes teaflcis through the village,
nails posters en trees, ruises a National Liberation Front flag, nd leaves, The nest day
government roops lrom a ncarby posi sce the tlay, come to the village, and make the people

tahe the flag down and burnat, A lew days alter the tcam’s vigit, o cadre agitprop agent comes



to the village und singles out those persons whom the team had noted as potential recruits. He
remains in the village to establish local cells or subcommittees to provide the essential follow-
up and to repeat the message planted by the visiting team.

‘'he technigues empioyved in such operations can he outlined:

il}_g{ﬁ_on_-itlﬂlg. The people's attention is arouscd vy loud fanfare, music, drums, dis-
plays ot armed force, or any other device which creates interest and draws attention to the
team's exhibition, $

Attention-Sustaining, People in rural areas are usually starved for entertainment and

their attention can he sustained by scngs, plays, motion pictures, vaudeville, magic lantern
shows, ete. The agitators mix their propaganda theimre with humor and entertainment by putting
revolutionary lyrics to old songs and by playing skits in which the "enemy" is depicted as the
villain,

Action Propaganda. Where possible, action theines rather than words or vague promises

are stressed. The agitprop team makes simple promises which can be immediately imple-
mented, se as to enhance the credibility of other propagand: themes.

Repetition,  Underground "resident agents” or members of the local subcommittee set up,
continue the work, and follow up the message by incorporating underground themes into every-
day experiences.,

Feedback, After the propaganda message has been put acress, the villagers are organized
into discussion groups so they can ask gquesiions and voice complaints. The agitator thus gains
insigrht into the specitic grievances o! the group and also learns the local jargon and notes ac-
tivities among the villagers,

Special Interest,  Agitators take advantage ol socizl norms to add credibility to their mes-
sage. They learn of special-interest grievances and adjust their theme and approach accord-
ingly in the course of the conversation in the discussion groups,

Simplicity, The agitprop agent keeps his message simple and direct, closely related to
the audience’s specilic interests and grievances, Later these specifics are developed into
generalities,

Captive Audience. The agitator, by capitalizing on the information void in the rural areas,

in effect makes the target group a captive audience,

Mass Media,  Radios and newspapers are not able to caryy the entire burden of persuasion
or even of transmission of information in the rural arcas of undeveloped nations.  The agitator
uses mass media mainly as a secondary, reinforcement tool,

Scapegoat,  The agitator makes function?l use of human tendencies to fear and rejecy out-
siders and to trunsier guilt and blame to othier groups or individuals., Some distinctive physice!
characteristic or cultural tvadition is used as a symbol at which all blame for frustration and

failures is directed. I the agitprop operation is successful, the target group's fears and



aricvances are dirvected fonaed seleeted outsiders such as landlovds, government tax collectors.,

ar Uheak-nosed Americans .t

Organizational Factors

The Communists. in building an agitprop network, follow certain tactical principles. Tirst,
all menibers ot the pavty’'s committee in the area of operation must be “thoroughly indectrinated
abeut the signiticance of the project betore they are precented with definjte plans and instruc-
tions tor carryving out the program. " Likewise, the locai committees must be coninced of the
urgency and importance of the system. The network must follow a we-do~what-we-propag-te
policy in order to make the message timely and stimulating, 4

The network must seek cut aggressive elements or "activists™ among the target group and
train theny as agitators.  Such people arc often effective agitators becausc in addition to having
a personal grievance they are familiar with the local people, know the attitudes, conditions,
and jargon of the group. and arve readily accepted,

The vy »work is built gradually through a process of experimentation. Svstems and tech-
nigues are rested in selected arcas before the program is implemented generaliy . A prop-
aganda plan is then drawn up at the party committee level. Tie plan is disseminated to local
committees for further experimentation and implementation, Once the campaign is underway,
its successes and lailuies are reviewved,

The network emphasizes one campaign at a time,  Party members point out that revolution
is a mass movement, that mass actions involving the population in general must concentrate on
a very few definite and clearly expressed objectives, Only after one obicetive is completed is
it replaced with another., Likewiss. only after one general slogan has been lenined does
second one anpear

The slogans mwust be combined with actual tasks in order to he meaningful and understind -
ablie to the people, Inthe Chinese "Resist-America Aid-Kerea™ campaign, aaitators wepre
supposed to make the people understand why they should hate America and what they could do
individualiy to help oppose American “aggression. ' This meoant such concerete actions as in-
creased individaal production or specific donations of moncy to bhur aivplancs and wititlery, v

Communists trv to transform the sentiments of the masses into an wdea which appears to
vepresent wha tie people want. while actually representing what the party wanis,  The ideas ol
tie party must sound its though they came trom the people,

The dollovany aathine 15 an example ol 4 Commanist propaganda pran. It was preparcd for

s in aosoall viliage w Chimag




AL Ohiectives and Requirements of Propiganda

1

There are 146 fumidics in G section, Fach of us will take care o 5
familics, \We both guarantes shid every raember of the 16 familics
will receive constantly the education ot the Resist-Arnnervica Aid-Korea
Movement. Al the end of hall avonth, we =l conspare notes to see

winiceli ene ol as is doing a herter ol ol propasaada

In adduion 1o the tixed olrjccuves of propaganda fthe 1o tamiilies! . ve
will talh to anvone viorm we teet. The moilo 1s not to waste une

single niinute or ignore one singac ndividual. We should change the
“eonversation on personal atlaivs”
aftairs™ and thas develop the habit of carrying on propaganda at all

into a ‘conversation on gurrent
titres and places.

The general iasa of the propaganda in the Resisi-America Aid-Korea
can.paign should be uniicd with the propaganda of the aciual 1asks
carrvied on in the comminity. i e patriotic moven.ent of in-
creasing production. we wili not onty sei up our own plansg of pro-
duction i will also miohiiize sl the peoplic in the community (o do
the same. We will ain: at monilizing people w plant 39 weves of
votton ana Git trees and to invest in 30 snares of the local co-op:
persuading 35 people to sign the Peace Appeal !‘Stockhehnd and vole
in the movement for seloing the problem of Qapan by awinited effort
fas opposcd 1o the Prace Treaty signed with Jupan by the United
States and 1:0st of the other belligerents of San Francisco): orgamz-
ing 3¢ peopic to participate in the demonstration parade 1n cetebhra-
tion ot Mayv 1. and directing the masses to do a good job in suppressing
the counter-revoiuliondries,

. Content ol Propaganda

(V)

co

To make evervone in the comn - .- understand that to opposce
America and aid Korea is the only way to proteet his hone and de-
tend the country: that the acteal 1asii of the Resist-Anerica Aid-
Rorea Movenment is to inerease praduction and do a good job in
one's own ticld. that the Chinese and Korean armies will definitely
win the war, and that the Ancerican devils will eveatually be de-
leated.  Meanwhile we would point out the poussible ditficulties that
nav be encountered. explain the experienses in China's War of
Iiberation. and enable the masses to understand correctly the
vietnorious s'tuation at present and not to be distarbed by temporary
sethacks.

Te oo wpeca upl oL production and orpanize the masses of the
people to participate o the moveraent throvgh these prineiples,

To propagite currvent information on the suppression of counten -
revolutionaric s on the basi= of the "Lav on the Panishaent ot

Counter-revolutionuries™ yeeondy made public by the governmen: .

ool clore velition heivoeen CO-up and

the peont and thos encaanraze poopde b parciase alinres
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9. To propagate the meaning of signing the World Peace Appeal and
voting on the Japanese question. asd to explain the reasons for
participating in the demonstration patade on May 1.

C. Source of Material lor Propaganda

1. To autend the meetings tor propagandists punctaally . listen coare-
fully 1o the lectures. and study the propaganda matel iads,

v

To read newspapers . prepaganda handbooks . and iy other material
handed dovwn from the higher Party organization and 1o Lheop con-
standy in touch with the secretary of the Parviy branch,

3. To gather reactions from the masses.

4. To aa@intaln constant contact with the ¢hi'u conumitice of the Pariy
through letiers and in person.

D, Forms and Meidhods ot Propuagamia

1. To organize lour group discussions dorine is month. A feast
kel =

one of then sheald he a disca=sion meeting of women .

2. To conduct individunl prropin g o intors st conversation o
feast twice o day and ndve it a hohit 1o do so

i Clae
Pao (e Duily of the Musses. nublished v Novih Kiangaa? ¢ver

three dove  We will tahe s in reading newspapers,

3. Taorganise a nesspaper=-reading grosp and vead the

4. To put Hui e Mpropoganda butleon hosrd™ ooccavrent sdlays andg
lecal news. The beard is v e sapplicad sl nes vacerial e
three dovs,

S0 To musp ey opporiueia for e tachi saeh oS voriane e ali.-

Goo Mo e ase o tee angressit e activises 10 the oosases s oo

Pl to orade wsc o1 T Change -vo oo of o Clidd Lo carry op

CUNOl eLoog Uie b claldren e coa a0 e are

propa

pvg o cduente and ase Siao Chi- s sviae ol o oo 10

plivising
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Tie goal ol dgithrop operwions is w translorn, gricviances into power. 1o develop mass
sapport wite b can e mobilizod into muiss action.  The touy phases in these operations are in-

sestgation and infiltration, invoiversent. ervstallization  and commitment,
I estigation and Intiliration

The agitprop operation begins with an investigation phasc, designed to familiarize the cadre
sath actual conditions a.-ong noth enemies and allies.  Mao Tse -tung's formula is "investigate
livst. propaganlize next.” Mao emphasizes this by stating

Without investigation no comrade has the right to speak. . . Take our prop-
aganda work for instance, It we do not understand the real propaganda sit-
uation of the cnemy, allies. and oursclves. we cannot correctly determine
our propaganda plan. In all wshs of every department we should first have
i understanding ol the existing conditions so that we can do our work well, $1

In Victnam the nornaal pattern is tor an agitprop team 510 10 men' 10 penetrate an area
o s ihge o imvestiaate thie local psyebological and adminisirative strengths and vulnerabilities.
The wnderground agitater s hve wnony ihe people propagandize the insuvgent cause. and ar-
aunize local o iees. Selecive terrorism is carried out against those who fail to respond
o the eand's overtires, 2

A capturad Consnunist directive to North Koreuan agitators operating in the UL N, -controlled
citvool Scoul gutlined their duties. which included organizing and reviving cells within the city .
secping close ciieeis on the attitades of the population within cach precinet. and recording all
weident= ol Soaih Kovean cwvilian cooperation with the 11,8, torces. ¥ The purpose of this was
o identily all who were triendly or untriendly 1o the government,

The investgation stege  then, determines what the local tasks are. who the friendly ac-
tvasts are. and what the attitudes and sentiments of the people are. According to a captured *
Vier Cong provinee propaganda chief: "You niust be patient in listening to people's problems.
You nwst knos what they are talking about and. most of all. vou niust leave the impression that
their pecille grievinee s vour main concern. With peasants vou discuss land reforim: and
L e i e cducation to veuths. You don't go lar on generalities. "+ Armed with inside
nforiation o the varide b gricvances of a village and the indiyiduals in it an agitprop team
Cai Yoo e st program, s

hidrcas wiere there is lole or no povernment control., agitproy: tears ean move relatively
echo Evenwhere there is substantial government control the teams can olten gain access to
shdaaes I Valuse o exaiple. the Commanists operated in bands of 100 or so and could
o hiclne the stk police teree fusually o sergeant and 1O men? in Malayvan villages. The
Ceonaviraibats ey boardered all government ofiteads and any known supporters in the village.

X
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police posts, If the police would permit the Commuists to have the vitlage at nigint . they could

continue to run the village during zhe dav. Mock raids were staged so that the pelice could

drive the Comr, unists off: thus the cperations were covered wp and the police even won awards,
. When the people of the village became aware of the deal, which they soon did. they too coop-

erated with the Communists, ¢
Involvement

Once an area has been infiltrated, efforts are focused on getting individuals to invelve
themselves with the underground inovement through some overt act, At first, ali that is necded
is any symbolic act. such as flying a flag. cutting a single strand of barbed wire {n a sirategle
hamlet fence, or constructing a naily board to e used against government soldiers. Once a
villager is involved even superficially, it i3 comparatively easy to expand his aetivitics infto
fuli-scale active support,

After he is established in an area, an agitator turns his attention to public health, sanita-
tion. and education, i’ Humanitarian endeavors are undertaien to win sympathy and create
social indebtedness, The agitators look for families who have lost everything, those who have
not received needed assistance from the government, the unemployed, and the sick. Special
attention is paid to the families of government soldiers and officials, A favorable word from a
mother, father, or a clesc fricnd can have a greater impact than any slogian,

"Action propagunda’ {s used to crente popular support., The "aciions” include helping
peasants in the fields, distributing captured food to the population. repairing churches and
shrines, and reopening schools, 3t

In the involvement phase the agitator also aimis to confuse the opinions and emotions of Lis
audience, so that even if they do not support the underground cause, they at least are uncertain

ahbout supporting the government,
Crystullization

Traditional concepts and customary ways ot thinking must be dislodged in order to crcate a
“mobilizalile” niass hase for the underground movement, A succeessful agitprop operadon must
not oniv gain people’s attention. it must provide a channel for their tonsions, -1 Crystnllization
is 1 phasc ol ideciogicai preparation in which the goal of the agitator {s o transicrn grievs

ances into satred of the enemy vhotver e iy ne. te convinee ihe people that e nwement

serves Vies and that thelir persons intorest coaainds thods support ol the couser Lo weaen the
pesle she win and bov o the politesd stonggle aned to doveiop fadts s enthasiasey Loy the

Lemt N




Une technigue used by Communists in developing erystallization is "thought-revealing and
grievance-telling' sessions.  In these sessions agitators draw out and exposc the mental proc-
e¢sses of their audience. A basie rule is to have everyone talk, for talking helps a person con-
vince himsell. Since everyone has some grievance, the agitator encourages them to express
tnerwr grievances to the group, Then he supplies the "correct” interpretation of the expressed
gricvances, coupling them with the goals of the movement,

Two basie methods are used in grievance-telling sessions.  The first method is the "from
1oy to near” approach in which the meetings deal with things in the past and then focus on
preseat happonings.  For example, the agitator may start with some estcemed national leader
in history who symbolizes certain societal ideals, Slowly he ties the past symbol into the
current movement--wrapping his message in the cloak oi patriotism,

A second method is the "from few to many” approach: the agitator encourages a few
activists in the group to initiate the grievance process and then persists until ¢veryone rises o
pour vut his grievances. Each time a person offers a grievance, the agitator suggests that
others have similur grievances; this involves them in the discussion and relates their griev-

anees? to current underground themes, »s
Commitment

After the greup has been investigated, infilirated, involved, and vailied avound a cotnnon
motive tor {ighting, it must be impelled to take the desired mass action. This action mayv be in
the form of protest demonstrations and parades or the election of a new slate of local govern-
meunt officials, Village youths can be recruited into military units while other villagers provide
logistic suppors, food, intelligence, and weapons. At this "action-tuking® phase the agitator
truly hag a captive audience.

The agitaicr «ummunicates ideas ond information {o the peuple through organizations,
These organizations can he old-establisheqd institutions daber unions, rural cooperatives,
cte. ) which the agitators now control, or they can be newly escablished ones.  The Viet Cung,
for instance, generally prefer (o create new organizations for specific riotivational and rontrol
purpceses, ol

It an underground is successtul in gaining coutrol of the coverament. agitation operations
cun thon develop popular loyalty and support lor the new tegine. People tsusd!v lose interes:
in & movement when their immediate grievances. such as the demand for Gand. have bewn
satisifed. The agitator scryves as o Hadson between the contolling eleniont anet tne pubsiic i
passing on information and dirvetives through his regular technigues.  His now themes

eniphasize that apathy and oppasition to the vicvement are wicked and hopidess -
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CHAPTLER TN
PASSIVE RESISTANCE

Nonviolent passive resistance has long been s method and corollary of human conflict, play-
ing o1 role in many underground and revelutionary activities. Although both the role and, par-
treulurly, the process of passive resistance have sometimes been chscured by philosophic and
religious considerations, its tactics remain much the same. whether practiced by a Gandhi from
moral and reiigious convictions or by a pragmratic underground as an expedient. Typically, the
underground orginizes and directs passive resistance techniques, and persuades the ordinary

citizen to carry them out.

CBJECTIVES

Passive resistance implies a large, unarmed group whose activities capitalize upon social
norms. customs. and tahvos in order to provoke action by sccurity forces that will serve e
alienate large segments ot public opinion frowm the povernment or its agents. If the government
does not respond to the passive resisters’ actions. the resisters will immoiiilize the processes
of public order and safety and seriously chailenge the wiit of government.

Passive resistance rests on the busic thesis that governments and social organizations,
even when they possess instruments of physical force. depend upon the voluntary assistance and
cooperation of great numbers of individuals. i1 One method, therefore, of opposing an ¢stablished
power structure is to persuade many p -~ ns Lo refuse to cooperate with it.

The principal tactic used to induce noncoovperation—tacit withdrawal of the populace’s sup-
port of the government—is freguently deseribed as persaasion through sutfering. One of the
persistent myths of passive resistance is that persaasion through sulfering aims only to per-
suade the opponent und his supporting nopuliace by forcing kim to expeiience a guilty change of
beart and @ sense of remorse: "The sight of sutfeving on the part of multitudes of peoplie will
aicit the heavt of the ageressor and induce hira vwodesist feom his Course of vivienee, '

Phis conception ol the vole or sotforing mnhces the fundaniental error ol presuming tl.at ondy
tan actors ave ivelved in the process ol pessive resistinee Uhie suftering resister and the
oproaent. Actaaly s pessive cesislanee opecites cothin 2 Lomewei D nvolving three acwrs: the
suffering pissive vesister. the oppenent rthe government and security torcesy, and the larger
Cawdience” vthe populations . Eeery confiict situntinn s deanatically affected sy the exteut 1o
wlieh thie 2vedienee becomes involved . (e pecliviend setentiat fos called this phenomenon the
conlagzrotstes: ol coriiet.” Aoreat chane it rn by coiers e thic natiaie of the conlliet when

e audicaer Is included as s thind sorer s Thre crisinal voo tiea s e ot bo Soag contied oy




at the least, the outcome is greatly influenced. It is most important in politics o determine the
manner and extent to which the scope of conflict influences the outcome, and how to manipulate
it. Passive resistance techniques, particularly the function of suifering. provide one insight
into the manipulation of "'the contugiousness of conflict.” More than anything else, the objective
of passive resistance is to create situations that will involve public opinion and direct it agninst
the established power structure. When this happens, the position of the passive resisters is
legitimized.

When the passive resister suffers at the hand of the government, it demonstrates his integ-
rily, commitment, and couragc, while showing the injustice, cruelty, and tyranny of the govern-
ment. The essential function of suffering is comparable to the interaction that takes place
betwecen a martyr and a crowd. The passive resister's token of power in the face of the sccurity
force is his capacity te suffer in the eyes of the onlooker. The courage and dedication of an ui-
resisting martyr can have tremendous impact on the imagination of a crowd. !

I the passive resister provokes a response from the security iorces or government which
can be made o seewn unjust or nnfair, his charges of tyranny and persecution are confirmed.
Should the governmert tail ¢ act, it abdicates its control over the: pupulation, over the enforce -
ment of law, and over the mainicnance of crder. Passive resistance iechniques suddeniy thrust
upon a2 government the initiative. and also the responsibility, for uninvited conflict with unarmed
citizens.

The primary function of passive resistance suffering is to redraw the political hattlelines
in favor of the resister. There are, of ccurse, a number of variables in the eftectiveness of
suffering. One is the ~ttitude and orientation of the opponent; success seems dependent on
whether the opponent really cares how a population views him, whether or not he is attempting
to win favor . Also, the coercive effect depenrds on whether or not the opponents ure the vassive
resister's own counteymen; if they are, common identity and nationalisn. tend (o induc npathy.
In some socicties passive suffering is viewed with contempt and is seen «s masochism or "an
exploitation cf the rilers' good-natured reluctance to allow unnecessary sultering. denying at-
tributes cf persinal courage or virtue to the sufterer.t»

In addition to alierating public opinion irom a government, underground-sponsored passive
resistan_e his twa other egually important objectives. The first 1s w lower th - morale of gov-
ernment olticids and security furces. Thnis ool is most velevant to ocvupying forces. A sec-
ond objeitive 5 to e down security forces. By orgaimzing dnd chooutaging 4 risenty e s

teclhiniques of pa-mve resistance, the tuderground can succeasfully divert security Lorees from

other tasks . v




TECUNIQULES

The nesenal of the passive resister contains a number of weupons of nonviolence. Une
reason they may be ellective is that the government forces may not know how to cope with non-
violerce. Police and soldiers are trained to fight force with force, but are usually "neither
trained nor psycehologieally prepared to fight passive resistance." ' Actions of passive resist-
ance may range from small isolated challenges to specific laws, to complete disregard of gov-
crnmental authority. but the technigues of passive resistance can be classified into three

general types: attention-getting devices, noncooperation, and civil disobedience.

Attention-Getting Devices

Pussive resistance i the carly stuages usually tikes the torm ol actiors calculated (o gain
attention, provide propaganda for the ctuse, or be a nuisance w government furces. Atwention-
petting devices include demonstrations, muss nectings, pickeling, and the creation of symbols.
Demonstrations and picketing help advertise the resistance campaign and educate Ui larpesy
public to the issucs at stake. Such activitics provide propagandd and agitation for poth internal
and external consumption.

An exuaniple of this was the 1563 Buadhist piotest in South Vietnam. The self-immolation

St pienl wnn @twaragianilc Timig S P BN A
Hist mionh Was strawegicaily Himdd W insurc that newsiacn and phote

Sphivs—

particulariy U.S. newsmen—would e present to record the event. The leader ot the Buddhist;,
Thich Tri Quang. wunted publicity in the U.S. press and took pains to make U.S. reporters
welcome. &

The cre ition of symbols is aiso 4 common passive resistance device. Desides gaining
attention, the Buddhist monks who iinmolated themselves—particularly the first, whose heurt
was presc: ved and displayed in Saigon's Xa Loi Papoda—also became symbuols {or the resistance
campaigm . An example of another kind of symbol is scen in the Danisii resistance movement
against the Nazis. King Christian became a symbol embodying the spirit of the passive resist-
ance struggle. The King's traditional morning ride through Copenhagen on his sw:tuésque horse.
undaceumpanied by police or sides -de-camp even menths after the Nuzi occupation, pained na-
tonal attention . As the Dunish poet. Kaj Munk. wreote ther: VIt does ug good. as if it savs o

us. Denmocltis still i the saddie.* The King also Kept hiz roval standacd tlyving beth day and

night over his palace, indicating he wis aiways ready—eithes to nepoetiate with the Germans or
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ot ded siaahle force moan pnespineafle sthich v Gl o by o o
poace hadimg seserag Danshosobbicr s wihee patup coar ggeots resistanoe . Tie ko @ e et
srecting o him—="Good mornmmg. niv hrave seneral” —voes old aod retedd througieat e it

Jokes ave often used to provole an enemy and demonstiate contempi . Thas teehiigee wars
Usu by miesi passive reststance nesemients i Nasi-occuj-red Lurope. Sometines b tool e
form ol shouting anti-Nasy johes in a crema hall showing Gerrman tiims. ov of HUle wles nude
in public about Nasi repression policies. like the Danish stoectear conductor cixiimg out. Al
sabotweuars change here .

Ostracism campaigns. dccusations, whispering calnpaugns, and refusal to spesh or be
[riendly are wlso tregieat techniques.  In the anti-Niv resistunce. these ocoasionally developed
spontancousiyv: later, taey were often orzanized by the undergrounds . In Denmarkh those iedhi-

nigues were labeled Den holde Shulder othe cold shoulder! poliey, nd nuany people wore hutt:

initialed DKRS or DU (Smid dem ud. or throw therm outr. Open contempt was displaved "I
German military band gave a concert in a public place. they did so without o sinzle listener. 1t
Germans entered a cafe. at a given signal all Danes then rose and lert. 2

In Belgium similar activities were organized. One illustration of the type ol witticism
which helped the Belgian morale and enraged the Germuns centered on the prroposed German in-
vasion of England: “An attractive houscewife entered a store just be' re a German officer. who
of course told the storckeeper to help the Indy livst. The lady declined and stated she did not
wish to delav the officer who wias probably ain i hurry to cateh nis ship tor England o0 Also.
anti-German inscriptions began to appear on the sides of buildings, on sidewalks. and on strects.,
In fact. one ingenious Beluiun reportedly cut letters spelling “Down with the Boche™ in the rims
ot his automobile tires. then filled them with paint, so that the slogan wus panted coatinuously
down the middle ot the street. ©

Such preograms scrved as o two-cdped sword:  they lowered the morale ot the Geemans

winie at the same time raising the morale of the populiice. creating ¢ ceeling ot debiance and
unity which could be channeled later into more significant resistance activity .

Nuwsance activities vary greatly. They may be offensive personal acts against the opponent.
such s the Alzervian chilaren publicly spatting on French soldiers. It a soldicr struclo o clald.
pubtic opinion against the French would solidity oll the more. The soldier felt hunuliated wnd
was cleariv shown how the popolace felt about his presence.,

Another nuisance deviee is W overload the government security system with reports ol sus-
picious merients and persons. By tollowmy povernnient instruetions, large numbers ol peojne
cin turn an talse alarms or make ualounded denunciations of people who dre suspedted ol adiag
the enems onid §n this winy so overload governmental authority that valid veports cansot be dioon-

Qe This tecimigue hos Lrequent!ly been used against the bleck-wirden surveillance system o

counlering vnderegrovml sctivities. 1
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Teclwmigques of noncooperation call for a4 jmssive resister to perforin normal acuvities in a
shizhthy contrived wins . bat net so that pelice o por orm wat €an sceese lm of breaking ordinary
lows . Steh actvitios as Ustow-downs. boscotts of all kinds, and various torms of disassoci-
Aten trom soverninest are ol examples o! roncooperation.

There are numerots ¢ximple s of noncooperation i the anti-Nazi resistance movements,
including ialsification of blueprints and deliberate eovors m vhustment of machine-touls and
precision wstruments. b Workers in chippiing Jdepartments of Nazi factories addressed ship-
ments to the wrong address or conveniently forgot to include jtemns in the shipment. Fuigned

sickness was widespread. - These acts ol nancocheration impeded the war effort while appear-

1z simply to be honest mistaies.  In Yugoslavia railroad workers used a pavticularly effective
noncoope ration wechnigre: during an Allied cir rd iney deserted their jobs and. after the raid,
thes staved away for 20 hours or more hecause of Ufeigmed fear.” This sceriously delaved rad-
Wt tratfee . b

Noncooperation 1s a prine.nal tool of passive resistance and hos been shown w be most ¢f-
fective in disrupting the normal processes of society and severely hamperin; and challenging
the wiit of 2 government—all ina wuy that is difficadt for the government mnid its security forces
to challenwe . Mans mdividuals citering their nocmal behavior only i hdy can add up o a

society heheving most abnornwlly.

Civil Disoledience

Mass participation in deliberately undawful acts—aenerally misdemeanors —constitutes
1 civil disobedience. This is perhapes the most estreme weapon ot passive resistance: the bound-
ary between misdemeanors and serious crinkes can e considered the dividing line hetween non-

violent and viotent resistance.

el
At

Forms ot vivil disobedience indlude the breabing of spoecitie lav s, sueh as tax laws ‘non-
payvment of taseso. teatfic ovs wdisrapting traltic) . and s prohibicre meetings. publications,

tree speceh. ana so on, o Unvil disobedience con also the tie torm ol corvtain hinds ol strikes

and wallouts. tesignations en Massc. ord o destractieon of peUlic ov grivate property .

¢ . . N . T, . f N ' .
1} ! In Pacestine atter the Howmai roided the Behish and hed s neavin vdlase, passive re-
]
B ! systance e the Jewish popujation wis eflective in preventing their capture. When the police be-
:'3 1 Lon st accreh. people viceronsiv petased them entrance to their homes, stoppirs only shorg of
L ]
i =Nz arfas . oiten vind -lo-hy ad bcbhune wnth e ol stoaes hrole ut, and Hirst-aid stattons

were sebap to treat the injored. AU the west sign ol o British cordon, @ gony o siven would

~ovnd. atwhach sisnal allaze vs drom nearhy settlenicnts voold reshoanto the aread

Coadimg it




with “outsidors” and dlicetively preventing Beit=h vecognition ol which “oattsidera™ it tilaen
rebuge i the village tollowing the rad and which had come simuly o create conlusion. i

Civil disobedience is a povertul teclngue. but to bhe etlective it nust be exercised by latge
numbers. There is a caleulated rish imolved. the breach of law autonatically wistifics and
imolves pumishment by the government and sccurity forces. However, the more mesane the
scale on which civil disobedienee is organized, U Jess profitible it s tor the coverniment 1o
carry out sanctions. For example. during o Huh-led stoihe in the Plulippises as police were
altempting to arrest the leaders, Luis Taruce used the tictic of demanding and torems: the gov-
ernmeiit o arrest everyone participating in the steilc. UWe must crowd the prison with v
numbers,” he said. "I there is no room for us in the police vans!, we wiil walk to aail. It
quickly became unfeasible for the security forees to use the threat ol jail,

During the Indian independence movement. Gadhi effectively vsed the ~ame tictie. e led
so many millions in the breach of law that it proved impracucal. it not impossible. for the Drit
ish o jail all offenders.  As British officials saw, such widesprewn disrespest bor o faw puidaes
its enforcement ridiculous and countecprodoctive. 20 Yet. if a zovernment cansot enforey its
writ, it must abdicate anthority. As the jails became impossibly tull, Gandhi's position tor
pressing his demands on a government searching for ways to pacify the popnlation was icrcas-
ingly enhanced. I-

Organizers of passive resistiince ace seiective about the Liws that are te bhe broken. The
laws shontd be reluted in some manner to the issues heing prowsted or the demands being nuude.,
Examples are Ganthi's selection of the salt tax in India, which was considerod o havdship tax on
the peasants and representative of uniust Briush rule: the Negro sit-ins in the United States.
which are directly related w diserimination in publie places.and the Norvegian teachersstrike
against the Nazi pupnet-government's demands that teachers join o Nuyi associotion and that
Nazj Sooializm b2 tmught in the echanls I the lows that are broken have little or nothing o do
with the issues involved, it is ditficult te persuade a citizenry to risk gcovernment sanctions.

In summary. the underlyving consideration in most passive resistiance techniques is whether
they serve to legitimizce the position of the passive resister while alienating or challenging the

government.

ORC 'NIZATION

Obviously, the success of passive resistance rests largels cir s ability 1o secure wide-
spread compliance within the society. A povernment cannol e roohed ol the popular suppurt
upon which it depends i only a tew induivrduals act, A boycott. for example, requires partici-
pation by great numbere,

Organization 1s of critical unporiance e pussive resistonce.  Although o few individials

can launch a passive resistines mevement. i oetder to succerd toov must e oined by thousands
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WhooU Pl g aation 1 stratentent !y chanacled. Hos s wadesproad sucial complianee sceured?
1 lal - 1

WhHat torces ot Loctory mauce poople to practice passioe resistanee?

Nornuitive actors

o method by whiet leaders of passive resistance movements secure widespread compli-
ance s by elethime therr novement mud techniques in the belicls, values, and norms of society—
those things people aceept withott question.

For example. the earliest stages of the Norwegian resistance against the Nazi occupation
and Quisling puppet government were led by the clergy . From pulpit and parsenage, the reli-
cious leadership of Norway coitlesced public opinion agninst the Nazis by invoking the voice of
the ehurch, “When the Nazis established a new ecclesiastival leadership, the bulk of the old
established Charceh ignored the orders of the new hierarchy. Through nonviolent action it pre-

soerved 1 ntegrity o simply refusing to cooperate in religious atfairs with the Nuzi ocecupa-

ton. < Decause the insttations ot religpon were held in high esteem, and because the clergy
appeated within the tramework of religious values, the Nazis never were able, even in the later
stages ol the ocenvation, to break the church's resistance

In Dndice. women were used on the {ront lines of demunstrations, making it awkward for
British larces ta breads up the eronwd witheut inflicting injurices on the women and further

stirving vy pubhe opimaon, 2

Consensual Validation

The technigue of “consensual vahidition” —in which the simultancecas occurses = of events
creates a gense of their validity —is often used o coalesce public opinion. For example, if
demonstrations take place at the same time in diverse parts of a country, the cause which they
uphald appears to be valid simply because a variety of persons are involved. A minority group
can organiso o maltitude of front organizations, so that seemingly widely separated and diverse
organizitions simuitaneously advocate the same themes and give the impression that a large
body of opinion is represented. Passive resistance orgunizers effectively use the psychology of

.

‘consensueal validation” to rally public opinion.,

Mystical Factors

Rarce or extraordinary f2ctors such as charisma play an important part in mobilizing public
Oj IO In A passive resistance movement.  Gandhi's leadership of India's independence struggle

versed on the mystical . Thousands of villagers from rural India, who perhaps could not be
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touched nor cised v inodes i ea s OF COommmieation o1 o0 2o Gl pepal fhon e s e

were stmalated o setion by Gandhir s Gists and s cedizaous o stegee, Handacds ol thow, ol

ol prasants aatherad o meet Gandbe although they otten dnd not ander stime s D esg o ne sial

could bavely see hume Toas ditreult 1o estimate the tole of Gedhe's nis stigque e sadesen s sl

Lic opmton agmmst the Bratish, hat it s Ciear Gt resistinee G eolonad vl hand dascr g g

on such a farae scale betere Gandin.
Pressare for Contornmnty

The same tecaniques used by passive resisters aganst the government con be usceld o en-
sure widespread social complionee within the reststance mosement,  Ostracisn as lregseitiy

used to apply pressure on mdivdaals not participating i the petssine resistance cangaogn.

stances ot organized ostractsm of collaborators can e tound o all the undersround resistance

movements in Nazi-occupicd countrices during World War I, In Deamsirh, the undergrooad pals-

Lished blaeKlists that were “reared Dy all those who acwed in the interest ol te cvennn .5 -

formal, cvervday pressares of conformity also help secuve widespread complionce. i he ot

that passive resistance generally appears during times of ovisis or of populinr urres~t mdicates

that at such times there is often o greater sense of metionelism. ol o pairtcelar “ae” arroo nold

against “they . There are then strong pressures demanding contormity .
Cormurangeation d Propaganda

As noted earhier, the tirst plisse of passive resistianee s charicterizod by a period

1
[

Guention-gotins pror o oal I woavities:

parades, demonstrations, posters, newspapers. anil

other furms ol communication, either clandestine vr vpen. imce the resistaniee Movement s

launched, there must be coatinuing means ol “spreading the word.” No movement can operate

without some form of communication between the leaders and the led. The underground press
1in Denmark played an important vole: the tirst Llegal newssheet appeared op the vers Toest day

ol the German occupation. - Within a vear, nearvly 300 illegal newspapers were peimng published

once or twice @ month., They had an estimated cirealation of To,000, and ecach copy was reaed

and passed on by large numbers of people. Tronically . “as the German donnnation bhecanie

sharper. so Jud the tree press become more and more powertul -

Similav exanmiples can be foond in Norwav, Poland.

K

France. aod the Nethevlinds during

Narzi resistnce, Besides providing “objective nformation on the course ol the swat, using

Allicd news-browleast reports. the elonde fhae gnner s inster ted oo i I RO T RN

ance technigues and procedures. -
Clandestine methods of communication resembling those used by espionage organizafions

were also develaped.

ome ol the carhiest and most succeesstul acls o] resistance 1 Narway wis




Cic drana e dosinalion e Brbi-i2 of 9o percent of Norway s teachiors. as a respense ta Naa
Grva st b terch Notonel Socaliso ad oo Nasn teachers T assoctation. The manner in
vine s dramate rebehe to te Nazh regainic was carried off, and the means uscd to communi -

cite the plan (o all of Nornoaey 's teechers, are relited in the tollowing personal account.

A friend telephoned me one altersoon and asked me to mect hun at the rail-
way station. There he pove me a small box of matches.

He told ne- we teachers were to Tollow the lead of those Pteachers) wihw had
met secreily an Oslo, and that all the vossihle consequcnces had been
dizeussed.

The box of matches contained a statement Twhich all teachers were to make
simultancous!y to the Nesisl . My jubwas o circulate it secretly among
the teachers momy destriet. That vas all Tknew . Tdidn't know who the
“leaders” were who met in Oslo. 2

Such impersonal vommuniertion wits obeved, even though the leaders were never known, because
cacl communmicator was trusted and people were assured others were going to take similar

acting

Traimng

nce o zational steps are tthen o secure Widespread social comphiance, an effort must
be made toanstruct and tram passive resisters. The idea 1s to erect a2 mental barbed-wire
tence between resisters and authoriny - This mstruction olten takes the form of codes of "do's
and dontts. Mamy undergrounds hove tound that it 1s easier to tell people what not to do than
what to do, o

Tramig 1= particularly critics” whoen aa e ot just negative, dcions are desired. Non-
covperation and civil disobedience are positi e acts that necessarily involve tramning, organiza-
o and solidarity on the part ol the resisters. whether they operate in the openor clandestinely .

Gandhy placed great emphasis on nonviolent traiming, not gnly because he looked upon non-
violence as a moral creed, it because he understood that it was essential {or eftective passive
resistance.  He required his followers to swewsr to an oath and he developed a cude tor volun-~
teors. @ When individual sutfering is myolved, and when individuals must invite suttering
through civil aisobedience, considerable disciplive is required. The American Negro civil
rights movement tollovwed the Gandhi exaimmpie and applicd it m plinitig the 190% Usit-1n" move-
ment. Specitd schools were estabashed to train voung people to withstana physical vielence and
tolevide torment wiathovt cespondue with violence v hicl might negate the entire strataigem. Any

vielent responsce on the port of the passive resisters nught provi'e ©owosGiication lor ihe use

of violent praceaures an guolling denonstrations.




Perabicl Geovernmon! Seucture

One method that ge treguently used to el uneiermane johilie contelonee g a

PR A O N I DO R |
scoure popuiition complinnee to passue resistnee s the establizhment of poagatlel st e~
ot government. 1 a population must depemd upon an under ground-sporsored “movernme st
Wil be forced to compiy with the underpround ' s passive resistin ¢ pregrinn oo b Licto wata

deaw its support fron: the reguar governiment .

In India, for example. Gandia feit that the highest lorm of passive tesistanee woulid e dle
estibhishment of pavallel institutions of governnment —unot only because they woald e o potentia !
weapon agninst the Britsh colontal government. but lor therr positive salue i e i a1 sebse
of un ty and community within the diverse Indian pojulation  Indeed, mans obscivers asstat
that the importance ol the pussive resistance movement i i was not so maci what 1t did
against the English as what it did for the Indians It shaped a nev Badnon natiosalism and poo
vided an opportunity for Indians to repair the wounds in natvnal sclli-esteen intlicted durimg
more than 100 yveuars of outside rule. ¢

Similarly. in Poland the underground passive resistance mvvoemont helped the Polish people
maintain a sense of national identity and unity 1 the tace of Naga harshiness . The establhishment
of & "secret state"—of underground courts, schools, and ¢iv 7 overnment—nunntamed a con-

tinuity and identification with nationalism. thus deny g Tova tcothe occaper. o In Alecera,

passive resistance served to solidily the Arab community . Although untayoralde environmental,

social, and political conditions had existed tor generatons there was boansur zeacy until Arab
grievances crystalliced into national consensus. In Palestine. the msurgent-led passive resist-
ance campaigns did as much to develop a strong leeling ol umity and natonalism as they dd e
harass the British forces. The main etiect was to lead people vy trom any torn ol support
for the official government. Thus a consensual validation o the values and aljectives of the
insurgents was provided.

The techniques and societal values capitalized upon to undermine popular support of the
government also serve the positive funclion of solidifying public vpimon around & levger sense

of community and national identification.
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CHAPTER LLEVEN
'TERRORISM

'ew Liberition or underground mevements have abstained from terrorisni,  Insurgents
Bive soldom rolica solely on the attvactiveness of their appeunls ov on the persuasiveness of
ther soals 1o sceut e popular support: they nave generally assumed that people never entirely
parste deiaistic goals or do what Ulog:c™ maght tell them is most heneficial, Coercive means
are therciore used to focus public attention on the poals and wssues identified ay importzant by
the insurgents, Negatlive saactions are employed to ensure that recalcitrant individuais comply
and o "what 1s best for them, " Esscntially, terror® is used to support other insurgent tech-

nigues and operations, such as propaganda and agitatiun,
ORJLCTIVES OI' TERRORISM

The utility of terror for a subversive movement 1s multifarious: it disrupts government
control of the population, demonstrates insurgent strength, attracts popular support, sup-
presses cooperation with the government by "collaborators' and ''trailors,' protects the secu-

rity of the clandestine orgnnization, and, finally, provokes counteraction by government forces.
Disruption of Government Control

A comuion alin oi terrorism is Mthe destruction of the exisiing vrganization of the popula-
tion'" ' —that is, the disruption of government contrel over the citizenry, Terrorist acts are
dirceted toward governmentel officials and hey supporters, making it unsafe to be a government

ofticial and, through systematic assassination, crippling the actual functioning of government,

deternuned from an ohiective desceription or the terrerist act,  That which threatens or ter-
rorizes one individual may not aliect another in the same way.  Essentially, however, the
process of tervorism can be vicwed in the {ollowing manner: The stimulus is the threatening
or terroristic act, and the response is the course of action. ar inaction, pursuecd by the indi-
vidial won pers eiving and interpreting the threat, 1 the perception of the threat leads to dis-
orgmized behavior such as 'y steria or pamc or the anability te take appropriate action, the
idividual 15 said o he in a state of terraor,

Terror is nat o static phenomenon . As threotening acts accamulate o escalate, the degree
oiwerret hoightess. A stnilus can be anvthing from an act of social sanction to threats of
physical viclence or actual physical attacics The corresponding interpretation of these threaten-
1wty s g heightenig swate ot terror,

The response way vory from cocrced compliance to
acamiescenee, bros physicied Tight to psveb dooical imoitlization and breakdovn.



The theorv that subversive use of terror intimidates and disrupts ge ernmont was popu -
larized and applied as carly as 1592 by the Russian terrorist, Stepniak, in the terrorist cam-
paign against the Czarist regime. Stepniak understood that terrorism would not obtain the
immediate, decisive victory that a military battle would.

But another victory is more probable, that of the weak against the strong, . . .
In a struggle against an invisible, impalpable, omnipresent encmy the ter-
rorist], the strong is vanquished . . . by the continuous extension of his own
strecgth, which ultimately exhausts hin., ., , Terrorists cannot immedi-
ately] overthrow the government; but having compelled it, for so niany years,

to neglect everything and do nothing but struggic with them, they will render
its position unt: nable. 2

The application of this theory can be seen in South Vietnam, where the vict Cong have
reportedly weakened government control in certain regions by killing and kidnapping province
chiefs, police officials, village guards, and landlords. It has been estimated that in the 5-year
period between 1959 and 1964, more than 6,000 minar Vietnamesec officials were murdered by
the Viet Cong.3 School teachers, social workers, and medical personnel have alsc been favor-
ite targets. The allegiance of the people is the chief prize in an insurgency, and since school
teachers, as one observer noted, "form young minds and educate them to love their country and
its system of government, to close such schools or to cow the teachers into spreading anti-
government propaganda can be a more important victory than to defeat an army division. "4 Al-
most 80,000 South Vietnamese school childrer had been deprived of schools by 1960 because of
terrorist action: 636 schools were closed, approximately 250 teachers were kidnapped, and
another 30 were killed. The Viet Cong also disrupted the South Vietnamese social welfare and
medical program; a highly successful malaria-cradication program, for cxample, was stopped
in 1961 because of high casualties among its personnel caused by terrorists., ®

To underscore the unprofitability of being, or becomirg, a government servant, the Viet
Cong carried out assassinations by unus:al, brutal, or mysterious methods. Victnamese
village headmen suspectcd by the Viet Cong 'of cooperating with the government or guilty of
'crimes against the people' were disemboweled and decapitated, and their families with them."s
The attention value of such acts in the press and through word of mouth has been great and the
implied threat to others obvious,

When, through the simple process of attrition, the machinery of government in one area
comes to a virtual standstill, the Viet Cong reestablishes social order by setting up a "shadow
government' with its own "ofticialdom' to collect taxes, operate schools, and implement popu-
lation control measurcs.’

The proper selection of targets is important, Viet Cong terrorists weie particularly di-
rected to sceek as first targets government authorities who were ceriupt or unpopular: after
murdering them they could then boast: "We have rid you of an oppressor.' A captured copy of

the Viet Cong "Military Plan of the Provincial Party Commitiee of Baria" specifically ovders
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squads in charge ol viflages and agrovilles to carry out assagsination missions .. . wnd prime

Lirecl: shouid be seemrity forees and civil action district officials, hooligans and thugs, '8

Liv reileving the community of undesirables through selective assassination, \iet Cong terror-
isls s(ek to win popular sapport while crippling the operation 6f governmeait,

Nowever, werror ¢ an politically hoomerang i the target is unawisely chosen or the assassi-
nation unwiseiv timed. A example of this occurred in the Philippines when 2 contingent of Huk
instrgents ambushed and Lilled Aurora Quezon, wite ot the Philippine president, along with her
daughter and other distinguished citizens, Since she was widely Fnown and respected by the
people, Mrs, Quezan's death was a serious setback 1o the Tommunists., Reacting to the nation's

{celing of condemination, the luk leaders declared that the terrorists acted without orders. ®

Demonstration ot Strength

In a terrorist campaign, the individual citizen lives under the continual threat of physiczl
harm, If government police are unable to curb the terrorists’ threats, the citizen tends to lose
"confidence in the state whose ini.erent mission it is to guarantee his safety.' 10 The use of
terrov, when elfective, convinces the people of the movement's strength. Captured Viet Cong
documents indicate that this is one of its primary objectives in South Vietnam. Through a
demonstration of strength by effective assassination of government and village leaders, it at-
tempts to "'convince the rural population that the regime in Saigon cannoi protect them., " 1

In order to publicize the movement's strength, some terrorist activities are conducted
publicly, The FLN in Algeria used this tacti~, Witnesses of terrorist acts were not eliminated
but were spared in order to confirm the FLN success. 2 Muslims who supported the French
were warned hy letters bearing the TLN crest to desist from cooperating with the French; if 2
Muslim refused, the FLN execution order was attached to the victim's dead body. ''By this
method, the FLN silenced its opposition, weakened the . . . French by depriving them of the
support of . . . Muslim lcaders, and at the same time, assassination enchanced the prestige of
the FLN, . . by affording tangible proof of the organization's effectiveness and intrepidity, ' 13

However, in pursuing a similar tactic, the Communist insurgency in Malaya got itself in
a ditficult position. Unable to carry out and win » guerrilla war, the Communists attempted by
mass terror to demonstrate their strength and neutralize the members of the population who
were supporting the government. They soon received complaints from their political arm, the
Min Yuen, that indigcriminate terror was alienating the voluntary support upen which their
long -range success depended. 14

It has been said that Mterror is a psychological lever of unbelievavle power —hefore the
bodies of those whose throats have been cut und the grimacing faces of the mutilated, all ca-

pacity for resistance lapses. . . ."15 However, there is evidence to suggest that without positive
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inducements or popular support it may also backfive, For exumple, in AMgoria ternorisn intie
name ot nationalism largely won support from or cowed the Muslin population, but it had @ o -
posite cifect on the French community ., Although thoroughly unnerved by the TLN terrovist of -
fensive of 1956, they were never on the point of surrendering,  In itself the dramatic nature ol
the tervorist challenge ensures a dramatic response to the call for counteraction.  The elieet of
FLN terrorism on French poliey was to strengthen the resolve to stump oud the vobclhion, ja-

deed to make it politically impossible to tollow any other course, 1

Punishment and Retaliation

The threat of punishment to collaborators and informers within the general populace is a
common feature of insurgent terrorism. In facet. many insurgencies against occudying powers
have taken a higher toll of indigenous citizenry than of the occupying forees.  Vor oxampio, the
Greek Cypriot terrorist organization, EOKA, killed more Cyvpriots—as traitors” or “coellab-
orators'-—than it did British security forces or governmunt officials. t- During the carly daye
of the Cypriot insurgency, the population, "easy-goeing by nature and tradition, " seemed not to
be taking the rebellion seriously., EOKA immediately began an ofiensive to punish "collab-

v

orators'. the slogan "Death to Traitors™ was scrawled on walls to muke the threat visible, and

seiected murd s of Greek Cypriots "drove the point home, ' A concrete example of this oc-
curred cn October 23, 1935, wien Archbishop Makarios publicly valled for the resiguation of all
Greck village headmen,

The date was symbolically chosen, for Oectober 28th, known as Okhi ("No'
Day, is the anniverzary of the Greek refusal to submit to the ftaiian ultimatum
in 1940. Only about a fifth of the headmen had responded by the end of the
vear, however. EOKA then went into activn by murdering three headmen,
Within three weeks, resignations reached 80 percent, 18

Luis Taruc, the leader of the iluks in tl.e Phiippines, bragged that by using "old women in
the town markets, voung boys tending carabaos in the tields, and :mall merchants traveling be-
tween towns, every traitorous act, every puppet crime, every betrayal through collaboration”
was known to the Huks. After a warning ot impending "punishment,” the Huks would blacklist
offenders and agents were authorized to arrest or liguidate theni, 1#

The Polish underground alsoc utilized techniques of "terror propaganda’™ against "collab-
orators, " Initially, specific collaborators were morally condenined in the underground press:
next, they were blacklisted and perhaps "death sentences” were published,  Further. the under-
ground press frequently lumped the crimes of collahorators with the names ot Nazi officiais,

listing the names of German officers who would be brought hefore war erimes tritunals atter

the war. In most cases . individuals thi s condemned were later executed by the undergrouad, 2




Terror con be usced in retaliation against or as a counterbalance to terror. The "Red Hand"
ferrorist organization used "counterterror' against the nationalists in Algeria and against Al-
serian agents outside the country secking sources of financial and weapons support for the
nulionalist 1movement. The organization was composed of colons—Europeans in North Africa—

and al'egedly operated with the tacit consent of the French Gov :rnment. 21
Maintenance of Security

To bring about the failure of government countermeasures, the security of the clandestine
organization must be maintained, There are two ways in which an underground movement can
protectl its own security: "It can police the loyalty of its members and take steps to see to it
that a complete picture of the movement is held only by a limited few, or it can employ the
threat of terror against informers.' 22

Terror is used by insurgent organizations agaiast their own membership in order to pro-
te;'t the sccurity of their operations. It is always implicit, and often made explicit, that they
who defect or betray the causec will be severely punished. To demonstrate the "reality" of the
threat, undergrounds characteristically have organized "terror squads" which enforce threats

and punish "traitors.' Most frequently, punishment means desth,

Terrorist Oaths

In Kenya in 1952, the Kikuyu tribesman who was being admitted to th  select terrorist
cadre of the Mau Mau had to swear himself te a "brotherhood of murder."

1. If I am called upon to do so, with four others, I will kill a European.

2, If I am called upon to do so, 1 will kill a Kikuyu who is against the Mau
Mau, even if it he my mother or my father or brother or sister or wife
¢z child,

3, If I am called upon to do so, 1 will help to dispose of the body of the
murdered person so that it may not be found,

4. T will never disobey the orders of the leaders of this society. 23

This murder oath was oftea accompanied by rituals involving 'bestial and degrading practices,"
the object of which was to make the initiates become "outcasts who shrank at nothing, The acts
performed were intended to be so depraved that, by comparison, the mere disemboweling of
pregnant women, for instance, weuald secem mild. " Further, this degradation would alienate
the initiate from the Kikuyu community, ensuring that he could never fuliy return to normal

lite and Letray Mau Mau seercey. But where such 'tribal superstitions ... proved in-

adequate, the gap wis filled by fear of personal viclence or death,' ™
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Enforcing Squads

An example of underground enforcing squads is the "Traitor Elimination Corps, ' which was
one of the first uniis organized by the Communist underground in Malaya. By its very existence.
recruits to the underground were quickly impressed with the importance of "discipline' and with
""the severity of the Party's means of enforcing discipline." However, onc source cites evi~
dence that the Malayan Communist Party also utilized lesser threats, hoping to avoid liquidating
agents who broke discipline, yet always reserving the implied "escalation' of the threat of
death, 25

Interviews with numbers of surrendered Malayan insurgents revealed that although 80 per-
cent said they feared bodily harm, the ''real' reasons for their fear were 'lower,' more subtle
threats. Nearly all said they feared most "the Party's practice of disciplining its members by
depriving them of their firearms; .. .they claimed this was something to be dreaded because,
without their weapons, they would be defenseless.’ Coupled with social ostracism, physical
defenselessness threatened "the very basis of the man's sensc of personal security ... . As
one surrendered guerrilla reported: My Iriends wouldn't even look at me. I didn't laiow what
would happen to me, I couldn't sleep at night, "' 26

The Huk underground in the Philippines also used terror to maintain the security of its
operations, executing its threats through a special "terror force.'? Similarly, the FLN in Al-
geria enforced discipline in its urban underground nectworks by summarily executing "traitors"
when discovercd. The security of the Yugoslav Communist underground was maintainea hy a
"secret police' called the Department for the Defense of the People (0, Z,Na,), This group
provided intelligence on the behavior of underground comrades, and was authorized to liquidate
those who were disloyal to the partisans. 28 Duriig the Moroccan independence insurgency, the
counterterrorist "Red Hand" guarded its secrecy iy eliminating defectors through mysterious

"accidents, "' 2

Provocation

Insurgent movements frequently utilize terrorism to provoke a counteraction which may be
strategically vseful, This tactic was employed by the OAS, the French sceret army organiza-
tion in Algeria, to provoke the nationalist FLN into upsetting the "cease-fire' upon which
negotiations between the French Government and the FLN werce based, DBy indiscriminate ter-
rorist attacks on Arab civilians, 'the OAS leadership evidently believed it would so exacerbatce
French-Algerian relations that the Algerians would he proveked into massive countermeasures,
that full-scale war would be resumed, and that no settiement would be possible, ' 30

A similaruseof terror to ereate a provocative situation is the deliberate assassination inarjot
of an innocent hystander in order to create 2 martyr and provoke the populace into further actions

against thegovernment,
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ORGANIZATION FOR TERRORISM

A key feature of terrorism is detailed preparation. To demonstrate insurgent strength and

sustain momentum, early success is essential, Targets are selected so that the terrorists are
Iree to choose the time and place that will best insure the success of the mission. 3! Effective
use of terror requires a thorough knowledge of localities, people, customs, and habits; it re-

quires extensive and sceret reconnaissance cctivities.
"Unorganized" Terrorism

Normally, unorganized terrorism involves unplanned acts against unselected targets. Such
acts are the incidental result of more generalized attacks. The distinguishing feature of un-
organized terrorism is that it is committed by individuals in large units which do not have
terror as their sole function,

Undergrounds usually ave careful to avoid wanton acts of terrorism against the populace,
Sueh notable experts as China's Mao Tse-tung and North Vietnam's General Vo Nguyen Giap
counsel extreme restraint, advising that great care be taken to avoid bringing undue suffering to

the populace and unduly alienating public opinion, 32
Support Terrorism

As noted carlier, terror squads are frecuently used as an enforcing arm for underground
political units, TFor this purpose, terrorvistic acts are specifically designed to support the
underground's political goabls and are usually carried out by specially trained and organized
squads,

An example of this is the organization of the Communist Party underground in Malaya. Just
as propaganda and political units were attached to the party’s Liberation Army to assist in its
"military" activities, terrorist squads werc attached to the party's political arm, the Min Yuen,
to cnforce support of its political activities, 33 &nmewhat similar to the "Blood and Steel Corps, "
these terrorist units consisted mostly of "trusted party thugs who, in addition to perpetrating
acts of extortion and intimidation against those designated by the Party, were ordered to
strenugthen the treasury by engaging in payroll robberies and raids on business establish-
ments, "3

Another dimension of terroristic activity used in support of irsurgent political goals is seen
in the plan for urban insurgency adopted in 19C1 by the Castro-Communist supported insurgents
(FALN) in Venezuela. Here the insurgents attempted to organize terrorist units or shock
hrigades to serve as the catalytic agents tor urban revolution, The tactic was to induce a state

of paralysis and alarm within the urban public through an extended period of urban violence.
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eventually undermining the support and power of the government, and leading to a rapid vice-

tory. Terror squads, called Tactical Combat Units (TCU), were used for robberies,

saho-

tage. arson. murders, and the creation of street violence and riots. The units were usually

organized in detachments of about 30: 5 to 8 men engaged in the bolder terriorist actions
while the rest filled lesser supporting roles. 35

. The success of many of the units' terrorist actions was largely attributable to careful ad-
vance preparation, including written operations plans: although much of the street violence ap-
peared to be spontaneous, careful examination reveals a pattern: attacks on Venezuelan-owned
properties were usually limited to robbery, whereas those on U.S. pProperties involved some
use of incendiaries or explosives. The terrorist units operated in the mobile hit-and-run style,
usually proceeding to and from their targets in stolen automobiles. Although the TCU's ut-
tempted on numerous occasions in 1963 to induce an atmosphere of mass terrorism in Caracas
through stepped-up suniper fire and associated acts of violence, these operations failed, Al-
though they interrupted normal patterns of urban life, they did not succeed in producing mass

terrorism of the s: rt that would immobilize or cripple the functioning of government. 3

Specialized Terrorism

Nearly every underground movement organizes specialized terror units to conduct "pro-
fessional terrorism." Such units are characterized by well-planned operations carried cut hy a
small, highly trained professional elite, usually organized on a cellular basis. The targets are
usually selected individuals cf special importance, and the weapons are frequently unique and
tailored to secure the safe escape of the terrorists,

In Cyprus, one of the first steps taken by George Grivas, the leader of the Greek Cypriot
insurgents, was to organizc a cadre of specialized terrorists, Never numbering more than 50,
this small group "terrorized half a million people," 3" Significantly, Grivas developed his cadre
of terrorists only from the very young. His study ¢f Communist tactics used during the Greek
insurgency convinced him that only youths in their late teens or early twenties can be molded
into assassins "who will kill on order. and without question," Young men combine youthful
daring and, after indectrination, fanatical conviction, and can be made to Yelieve they are be-
having in an herowe way. Such motivation makes for an absoluiely trustworthy cadre of ter-
rorists, Grivas groomed the yvouths for their role as specialized terrorists through a process
of esealating acts of Lkuwlessness: first they smeared slogans on walls, then they advanced to
throwing bombs into open windows or bars, Only after an extended period of testing and train-
ing were the youths given their first "professional” assignment of killing a seclected target. 38

The salient features of professional terrorism are also demonstrated in the revealing
accounts of Nikolai Khokhlov, @ captain of Soviet Intelligence who defected to the West in 1954, 3

Prior to his defection Khokhlov was head of an etahorate terrorist plot hy Soviet Intzlligence to
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liquidute Georgi S. Okolovich, leader of a small émigrdé anti-Soviet underground headquartered
in Frankfurt, West Germany.

Dubbed "Operation Rhine, " Khokhlov's two-man assassinaiion squad was the second or-
ganized attempt by Soviet Intelligence to eliminate Okolovich. The first, in 1951, involved a
group of three German Communist agents equipped with ampules of morphine, syringes, fifteen
thousand German marks, and an order "to stupety Okolovich with a morphine injection and take
him into the Soviet zone. In case it was impossible to kidnap him, it was permitted to end the
mission with a 'liquidation. ' "4 Because of poor intelligence, however, the mission failed:
Okolovich was not to be found. Further, to add insult to injury, two of the German agents vol-
untarily surrendered. In planning 1953's “Operation Rhine, " Soviet Intelligence placed
Khokhlov, one of their own senior officers, in charge. From reports of Communist ugents in
West Germany, Moscow obtained pictures of Okolevich and his house, had a complete layout of
his ncighborhood, and detailed data ahout his organization. However, it was necessary for
Khoklilov's team to get the "on-the-spot" intelligence, suchk as determining Okolovich's daily
routine, how well guarded he was, where the best escape routes were, and where the assassi-
nation might best he committed,

To plan the action, the squad was brought to Moscow, Khokhlov's two German assistants,
Franz and Felix, underwent special training, learaing judo and how to handle various special
weapons, mastering the art of following other cars and of overtaking a target car and shooting
through the windows, and learning techniques of surveillance and countersurveillance, 4!

Khekhlov reports that they even rchearsed possible versions of the murder: a "'morning"
version when Okolovich was leaving his reegidence for work and an "evening'' plan when he was

returning home, In this plan,

. . .the instructor impersonated Okolovich, I his escort, Franz practiced
walking past and shooting ""Okolovich" in the back atter 1 drove away, while
Pelix left his car, with motor running, across the street, strolled past in
time for Franz to slip him the cigarette-case weapon—and also to check on
the effectiveness of Franz's noiseless shots. In case Franz mlssed, Felix
was to use his own two-shot cigaretie case: then he was to stiroll back to
his car, drive off leisurely, and pick up Franz a block farther on, 42

To help insure the success of the mission, Soviet intelligence developed special weapons:
cigarette cases were refitted to encase steel blocks in which chambers for noiseless charges
were drilled cut, With a slight press on a small button, a chamber noiselessly discharged a

hullet. The principle behind it, according to Khokhlov, was rather simple. '"A steel chamber,

-in it, a disk., The gunpowder explodes and pushes the disk., The disk throws out the bullet and

at the same moment closes the opening, All the sound remains inside, ' 13
Besides giving the agents nolseless and camouflaged weapons, special consideration was
given to various escape routes and plans, large sums of money were on deposit and available in

cascof emergency. and & variety of "cover' documents was prepared, including "authertic' Swiss

ard Austrian passports,
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"Operation Rhine' was never executed, however. Soviet Intelligence again failed, not be-

cause of inadequate planning, but because of the human element: Khokhlov defected to the West

and disclosed the entire plot.

The conduct of "Operation Rhine" nonetheless demonstrates the four essential steps in the

organization of professional terrorism: intelligence, planning of action, devices, and escape-

and-evasion.

Intelligence

Careful intelligence work is a prerequisite for all terrorism, particularly professional
terrorism. The target is special and therefore the underground must find concrete answers to

"who," "where,’ and "when." Intelligence must both identify the target and document h's

modus operandi. A local person may identify the target for outside agents who then execute the
plan; while a local person can fzeilitate identification, it is difficult for kim to commit the as-
sassination because of local loyalties and the difficulty of escaping. Ancther anproach is to have
outride agents undertake both the intelligence work and the exccution,

The difficulties of requiring local ageats to assasgsinate local peopl> are illustrated in an
experience of the Red Hand counterterrorists in Morocco. In 1954 the underground's entire
security was sevcrely jeopardized after it assigned a local terror squad to murder the editor of
the local Moroccan nationalist newspaper, Maroc-Presse, One of the members of the Red Hand
squad was a close friend of the editor und, lenrning of the plot, he became remorseful and de-
fected. The result was that the Maroc-Presse, "the only important French-language paper in
Morocco not in sympathy with the counterterrorist Red Hand, became the best informed about

their activities, "4 However, the repentant Red Hand agent soon met with sudden accidental
death.

Planning

The second step in organizing for professional terrorism is planning the co.rse of action—
where and when it is to occur, and how to arrange for the target tc he there, A variety of tech-
niﬁues has been evolved to aid the assassin in making contact with his target. If the target's

schedule is totally unpredictable, sometimes a meeting which he must or will attend is called.
Devices

Another important element in organizing professional terrcrism is the choice of devices

to be used. Most often they are carefully tailored to the kind of jo+ to be done—blowing up
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@ car in which the target is riding, or assassinating the target at a public concert. Further,
the devices must he designed to facilitate the terrorist's c¢scape,

To this cnd, professional terrorism has developed a devilish array of weapons. Besides
the cigavette-case guns deseribed in "Operation Rhine, " Xhokhlov reports that Soviet intelli-
genee developed guns encased in fountain pens, Another popular device is the auto hooby-trap
technique »mployed by the Red Hand in Morocco. Because the technique is quick and avoids
visual tampering with the car, it is considered more advanced than attaching hombs to an
sutomobile's starter. Two magnetic holders are attached to a metal case containing a powerful
charge of TNT (about 280 grams) mixed with some 350 steel pelleté. It iy easily attached
dircctly under the driver's seat. The detonator, a lead weight connected by a nylon thread, is
placed on the exhaust pipe of the automobile in such a way that the thread is stretched taut, The
moment the driver starts the motor, the vibration of the exhaust pipe topples the lead weight,
which pulls on the thread and sets off the explosion. The container {(wider on the top than at the
bottom, with a lid thinner than side walls) is designed so that the main thrust of thé explosion is

directed upwards at the driver's seat, 45
Escape-and-Evasion

The final organizational consideration is the method of escape-and-cvasion. Because pro-
fessional terrorists arc usually highly trained and skilled in their craft, they are obviously
valuable to any underground, The problem of safe escape after executing a mission receives
considerable attention.

The Communist-led underground in Greece in 1945 developed a cell of three agents whose
identities were secret and who were unknown to each other. This unit, called a synergeia,
was formed any time a professional terrorist job was required, ''When the mission was ac~
complished, the members of the group dispersed, changed their acdresses, habits, and .
qlothes, and concocted aiibis, "

In Cyprus, the EOKA adopted a number of techniques to secure the escape of its terrorists,
One method used wus for a terrcrist, posing as a journalist-photographer, to be followed down
a strect by two or three young girls. When he sighted the man he was to l'\ill. ‘he shot him in the
back and immediately threw the revolver to one of the girls trailing him, who slipped it into her
purse and vanished. The terrorist remained briefly on the scene under the pretext that he was

a journalist, 16
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BEHAVIOR UNDER THREAT

General Behavior Patterns

The effect of terrortsm upon individuals differs widely. Similar threats or acts affect in-
dividuals differently. Behavior patterns are affected to a large extent by personality and pre-
viously established behavior habit:. For instance, those individuals who feel unable to manage
or control their everyday personal aifairs generally are least efficient in devising ways of
meeting threat emergencies. ¢

Since personality variables affect an individual's perception of threat, the vagaries of
human perception are the keys to understanding behavior under stress. It is not the "objective"
character of the threat that determines an individual's behavior so much as his “'subjective"
evaluation of the situation, 48

Human response to threat alsc varies according to the nature of the threatening situation—
whether it is specific or uncertain. The terrorist may wish to have the threatened party do a
particular act and may isuue a Ligi v specific threat. Where threat is clearly defined and
specifically communicated to an individual, with demands, alternatives, and consequences ap-
parent and persuasively stated, an individual's reaction {8 probahly based upon a relatively
clear assessment of known variables and he may comply out of ‘ear of having the threat carried
out.

However, the terrorist may scek ro cause disruptive beluvior or panic by issuing an un-
certain generalized threat. "The very ambiguity of the situation makes rational decision-making
and assessment functiors hreak down and leads to hysteria and panic, 4

‘ Some writers emphasize an important distinction between "anxiely' responses and "fear"
responses: "fear is apt to nroduce a prompt reaction either to remove the object of fear from
on self or oneself trom the object of fear," whereas anxlety "is chionic and vague ...one does
not know quite what is the cause of his anxiety and, partly for that reason, he does not lmow
guite whai to do." Thus, "the more specific the threat, the more fear-inducing it is; the more
vague the threat, the more anxiety-inducing it is"—making an individual hypersensitive to
ordinarily neutral situations and causing disruptive behavior, 0

It has also been postulated that the relative intensity of threat—regardless of whether it is
vague or specific—determines if a person will he able to take effective action, ! Thus, unlike
the previous "'specific vs, uncertain'' threat theory, where individuals respond rationally and
positively to specific threat, and rather hysterically to uncertain threat, this thcory suggests
that whenever the magnitude of threat is great, ii tends to produce an ineffective or irrational
response regavdless of vagueness or specificity of content. Others argue that threats or threat-
ening acts need not necessarily grow in magnitude for terror to "heighten' or "intensify"; the

mere continuance of threat over a period of time is sufficient to intensify the reaction.%
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Regardless of whether a threat is specific or uncertain, or different in magnitude and dan-
ger, an individual's vigilance response generally evolves in five phases: 53
1.

Recognition: The threat, or threatening situation, is perceived by some
cue or message,

i
.

Probability: An estimation of the probability of the threatening event oc-
curring is made; the validity of the threat is checked.

3. Assessment: The qualitative nature of the threat is assessed (whether
physical pain, loss of loved ones, loss of property, etc.). There is
some attempt to define the situation: nature, timing, and mugnitude of
threat are assessed and an estimation made of the means of coping with
it, the probability of success, and the cost to the individual.

Deferse: Commitment to an avenue of escape and adaptation; pro-
gressive use of a "lattice of defense," in which the failure of one de-
fense leads to another more extensive defense.

5. Reassessment: When first defense routes fail, other avenues are at-
tempted, but under the stressful or threatening situation, the indi-
vidual tends to become overcompensatory, excessively sensitive, or

exhibit other nonadaplive responses; psychological immobilization or
breakdown may occur at this stage.

This sequence can be terminated at almost any point, and the phases '""may telescope so
that they are virtually simultancous.' 5 Where threat demands and consequences are apparent,
rational assessment is relatively easy. Where they are ambiguous or uncertain, the likelihood
of irrationality and hysteria is increased. The most dehilitating factors in human response to
threat are uncertainty and ambiguity, since the individual tries to resolve the uncertainty before
he takes action to escape the threat., The more difficult of resolution the uncertainty appears,
the more unnerved the irdividual becomes,

When uncertain threat leads to a state of hysteria, the individual attempts to remave the
ambiguity of the threatening situation by identifying some certain source—even if the "source"
has little or nothing to do with the real origin of the threat.

A corollary human response to hysteria is the predilection to suggestion—"wish-fulfillment
beliefs. "'55 In trying to identify the source of threat and redefine the uncertain situation, an in-
dividual succumbs to "pipedream'” rumors and suggestions which explain, report, or predict
soime favorable outcome of the uncertain condition,

A further feature of vigilance under threat is that individuals narrow or restrict their span
of attention, Becoming hypervigilant, they focus their attention on the threat and the threat-
ener, to the virtual exclusion of other stimuli. Thus, hypervigilance leads an individual to

concentrate on the demands and suggestions of the underground threatener and reduces Lis at-

tention to communications from the government or security forces.

"Stress over which one has some influence can be borne with must less evidence of stress
reaction. . . " If an individual can perceive no avenue of escape from a threat, he develops a
sense of helplessness and this sense increases his stress reaction, 56 If the purpose of a threat

is to achieve compliance with certain demands, a threat that leaves the individual with no
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influence over the outcome may backfire. The individual either breaks down and is unable to

comply or he pursues an opposite, hostile course. For example, the Mazi policy of threatening
reprisals in occupied Greece during World War Ii tended to operate against t
jectives of population control.

e German ob-

Indisciiminate reprisals against the Greek populace left the in-
dividual citizen helpless to influence the outcome: guerrilla band activity near a villag

e, over
which the villager had no control, brought the threat of death. 'The wanton nature of the rotzl-
iation—the pizking of victims at random—meant that pro-German Greeks or their relatives
suffered as much as anti-German Greeks. Under these circumstances there was little advan-
tage in being a collaborator. As the reprisals continued they tended to give credence and pres-
tige to the guerrillas, , ,.'" Further, indiscriminate "burning of villages left many male
inhabitants with little place to turn except to the guerrilla bands. "' 57

Different behavior patterns emerge from situations in which there are conflicting threats.
The individual usually succumbe to the threat which appears most imminent or is greatest in
magnitude. This is illust::ited by some experiences of the Philippine Army during the Huk in-
surgency. To counteract Huk terrorism or to dissuade a village from giving strong support to
the Huk movement, the Philippine /iriny gathered the villagers, including the mayor and village
policemen, in an cpen area. Approximately 200 yards away Philippine trecops, in full uniform,
would line up a number of "captured Huks.' Then they ushered out each Huk blindfolded and ex-
ecuted him by bayonet. As one Philippine officer reported, '"While we were killing them, some
wére shouting out the name of the rayor, the names of the policemen, and ...the names of
their prineipal suppliers. Seeiny the Huks killed before their eyes, hearing themselves named
48 the supporters of those we had just massacred, these civilians naturally expected to be next
on the death lists, ' 58

In reality, the villagers had witnessed a mock e.cecution of regular Philippine troops
=quipped with chicken blood and stage presence. But the "execuiions' had the desired effect of
naking the governm-.at counterthreat apparent. Afterwards, officers talked individually with
the villagers, explaining that they now knew everything about the village and that thuse who
"confessed' or cooperated would not be treated like the captured Huks. To ,r< ¢t the villagers
from furthcr Huk threats, the officers established several meeting places that evening where in-
dividuals could report to give information. The threat of the government was thus made more
pressing and real than the Huk terror; effective responses were obtained. 59

Cultural factors are also a significant variable in human behavior under threat. Unlque
cultural mores and beliefs frequently affect an individual's sense of threat—his ''state of mind”
or terror. One needs cnly to think of the role voodoo terror plays in certain areas, such as
Haiti, where the threat of the pin-in-the-doll is reputedly used with some effectiveness by
agents of Haitian dictator Dr, Francois Duvalier. In Angola, it is believed that a mutilated

body cannot enjoy an afterlife, The Angolan administration capitalized on this {fear during the
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1961 rebellion. While the tribesmen Mwill occasionally charge fearlessly into a barrage of

machine gun fire," reports one writer, "they will think twice 1hout attacking anyone armed with
a machete. " 60

Phrusing a Threat

On the basis of these general patterns of human hehavior under stress, two essential prin-
ciples of phrasing a threat can be postulated. First, there are specific threats in which the
demands and consequences are communicated so that they cannot be misunderstood. Use of
specific threat rests on the basic assumption that an individual confrorted with persuasively
stated, clear-cut demands and imminent harmful consequences. will take the line of least re-
sistance, which is compliance. Rather than endanger himself, his family, or his property, the
individual will accept, albeit reluctantly and as evasively as possible, the threatener's alterna-
tive. This, at any rate, is the theory on which the threatener bases his hopes for success.

In specific threats, the threatener seeks to secure compliance without actually being re-
quired to exccute the threat, Persuasive communication, leaving little room for misunder-
standings, is essential for effectiveness. TFor example, Viet Cong guerrillas attacking a South
Vietnamese fortification during the night call over loudspeakers saying: '"We only want to kill
the Americans. All the rest can go free if they leave their weapons." Surrounded by superior
Viet Cong forces and offered a clear alternative to further resistance, South Vietnamese militia
have been known to throw down their weapons and leave the Americans to fend for themselves, 6!
Occasionally the Viet Cong varies this kind of th~eat by distributing leaflets saying they will fire
on government troops only if they are accompanied by U.S, military advisers, 62

The tactic of "escalating" warnings has often been employed by terrorists. A mild fir-t
warning is follcwed by more harshly stated threats and then by an imminent show of action.
World War II resistance movements in occupied Europe provide numerous illustrations of
specific threats issued to "collaborators' to make them desist from supporting the Nazis. The
threat often began with a "blacklisting' of the individual's name in an undergrounc newspaper,
escalated to a warning note delivered directly to him, and ended with an "exczution order." All
the while, the demand behind the threat was specifically stated.

If a threat is to affect a large number of people, it must be related to a clearly discernible
act, so that all learn the lesson demonstrated by the enforcement of the threat. The Viet Cong
terrorists in Vietnam, after several implicit or explicit warnings to a prominent villager or
government official, send a signed "'death sentence.' When the threat—usually assassination-—
is carried out, "the tale of Communist omnipotence is then spread by the terror-stricken widow
and children,'" who still have the written death sentence. ''The bandwagon effect sought in these
cases is to convince the inhabitants of the village that they had better obey th:: Viet Cong or the same

fate may be theirs.' 63
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Another requirement for the elfectiveness of specific threat is that the thrcatener must
have visible means of administering punishment if he is to be persuasive, The threatener must
be able to determine that the threeatened person did not in fact comply with the demands belore
inflicting punishment: otherwise the situation of a speci.ic threat changes to one of general
terror. -t

The phrasing and structuring ot specific threats vary according to the kind of compliance
that is sought. Essentially, there are three kinds of threat demands. First, a threatencr may
choose to demand actions toward which the populace is already predisposed. This is the casiest
kind—the one for which compliance is most easily secured. It may be of considerable advantuge
for an underground to use this tactic, for its easy success gives the threatener a disproportion-
ate amount of credit for power and intluence. For example, in Algeria the OAS, in order to
demonstrate its displeasure against the French Government, demanded that all Algerians stay
off the streets during the cvening hours ard turn off their lights, and threatened to punish any -
one found on the streets during the evening hours. These demands on the populace were con-
sonant with what an individual might do on his own during any kind of disorder.® Thus com-
pliance was easy.

A second kind of demand seeks to induce an individual or group to change specific behavior
b demanding alternative actions. This is more difficult than the first and requires clearly
stated alternatives and persuasively stated tand perhaps demonstrated! conscquences for
refusing.

The third and most difficult kind of demand is one that erders an individual to refrain from
a course of action he is already pursuing: the demand sharply conflicts with curient hehavior,

Generalized or uncertain threat is the second pattern of phrasing. The generalized threat
does not delineate bhehavior or specify demands and conseqguences: these arve left to the imagina-
tion of the threatenced individual, Uncertain threats are used to ¢reate terror among the popu-
Iacce. making them vigilaut and sensitive to terrorist suggestions, The threateper captures
atiention at a point when persens under stress are desperately searching to eliminate uncer -
tainty and ambiguity, He may suggest escape routes and alternatives, and make compliance
demands which are readily aceepted in order to eliminate the uncertainty of the threat and
reduce terror,  Occasionally, terrorists do not even seek compliance to specitfic demands, but
rather hope to cause Mlight™ or psychological and morale breakdown of & population,

Tin Sontl Vigtnoes - Army atilized uncertain threat in a counterterror campaign, dubbed
“opseration Diack Dyvel ™ against the Viet Cong. Selected Vietnamese troops were organized into
terror sonads and assigned the tash of working with ruval agents in penctrating Viet Cong-held
sreas. Witlkin o short time Viet Cong leaders—iey membhers of the elandestine infrastructure—

Leoan tooclic o sterious v and viotently in their bheds, On cuch of the bodies was a picee of

vagrel printor it o grotosque human eve. The appearance ot "the eve' soon represented a




serious threat, The paper eyes, 50,000 copies of which were printed by the U, S, Information
Service in Saigon, turned up not only on corpses but as warnings on the doors ot houses sus-
pected of occasionally harboring Viet Cong agents. The eyes came to mean that "big brother is
watching you.'' The mere presence of "the eye' induced members of the Viet Cong to sleep any-
where but in their own beds. It was an eerie, uncertain threat, #¢

Generalized terror seems to have limited effectiveness over a period of time, Uncertain
threat reaches a point of diminishing returns when the populace {inally either 'breaks' under
the stress of ambiguity or focuses hostility on some object it perceives, correctly or not, as
the source of threat.5! Once such a "hostile belief” develops, the populace's openness to
suggestion ends.

The essential distinction, then, between 'specific' and "uncertain'' threat is the difference

between threat used to secure specifically stated demands—known and planned in advance —and

threat designed to debilitate and/or sensitize a populace to later suggestions.
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CHAPTER TWELVE
SUBVERSIVE MANIPULATION UF CROWDS

The underground use of subyersively manipulated crowds and civil disturbances has added
a new dimension to the problem of maintaining internal security. The difference between civil
disturbances which are subversively manipulated and those which are not can be expressed in
terms of objectives. Strikes. riots, and demonstrations usually have limited goals, such as
better working conditions or social changes. The aims of the underground movement are the
overthrow of the government and the seizure of power.

The manipulation of crowds and civil disturbances is just one of the means used to accom-~
plish the objective of seizing power. The internal security forces, who bear & major share of
the burden of muaintaiming order. should understund that the control of subversively manipulated
crowds requires special considerations. Standard priocities of force may be adequate for dis-
persal of ordinary civil disturbances, hut in dealing with a subversively controlled riot, internal
sceurity torces must be alert to situations or acts which compel them to respu.d in ways that
the subversives can politically exploit.

The security furces of a nation are usually composed of paramilitary and military units aud
civil police. The function of maintaining internal security may be performed by one or any

combination of these forces.

STRATEGY AND TACTICS

One method tor improving our understanding of this phenomenon is to study the strategy
and tactics of subversion, Underground stratepy is to separate the exasting government from
its base of power by capturing the institutional supports upon which it rests, by alienating mass
support from the government, and by overtaxing internal security forces with problems of un-
rest. It hag been said that "'revolutionists in modern society do not so much 'seize' power as
destroy and re-create it."1 The simple creation of disorder does not automatically bring an
undergzround group to power. It can, however, create a vacuum into which new organizational
instruments ct power can move.

When the hahit of obedience to law breaks down among a populace, a tense, highly
emotional state ensues, which gives the underground a chance to channel dissatisfactions.
The tactics of nternal subversion invoelve the subgoals, methods, and techniques of
creating social disorganization. One such tactic is the creation or manipulation of crowds

and civil disturbances [or the purpnse of advancing the overall strategy.
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The population target group of the underground muay be a larye minot ity with certain crys-
talllzea grievances, or it may be a highly organized group, such as a labor unior or regional
political party, that is continually bargaining for a more favorable pesition in society,

The community conflicts fomented by or capitalized upon by the underground follow a pat-
tern. One ot the peculiarities of social controversy is that it sets in motion its own dynamics
which carry it forward on a path which may bear little relation to its beginnings. 2 When there
are deep cleavages of values or interests in a community, specific grievances have a tendency
to give way to general issues, ami groups that set out to prtest a specific issue end up dis-
agreeing with the entire civil administration.

As a controversy develops, new and different issues, unvelated to the original, frequently
emerge or are introduced. These added elements may reliect decp-seated prejudices or inhi-
vidual grievances. They are characteristicaily one-sided, so that response can be in only one
direction, and ars structured so as to capture the attention of the members ol the community .
The new issues increase solidarity among old members and attract new members.

Another significant complication is the progression {rom simple disagreement to violent
antagonism. The generation arnd focusing ol hgstility can sustain social conflict without the ad
of specific facts ard issues. This results in a tendency to see the opposing group as all bad and
the interest group as all good.

An interesting change takes place in the social organization of the community . Long-
standing relationships among individuals and groups are terminated and new groups pularize
around the issues in conflict. New leaders tend to take over the dispute.  The social ceography
of the community is altered. At this peint in the social process the underground attempts to
manipulate at least one of these groups by divecting und channeling is prievances, grasping ihe

leadership, and speaking for it.
RIOTS AND DEMONSTRATIONS

The subversive manipulation of crowds and civil disturbances involves a relatively small
number of undergrounders who try to guide and direct "legitimate™ protests. They attempt to
direct the crowd tuward emotinnal issues and arouse thera against author:ty.

The emotional perceptions and beliefs of the ¢rowds that participate in civil disturbances
often do not coincide with ohie_tive reality, snd the individuals involved da nat realize that their

pricvances are being manipulated in politically subversive wavs. The following accounts ol riots

and demonstrations illustrate underground attempts to incite ar eaploit civil disturhances.




Colombia (191%)

The incident casled Bl Bogotazo (Blow at Bogoth) demonstrated the eftectiveness of the riot
technigue. It is particularly significant in that the techmyues for provoking street crowds into
victing learned in the demonstration are used as training material for revolutionaries. A Ven-
czuelan Communist defector from Castro's training school —the Tarara Training Center in
Cuba—his reported that the classrooin matericis include diagrams of the tactics and descrip-
tions of how the ¢rowds wers manipulated in the 3-dav riot that wrecked the Ninth Inter-
American Conference and left the Colombian capital in ruins. 3

The Ninth Inter-American Conference had been called for March 30, 1948, to discuss the
pledge among member nations for mutual defense and resistance to the threat of international
communism. According to testimony before the Judiciary Committee of the 86th U'.S. Congress,
intercepted Communist communiques reveal that the party immediately went into action; the
combined forces of the lLatin American Communist Party apparatus set about making plans to
disrupt the conference. ! A high-ranking official of the Colombian Communist Party (which
claimed at that time a2 membership of 10,000 out of a tota]l population of 11 million) said that the
Inter-.American Conference must be blocked, but that this action was not to be known as a Com-
munist activity, he admonished the party to refrain from open activity so as not to jeopardize or
curtail party functions.

The Communists devote considerable effort to preparing for any proposed riot; they seldom
rely exclusively on spontaneity or accidental occurrences, even though they attempt to capitalize
on such events. DBy Januc v 29, 1948, arms and explosives had already been stored in 17 houses.
A Communist dispateh dated February 2 included the infermation that plans called for organiza-
tion of mass public meetings, organization of 16 meetings of cells in outlying districts, recruit-
ment of new members to the party, organization of 15 syndicates and unions, further organization
of cells within the svndicates, and distribution during the conference of 50,000 handbills and
3,000 posters. A committee of the Communist Party was assigned to supervise these arrange-
nients. A dispatch dated March 30 laid out the program of agitation and attacks upon the United
States, Chilean, Brazilian, and Argentine delegations, all of which were especially anti-
Communist. During the middle of the first week in April, the Communist-controlled Latin
American Conference {(CTAL) adopted resolutions in Mexico City condemning the conference.

On April 9, a well-known figure, Dr. Jorge Gaitan, was killed by four bullets from a re-

volver fired by an unidentified person. Dr. Gaitan, a 47-vear-old lawyer, was the leader and

former presidential candidate of Colombia's liberal movement. Although it was reported that
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the Communist Party had supplied money through an intermediary for the support ot Dr. Gaitan
and his mevement, he had maiatained an independent attitude toward the Communists. Rumors
ot Comnmunist plans to disrupt the conference caused Dr. Gujtan to publicly repudiate all acts
against the conference, saying that these were acts against democracy and tne unity of the
Amert.a-  Although his assasgin waa never identified, buth the personality of Dr. Gaitan and
the circums: nces surrounding his death inspired s! least one observer to say that the Commu-
nists, needing an approprizte victim whose death could prevent the holding of the conference,
gelected a prominent person. Colombian President Ospina Perez also suggested that the man
who kiiled Dr. Gaitan apysrently had Communist affiliations and that the entire affair was a
Communist maneuver.

A wave of mass violence was triggered by the assassination, which took place within the
sight of thousands. The Communists channeled the high emotions into anti-U.S. feelings and
acts of violence against U.S. property and individuals. Within 15 minutes of the attack on Dr.
Gaitan, radio broadcasting stations in Bogotd had heen taken over and the Communisis were is-
suing instructions and Inciting the people to revolt against the government, the conference, and
Yankee imperialism. Orders were given to plunder arms depots, hardware stores, gunsmith
shops, department stores, government buildings, police precincts, and army barracks, and to
organize a "popular militia."” The radio also transmitted orders to specific individuals to as-
savlt specific places and gave locations where additional weapons could be obtained. Instruc-
tions were given on how to manufacture Molotov cocktails. During the broadcasts, fighting
could be heard in the background, reportedly between the Communists and a group o1 students,
for control of the radio facilities; the armed Communists forced the students out of the station.
By controlling communications, the Communists could incite attacks against the symbols and
instruments of power within the government. Within each group of demonstrators in the crowds
were organized agitators chanting similar slogans. Prompted by the Communist agitators, a
crowd entered the parliament building where the Inter-American Conference vas being held and
destroyed most of the interior. The rioters concentrated on destroying offices of the Chilean
and United States delega‘ions. Mob action aimost completely suspended transportation, created
chstacles for the police, and made the crowd that much more difficult to control.

Led by the Communists, less than 5 percent of the population carried on the riot for three
days. Shops, churches, public utilities, and institutions of public service were attacked. Iled
flags were evident throughout the crowd and in every group orders could be heard directing the
mobs. The word abajo” (down witn) was heard freguently. There was heavy sniper fire.

The first burnings of huildings may have hecen simple, random gestures of protest, but a
consideration of which huildings were hurned showed a subwversive pattern. On the afternoon of
April 9, the Alinistry of National Education, the Ministry of Justice, the Ministry of Foreign

Affairs, the Paluce of Justice, the Ministry of Government, the Episcopal Palace, the detective

ters. and the ldentification Section for natives znd foreigners were all attacked and




burned. The Confederation of Colombian Workers, which represented 109,000 organized
workers, called for a general strike throughout Colombia. 5

Arter declaring a state of siege and imposing martial law, President Perez eventually re-
stored ovder. But the Communists nad ichieved their tactical objective of disrupting the con-

ference and, in the process, had effectively demonstrated the practicability of their methods.
Venevueia (1960-62)

The significance of the Venezuelan Castro-Communist insurgency is its expansion of the
tactic of riot intv strategic prolonged urban violence, planned to paralyze the functioning of gov-
ernment. - This strategy, unlike long-term, rural-based insurgency, was aimed at achieving a
“rapid victory.” The urban insurgency movement first focused on organization—the establish-
ment of secret "activist nuclei’ in Caracas. around which terrorist groups could later operate.

Then, beginning in early 1961, it launched a program of violence in the form of riots and
subversive demonstrations. According to the Venezuelan Ministry of Interior Relations, a total
of 113 “significant riots" occurred in the course of the yvear. The most common technique was
to mass hundreds of students, largely those enrolled in leftist youth organizations of the Central
University and various secondary schools. and move them toward the center of the city. En
route, buses and automobiles were burned and flaming street barricades were erected. Older
students were frequently armed with Molotov cocktails, and some carried pistols or acid. Stu-
dents posted within the university grounds (which are off-limits to police because of the uni-
versity’s autonomous status) added to the confusion and casuaities with sniper fire.

The third stage of theurban insurgency featured the introduction of "shock brigades' —small
units (called Tactical Combat Units) which served as auxiliaries to the mainbody of student rioters.
While security forces were occupied with the main riot center, “'shock brigades' fannedout to create
numerous points of sireet violence with sniper fire, burning of vehizles, blocking of traffic, and de-
struction of property.

Although the Communist underground markedly improved its techniques of street violence
throughincreasingly effective organization, the repeated riote and urbanviolence failed to achieve a
rapid victery . The student riots in Caracas were of little practical value hecause the general public
stayed aloof trom the vinolence and was content to wait for government forces to restore order. The
Communists never succeeded inemploying the two most formidable techniques of urban insurrection—
larpe-scale ricting and a revolutionary general strike —mainly because they could never coalesce

public opinion behind them.

South Vietnam (1964)

In South Vietnam, the Viet Cong have used tactics similar to those used in Bogotd in 1948,

Ciaptured documents and guestioning of prisoners have disclosed several ﬁhases in devilom i EEEEEE—



rivots. * In the first phase, the Communists estabiished safe zones in sections of the city. With-
in these areas, they stored arms and identified places where insurgent personnel could aather
secretly. The Communist infiltrators were io disguise themselves as students or workers and
were then instructed to infiltrate legal and semilegal clubs and associations or, for that matter,
any organization which could be used as a vehicle fer countergovernment propaganda.

In the second phase of the operation, Communist youth groups armed with cluvs and knives
for "self-defense," instigated street quarrels {0 create tension and manufacture further inci-
dents. Agitators were to mix with the crowd, velling inflammatory slogans to whip up excite-
ment. The instrucvons siressed the imporiance of creating martyrs o {vcus the crowd's
auention on the injuries and deaths caused by the government forc.o. Armed groups were in-
structed to assassinate city officials and seize police weapons.

The Viet Cong underground identified shopkeepers and homeowners who would be willing to
shelter demonstrators as they fled from the police and who would hide the cadres of agitators
during police searches.

The Viet Cong clandestine radio and Radio Hanoi called for urban uprisings in daily broad-
cauts. During one mass demonstration a 15-year-old vouth was killed. The next day, during
a dramatic funeral procession for him, paratroopers seized 10 youths who had knives hidden

under their shirts, thus bresking up plans for new violence.
Peru (1964)

In Peru, a Chamber of Deputies committee investigating the so-called Sicuani Massacre
fourd that Cuban-directed Communrists had planned and forced unwilling peasants to join in
"land-grab leagues." 8 Despite the extreme sociceconomic underdevelopment of the Department
of Cuzco and the unfortunate land tenure conditions-—alone sufficient to enable the Communists
10 obtain support from the peasants—it was found that Communist peasant leaders threatened to
inflict bodily harm on unwilling peasants uniess they demonstrated for the land seizures. Dur-
ing the demonstrations women and children were placed in front of the men in peasant encounters
with the civil guards. The investigating committee found that after stones had been thrown at
the police, one of them hitting the Chief of Police, the civil guard units fired into the crowd,

resulting in the "massacre."

Colombia (1965)

On January 21, 1965, Colombian President Valencia made a speech announcing that govern-

mernt forces had reestablished control after several days of rioting in Bogotd. The riots had

the appearance of a general strike but in his speech the President pointed out to the Colombian




people the subversive nature of the riots and the subsequent wave of bank holdups and kidrap-
ings. The government had intercepted Communist communications directing the course of the
demonstrations. These communications revealed that Communist youth groups had been in-
structed to mobilize the masses through meetings in centrally located places. Factory cells
had been instructed to incite strikes, but not to let the connection with the Communist Party
show. The cadres had been iustructed to avoid confrontation with the police and the possihility
of being jailed. They had been instructed to launch a popular front demanding the abolition of
the sales tax. the resignation of the government, and the installation of a popular junta with
clements trom ail political parties. They had been further instructed to organize {actory meet-
ings at district and zonal levels and to speak for a single front made up of liberals, conserva-
tives, and Communists. They had also been instructed to launch attacks on U.S. business firms,
to release prisoners from the Bogotd jail, and to invite army personnel and armed wolice to
join then:. The targets selected for seizure were the National Radio Station, press telephones,
and public water and power works. The Communists had printed posters and appealed for the
formation of "public salvation committees" in all cities and villages throughout the country

which were willing to confront the situation and take on the responsibilities of government.
PHASES OF SUBVERSIVE MANIPULATION

Subversively manipulated civil disturbances may be coinsidered as having four phases: (1)
the pracrowd phase; {2} the crowd phase; (3) the rivil distu bance phase; and (4) the post-civil
disturbunce phase.

The Precrowd Phase

In the preparation or precrowd phase, the underground elements are primarily concerned

with building an organization. Lenin maintained that training a network of agents for the rapid

and correct distribution of literature, leaflets, and proclamationa accounted for the greater part
of the work of preparing for a demonstration or uprising. He concluded that it is too late to
start organizing literature distribution at the moment when a strike or demonstration is ahout to
start. ¢

Selected individuals are given special training in the subversive manipulation of crowds.
They are taught how to build barricades and conduct street fighting, how to mobilize blocks in
the city and workers in plants, how to develop a local strike into a general strike and general

strike into a city uprising, and how to coordinate these irto a national uprising. 10 Outside

specialists are often brought in to direct the training activities. 1!




Some sort of planning on the part of the underground must take place. It may vary from
rudimentary to highly sophisticated. Underground agents are instructed to infiltrate target
groups by joining formal organizations, clubs, or any association whicli gives them access to

such audiences. 12

Next comes the selection of a population target. It is chosen primarily for its potential to

bring about community conflict or increase its intensity. Any group that is not susceptible to
manipulation, at least after some preparation, i8 not considered to be a part of the ''masses.”
in Communist terms. Groups identified by their common interests (e.g., ethnic minorities,
labor, farmers) offer great potential for covert manipulation, because attention can be centered
on bread-and-butter issues rather than on complicated ideological sensitivities. 13

The desired change in attitude of the members of the target group is usually accomplished

through distribution of selected communications, the contents of which are designed to increase

anxiety and emotional stress. Word of mouth, radio, telephone, and leaflets and other printed
material have been effectively used. Pistols, rifles, materials for making Molotov cocktails
and explosives, and other weapons, such as clubs and lengths of pipe, and handbills, signs, arm-
bands, and banners, must be acquired and stored. In recent riots, such weapons as hanujuns,
rifles, and Molotov cocktails have been employed. The rifle has proved particularly useful for
creating additional chaos by the killing or wounding of members of the crowd or internal secu-
rity forces from relatively safe distances. i4

Arrangements for members of the underground group to flee the area must be completed.

These consist primarily of establishing routes of escape containing safe houses or other hiding

places. Safe zoncs arc established with householders and shopkeepers where demonstrators
may seek cover when fleeing from the police. 1%

In places where demoastrations or strikes can be planned in advance, the underground
mounts a campaign directed at preconditioning target groups. Chosen themes are constantly
repeated. By concentrating on local and specific grievances, a group is conditioned to phrases

and slogans to which its members may later react under conditions of emotional stress. 1*

The Crowd Phase

The indispensable element in civil disturbances is the crowd: not just any crowd, but a
crowd made up of individuals who have heen conditioned either by subversive manipulation ov

by other events.

Orzanizations

There are several ways to assemble a crowd. Cell members infiltrate mass organizations

so that strikes or mass mectings can he changed into arined demonstrations. There are built-in




sanctions within labor unions or other disciplined organizations which can be used to punish
members who do not comply with the decisions of the organization. Therelore, if the infiltrated
union or organization calls for a strike or demonstration, its members can be brought into a
particular place at a particular time. Student groups are highly volatile on many social issues

and can be induced to participate in demonstrations for the sheer excitement.

{ormal Gatherings

Demoasirations can be brought about a. parades, street parties, dances, or during normal
rush-hour periods. During Vice President Richard M. Nixon's trip tv Caracas, Venezuela, on
May 13, 1958, crowds cof students and other onlookers were turned into rioters by slogans and
chants. Eventually they attacked Nixon's car with heavy rocks, jagged cans, eggs, and tomatoes,
and beat the windows, with clubs. The traffic jam which permitted Vice President Nixon's car
to 2e attacked was prearranged. Two trucks collided and the drivers then just walked away .

The ctreet was also packed wi*h banner-carrymg youngsters primed for action. 7

Hired Demonstrators

In addition to the local people at the demonstration against Vice President Nixon, many top
Latin American Communists from nearby countries had converged on the capital. Party agents
went inlo areas where criminal elements lived and hired as many as they could, arming them
with long wooden clubs and iron bars. Gustavo Machado, a Venezuelan Communist Party leader,
later admitted to organizing the demonstration in Caracas. 18

Before James Hagerty's trip to Japan to prepare for the visit of President Eisenhower, the
Communists began planning and organizing the demonstrations that were to greet him. To as-
sure large participation in the riots. the organizers paid 1,000 yen (approximately $2.78) to
persons whe would attack Hagerty's car, and 350-500 yven to persons for general paricipation.
In addition, workers frocm the Sohyo labor federation received a half-day's salary for partici-
pation. Applicants were recruited from the employment offices to such an extent that police

were able to predict the large demonstration by the absence of applicants in the offices. 19
The Precipitating Event
The precipitatingevent which resuits in the formation of a crowd depends for a great deal of its

effectiveness upon communication, especiully upon distortionof the event. If the event is fabricated

Iy the agitator. the distortion is built in, It thecventis tactual, he makes it fithis issuesor capitalizes

on the natural distortionwhich accompanies word-ot-mouth communications. The precipitatin




issue or event can be a martyred individual. a report of police brutality. or a symbolic act
such as the desecratlon of a flag.

Mob-Management Technifgu. -

Although the Communist Party of Iraq in the militant period of 1945-50 was a tiny minority,
it succeeded in creating the impression of large numbers and great support by successiul mob
management. The Communist elements were organized into an external command, well re-
moved from the activity, which could observe the demonstration, and an internal command lo-
cated in the crowd, which was responaible for dicecting the demonstration. There were bodyvguards
who surrounded and shielded the internal command from the police and if necessary facilitated
their escape, messengers who carried orders between the internal and external commands,
shock-guards who were armed with clubs and acted only as reinforcements. created diversionary
violence when Communists became engaged by the police, thus permitting them to escape. and
banner carriers who switched from banners expressing general grievances to those reflecting
direct Communist propaganda at the appropriate time. The cheering sections consisted of spe-
cial demoustrators who had rehearsed the slogans and chants and the order in which they were

to be raised. 20
The Agitator

After the crowd has been formed, the agitator assumes a significant role. 2t His function
has been described as bringing to flame the smouldering resentment of his listeners through
emoticnal appeals and then giving social sanction to their actions. The agitator in the crowd
plays upon the audience's suspicion of things they do not understand. e points out that there is
material abundance for everyone but that the crowd-does not get ils proper share. He generally
points to a premonition of disasters to come and plays upon the fears of individuals and the un-
cecrtainty of life in the community. The agitator then points to the politicians and the police as
representatives of government and alludes to fraud, deception, and {alsehoods among them  The
agitator seldom invents issues, nor daes he have to, since his appeals are vague and he plays
upor. the basic emotions oI fear and insecurity. The agitator seldom justifies his facts, nor does

he need to, since he chooses emotional thecmes common to all men.
The Riot Leader

After the crowit has heen emotionally aroused. sume event must set icin motion.  Olten it

begins its riotous activity by tollowing a leader who mercly shouts * follov. me, let’s go." The
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internal command assumces the leadership rote if an emergent leader does not arise spontane-
ouslyv. The event which sets the crowd in motion may, like the precipitating incident that brought
them together. be either factual or fabricated.

small groups have fuce-to-face communications and interaction. In large proups. however,
communications come through second- and third-hand sources. This is cunducive to the spirit
of rumor. It has been said that "no riot ever occurs without rumors to incite, accompany, and
mtensily the violence 22 Rumor tends to mobilize collective action. It may be communicated
through pestures, casual conversation, or mass media. It may be triggered by an actor who
seis an example by what he does and spontangously hecomes the leader of a group or it may be
planned by the underground organization. 23 Precipitating events gives generalized beliefs im-
mediate substance. Rumors as they ave related to beliefs tend to restructure the ambiguous
and uncertain situation and to explain it for the individual who is participating in the crowd.

They help to put facts into place. 2

The Civil Disturbance Phase

Maintaining Emotional Excitement

Once the destructive action of the crowd is under way. the agitator tries to maintain the
level of erautional excitement. This can be accomplished in various ways. Cheerleaders can
chant rhythmic and inspiring phrases or songs. Slogans can be displayved and banners unfurled.
“Booster incidents can be creuated or capitalized upon—a rather universal type of booster activ-
ity is the louting of stores and shops. Bank holdups and kidnapings are also carried out during
the chacs. Other acts—such as the verbal abuse and stoning of police—which permit the indi-
vidual to release aggression and hostility against the symbols of authority also increase the
emotional involvement. In the PPanama riots in January 1964, 400-500 people threw stones and
Molotov cocktails when assaulting the home of Judge Guthrie F. Crowe. Later, they attacked
the railroad station with the same weapons. The Molotov cocktails used during the rioting must
have been made specifically {or the riots, said the investigating committee appointed by the In-

ternational Commission of Jurists—but when, where, and by whom was not disclosed. %
Creation ¢f Martyrs
The creation of a martyr has a sustaining eftect upon destructive crowd activity. Subver

sive elements do net deplore bloodshed and violence. Attacks are made upon the internal secu-

iy forees in order w provoke retaliation. If this fails, a rifle in the hands of a sniper can

assure a victim. A martyr turns an ordinary grievance into an emotional crusade.




Individuals who cannot easily identify with abstract issues readily empathize with the emotivnal
demands Lrought on by apparent injustice to or "brutal” attacks on innocent people.

The police ave pruvohed by insults ond attacks into hostile. aggressive responses which
will lead te the injury of womet, children. or other "innocents” who happen to he in the crowd.
This is then dramatized and used as a new emotion2l issuc for which the crowd nust secn ret-
ribtution. The accidental death of the 22~-year-old daughter of a university professor was a
major issue in the Tokio riots leading to tne cancellation of Pregident Eigsenhower's visit to
Japap in Mayv 1960. The girl was trampled to death during a clash between a group of demon-
sirators and the police. The police were blamed for her death, and an elaborate funeral was
staged a¢ which thousands of demonstrators were present. Many Tokvn students and university
professors tock part in a large rally and in subsequent dJemonstrations at the Diet, the Prime
Minister's residence. and atthe Metropolitan Police Board to express their concern and indigna-
ticn ovel the police and government actions. Thedemonstrations werenot only instrumental in
canceling President Eisenhower’s trip. but probably had some iinpact upon the subsequent fall

of the Kishi government. ¢

Counterpolice Activity

Police and army counterriot tactics are studied by the planners so that steps can be taken
to circumvent them. Routes usualiy taken by internal seculity torces are blocked with barri-
cades, overturned vehicles, and debris. Attacks upon police stations and their communications
svstems ser.e tc disrupt police countermeasures. Cadres are usually puarded by strong-arm
squads and avoid confrontation with the police so they will not be jailed. Appeals to army or
police units not to attack their own countrymen are especially effective when there are children,

women, war vet- rans, or students in the front ranks of the crowds . 2-

Post-Civil Disturbance Phase

After a civil disturbance has subsided, underground elements use a variety of means to
capitalize on the situation. Ore way of maintaining the interest and emoticnal invelvement of

the population is a 2} -hour general strike. Workers. especialiv those in key industries and

utilities. are encouraged to protest apainst the governiment by staying away Irom work 24 hours.
This is Lime enough to interrupt vital utilities and aticct the entire population.  Individuals and
property owners are taced with the dilemma of ioing about their normal routine and facing vio-
jence or staving home for a day. Tactory cells incite unon members o stay ol the joh.

Thev seek union sponsorship or asurp authority by making vnauthoriced announvements or

by calling individual memlbsrs.




To turn specific issues into gricvunces agaust the government, the underground makes
appedals to all workers to join in o anited front against the government  Cellsan vatious Lac-
torjes. districts, zones, and busimesses demand that their organizations support the strike in the
form of a united front.

Agitators attempt to capatalice upon the contagious effect of civil disturbances by spreading
the violence and creating new incidents in nearby arcas. Attacks upon symbols of authority,
such as police stations and the oftices ot Tocal ofticials, increase the itensity of the disorder.
If possible, radio stations, newspapers, water, and power services are scized. Newspapers and
radios spread the rumors, and control ol water ¢ power plauts spreads social disorganization
and [car. Inthe Bogoll riot of 191~ and in the Buiivian riots of April 19533, appeals were made
to workers, peasants, and trade unionists (o form armed "people’s militias' and correct the
Uinjustices' of the L{m'crnment. 2=

In ordetr to demonstrate the uncomproniising position ol the government, the demands
against it are usually vague and impossible to meet. Original issues, such as higher wages or
repeii of a sales tan, are now changed to antigovernment demands. A call is made for the re-
lease of political prisoners. and the police and army are ashed to join the rioters. It is cus-
tomary to insist on nothing less than the complete overthruw of the existing government. These

demands can be articulated in protest meetings that keep the public aroused and involved.

Cummittees are formed in every village or city to protest government action. Every attempt is

made to yet notable and cespected citizens to lend their names to the protest.
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PART V

PARAMIUITARY OPERATIONS
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INTRODUCTION

Many of the functions performed b - the underground can properly be calied military ac-
tivitles, The exigencies of pregent-day insurgencies preclude a monopoly of the pevformunce of
military funciions hy regular mainforce units, A member of a regional force or local militia is
often a peaceful fisherman by day; only at night does he don his uniform and conduet raids. The
pulitical and military activities of an insurgency overlap both in function and in personnel,

Usually inferior to the government security forces in number and resources, the under-
ground mugt use every opportunity and capitalize on every advantage. To do this requires cave-
ful planning, adequste intelligence, and effective means of escape-and-evasion. Intelligence
relies on reconnaissance, underground infiltration, and on the cooperation of the part-time
underground in the village; planning requires the intelligence provided by the villagers and a
careful analysis of the enemy forces; performance of ambushes, raids, and sabotage depends
on adequate intelligence, careful planning, and skillful use of well-trained underground cie-
ments. Once the raid or ambush is over, provision must be made for withdrawal, extiltration,
and dispersal. The esczpe-and-evasion nets provide for the safety and survival of the under-
ground members after the mission is over,

The following chapter will discuss the activities of planning and intelligence wnd deseribe

three areas of underground activity in which their operationul aspects have been applied: am-

bushes and raids, sabotage, and escape-and-evasion.
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CHAPTER THIRTLEN
PLANNING OF MISSIONS

Aithough the underground avoids lighting when success is uncertain, some calculated risks
must be tikien to insure the continued growth of the organization. The underground, therefere,
relies on careful planaing to maximize success and minimize risk.  As a Vietminh training
manual states:

One must study the situation in the opposing camp, that is to say one must try
to find out the dispositions of the enemy, the attitude of the cadres and the
combatants towards one unother, their morale and their fighting value, Follow
closely the opponent’s activities: the deployment of his intelligence service,
transport, relief of pickets. all give evidence of his intentions and so make it
possible to plan operations with every chance of success, !
The manual goes on Lo point oul the importance of determining the enemy 's weak point—morale,
provisioning, loxity —und states that *'if the enemy protects himscll carefully without presenting

any wedas peints, we must ereate them before attacking. ™
PREPLANNING
Contingency Plans

In planning attacks, the underground develops contingeney plans which can be implemented
in the event the original pian proves impracticable, Thus, the failure of one action taken in the
course of o mission would not necessarily jecpardize the security of individuals or compromise
the mission itself or the underground organization.

The need for contingency planning is illustrated by the 1943 Otto Skorzeny attempt to kidnap
Mussolini from an Italian mountain resort hotel. This sironghold on a jagged plateau in the
Gran Sasso mountain region was 6,000 feet above sea level and considered invulnerable. There
would be no chance for a second mission should the first fail. Therefore, on Hitler's instruc-
tions and based on limited intelligence, three plans were devised. Plan A called for a lightning
air attack on the nearby Italian airbase in the valley. Minutes after the attack. three German
transport planes were to land there, one of which would pick up dMussolini while the other twe
diverted groundfire, If this plan failed, Plan B provided for a small plane to land in the
meadews in the valley directly below the stronghold, pick up Mussolini, and transport him to

Rome. In Plan C, the most dangerous of the three, a light plane would land directly on the

hotel grounds,




In the actual operation, Skorzeny could not make radio contact with his headquarters in

Rome to give the go-ahead for Plan A. Plan K automatically went into effect, but failed because

the plane was damaged while landing, Plan C finally suce: 4, and Mussolini was delivered

to the German headquarters in Rome. 2

Rehearsal

A second method for increasing the probability of success is to engage in extensive re-
hearsal for the mission, The success of this method depends to a large extent on adequate in-
telligence. In preparing a raid, intelligence information enables the underground to make a
mockup of the military installation to be attacked.

All moves are preplanned. In the Philippines, on the basis of intelligence reports, a
shopping list of certain items to be collected from the installation during the attack was pre-
pared and issued to the members of the raiding party.3 In this way they were assured that the
required items would be taken in the shortest possible time,

Enemy countermeasures and actions needed to cope with them must also be considered,
planned, and rehearsed. Small attacks may be launched against a future target to determine
where the reaction force will come from and how long it will take to arrive. This information

is used tc plan the timing requirements of the mission, the placement of blocking units to am-

bush reinforcements, and escape-and-evasion routes.
Exploitation of Vulnerabilities

The vulnerabilities of the enemy caa be determined by observing the established pattern of
his trained troops. The underground knows that highly tralned troops respond in a given man-
ner and attempts to capitalize upon these patterns, The underground also looks for overcon-
fidence on the part of regular troops, knowing that the most vulnerable part of an e .emy system
may be that which appears to be invulnerable,

Communications systems can also produce vulnerabilities. There is a tendency to cen-
tralize most communications systems so that lateral communications between different military
organizations are not as rapid as vertical communications within a single organization. Since
requests for help usually go to the higher commands rather than to units of another command
which may be physically closer, inordinate time delays usually result, # It {s these interface

problems which the underground planner seeks to exploit, 5

T «In one Vietnamese province Viet Cong attacks were successful because the zone was situ-
ated hetween two corps of government troops who were unsure of their jurisdiction, and on the
horder of two provinces whose provineial chiefs suffered the same jurisdictional confusion,
Poorly defined jurisdictional and communication responsibilities severely handicapped rapid
responsce by government forees. !

228
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On the other hand, if government units have an especially efficient communications and
responsc system, insurgents may capitalize upon this efficiency: they can divert government
units by staging diversionary attacks or exhaust them through numerous false alarms or small
raids on distant outposts.

Several distinct techniques have heen used by insurgents to exploit vulnerabilities: infil-

tration, surprise, deception and diversion, and creation of fatigue through continuous harass-

ment and provocation,

Infiltration

Prior to a2 scheduled raid, underground agents infiltrate an area and locate sympathizers
who provide information about the target and government security forces. Frequently, infil-
trators devise a screen of lookouts and a system of signals. The underground prepares the
battlefield by moving in supplies and arms for ... by units which will infiltrate later.¢ If the
target is a strategic hamlet, previously infiltrated members of the underground disrupt internal
defenses at the time of the raid, They may cut holes in the barricade or barbed wire, move

machineguns to prevent overlapping fields of fire, or sabotage weapons arsenals.

Surprise

According to one unconventional warfare expert, it is rarely possible to actually surprise a
well-trained enemy through a single motion, such as catching him asleep. Instead, the key to
successful surprise attacks is to retain the initiative. This can be done through a three-phase
surprise operttion: 1) initiate action against the enemy; 2) allow the enemy to fully develop his
reaction: and 3) when the enemy's entire attention is devoted to the reaction, take advantage of
his deployment and deliver a surpr se :;ounterattack., For example, if the enemy were in an in-
stallation with prepared defenses, s reaction must be foreseen. One tactic is to send a
provocative force to within three miles of the enemy and set up a dummy bivouac, To draw
attention to themselves, this force sends a smull patrol which, after encountering the enemy,
retreats to the bivouac. As enemy troops rapidly pursue them, believing them to be the only
force, the remaining elements prepare an amhush. The principle here is that, although it is
not normally possible to surprise and defeat well-trained and well-prepared troops, by divert-
ing their attention to a false target they can be made vulnerable to attack or ambush,? In South
Vietnam, for example, one of the favorite plans of the Viet Cong is to have a small force attack

a village while a large force waits to ambush the mobile reaction troops which rush to the rescue

of the village.
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Uncertainty is often a key element of surprise attack. Skorzeny found that even well-
trained troops are vulnerable for a short time to direct surprise attack if the attack force can
create a condition of uncertainty and confusion among the defenders. In a raid of this type, the
attack force needs only a small amount of time to take advantage of the confusion.

In the Gran Sasso raid, for example, Skorzeny's troops were Lriefed to emphasize speed
and timing. Skorzeny calculated that only three minutes of hesitation on the part of the defend~
ers would allow his forces to gain the advantage and secure the target. 'To achieve this hesiia-
tion and confusion, a man in the uniform of an Italian general was used as 2 member of the raid-
ing party. His presence and his shouting of orders distracted and confused the Italian guards
long enough so that the garrison was taken without a shot being fired. 8

During World War II, a Danish sabotage team informed a factory's security force of an
expected i:abotage raid on the installation, then saboteurs in regular police uniforms entered the
factory on the pretext of being reinforcement guards, quickly assemblcd the entire guard force
for an emergency briefing and disarmed and detained them.?

Well-trained soldiers are not likely to be surprised or caught off guard when faced with
conventional situations, but in situations so uncertain or so unusual that they do not have a pre-
pared response, they can be confused into inaction., This inaction can be exploited, or soldiers

can be made to follow the orders and direction of someone who appears to have authority.

Deception and Diversion

To cover a major attack, various means of deception and diversion are used. The insur-
gents sometimes distract reinforcements or protective forces by attacking other locations or
assembling large crowds. In Malaya small attacks and withdrawals were used to make the
enemy believe that an attacking force had been driven away. Then a sudden, large attack caught

the defenders off guard, 19
Harassment and Provocation

Continuous harassment by means of hit-and-run attacks on distant villages can fatigue and

reduce the morale of well-trained mobhile reaction troops. The Vietminh manual states:

We resort to diversionary and harassing attacks in order to disturb and wear
out the enemy; we encircle and split up his positions; we disrupt his lines of
communication in order to make him come out to repair them, and then we
attack him, In the course of hattle we give the impression that we are forced
to withdraw, so that the enemy takes up the pursuit and reaches our positions,
wherc we wipe him out, We use stratagems and provocations to lead him

on, !
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Other Considerations

Human Factors

In planning raids or other attacks on enemy installations, certain human factors are given
special consideration. An attack has greater chance for success if the government morale is
low, or if governmént forces are overconfident or alone, with no available assistance. 12

Situational factors, such as time of day, are also significant. Night, for example, pro-
vides natural cover to prepare for a dawn attack. Adverse weather, such as heavy rain or fog,

provides an excellent opportunity for attack. Holidays, weekends, fiestas, and paydays catch
the protecting force at a psychological disadvantage. 13

Tactical Considerations

All things being equal, the smaller the team the greater the security. Usually small teams
are selected to carry out ambushes or raids. It is impossible to anticipate all circumstances,
so each man must be fully briefed on the mission's goals and prepared to take initiative when
appropriate,

The tactical principle of temporary superiority of force predicates the entire concept of
small-unit actions, Mao Tse-tung said that strategy was one against ten and tactics ten against
one—that a small body can gain temporary advantage over any larger unit, What the under-

ground lacks in sirength it seeks to compensate for hy the utilization of surprise and rapid

action.

Withdrawal Plans

It is most important to plan for a safe withdrawal, A standard part of attack plans is the
use of a blocking unit to hamper enemy reinforcements. During withdrawal, these blocking
units are used to ambush pursuing enemy forces and erable the main group to escape. 14

During the withdrawal, casualties are carried away to prevent their identification and
reduce intelligence leads for the security forces. Withdrawal is made over a route different
from that used to enter ir order to avoid ambushes.

For example, in Malaya, blocking units were set up to engage enemy reinforcements, to
destroy communications such as bridges and radios, and to courterattack; they left the village

last and engaged any counterforces, Their exfiltration routes varied and they rendezvoused

after withdrawing from the area.15
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Review of Mission

After completion. unit leaders review the mission as to successes and failures, sometimes

forwarding a detailed veport to the higher echelons of the underground organization. 16

INTELLIGENCE

To plan and organize its activities an underground requires intelligence information, Ef-
fective evuluation of intelligence makes it possible to establish priorities among enemy targets
and to expose, create, and take advantage of vulnerabilities. 1n planning psychological opera-
tions, intelligence can reveal the attitudes, grievances, and specific problems of a target group
so that propaganda themes and agitation slogans can be appropriately developed. Intelligence
information regarding trails, tunnels, safe areas and the location and capability of enemy

forces is essential for evasion operations and escape networks.
Organization

One of the first tasks of an underground movement is to establish an intelligence network.
The hasic unit is the three-to-seven-man cell., For security reasons, cell members never
learn the real names or addresses of other membera and never come in contact with them. 17
An agent gathers intelligence and transmits it to the ceil leader through a courier oi mail-drop.
He never contacts other agents and contacts the cell leader only through intermediaries. Lat~
eral communications and coordination with other cells or with guerrilla units operate on this
fail-safe principle so that the compromise of one unir dnes not jeopardize the security of other
units, 18

Elaborate intelligence systems have been developed to carry on the underground intelligence
functions. In Vietnam, for example, the Hanoi-based Central Research Agency directs Viet
Cong intelligence. In its headquarters there are six sections responsible for administration,
cadres, communications, espionage, research, and training. These sections are responalble
for specialized activities within their purview. For instance, the research section has sub-
sections which deal with political, economic, and military affairs.19

This agency coordinates the recruiting, training, and dispatching of underground intelli-
gence agents and teams in South Vietnam, A 19-year-old Vietnamese youth, captured by
government forces on his first mission, told a characteristic tale. He had been recruited,
given a special political training course, and dispatched to infiitrate student groups in South

Vietnam, To do this, he was to pose as a defector, move in with relatives living in South




Vietnam, and enroll in school, Specifically he was to observe his fellow students, study their

personalities, capabilities and aspirations, collect biographical data on them, bhefriend potential
recruits, and report regularly to his cell leader, 20

The organization and functions of the North Korean intelligence net, set up by zones in the
northern halt of the Republic of Korea, offer an elaborate and detailed example of how an in-
telligence net operates in a hostile environment, Its mission was to feel the pulse of the people.
The nct consisted of 3-membher units, Threc or more of these units covered a district, and
ten or more units a province. Before being accepted, every individual underwent a screening
process. Each agent had appropriate identification papers, code devices, and maps indicating
places in which to make contacts. While operating in the South Korean Republic, he was to
pretend to be a supporter of the government and to mingle with government sympathizers in the
villages. Once accepted as such, he was to infiltrate political parties and military units to
organize intelligence operations.

The information targets assigned to these intelligence cells included: 1) public opinion
about the South Korean Government; 2) attitudes of political parties, social organizations, and
governmental agencies toward the public; 3) intelligence activities of the South Korean Govern-
ment, procedures of dispat~hing espionage agents, and names of people who were important in
political and intelligence agencies; 4) intelligence on military units; 5) strategic intelligence on
imports and exports; and, finally, 6) party strife.

Procedures for the delivery of intelligence to districts and provinces were also prescribed.
If necessary, messages werc hidden on the person and destroyed if there was danger of cap-
ture. Code words were used to identify messengers, and security measures were devised to
protect messe surs and the intelligence they carried. The political security chief was re-
sponsible for protecting the families of agents so that captured agents would not under coercion
compromise the net, 2!

In Algeria, the FLN organized a rudimentary but effective intelligence net. It posted
civilian auxiliaries to act as agents in the field, These auxiliaries infiltrated French-held
villages, reconnoitered for guerrilla columns. They provided to the liaison intelligence of -
ficers of nearby units a steady flow of intelligence about such things as number of French

troops, types of armament, and probable targets. 22
Sources of Intelligence Information
In typical underground operations an intelligence screen of two concentric perimeters is
established around an area of operations. The outer perimeter usually consists of "innocents'—

old men, women, and children--while the inner perimeter comprises members of the unit.

When those in the outer perimeter spot an advancing government patrol or helicopter, they
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alert the inner perimeter by some predetermined signal. Those in the inner perimeter in turn
alert the unit, 23

The Huks in the Philippines depended upon the villagers for intelligence information and
improvised techniques to relay thi‘s information. If government troops approached a village
and a man chopping wood observed' them, he would increase the rate of his swirg. A woman
naticing his increased pace would place white and blue dresses side-by-side on the clothesline.
Other members of the security net would pass the warning on that a government patrol was in
the arer At night, the Huks used light signals, such as opened windows on a certain side of
the house. Each improvised signal always blended with the environment. 24

In Malaya, rubber tappers relayed intelligence to the Communist terrorists through sig-
nals, Pleces of strings hanging from trees or sticks leaning against trees indicated the
presence or aksence of security forces. 25

In South Vietnam, the Communist Viet Cong set up an obsecrvation system to warn of the
takeoff and impending raids of helicopters. In some cases underground echo chambers have
hern constructed to listen for approaching aircraft, Other agents watched for aircraft arriving
in a target area nnd sounded the alarm and opened fire as the helicopters descended, 26

Women play an important intelligence role because they appear to be "innocents" and be-
cause they can often get jobs in military installations as secretaries or in the homes of enemy
personnel as servants, 27

People in certain professions have direct access to valuable information while earrying
out their jobs and are particularly useful to the undergrourd. Professions or jobs which re-
quire travel such as shipping, railroads, or trucking provide excellent covers for underground
work. The French underground used a doctor as an agent, He made house calls within the
German defense area, collecting pertinent information and pasaing it on to the net through
"prescriptions' delivered to pharmacists. To gather intelligence on the coastline, the French
underground organized a peat-collecting company which, having access to geologic maps, was
able to plot German defense installations und observe the type of construction. 28

A German innkeeper and a British u ent conducted another successful net, An inn located
on the Kiel Canal near the Baltic Sea 'vas the favorite hangout of German submariners. The
innkeeper made every visit of the German submariners a big occa~ion and talked the guests into
signing the guest register before their departure to sea. He then delivered the register to a
British agent who seni the names of the submariners to the British Naval Intelligence. In this
way, the British knew the name and departure time of each embarking submarine.

One valuable, though oiten overlooked, source of intelligence lies in open journals and
newspapers. In 1935, the German journalist Berthold Jacob shocked the German intelligence
agencies by publishing a book about the German Army, which was then in the initiai stage of

Nazi rearmament in violation of the Versailles Treaty. In his book, Jacob spelled out "virtually
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every detail of the organization of Hitler's new army,. .. The command structure, the per-

sonnel of the revived General Staff, the army group commanders, the various military dis-
iricts, . . .the names of the 168 commanding generals and their biographicesl sketches, 30 Jacob
had pieced together scraps of information from obituary notices, wedding announcements,
criminal reports, and other such items and eventually compiled a comprehensive picture of the
growing German military establishment., It was, as the German authorities agreed, a master-
ful job of professional intelligence. Hitler's aide reported at the end of the investigation:

"This Jacob had no accomplice, My Fuehrer, except our own military journals and the daily
press,''31

In another instance, an article published in a Japanese technical journal revealed details of
the new and hitherto secret American U~2 reconnaissance airplane. The article raised ques-
tions in the United States as to the possibility of a breach in security. Investigation rcvcaled,
however, that the article was simply the result of a painstaking assembly of small items pub-
lished in various U, S, journals,3?2

In contrast to the highly decentralized underground intelligence organization, the guerrilla
force may develop a highly sophisticated, centralized intelligence organization. For example,
the Vietminh in Indochina organized the Quan Bao (Military Intelligence) in 1948, to provide op-
erational intelligence for its forces. The Quan Bao was responsible for the collection and co-
ordination of all military intelligence. The Quan Bao was established as an elite corps and was
made up of party members selected on the basis of their physical, mental, and moral
qualifications.

The persornel selected went through a 12-week training course which emphasied physical
conditioning, sclf-defense, techniques of sensory perception and memory, buckground informa-
tion on the French, reconnaissance and interrugation techniques, and methods of accurate and
complete reporting and evaluating of incidents and situations,

Special ernphasis was placed on methods for obtaining prisoners. Units made up for this
specific purpose had four subsections: (a) a fire group to create confusion in the enemy ranks;
{b) a capture group to round up prisoners; (c) a support group to assist in retention of prisoners
and to watch for enemy reinforcements; and id) an escort group to take prisoners io an inter-
rogation area.

‘Jarious methods were employed to elicit information from the prisoners. Though physical
torture was seldoin used, Vietminh agents interrogated individuals for long periods at times
when the prisoner's resistance tended to be lowest. Sarcasm and irony were often used to make
the prisoner lose patience and composure. Vietminh agents soctimes disguised themselves as
prisoners and mingled with other prisoners in the compound,

At company and battalion level trinh sat sections were re: 'onsible for reconnaissance and

security. In areas which were considered suspect, ageats weie assigned to keep the units



supplied with information. They investigited areas ot operatlion. reconncitered possible ambush
positions, and deterniined ingress and cgress routes.  Aftev a combal mission, the agents led
the iroops bacl to a regrouping area, took over prisoners, and authorized the local civilians to
reiurn o their homies, A report of the operation. complete with tallies of casualties suffered
= and inflicted. weapons lost and captured, and an evaluation of the unit's performance and mis-
taies in action, was made.
1 In the camp areas and villages. agents maintained close surveillance over Vietminh tronps
to . ward against desertions and to insure that troop behavior would not damage relations with
‘ the local population. The agents were responsible for the security of documents and automatic
weapons, They also maintained perimeter lookout positions to warn of enemy aircraft, and
directed emergency evacuation procedures.
Tae eificiency and scope of the Quan Bao were revealed through raptured documents which
contained highly detailed and accurate surveys of French troop dispositions, habits. and activ-

ities. Surveys of areas of French cpurations included terrain trafficability for beth vehicles

and c..iies, as well as loyalty and attitude estimates of nearby native populations. 33
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CHAPTER FOURTEEN

OPERATIONS

AMBUSHES AND RAIDS

Ambushes

Ambush has been defined as a surprise attack upon a moving or temporarily halted enemy
with the mission of destroying or capturing his forces. The surprise attack is usually from a
concealed position and with sudden concentrated fire. Maximum effect is achieved when the
ambushed force does not see the ambushing force and its area of movement is limited. The
ambushing force usually has the advantage of a short field of fire and covcred routes of with-
drawal. Accordingly, a column of troops moving 2long a narrow jungle road is a prime target.
An effective arabush is usually based on advance intelligence and detailed planning. and exe-

cuted with imagination and boldness. !

Purposes of Ambush

Ambush is a tactic which is used extensively.# It plays a part in 60 to 70 percent of Com-
munist combat actions. 3 It is an effective means of acquiring weapons, harassing and demoral-
izing government forces, delaying or blocking the movement. of troops and supplier, destroying
or capturing government troops (especially government officials and army officers), and under-
mining confidence among the populace toward the government forces.

Capturing Weapons and Supplies. Ernesto "'Che" Guevara noted that the foremost aim of an am-

bush is the acquisition of weapons; only in special situations should attacks be made without the
prospect of capturing weapons. 4

The Viet Cong has used ambush frequently for this purpose. In two ambushes in February
1964 they captured a total of 166 weapons. During the previous 8 months, the Viet Cong had in-
flicted other heavy weapons losses on government troops and had (,:aptured American-made ra-

dios and were able to monitor the government's communic:itions network. &

#In the Philippines the Huks amhushed the armed forces of the Philippines 1,364 times out
of 2,145 armed engagements Hetween April 1950 and January 1952. In Scuth Korea, the National
Police reperted that out of 2,868 contacts during a 3 -month period in 1958, 1,836 were classified
as ambushes or raids. Durin, the same period in Malaya, authorities recorded 1.890 ambushes
out of 3,133 major incidents. 2
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Blocking Movement of Troops and Supplies. The Vietminh in 1950-54 used the ambush effec-

tively against French relief units.

The Vietminh's customary tactic was to split their force into
three groups and position them at strategic positions along the road where the relief column was
expected to move. The first group blocked the road while the second and third groups hid at
separate places along the approach road. After the French convoy passed the hidden second
and third groups they encountered a roadblock. As the French got out of their vehicles to in-
spect the blockade, the first and second groups attacked while the third sealed off the rear, pre-

venting retreat or the arrival of help. 6

Diversionary Use of Ambush. The ambush is also a widely used diversionary tactic. For ex-

ample, underground units in danger of being encircled by security forces may ambush a portion
of the encircling troops, diverting the attention of the security forces from the encircling oper-
ation. In addition, an ambush can attract security forces' attention long enough for numbers of
troops to successfully cross importunt highways or other strategic areas.?

Other Uses. A hit-and-run ambush tactic is generally used for harassment, capture, or de-
struction of enemy troops. In Vietnam, for example, a minor diversion may be created on a
road near a security force camp by burning a passenger bus or stealing identity cards from
civilians. Receiving information of the attack, the security forces proceed to the place of attack
and are ambushed on their way while still in thei' vehicles. 8 Occasionally the Viet Cong use an
attack on a government post as a decoy. The defenders ask for help while a much larger guer-
rilla force prepares to ambush the relief column on the anticipated route. ?

Ambush is also used to capture enemy personnel for interrogation!0 or to kidnap or assas-
sinate top government officials and army officers. In another variation, undergrounders dressed
as government soldiers may ambush and rob innocent civilians to turn the populace against the
government. The Vietminh guerrillas used ambush in an attempt to paralyze the French com-
munications by denying them the use of roads, paths., and waterways. 11

Government forces have, of course, found that the ambush can be an effective counterguer-
rilla tactic. British commanders in Malaya found it to be the most successful tactic used

against the Communist terrorists. 12
Ambush Tactics

The hasic tactic of ambush is the use of the smallest possible number of men employing the

military principle of surprise and avoiding open combat with numerically superior forces.

An analysis of ambushes in Malaya, Korea, and the Philippines indicates that the ambushers
were able to lay down a continued and effective line of fire against superior government forces,

while maintaining their capability to disperse quickly. Adeptness at dispersal and withdrawal

depends on optimal timing and placement of ambushers. Concealed attacks on main supply
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routes were the most frequent kinds of ambush used in Korea, Malaya, and the Philippines, Of
82 aml ushes recorded in 1951, 62 occurred along main roads, 14 against patrols in hills or
jungles, and 6 in small villages. Instances of urban ambush consisted mostly of hit-and-run
atiacks or holdups of public conveyances, executed by groups of three to five men. 13

In Malaya, motor transports were ambushed with impunity; vehicles were easy targets
since the few available roads were winding, hilly, and cut through thick vegetation and narrow
gorges. Most of the ambushes against government forces in Malaya occurred while they were
moving through dense jungles where the attackers had the tactical advantage of concealment and
ciose-range firing. In Korea. amhushers used the same tactics although the roads were not fo-
liaged. but had boulder outcroppings for hiding places. Convoys and pa&ols were frequently
ambusked in mountain passes where the road was cut through rock defiles. 14

In Southeast Asia, ambushers frequently camouflage hardened bamboo stakes along the
trzils. When the enemy is ambushed by automatic~-weapons fire and dive for cover in the under-
growth, they are impaled on the hidden stakes. The bayonet-like stakes can inflict as many
casualties as the weapons fire, 5 In South Vietnam, the Viet Cong strew hidden stakes along the
trails to prevent rapid pursuit of ambushers by government forces after an attack.

A frequently used formation is the L-ambush (see figure 9), in which part of the ambush
party is placed in front of the enemy and part on his flank. As the enemy approaches he is fired
upon from both front and flank. This positioning requires only one route of withdrawal and per-
mits the unrestricted use of automatic weapons. If the enemy were encircled in the ambush, the
use of automatic weapons would bhe restricted and more than one route of withdrawal would be
required. The V-type is another form of ambush which takes advantage of fields of fire that
place the column in a crossfirett (see figure 10).

Guevara recommends another tactic, the "ambush and vanguard." He notes that an enemy
column advancing through an area of thick vegetation or woods is unable to secure its flanks.

To guard against possible ambush, the government forces usually zend out a reconnaissance
vanguaxd column, which provides point-and-ﬂahk security by probing for hostile forces. How-
ever, by advertising its presence, the vanguard inevitably exposes itself to danger. Guevara
suggests that the ambush be set for this vanguard: when the vanguard reaches an agreed-upon
point, preferably at the highest terrain point, then the ambushers open fire. While a small

force holds the main column back, arms, ammunition, and equipment are collected from the van-
guard unit and then the ambushers quickly withdraw. Guevara believes that an attack on van-
guard units is an ideal operation for small forces, 17

It has frequently been claimed that the ambush is responsible for most of the casualties of
government forces. It is estimated that in Korea ambushes inflicted 55 percent of the govern~
ment casualties; in Malaya, 75 percent; and in the Philippines, 60 percent. Yet the ambushers,

since they were on the offensive, suffered comparatively few casualties in the ambush operations.
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Total casualtics among the ambushers, including those killed, wounded, and captured, were only
15 to 20 percent in Korea and the Philippines and 10 percent in Malaya. By inflicting heavy :

casualties on the enemy at small risk, ambush operations proved to be an extremely effective !
H
tactic, 18

Ambush Countermeasures and Human Factors

Vietminh tactics eluded most French attempts to clear out ambushing forces. Vietminh
manuals emphasized that encircling forces were never strong at all points and that a forceful ;
and sustained attack could open an avenue of escape. It directed an ambushing force, caught in ;

a tight encirclement, to concentrate all fire on the weakest point of the surrounding force in __

order to fight its way out. The manual also advised the ambushing force to withdraw if danger
of encirclement was probable. 19

Reviewing thcir cperations in Vietnam, French officials have plaintively observed that, in
spite of air andother techniques of observation, they were consistently unable to detect ambushes ih
advance, They found that. at best, their defenses were only able to lessen the effectiveness of am-
bhushes, not forestall them. One countermeasure employed was to ‘extend convoys and columns
for a longer distance than could possibly be covered by an ambushing force; thus part of the
force could escape, while the other part could come to the rescue. Another technique was to
equip columns with armor and artillery in order to assist in repulsing ambushers. 20

1).8. Army advisers have suggested five methods of countering ambushes in Vietnam;

1. Government forces must not follow consistci.i patterns of movement. Any one road 5
should be used infrequently, and the timing and size of the road patrol varied. Also, the secu- n
rity patrol should carefully check out suspected ambush sites. )

2. Reaction of troops to an ambush must be fast and automatic. {

3. Effective communications must be maintained with the base. i

4. The ambushers must be pursued aggressively and not simply pevmitted to withdraw. *

5. Village activity must he observed. Security forces should interpret such signs as an

b
empty marketplace as notice of impending action. 21 i‘

Another instance of Viet Cong ambush emphasized this final point. The security force did ;{f

not search a nearby village that was considered loyal. When it passed through, it did

not interpret the absence of villagers as a sign of danger; subsequently, the Vietnamese troops §
were ambushed, the villagers having een bound and gagged by the Viet Cong. 22
Australian Army research into the human factors involved in ambush countermeasures sug 7
gests that only 15 to 25 percent of soldiers faced with sudden danger respond immediately with :
fixed purpose or cffective activity. A majority are stunned and bewildered. The Australian
Army, therefore, has developed a special counterambush drill.
The counierambush drill is an attempt to train soldiers {o force an ambush—that is, rush

through the aribushers and envelop them from the rear. At first it was difficult to persuade




suldiers to advance against a concealed position defended with automatic weapons., Fyven when
instructors who had used this tactic in battle reassured them, they did not gain conlidence, so a
new training technique wis devised.  The tirst step was to diagram for the traince an ambush
situation and to stress that the natural reaction is to run away after the firs. contact. Training.
however. conditions the =oldier to be positive and aggressive and not to flee from or attempt o
bypass an ambush. They then learned thut speed was essential to their self-preservation, and
that the quickest way 1o extricate themselves from the ambush was to concentrate their {ire and
run through a single point along the ambusher's line. In time a2 marked change in the attitudes
occurred. Trainees no longer faced ambushes with fear and adopted instead a tough-aggressive

posture. They also developed a pride in their fearlessness. 23

Raids

The raid is a sudden attack against a stationary enemy force or insiallation. It is charac-
terized by secret movement, brief but concentrated combat action, rapid disengagement, and
swilt withdrawal,

The purposes of the raid are: (1) to destroy or damage supplies, equipment, or installations;
(2) to capture supplies, equipment, or key personnel; (3) to inflict casualties on the enemy and
his supporters; and (4) to harass or demoralize the enemy.

As in ambush, a key to success in raids i3 surprise: to attack the enemy when and where
Yie is least prepared, and to take advantage of weather, visibility, terrain, and other environ-
mental factors.

A study of raids in Malayva, Korea, and the Philippines indica‘es that raid techniques fol-
lowed a definite puttern: the majority were aimed at civilian villages and military or police
outposts. Village raids in Korea generally sought to terrorize the people. In the Philippines,
the Huks conducted raids primarily to destroy military posts and suca guarded targets as rail-
road trains and powerplants, as well as to terrorize village inhabitant  kill enemy forces, and
destrov support {acilitics. 2t

Raiding units were usually divided into two groups: one to secure the approach and with-
drawal routes, and one w accomblish the raid mission. In raiding villages, the raiders usually
witndrew along a different route trom the one they approached on, thereby facilitating escape
ari permitting the group that secured the approach to be mobile, By moving through hills and
jungies. the raiders outmaneuvered police posts on roads jeading to villages. The rawders gen-
cridiv were sble w infiltrate guarded villages and te disarm the police by surprise. Availabie

Ciuswalth repolls ndicawe that in seven out of ten raids the raiders had fewcer casualtics

Bon the government torees. 2




In South Vietnam, the Viet Cong have frequently used raid tactics.+ In January 1964, tor
example, they raided the village of Thuah Dao, 15 miles southwest of Saigon, in a typical fashion.
The guerrillas killed the head ol the militia, set fire to the village administrative office, und
forced the villagers to tear their homes apart. Forty homes were cestroyed while the terrified
militia radioed nearby units for help to no avail; demuralized, the militinmen surrendered their
weapons. Such Viet Cong raids bave spread terror among local officials, undermined the morale
of government soldiers, and have been useful for capturing equipment and supplies. In a raid
on a U.S. Special Forces training camp high in Vietnam's central plateau on July 3, 1965, the
Viet Cong killed 41 soldiers, seized the camp's arms and ammunition (including a 60-mm.
mortar, ¢ heavy machineguns and more than 100 other weapons) and withdrew before the arrvival
of government troops. 28

A typical Viet Cong raid designed to destroy important South Viethamese equipment occurred
siworfly afler midinight on November 1, 1364.2° Using American-made ammunition and six 831-mm.
mortars, the Viet Cong attacked the Bien Hoa airbase for 20 minutes. Targets were the control
tower, the quarters of military personnel, and a cluster of B-37 aircraft on a parking ramp,

Six men were kiiled and 21 injured, with five B-57 aircraft destroved and 15 damaged. Despite
a counterattack by artillery and aircraft, the Viet Cong were able to escape,

The effectiveness of tl.\s attack rested on caretul planning and intelligence. Viethamesc
who had previously lived in the area had been {orced off when the base was constructed., A num-
bei of these local villagers reportedly ajded the Viet Cong in infiltrating the base ared aid ob-
taining enough nformation to make a life-size model of it. This preparation perinitted the
mortar sguads and covering infantry units to conduct practice raids. Ranges, azimuths, and
positions werc determined for the mortars to insure dirccet hits on three prime targets in the
minimal amount of time.

The mortars were set in place piece-by-piece by small squads of infiltrators ¢ actual
shelling lasted only 20 minutes because no targeting rounds were necessary. With tnhe infantry
blocking unit covering aguinst possivle goverament reaction tforces, the mortar squads extil-
trated in small groups with their weapons,

The success of the Bien Hoa raid illustrates @ nunber of human tactors involving tinsing.
security, and local attitude=s. In executing ‘ae atiuck the Viet Cong worked all of these fuctors o
their advantage. The raid occurred the day ater pavday, oty sunday mcrning. loljowing a

national holiday celebrating the first anmiversary of Diem's overthrow; aud it occurred during

rO0e e restig echnigae the Viel Cong tolicwed during raid operations was boodeng g
that villagors w0l all their dogs s ten their Sarhiog woubkd not betray (e guerrilias when thae
miade subscyuent vajds,
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the munso n season when con:bat operatinns generally cease . Purther, the raid coincided with
the change in guard, during a period of uncertainty, following the instailation of a new govern-
ment in nearby Saigon. Also the division of responsibility tor internal and perimeter security
between United States and Viethamese forces, respectively, was unclear for certain functions
sl us establishing perimeter patrols and providing reaction troops. The Viet Cong infiltrated
the Viethamese perimater with mortars and fired into the American zone, Since the attack was
in the Vietnamese areca, the Americans could not respond, and since the Viemamese were rot
being attacked, they did not respond.

The Huk insurgents in the Philippines also capitalized upon certain human factors in plan-
ning their raids. Generally raids occurred at night or dawn; daytime raids took place only in
isolated areas or where some feature of weather or terrain provided cover or concealment. 30
Raids frequently took place immediately bafore a holiday festival when most villagers were

preoccupied and garrisons weakly defended.

SABOTAGE

Sabotage is an attempt to damage the resources of the government's war effort—military
and economic organizations, industrial, food, and commodities production, and public morale
and law and order.

In most instances, material damage inflicted on the enemy by sabotage is relatively small.
However, in some cases, sabotage by a trained underground team can be more effective and less
costly in manpower and material resources than lurge unit operations or aerial bombirgs. For
instance, the destruction of the German heavy-water plant at Telemark, Norway, was assigned
to undergrounders after aerial bombing raids and a glider-borne commando attack had failed. 3

Organized sahotage attacks do indicate to the population that the underground movement
has the will and the strength to perform these acts in spite of the government and its security
forces. General sabotage and planned attacks can create temporary disruption of transportation
and communications, causing the government or occupying force to garrison more troops for
security duty. Finally, sabotage can lower morale among the security forces. Repeated acts

can induce fear that such acts will be repeated on a larger scale. 2
Strategic Sabotage
Strategic sahotage involves direct action by specially trained underground units against

such key targets as factories and military installations. The units depend on intelligence re-

ports to establish priorities among these targets.
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The underground in occupied Denmark estailished an “industrial council” o compile and
analyze inforins tion about prospective target inataliations, and assign priorities for sabotaging
efforts.

Underground agents infiltrated targets to contact sympathetic employeecs and zcquired blue-
prints, diagrams, charts, and defense plans. They then determined the vulnerable points of
access, critical and irreparable machinery, guard procedures, searchlights, dogs, and 8o on.

A close surveillance of the installation verified and augmented this data.

The units then planned their attack, taking into account e following factors:

1. The method of entry, which should have an element of surprise, and so requires a thorough
understanding of the guard force and security procedures of the target.

2. Amount and type of explosive and its placement considering the access routes, the time
involved in placing the explosive and withdrawing from the target, and the timing of the fuse on
the explosive.

3. A covering unit, situated to observe ingress and egress routes, to intercept or ambush
a pursuing ground force and insure the withdrawal of the sabotaging unit.

After ap attack, the group leader made a detailed report of the operation, which he for-
warded to officials in the underground organization and to the Allied supporting units in England. 3

One noted sirategic sabotage operation was carried out against a heavy waterplant near the
town of Vemork, in Telemark Province, Norwa_, on February 28, 1943. The Allied forces of
Great Britain, Cans” <nd the United States had acquired information that this plant was valu-
able to German at sergy experiments and, to prevent further German progress ia this
field, the Allies gave high priority to its destruction. First, a Norwegian parachuted into
Telemark Province to collect intelligence on vital elements of plant operation such as the num-
ber, hours of change, and behavioral pattern of the German guards; the layout of the plant; and
routes of ingress and egress. The undergrounders made contact with the plant's chief engineer,
a Norwegian, who gave them information about the floor plans and the location oi critical ma-
chinery. In order to plan and rehearse their attack, they built an exact model of the heavy-water
plant in England.

After nearly a year's planning, an 11-man team infiltrated the area for the actual attack.
The team divided into two groups, blocking and demolition. The time for the strike was set for
12:30 a.m. to insure that the off-duty guards would be asleep and to allow the undergrounders
5 hours of darkness tn escape.

In the actual attack, the blocking unit forced the entrance and covered the German guard
barracks, while the demolition unit entered the plant itself through a cable tunnel and set the
charge at a predetermined location, Although the exploaion was so small it did not arouse the
German garrison, it destroyed key apparatus in the plant and 3,000 pounds of heavy water,

nearly half a year's production. 34
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An underpround may spare potential targets. During Worl
ground spared three particudar ones—vital public utiities, lumber mills, and certain railreads.
Utilities were excluded becausce the underground was dependent upon the support of the popula-
tion, and disruption of such a facility as a water supply would impair, not enhance, the un-er-
ground's support. Although the lumber produced in the local mills was being used by t
Germans, the destruction of these mills would impair the livelinood of the population, not only
alienating people but, since much of the underground's funds came from the local population,
cutting off the supply of money. Finally, :Iicy did not raid those German-operated railroads
which were 2s viwl to the underground as to the German forces for communications and trans-

portation, 3* [t was probably as effective to misroute the railrvad cars through a change in

their manifest as it was to destroy them through sabotage.

General Sabotage

General or nuisance sabotage is closely related to passive resistance in that it requires
neither trained sabotage teams nor carefully selected targets. Sabotage acts in this category
usually express individual :~sistance and take the form of noncooperation, such as deliberate
slowdcwns on tactory production lines, or harassment, such as telephoned bomb threats that
force the evacuation and search of buildings and plants. 3 In German-occupied Ruwcia during
the later stages of World War II, nuisance sabotage and partisan actions against the German
soldiers forced them to travel only in groups ard to remain on main arteries. 3°

Noncooperation sabotage was used extensively in Belgium during the German occupation.
Workers slowed their pace of production, went on strike, and refused to help Germans apprehend
rebel] patriots; postal workers intercepted letters addressed to the Gestapo. The Belgian under-
ground used camouflaged pamphlets to prompt the patriots to sabotage the German occupation.
One such pamphlet was a2 small booklet containing instructions on how to slow down production
in factories and sabotage the mines. 38 Also, in Belgium, sharp metal objects called crabs were
put in the streets to puncture auto tires. This technique, which virtually halted traffic, was
very effective because the only people who had automobiles were German officials and Belgian
collaborators. 3% The Polish underground pressured doctors into signing medical certiticates
stating that certain people were unable to work. ¥

Other techniques included failing to lubricate machines in accordance with maintenance
schedules, hiding repair parts, and dropping tocls and other foreign objects into moving parts.
It has been stated that the 250,000 workers in Italy's metallurgical industries at one time cut

production by as much as 16¢ through indirect sabotage. 4!
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LoCADPE-AND LVASION NETS

Objectives

Escape~-and-evasion nets in underground movements are established for the infiltration and
exfiltration of an area of operaticas by underground members or agents. Such a system is
neecded for clandestine operations in which couriers with messages and funds, organizers, or
training instructors must move through government-controlled security areas.

To provide maximum security for leaders of the underground organization, escape-and-
evasion networks incorporate the fail-safe principle. In che planning of raids, sabotage, and in-
telligence missions, methals ot escape-and-evasion or withdrawal ars of primary concern.
Accordingly, operations planners usually consider alternative ingress and egress routes and

establish contingency plans for withdrawal and rendezvous.

Organization

Escape Routes

Escape-and-evasion networks usually congist of escape routes and hideouts or "'safe
houses." There are three general categories of safe houses: the temporary stopover, the
emergency hideout, and the permanent refuge. 2

Couriers and traveling agents use the temporary stopover to facilitate travel. Escapees
and persons in danger ulso use temporary safe houses along escape routes for food, rest, and
directions to the next stopover,

An agent who becomes suddenly ill, is wou ided, or is sought by the police can uge the emer-
gency hideout, Such safe houses are usually private homes of loyal and reliable persons who
are supporters of but not identified with the underground movement. Other facilities have also
been used as safc houses; in Algeria, physicians loyal to the FLN put evaders in the Algiers
Municipal Hospital as patients, 43

The permanent or long-term safe liouse can be an isolated farm or cabin, a distant encamp-
ment, or a !ocation in a nearby nation sympathetic to the underground movement.

Inthe 1930's th- Soviet cominternutilized extensive auxiliary offices and bases for their agents
abroad. The Seamen's and Port Workers' International, for instance, controlled seamen's clubs in
cvery majorport in the Western Hemisphere. These clubs served as reporting and relocation bases
for agents operating inor traveling through the country. Personnel atthese auxiliary bases arranged

contacts, passports, cover addresses, and funds for agents. When anagentlost contact withhis or-

vanization he simply reported to the nearest auxiliary base for food, shelter, funds, and instructions .




In plaming riots and doemonstratiens, the Vicet Cong ostabinhed sate sones m o scetions ol
the ity where they would store wespons and assemble agatators They plentilied shophecpers
and bomeowners willimg to provide shelter tor he damonstrators. The agdaters hid i these
sate houses untl the pohice hir completed thenr pustdemonstration search. !

The safe houses alorg an eseape -and-evasion network are usually within one day 's travel of
cach other. The person mamtamimg the sale house sceldom engages in any other subversive ac-
tivity which might draw attention to him.  The underground supplics him with extry tood, clothes,
and any dentitication papers or documents as needed . Each person on the route knows how to
reach ondy the neat link, and no one person knews the identiny or location of every hink. Guides
generally escort the escapee from one link to the next. The jides meet at a pre-arranged spot
half-way between the two safe houses and neither guide knews the lucation of the other's safe
house.

The Viet Cong infiltration process from North Vietnam to South Vietnam illustrates the
safc-house and fail-safe concepts. After completing training in the North, Comununist infiltra-
tors are trucked to the Laotian border just above the demarcation line where they rest for sev-
eral days beflore beginning their move southward. An infiltration group usually numbers 40 50
men, but once they reach the border they breazk up into smaller groups. Fach man carries a
3-5 day supply of food. a first-aid packet, hammock, mosquito netting, and similar items. No
one may carry perscnal papers. letters, or photographs that might be used by the enemy to
identify him. The infiltration routes along the Laos-South Vietnam border include way stations.
A chain of local guides leads the units alony the secret trails. Each guide knows only his own
way statiun and conveys troops to the next way station just as the network conveys escapees be-
tween safe houses. Conversation is discouraged in transit and only the leader of the group may
speak with the guide. In this manner the network maintains a relative degree of security and is
rot necessarily compromised if one guide defects or is captured. 44

Some Communist agents operating in non-Cominunist countries periodically travel to
Communist-controlled areas for obtaining supplies, training, and planning. In crder to evade
government travel contrels to Communist counfries and to conceal their aperations, these agents
often travel first to a neutral country and contact a Communist embassy. Communist agents
from the various lLatin American countries covertly traveling to Castro Cuba used to go first w
Mexico. The Cuban Embassy there reported!y gave the agent papers that served as a visa but
were not entered 1nuw the agent's passport. Be then took a Cubana Airline flight to Cuba under
an alias. However, the Government of Mexico has begun to Kkeep extensive records, including
photographs of all peaple traveling to Cuba by commercial means. The Mexican customs au-
thorities make these records available to other governments. Thus, agents now must travel

to Cuba via eastern European Communist countries to prevent the recording of their

travel. ¥




Duning World War 1L undergroutsd eacape -amd -evasion nets deviscd some i saal twohnyues
Lo pads esxcapees beyond chechpomnts. Police membory of the net would handeut! escapees ami
pass them through the chechpoint as prisoners.  Underground members also hud escapees
maternity homes until their passage through the escape routwe could be secured. In one incident,
an escapee was passed through a checkpoint by placing him in an ambulance and having him feign

insganity . &

Escape Techniques

A pumber of successful prison escape techniques were developed in World War II. Popular
techniques included traversing tunnels under prison walls; elimbing over walls or cutting barbed
wire fences; and impersonating military personnel, local workers, and prison working parties.
Escapes were frequent, but escapees were not so successtul at evading recapture. A prisoner's
best chance to escape is on his first day of imprisonment or soon thereafter. As his physical
condition weakens from prison food and routine, his chances of escape diminish. Sarveillance
and planning are the first steps in efiecting an escape. Precautions must be taken w keep con-
flicting plans from compromising any escape attempt. ln one prison, an officer was assigned to
coordinate and register all escape plans. #* In another prison, permission of the semor otficer
hud to be obtained. The officer relayed the gscape idea to an escape committee which approved
the idea and coordinated its execution. This committee included a representative from each
barracks, as well as expert tailors, forgers, and intelligence informants. It also maitained an
escape book in which ull details on e¢scapes, whether successfud or not, were recorded, 50

Once an escape pian is devised, a long period of preparation and surveillance is necessary.
An example illustrates the painstaking planning of an escape attempt. Detailed studies were
made of the prison layout and behavior of the guards. The committee ohserved that one window
was a blindspot for sentries on a nearby catwalk and at a gate in a barbed-wire fence. Obser-
vations of the guards' behavior patterns revealed the length of the posts they walked, the length
of time spent walking, the exact time they were relicved, and the length of time it ook to return
to the guardhouse, alone or in squad formation, One prisoner was to be disguised as an officer
of the guard and two other prisoners as sentries. At a fixed time, the disgaised oificer would
relieve the two legitimate guards with the disguised guards, after which the prisoners would at-
tempt to <scape protected by the disguised guards. Critical to the escape act was the time re-
quired vy the sentry relieved by the disguised officer to walk back to the guardhouse and notice
the reul officer, react, and rush back to his post. The time was calculated to he three-and-a-

half minutes i, at most, four-and-a-half. In thix time 20 prisoners could slide down the rope

and escape through an opening in the fence. 3t




Apumiber of lactors are anvoived u guccesstul escape and-ovasion woluagses . Plannng.
for examyple, must e based ujon carclul ohservation ot the prison environment, of the hatuts
ond medus operiedi of guaras and stall. Successiud escape has frequentdy been dependont upen
astute use of disguise, paying carceful attention to detald, using the sugyesiibility of enemy per-
sunnel and the element ol surprise W advantige.

A common device used in escapwe is the employment of disyuise.  For example, at one camp,
prisoncrs skilled in tadoring seeretly manufactured a chimney sween's uniform, complete with
top hat, tails, black trousers, and weighting ball and brush. Dressed in this and with & pass re-
produced from thiat of a legitinute chinmey sweep, a prisoner wis permitted w pass through
the gates unquestioned. 52

In 2nother instance, a prisoner disguised himsell as a foreign naval officer, complete with
decorations and colorful insignia. DPolice guards and army officials are not apt to question an
unfamiliar but official -loocking uniform, especially when papers and letters of introduction
tforged) look imposing. In this disguise, the escapec was able to travel 1n broad daylight on
regularly scheduled trains. %3

Another egcapee cupitalized upon his guards' respect for authority. Dregsed as an army
general, he approached a prison gate just after the chinge >f seniry (timed to make the new
sentry belicve that he had checked in with the previous sentry). The general berated the sentry
In:cause his chauffeured automobile was not there. When the sentry said he vould call about it,
the general told him to forget about it. he would walk. 44

A similar technigque was used in another cscape. 'I'wo priz~ners wearing the overcoats of
officers approached the prison gate at twilight, When they reuched the first sentry, . of them
spoke in a forc eful voice to the effect that it was intolerable that a colonel should be the object
of whisding and hooting by a detestable prisoner. He concluded by saying he would discuss the
insolence with the general. The sentry took this discussion as proof of the officers' identity
and came to attention. The invective was continued as the escapees approached the second scn-
try. who asked a timid question, but opened the gates when the disguised colonel growled an
answer. The third sentry thoupht the first two sentries had checked the officers' identity and
password so said nothing, but stood at attention, saluted, ana opened the gate. The last hurdle
was the guard at the moat. He asked for their passes, but they irritably told him that it was the
third time they'd been called upen to show their papers and brushed him aside. He allowed
them to move on. %

An escapee niust have the presence of mind to exploit the suggestibility of individuals in a
critical situa ;on. One escapce ok refuge in what he had thought was the railroad station wait-
ing room To his consternation it was an enemy officers' mess. Instantly reacting to the situ-

ation, he boldly walked over to theelectric light switch, took it apart, and then replaced it. No one

paid any attention to hin, ¢




Evasion Techniques

Once an escape has been effected, the escapee s faced with tte problem of getting out of
the area and reaching a friendly border. The safest and best solution is to n@ke contact with
the local underground escape-and-evasion network. One escapec kept asking questions about ’
how the war effort was going; when he met with favorable responses, he then inquired abeout the
local evasion network.

Underground resistance organizations have certain‘security precautions in order to estab-
lish the reliability of persons requesting assistance. One common procedure is to interview
the requester several timea. The cross-examining technique is designed to bring out any dis-
crepancies in his story. 57 '

In many cases, however, esccpees have had to rely strictly on their own resources, When
traversing a country and evading security forces, a person seeks aid only from individuals and
isolated homes, never from groups. When crossing a guarded bridge, or checkpoint, he should
mingle with a large group of people crowding throvgh. 58
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GOVERNMENT COUNTERMEASURES




INTRODUCTION

Governments have successfully employed a number of strutegies and tactics to counter
underground movements. Communist governments have usually resorted to immediate applica-
tion of force to climinate underground activity as soon as it appears. Poland, North Vietnam,
and Tibet are examples. When coercive force is maintained, resisiance eventually diminishes
and the people become compiiant and accept the existing situation. To date there has nct been
one successful insurgency against a Communist government.

However, countrics with representative or constitutional forms of government are re-
strained in their response by moral, legal, or social conciderations. Usually, an attempt is
made to win the people to the active support of the government through social, economic, and
political reforms. But ail too frequently a government docs not detect the underground’s sub-
versive activities in time,  As positive programs fail, either because of the advanced stage of
the underground movement or because of inadequate resources or time, a government must or-
ginize for more direct and forceful countermeasures involving police and military actions.
This has been notably successiul in Greece, Malaya, the Philippines, and Kenya. In Algeria,
Palestinc, and Indochina it has failed.

Counterinsurgency operations generally commence with separate civilian and military com-
mands, each of which has separate lines of authority. A unified command is then organized in
order that all activities may be coordinated under a single commander. This was the pattern in
Palestine, Malaya, the Philippines, and Algeria. Even when centralized direction of counter-
measures is necessary, each area commander retains a certain amount of tactical autonomy.
Because local conditions vary widely and changes inevitably occur, administrative contsol is
kept flexible. Areca commanders are frequently authorized and encouraged to indepeadently
effect civic improvements, pay informers, and take on-the-spot action to adjust deficiencies in
either military or civic action programs.

Although the entire governmental apparatus is involved in the counterinsurgency effort,
when the situation reaches a certain critical ievel the major responsibility rests on internal
security forces—the civilian police and the military and paramilitary forces. The primary
burden lies with the civilian police, who are charged with responsibility for maintenance of
public safety and law and order. 7The armed services beccme involved when the insurgency
reaches the militarizaticn phase. Traditionally, the national army serves as a reserve in-
ternal security force. It has an inherent and implicit function as a psychological deterrent to
the use of internal violence against the government, and military forces usually are assigned at

least a part in maintaining law and order when the threat tc the government is critical, In

263




Malaya during the Emergency the members of the armed services were empowered tu tunction
in the same manner 2s awvilian policement in the interest of public safety. #

A critical feature of nearly all insurgencies, and 8 major problem in countermeasurces, is
that the movement's subversive activities and physical structure remain largely invisible —that
is, underground—throughout the early phases of its organization. The appearance of guerrillas
or paramilitary units are relatively late manifestations, as they are organized only when a
broad underground base of leadership and support has been established,

Typically, the process of building a revolutionary hase is characterized by various stages
of recruitment of cadres, organization of clandestine cells, penctration of mass organizations,
and acquisition and storage of military supplies. In conjunction, the underground usually
launches a psychological offensive of agi:  n and propaganda designed to discredit the govern-
ment and intensify and channel existing population discontent, In proper perspcctive, then. the
first ambush of a government convoy or attack by a band of guerrillas is predicated on years of
quiet. invisible preparation and organization,

Hence, in planning and conducting counterinsurgent actions, it is extremely important to
recognize that although a guerrilla war is aot evident, the insurgency may be well under way.
Countermeasures which fail to take cognizance of the underground and the large amount of
preparation necessary for an insurgent movement but focus only upon the guerrilla activity will
be ineffective. Eliminating only the guerrillas leaves untouched the roots of the enemy's
revolutionary structure. Counterinsurgency measures must be designed to simultaneously
attack the entire structure—underground cells and leadership as well as the militarv arm~—if
more than a temporary and partial victory is to be achieved. It is basic to the planning and
implementation of countermeasures against undergrounds that the vulnerabilities in their

organizational structure and operational methods be identified.

ORGANIZATIONAL VULNERABILITIES

Operating clandestinely, undergrounds necessarily emphasize security. In organizing to
meet their security requirements, they are implicitly committed to certain vulnerabilities in
organizational structure. For example, undergrounds with a high degree of compartmentaliza-
tior have little, it anry. horizontal communication between cells. All written communications
g through a slow system of cut-outs and intermediaries. Although this system is gencrally
¢tlective in providing some security for clandestine organizations, it has disadvantages. A
detector can b reasonably sure there will be no reprisal against him if all of the other members
of his particular cell twho alone have knowledge of his membership) are eliminated by the

“Tederation of Malara, The Emergency Regulation Ordinance, 1948, with Amendments
Made up to 315t March 1952 (Kuala Lumpur: Government Press), p. 27.
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sccurity forces.  This can be used to encourage defeetors to inform,  If the government can
convinee an underground that it has bheen intiltrated, the underground will normally take in-
creased security precautions, The more severe the security restrictions, the more passive
the underground and the less likely it is to perform dangerous overt activities against the
government,

The organizational structure for intrannderground communications is also i potential
virlnerability,  Most underground commurniacations are accomplished through the use ¢l couriers
and mail-drops, When they are discovered by security forces. they are usually not immediately
apprehended but placed under surveillance so that other contacts can be identitied. Continuing
surveillance also often lcads to the exposure of key functionaries and organizers of the uauer-
ground. Where tin'e and distance are factors, undergrounds may communicate through rapid
systems such as the double-language technique in which apparently simple propaganda radio
broadcasts contain messages and instructions ccded in key words and phrascs. Such broadcasts
can he interpreted by security police to supplement other intelligence information.

Undergrounds often rely on inass organizations for legal facades and support. It is possible
for a relatively small number of people to capture control of a mass organization through in-
filtration and manipulation of elections, but security forces who are aware ol such techniques
can alert organizations accordinglv. ©Once police recogrize that all members of an infiltrated
organizition are not necussarily members of the underground, actions can be taken to appre-
hend the cell members without antagonizing or alienating the innocent,

Underground administrative activities such as finance, trawning, and supply are normally
centralized and often located in a nearby country. Governments may attack such international
activities by cooperating, wherever possible, with neighboring countries in planning effective
countermeasures or setting up points of surveillance in order to identify the underground agents
and follow them to internal supply caches.

Underground organizations have an advantage over police in that they need not be
restricted by administrative or territorial jurisdictions, Underground operations are often
planned to take advantage of organizational interface problems of communication ana coordina-
tion among government jurisdictions. Careful countermeasure planning can reduce this ad-
vantage by insuring that counterinsurgent forces are flexible and cooperate with each other at
all levels. Government forces must reduce jurisdictional ditferences to a minimum and provide

for local initiative.
OPERATIONAL VULNERABILITIES
The effect of underground revolutionary activity may be minimized it movernment police ex-

ploit the operational vulnerabiiities in underground activity,  Most undergrounds. for example.
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resort at some stage to mass recruitment, which increases the underground's vulnerability to
infiltration by government agents. Also, undergrounds ave a "normative-cocreive' movement,
and not all its members are voluntarily associated with it; indeed, many would leave or detect
if provided a safe alternative by the government. If the personal and situational pressures that
the underground member fuces are understood, government appeals may cifect high-level
defections,

Vulnerabilities in underground propaganda and agitation operations depend on local con-
ditions which determine whether the government should answer the underground’s propaganda
or remain silent. The British in Malaya, tor example, attempted to distinguish between legiti-
mate and fabricated grievances. Realizing that labor unions had been infiltrated by the Com-
munist underground, the British imposed the restriction that they could deal anly with legiti-
mate labor problems. The Cominunists were robbed of a propaganda and agitation platform,
but legitimate labor grievances were not overlooked.

Underground terror operations may be countered by either establishing ctfective andvisible
demonstrations of the government power to protect the populace from terroristic threats or Ly
organizing mass neighborhood or worker groups to previle group protection and act as
informers.

Government forces can minimize the extent to which an underground organization can munip-
ulate a crowd if they are able to identify and suppress essential preriot preparations, and
photograph or otherwise identify the agitators in the crowd.

Government countermeasures against underground-sponsored shadow governments must
focus on the coercive structures which support them. The hidden clements of control=such as
the clandestine cells for surveillance and terrorism—as well as the visible institutional co-
ercive structures, such as courts, group organizations, aad tax collections, must be destroyed.
If the underground shadow government basicully vests upon coercive sanctions. it is particularly
vulnerable to countermeasures which substantially reduce their threatening foree.

There have been as many counterinsurgency programs as there havebeen insurgent move-
ments, but no one formula has emerged as being totally successful.  All programs have certain
common patterns of organization and operation, howev.r. These Clcmcnl?‘s of intelligence,

population control, defection programs, and c¢ivic action arc discussed in the following pages.

als kel oty
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CHAPTER FIFTEEN
COUNTERINSURGENCY INTELLIGENCE

TYPES OFF SYSTEMS

The impertance of intelligence te all counterinsurgent operations is unquestioned, but there
have been several approaches used in develouing intelligence organizations, A common type of
intelligence organization is the unilied system, where all collection and processing of intelli-
gence arc coordinated within one group under one command. In the Malayan inmargency, the
intelligence efforts of the British Armed Forces and Malay security police were coordinated
under the command of the British Hirh Commissioner. All data and information were sent
dircetly to one command for processing. Similarly in Algeria, French Army intelligence stafls
performed all intelligence functions under a unified collection command,

The advantages commonly cited for the unified collection system are that intelligence in-
formation can be processed more rapidly, there is no duplication of effort, and fewer agents
and staff personnel are required, Howcver, a single chaanel for communicating intetligence is
more vulnerable to compromise by underground infiltration, and in the unified system there is
no independent source lor confirming or cross-checking intelligence inlormation and estimates,

The multiple organization of intelligence divides responsibility for intelligence collection
and assessment functions among the various branches of government—the armed services, the
civilian police, and the security police. For example, during the counterinsnrgency operation
against the Huks in the Philippines, intelligence functions were divided between the Military
Intelligence Services {(MIS; of the Armed Forces of the Philippines, the Philippine Constabulary,
the National Bureau of Investigation, secret agents of the Philippine president, and intelligence
agents of other countrics, When Defense Minister Magsaysay initiated his program against the
Huks, intelligence functions in the field were made the responsibility of the MIS, which assigned
permanent intelligence teams to the Battalion Combat Teams; other agents operated out of MIS
headquarters to augment a team or to work independently of the military commander in the area.

The multiple intelligence system has the advantage of providing independent cross-checks
on inteiligence and on the reliability of information, and it is less vulnerable to compromise.
The diversc number of egencies scerves to stimulate competition in the collection and dissemi-
nation of intelligence, which in turn improves the quality of output.

Coordination of the various arms of an intelligence organization is an essential prerequisite
for the elflicient and meaningful colle ‘tion of information, The problem is, of course, always
more difficult in a multiple system of intelligence organization. To coordinate their army and

police cfforts, the British in Malaya adopted a "war council” consisting of the chief officials of
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the civilian administration, the police, arny, and air force, and headed by a director of opera-
tiens.  The day-to-day plamning and coordinating sessions among the police, military, und civil
aathorities did much to bring about concerted political and military action, In order to develop
a countrywide intelligence system, a map of the Malayan Federation was drawn up wiich showed
the areas in which the terrorists were operating. the distribution of Chinese and Malays, and
the Gaeas inwhich squatters were living, The map, Known as the "Briggs Map, " was posted
with information from every possible source and also showed specific terrorist targets such as
lumber camps. ruiber estates, and mines. Drop zones for aircraft were indicated, Resettle-
ment sites were chosen on the basis of the information gathered. !

There are a number of advantages in assigning intelligence responsibilities to local police
instead of solely to muhttary poersonnei. Ucaally the polire nascecs mare information ahont
complex factors in a local situation, since they are peimanently located in the area, as compared
o military torces who come into the area on a patrol mission, make a few contacts, and then
leave. The police are also better able to collect local political intelligence.

Further, there arc some psychelogical dangers in using soldiers as substitutes for police-
men. Insurgents may gain prestige by broadcasting the fact that the government finds it nec-
essary to empl:y 1ts stiongest armed force against them, Soldiers are an alien force in the
daily life of most people and their appearance lends itself to unfavorable propaganda by the
underground,

In Malaya, for examyle, the British authorities believed that the average villager would be
mere inclined to entrust information to a policeman he had known all his life than to a strange
soldier. On the other hand. a illager might have personal reasons for distrusting a policeman
or might be impressed with the army' efficiency and ability to protect him. Under such cir-
cumstances. a villager would be more inclined to give information to the army.?

Hence, the balance sheet is mixed: although the police arc o emzll organization, they
nonetheless s¢em to be able to collect quality inteliigence at the local level: on the other hand,
the size of a military force's organization makes it more useful for mass intelligence

collection,

CONCEPTS OF COUNTERINSURGENCY INTELLIGENCE

Intelligence orguanization and collection during an insurgency place new demands on con-
ventionad concepts of intelligence,  Requirements for eifective countermeasures add a new
dimension toanteliigence unctioning,

In eonvenlienal war, a combat unit learns the location of the enemy from contacts between

unitw on paestabiished line of resistance, and intelligence is reduced to the standard technique

ot eoviding essentind elements of infermation. '8 In counterinsurgency, underground and




gucrrilla targets are clusive and tansitory, and the life cycle and uscfulness of intelligence are
briet, A lew hours deteymite the success or failure of an action.  In short, rapid response to
intelligence is of crucial importance in counterinsurgency,

In conventional wartare. intelligence is not primarily concerned with individuals, whereas
in counterinsurgency activities it focuses on individuals and their behavior patterns.  The iden-
tiiv and whercabouts of the insurgents are usually unknown and their attacks are unpredictable.
Thke underground lines of communication and the areas of underground logistical support are
concealed from view. IUis to these highly specific unknowns that counterinsurgency intelligence
must adress Bself,

Anotner teature of counterinsurgeney werfare that makes intelligence collecting difficult is
that the underground operates nutonomously or ih smull, compartmentalized units. Finally,
Lecaase of the improvised nature of insurgent organization and the crudeness of its operations,

counterinaurgenc: intelligence does not casily fit inte standard categories.,

Long -Range Intelligence

The parameters within which a revolutionary movement operates must be considered. Fre-
quently a centralized intelligence processing center is established to collect and coordinate the
vast amount of information required to make long-range intelligence estimates.

Long-range intelligence focuses on the stable factors operative in an insurgent situation.
For example, various demographic factors such as ethnic, rucial, social, economic, and
politica! characteristics of the area in which the underground movement takes place are useful
in identilying the members of the underground. Since the activitivs of un underground are
clandestine and covert, it is important to have descriptive data as well as predictive informa-
tion in ordey to identify causes, groups, and individuals who are or who may becuwe members.,

Information aboat the underground organization, on all levels~national, district, and
local—is fundamental in counterinsurgency. as is also data about underground recruitment,
training, and supply. Other stable factors that must be considered include strategies and tactics
of the underground, previous successes and failures of underground operations: data on the
areas controlled by the underground: the characteristics of those who are recruited into as well
as those who defect fyom the movement; and, finally. a thorough understanding of various en-
vironmental Jeatures such as tecrain, beorders, climate, and communication-transportation

routes.

Short-Range Intelligence

The collection of specific ~hort-range intelligence about the rapidly cnanging variables of o

local situation is critical. Fnformation on the identification of members of the underground,
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thelr movements, and theiv modus operandi must be gathersd, Biographics ol suspected under -
ground members, containing photographs, detailed information on their places of residence,
their fandlics, education, work history, and associuiles, are important features o short=rang:e
intcliigence, Usually 1his information is circulated at the sector-ley ¢ command, 4

During the Malayan insurgency, the British depended tor short-range intelligence on the
cooperation of villagers in furnishing information to local authorities. Ways ol protecting in-
formunts from risk of underground terrorist counteraction had to he devised,  In one approach,
police visited cach house in a villigge and gave ats inhabttants o shect of paper on v hich the
were to anonymously write any information about underground activity i the ir village,  The
following day the police returned with a sealed ballot Lox and collected all papers, blank or not,
Since cvery house was vieileu, e underground had no way of lnowing whe the actual inform-
ants werce, S

In another technique, used in the Philippines. government forces beabwed inlopmation to o
villuge that a raid was to be made against the Huks. Such news generally prompted the in-
surgents in the village to leave, No raid would be made, the soldicrs simply ook proup pic-
tures of everyone in the village. Un o subsequent, unannounced, visit to the village. the sol=-
diers could identity thosc who did not appear in the earlier picture as possible Hulk members
and question them. ¢

Occasionally, parties or festivals were sponsored tor villuge children at their school.
Whiie they were occupied with the festivities, an intelligence agent would pass among them
asking innocend guestions atout their parents, their father's name, tamily bhivthdays, and if
there were anticipated births, as well as other related social information.  Tnis revealed a
great deal of information about Huk members: bhirthdays and eapected hirths gave intelligenced
officers an indicauon of when certain Huk members might return home and he vulnerable to
arrest.

To get intelligence about the method of underground communication betwcen agents in the
villages and forces in the jungles, Philippine army intelligence agents moved among the vil-
lagers disguised as fishermen, peddlers. or deliverymen to keep watch on the movements ot
suspicious persons,*

Search-and-cordon operations are alse a common way of obtaining short-range intelligence,
To protect the identity of informants, the British in Palestine interrogated everyone in an area
separately in a private booth, Cordon operations are also usclul in identilying outside clements

within a village or town. &

Contact Intelligence

In conventional waafave, contact with the encmy is usually well established throagh front

lines or patrol action, In counterinsurgency. the problem is to identily and then locate the
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ciemy. A< trogquently stated, inoan insurgency Uthe front is everywhere. ™ Fouen after mom-
bers o the underground have been identiticed and their pattern of vperations established, they
must he located betore they can be captured,  Once a body of buckground knowledge has been

developed, there are esscentially four methods of obtaining contact intelligence,

Patrols

When some knowledge of the underground or guerrilla behavioral patterns has been de-
veloped trom study of therr past movements, patrois or police squads can scarch for physical
¢ idence such as trachks or campsites=.  If there is a consistent pattern. patrols can be selece-

tively dispatehed on the basis of anticipated movements of the insurgents,
Low-Level Informants

All tips and leads, no matter how unreliable, are sought atter on the tssumption that the
intormation may he helptul to eross-check or compare with other background information.
Leads which ave obviously Jalse are eliminated, and those which are probable are followed up.
Eventually the bits and picces give a composite picture of the individual or cell and its pattern

ol brhavior,
Iorced Contiet

Through the strategic Lamlet program in Malaya, the British were alle to foree contact
buetween the underground and the guerrillu, When people atong the jungle tringes were re-
located in hamlets, the guerrillas were cut off from their underground supply. This forced the
guerrillas into the open to comtact their underground support arm, the Min yuen. The British
sel up vbservation posis in an area that showed increased activity in supplyving food to the ter-
rorists, Thus, tarmers who were members of the underground were identified. Security
forces then arrested sonmie of these farmers, purposely ignoring uther members of the under-
ground. The insurgents werge foreed 1o go more frequently to the remaining farmers and obtan
larger quantities ol tood.  Then, when the police had identified each insurgent, they set ap an

ambush on the route normally followed. @
Informants

The use of informants is one ol the most reliable and rapid means of obtaining the specific

data required in contact intelligence.  In Malava the British commonly placed informants within



important viilages, Through a process designed to protect their identity, informants were
able «o pass information about the movement, pcsition, and activity of insurgents almost im-
mediately. This intelligence was received by the local security forces, whose commander was
authorized to take immediate action* under his own authority with no requirement to seeck ap-

proval from higher authorities. 10

COLLECTING INTELLIGENCE

Informants

Informants from among the general populace can be induced to assist the security forces
through various motives ~civic~mindedness or patriotism, fear, to avoid punishment, out of
gratitude, for revenge or jealousy, or for remuneration. The British counterinsurgency forces
in Malaya offered large rewards for information leading to the capture of Communist under-
ground members and guerrillas. In the Philippines, the security forces placed a bounty on
captured Huks., The bounties ranged from 50 to $25,000- in 1961, a top Communist leader in
tiie Philippires had a $50,000 price on his head, '!

A mzajor inducement to informants is the assurance of prciection from reprisal. The
anonymity of the informant must be maintained and the transfer of information from the source
to the security agent miust be concealed. Many techniques and devices have been employed to
minimize the risk to the informant, The security agent and the ‘nformant may prearrange
signals to coincide with everyday behavior. In the Philippines, the government forces used
light aircrait to spot such sigrals—ua ceriain arrangement of colors on a clothesline, windows
or gutes left open to a particular angle, a specified household item or f»rm tool placed in a
certain spot in the yard. 12

Informants also protect themselves by anonymously mailing inforr ation about insurgent
activities directly to the police. In one such method, the informant tears a strip of paper from
his letter. At the end of the emergency he can present his strip of paper to the policr; if it

matches the torn part of the letizr, he can receive his reward. 13

Agents

In addition to regular government agents who attempt to infiltrate the underground organi-
zation, intelligence agencies citen attempt to persuade or coerce captured members or pro-

spective defectors into working for government forces while remaining ostensibly loyal to the

FHecavse contet intelligenc. is a highly perishable commodity, a 2- or 3-hour delsy in re-
sponse is eritical,  Henc.:, contact intelligence is not generally processed through normal in-
welligene o organizations or procedures,




movement. A cerollary technique is to place a trusted agent in a critical job where he has
aceess to classified information, this position makes him a prime target for recruitment over-
tures hy the underground organization and he can subsequently serve as a double agent.

In recruitirg agents the security police consider the various motives which lead peaple to
serve in such a dangerous capacity. Money, adventure, and revenge are perhaps the primary
matives. The security forces can, however, create another motivating factor by revealing to
a person incriminating evidence of his low-level invelvement with the illegal organization and
offering him the alternatives of cnoperating or facing public exposure and arrest.

In Malaya, for example, a rubber plantation worker was observed smuggling supplies to
the Communist terrorists. The police let him continue until they had enougk information on the
operation and sufficient incriminating evidence. Then, one evening the police stopped on a
lonely road and exposed their evidence, The worker was faced with a dilemma: he could re-
ceive a 10-yeuar jail sentence for aiding the terrorists, or he could be executed by the terrorists
if they learned he had cooperated with the police. Because of clandestine security precautions,
only five terrorists knew the worker's name. The police suggested that he could resoive his
dilemma by giving them the names of these terrorists, thus collecting 4 reward and removing
the threat of revenge at the same time, 14

The underground usually places new, untried recruits in positions where they have no ac-
cess to compromising information; only after thorough testing does a new member receive
responsible posts, The government may be able to circumvent these security precautions, In
an effort to find a suitable person for infiltrating the Huk organization, the Philippine military
covertly contacted the relatives of several Huk commanders until they found a cousin who was
willing to cnoperate, After two months of special training, the cous.n was sent to meet his Huk
relative.  As a relative he would have an entree, but to justify his desire to join the Huks, the
Philippine military burned his house, imprisoned his brother, and evacuated his parents. The
government, of course, agreed to pay for all damages and inconvenience, but it could not in-
form his family until the project was completed. Because of these obvioue grievances against
the government, the cousin was accepted and made coliector for the Huks' national finance
conmmittee (the underground supply arm of the organization). To enahle the infiltrator to ad-
vance in the Huk ranks, the government helped him collect medicine, ammunition, and weapons.
For two months the Huks received supplies from the government through the infiltrator. His
ability as a collector and his relationship to a Huk commande: won him a promotion and a new
assignment as a bodyguard to Luis Taruc, the Huk leader. Through an elaborate system of
signals and contacts. the agent was able to relay vital information to the security forces con-
cerning the elite corps surrounding Taruc at his headquarters and information on members of

the Nutional Finance Committee. 15

273




AR Lt oAb 1, Bt 61 i

Unit Infiltration

Government security force units and teams of varying size have been employed in infiltra-
tion operations against undecground and guerrilla forces., They have been especially etfective
in ohtaining information on underground security and comnunications systems, the nature and
extent of civilian support and underground liaison, underground supply methods, and possible
collusion between local government officials and the underground. Before such a unit can be
properly trained and disguised, however, a great deal of information about the uppearance,
mannerisms, and security procedures of enemy units must be gathered. Most of this informa-
tion comes from defectors or reindoctrinated prisoners, Defectors also make excellent in-
structors and guides for an infiltrating unit,

In Kenya (1954-53), the British used "pseudogangs" successtully against ihe Mau Mau ter-
rorists. The pseudogangs were composed of ex-terrorists, loyalists, and occasionally, dis-
guised Europeans. Through instructions from the ex-terrorists the pscudogangs learned Mau
Mau handshakes, oaths, and prayers. These teams, once thoroughly briefed and oriented to
Mau Mau characteristics, went into the jungle and contacted the genuine Mau Mau gangs. The
infiltrating team then either moved on after relaying information on the Mau Mau to regular
security forces or took advantage ol their position and captured the gang themselves, t-

In the Philippines a volunteer force of 3 officers and 44 enlisted men was secretly trained
to resemble a typical Huk squad down to the most minute detail. AD 5 that would identify
them with the army were removed from their persons and they wer. riven items generally
carried by the Huks: ill-kept weapons, reading matericl, indoctrination hooklets. propaganda
publications, and mementos from girl iriends. Clothing taken from captured Huks was distrib-
uted to the men to insure against any giveaway in consistency or uniformity of dress.  Captured
Huk weapons were issued to these simulated Huks. As a final note of realism, two wounded en-
listed men volunteered to join the force.

During their 4 weeks of intensive training, the trainces addressed themselves os brothers
and comrades and sang Huk songs. Reindoctrinated ex-Huks who had heen captured in the arca
where the infiltration was to take place served as instructors und around-the-clock eritics ol
the methods and niannerisms of the simulated guerrillas.

While the unit was in training, another disguised wrmy unit made @ rceconnaissance tour
through the ares sclected for intiltration., This reconnaissance patrol noted trails and defiles
along the route and attitudes of inhahitants in order to incorporate them into the cover story,

The Lichoil of the operation was a sham battle hetween the simulated Huks and a Phitippine
army unit. This battle set up the impression the simulaied unit was driven from its own area

into the luk area selected for infiltration, The local Huk underground bought the story and for

four days the simulated Huks iraternized with the local Huks. Tney learned the identity of the
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Huk leaders, their modus operandi, and the naines of civilian government officials who were
secretly collaborating with the Huks.

The infiltrating group had made one mistake, however; they had more ammunition than the
regular Huk units, a consideration which had becn overlcoked in the preparation, When the
infiltrators realized they were under suspicion, they acted at once, attacking and wiping out
two guerrilla squadrons. As a followup to this operation, two companies of the battalion combat
team moved into the village and spent 3 weeks screening the inhabitants and arresting members
of the underground. This operation had serious effects on the Huks; thereafter when two Huk
companies met, they were stringent in their requirements of identity. **

In employing a disguised team, the selectec inen should be trained, oriented, and disguised
to look and act like an authentic underground or guerrilla unit, Defcctors and reindoctrinated
prisoners often make good instructors and guides. The unit should have a cover stbry and a
reason for being in a certain area. Each man in the uait shonld be briefed on the cover story
so that no contradictions will arise. Obviously, a high degree of secrecy is necessary in
training and deploying such units. In addition to acquiring valuable intelligence information,
the infiltrating units can demoralize the insurgents to the extent that they will be overly sus-

picious and distrustful of their own uniis.
Cordon and Search

The cordon technique is often used for gathering intelligence when the populace does not
cooperate for fear of reprisal from the underground, or if informers have not been developed
or are difficult to locate. In the most commec: type of cordon operation, security forces sur-
round a specified area. seal off entrances and escape routes, and search the peaple and prop-
erty within the area. Two factors work for the success of the cordon: the element of surprise
and the anonymity it affords possible informants, Usually, once the area is sealed off, the
peaople are removed from their houses which are searched. They are then taken one by one
into an interrogation hooth. If the surprise hasbeen effective, there will have heen no time for
prearranged stories, and people will tend to be confused and uncertain of what to do. The
identity of those who actually inform will be unknown to others, and chances of revrisal will
thus be reduced. By careful interrogation of this lurge numbes of people. contradictions will
be discovered and a meaningful pattern of information can be developed,

Sometimes the cordon can be employed successfully in large cities, For 6 weeks in the
fall of 1947, a British battalion successfully cordoned and scarched 10 arcas in the heart of
Jerusalerii. The cordon troops appeared before dayvlight in separate columns and surrounded
the selected area. Through perlect timing and controel, the cordon was set up hefore the men

of the area awakened and had a chance to leave, Over 70 wanied men and & number of weapons
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were captured, and the remaining underground terrorists in Jerusalem were forced to lie low or
leave the city, @

One of the most successful cordons was carried out in southern Johore, Malaya, in
November 1956, Before daylight, 10 villages were simultaneously surrounded. The cordon
was a complete surprisetothe villagers, and the police seized 278 suspects. In this one opera-
tion, all the Communist supporters whom the villagers feared were rcmoved, and informaticn
from the villigers was more easily obtained by the police. The terrorists, deprived of their
usual suppliers, were forced to turn to others who were willing to report their contacts. This
operation hecarme the wedge that led to the eventual ridding of the terrorists from the whole of
southern Johore. 1?

In Palestine, the British discovered that the Jewish underground, the Haganah, was ac-
quiring detailed inteliigence about British plans, The Jewish underground often had advance
lnowledge of Lrivish moves, presumably obtained from civilians employed ai British bases,

On other occasions Jewish communities sounded alarms that would bring nundreds of nearby
villagers into a cordon area, defeating British attempts to identify strangers within the village.
The Brilish began sealing off bases where civilians worked until the cordon operations were
completed, and made elaborate cover plans to conceal the purpose of various preparatory ac-
tivities. Reconnaissance was usually not possible without tipping off the populace, so planning
depended on maps and photographs of the village area. Wr. .ten orders were kept to a minimum
and usually distributed only hours before the mission; participating troops were alerted at mid-
night or later. No telecommunications were used in assembling troops for the cordon, since
they miight be monitored by Jewish underground agents. Finally, troops were assembled only
unde1r cover of darkness and the operation carricd out just before dawn.

The success of these operations depended on speed, coupled with detailed coordination and
specific instructions. Roadblocks were immediately established, An inner cordon of soldiers
surrounded the area to be searched in order to seal it off and prevent escape. An outer cordon
was placed at important points around the village to prevent interference from neighboring vil-
lages and to act as reserves, Special enclosed areas or 'cages' were established and sus-
pected persons were brought there for interrogation, Search parties rounded up the other
villagers and detained them in a separate area, while other troops searched for hidden arms,
Screening teams checked identification cards and photos against lists of suspects. After these
scarcn operations, suspects were transported to permanenut detention camps, 20

There are obvious limitations on the use of cordons; for example, in jungle or mountainous
terrain, cordon and search may not be successful because of the difficulty in sealing off an area.
There ave dense arcas of jungle or underbrush where insurgents can hide and a soldier in a line
of searchers cannot leave the line long enough to make a thorough search. In the jungle. in-

surgents can hear the approach of an advancing patrol and go into hiding. Cordon-and-search
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operations werz not successful in areas of the Malayan jungle or in the mountuins of Cyprus and
Arabia, 2!

One of the principal limitations of cordoning operations is the difficulty of catching the
underground or guerrillas by surprise. Local underground agents or sympathizers can warn
of approaching patrols through prearranged, inconspicuous signals, In addition, large bodies
of police or soldiers inevitably advertise their presence, giving the insurgents time to camou-
flage or conceal themselves. Another disadvantage of the cordon-and-search opcration is that
if security forces fail, the underground propaganda units can spread doubt among the people
about the governnient's ability to enforce its security responsibiiities. When people lose con-

fidence in the goverument, intelligence sources dry up and one failure leads to another,

Surveillance

Surveillance, the covert observation of persons and places, is one of the principal methods
of gaining and confirming intelligence information. Surveillance techniques naturally vary with
the requirements of different situations; the basic procedures, however, include mechanical
observation—such as wiretaps or concealed microphones —observations from fixed locations,
and shadowing subjects.

In Jerusalem in 1947, a special unit of 12 army men was organized for surveillance opera-
tions. The surveillance unit placed known and suspected underground terrorists under con~
tinuous observation. The persons whom the suspects contacted were also identified and placed
under observation. This continued until the pattern of underground organization was pieced to-
gether, One surveillance team was able to identify and arrest as many of the underground in
one 6-week period as an entire army battalion could in the same period with cordoning
operations. 22

If an intelligence agent plans to employ shadowing, he should learn as much as possible
about the person before undertaking the mission. 23 Particularly important is a description of
the subject, his habits of dress, and his manner of walking. The description should stress how
the person appears from behind since the surveiliant will be observing the person from that
angle. The agent must dress to blend with the environment, and must give the impression he is
interested in local activities and not the person heing shadowed,

The security agent should avoid nervousness and haste, and should have a cover story pre-
pared in the event he encounters the subject, It is also important to be familiar with the trans-
portation system and the pedestrian routes in the area. If the security agent loses his subject,
this type of information may heip him to pick up the trail again. Any number of agents can be
emploved on such operations; the use of more than one allows agents to alternate positions,

thus minimizing the possihility of recognition by the subject.
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The same tactics apply in shadowing by automobile. The number of automobiles and ner-
sons itsed in the surveillance task depend upon the difficulty of the tail, 1t {3 more effective to
use: two cars than one. The risk of detection can be greatly lessened by frequently changing po-
sitivn. Therc should be at least two persors in each car. If one car is doing the shadowing, it
should stay about 100 yards behind the car being shadowed; if a second car is used, it shouwld
follow the same distance behind the first. If the shadowing is to take more than one day, a
differcent vehicle should e used each day.

In surveillance of fixed places, a preliminary survey of the surrounding area should be
made. The character of the neighborhood, the inhabitants, and the buildings ehould be observed.
The observation point should be chosen after careful reconnaissance. Likely spots include a
room in a nearby house or busineas establishment, A person may disguise himself as one who
would normally be in the area—a street vendor, a building employee, or an artisan, An effert
should be made to photograph visitors. Descriptive notes should be kept on the identity of per-
sons and their times of arrival and departure. All movements of the security agent to and from
the observation post should be made unobtrusively; if it is necessary to have confidants, they
should be kept to a minimum,

Intelligence agents conducting surveillance have numerous opportunities to obtain informa-
tion without raising suspicion, In urban insurgency, particularly, there are many sources of
information. As an example, in a country that has developed industrially to the degree where
there is mass consumption, credit-rating agencles are a possible source of information. In-
telligence can be obtained from telegraph meseages, telephone toll-call records, hotel regis-
tration cards, military personnel dossiers, and employment records, 2

Intelligence information is frequently obtained from the trash cutput of homes and the
wastepaper of busincss ¢stablishments. Arrangements can be made with contractors to get the
trash, or the trash bags can be switched at night,

The contact is en important person in intelligence. Contacts can be established with clerks
in barbershops, grocery stores, and drugstores, deliverymen (milkmen, maiimen, laundrymen,
newspaper boys), and repairmen. Servants, friends, and neighbors are also a source of
information.

In some instances more than one contact is maintained within an organization; this affords
cross-checking of infermation, Multiple contacts {nsure the flow of information in the event
that onc is absent. Using contacts for information requires the establishment of proper secu-

rity measures because each source has opportunities to desert to the other side.

Ruse

The ruse ig another common technique in collecting intelligence. It may be described as a

form of inquiry in which the security agent assumes an identity which helps him win the con-

fidence or allay the suspicions of a poteltial informant.




The essentiol tactic of a ruse is to create a front which makes it legitimate (and thercfore 3
not suspeact!? Lo inquire ahout a person. Since most people are reluctant to inform on others, a
ruse ¢an be used to make it appear that the agent is sceking help rather than information. For

example, most seople, if asked to wateh for suapects who just robbed the agent, are willing to

comply i order to heip a person needing assistance. Agents have used this ruse in numerous
situstions, For instance, to get information about a person from the registration card at a
hotel, an agent can approach the hotel manager and report that he has received o bad check

from a guest and wishes to compare the signature with that of the hotel registration card.  Al-
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though such checking is not usually permitted, most hotel managers comply under these special

1

circumstances,

Furthermore, the ruse gives potential informants some reason to avoid telling the suspect

W g

and alerting him to the fact that he {s under surveillance. Were an agent to directly and openly

G

seek information, the fact that an official was conducting an investigation would become kuown
to the suspect and give him a chance to escape or take other measures to conceal s setivities,
The ruse can so camouflage the nature of an agent’s questioning that second parties may be

induced to provide information or to observe suspeet persons without cither making them feel
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that they arc spies or that they should warn the suspect.

"

Suggestion is one of the simplest forms of ruse. Tais was demonstrated in the tamous

RIS

case of the "North Pole" underground radic operation Irom Holland te London in World War [ 2
German Army counterintelligence in The Iague learncd of tue clandestine radio, and alter
months of patient search, located, raided, and captured the Dutzh operator along with his radio
and codes. Although this operator was a patriotic Dutch underground member, he succumbed

to German threats that his punishment would be severe unless he cooperated in continuing to

e

make his scheduled transmissions to London under German direction. He agreed, partly be-

cause he knew the Germans werce unaware that he had been taught how to notify London if his
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operation were compromised. The agreed signal was for him to make certain mistakes in 3

letters of the Morse code. However, London failed to catch the signal and assumed that the

clandestine operation was progressing as planned. The Germans had the operator transmit
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inessages requesting addition:l agents, as well as supplics and sabotage equipment.  British

i

authorities complied, and over a period of about 20 months more than 50 Dritish and Dutch

agents and literally tons of supplies {including brandy. coffec, and cigarettes) were parachuted

U

into the hands of the waiting Germans,

To keep the operation running smoothly it was necessary to send to London a sale arrival

PP

message after each drop. The Germans knew thal every agent had a speeial code signal for
London: the problem was how to get this code before the agent learned he had been captured.
To accomplish this, the Germans used suggestion. They dressed Dutch-speaking Germans in

Dutch civilian clothes and sent them along with Duteh collaborators to welcome the agents and
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supplies in the drop zones. As soon as the agents landed they were hurried to a Duteh far -
house where they werce heartily welcomed by their supposed friends. They were told that they
would have to wait there until {t was sale to transport them to the headquarters of the Dutch
underground. They were advised of the necessity of immediately informing London of their
arrival and wcere requestcd to reveal the code message. The agents, relaxing after the tension
of the night drop, would freely give this message to their "friends™ and it was promptly trans-
mitted to London, At that point, of coursce, the real raturc ol the reception committee was re-
vealed and the agents were sent to prison for interrogation. To deflect suspicion from the radio
operator, the Germans dropped hints during the interrogations that made the captured agents
heiieve the real traitor was semeone in the London establishment, #

Through this simple nse of suggestion the Germans were able to obtain important code
messages from a large number of highly traired agents. The agent who found himself in a

highly unstructured situation was susceptible to subtle pressure.
Interrogation

The interrogation cof agents, informers, suspects, and captured or surrendered members
of the insurgent organization plays an important part in government countermeasures. The
iypes ~f information sought by interrogation include identity of insurgents; location of contra-
band items such as arms, ammunition, radio transmitters, and printing cquipment; plans and
operations; and the organjzational structure of underground groups.

In the process of interrogation,?? the interrogator's personality must command respect
from and dominate his subject. His attitude and performance must be professional, To inspire
full confidence. the force of the interrogator's personality should be tempered by an under-
standing and sympathetic attitude. The person interrogated must feel confident that he is talk-
ing to someone who is concerned about his viewpoint and problems. The villager who has been
forced to cooperate with the underground will tell his story much more readily if he feels that
the interrogator both understands his helplessness and seems inclined to take his plight into
consideration.

The interrogator must be alert, able to analyze the material he collects, and quick to
detect gaps or contradictions. Perseverance is requiredtocomplete a successful interrogation,
T #In 1943 two of the captured Dutch agents escaped and reached Gibraltar via the escape-
and-cvasion net which operated through Holland, Belgium. and France. The Germans promptly
sent a message stating that the two were collaborating with the Nazis, so that if they reached
London anything they said would be viewed as false information, When the two loyal agents ar-
rived in London, they were confined in a maximum-security area and treated as if they were

double agents. When the British and exiled Dutch authorities finally realized that the escapees
were telling the truth, the transmissions were terminated and the operation ceased. 2¢
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and self-control must be exerci ed, Acting ability is helpful, for the interrogator must some-
times show anger or sternness to induce the interrogated to talk, while at other times he must
feign the sympathy. Kindnes: | and [riendliness of a helpful adviser.

When conducting an interrogation, the interrogator establishes the atmosphere and domi-
nates the interview, He must take care to have no distracting mannerisms. The interrogator
and the interrogated should sit tare-to-face, without intervening furniture, in as sparsc a
s¢ ting as possible. The interrogated should be deprived of every psychological advantage: the
door should be at his back, there should be no window, the wails should be bare, and there
should be no distractions for him to take refuge in. There should be no way for him to avoid
the interrogator. It is the responsibility of the interrogator to create a mood conducive to a
confession, and he must provide the emotional stimuli that will prompt the interrogated to tell

what he knows, 28

Techniques ot Interrogation

There is abundant evidence that cocrcive practices have never been particularly effective
in eliciting information. 2% An individual who is deeply committed to an underground organiza-
tion is highly motivated to safeguard the information he possesses. Frequently, however, in-
dividuals who say "go ahead and shoot™ in the face of threat of death later reveal the same
information under scemingly mild pressure.

Interrogations during insurgencies take place in a variety of environments ranging from the
traditional police or intelligence situation in urban areas to the interrogation of individuals
under field conditions. Regardless of the situation, time is usuall;- a critical lactor. In many
mstances, quesuoning conducted as soon as possible alter contact deprives the interrogated of
certain psycholegical advantages and capitalizes on his anxiety before he can preparc adequate
psychological d-fenses.

There arc many ways of gaining informaticn from a resistant deceptive person, depending
upon the ingenuity of the interrogator. Some of the techniques practiced by expcrienced inter-
rogators inciude emotional appeals, pretending to have physical evidence or other incriminating
information, and demonstration of sympathy for the interrogated.

\Where two or more individuals are being interrogated, the one who appears to be most in-
clined to talk can be told that unother bas already given the pertinent information. He may then
be persuaded to talk since he now has no reason 10 withhold information. If two persons known
to have vilal knowledge are cach permitted to give siatements containing deceptive information,
the discrepancies may turnish a means of getting #:dditional intormation, In another commuonly

used technigue, two interrogators may work with the same subject, with one assuming a stern

attitude while the other seems permissive. In many instances the individual being interrogated




vver a period of time will give information tu the permissive interrogator when he 1s alone
with him

The technigue frequently followed in interrogating a large number of suspects in an area,
such as a village or cordon, is to arrest and question them individualiy. The anonymity and
safety found in a group can be used 45 an inducement to give information.

A variation on the above tcehnique was employed by the French in Algeria: suspects would
not be immediately interrogated, but would be kept waiting for long periods of time,  When they
were tired and apprehensive, as well as protected by the anonymity of a group, they were more
inclined to talk.

In the Philippines a person was taken away from his home area to be interrogated. Removed
from the local environment, individuials more readily offered information about people in the
village. Occasionally, interregators visited villagers on holidays while they were feasting and
drinking und werc thus prone to respond to seemingly harmless questions. Another practice
followed in the Philippines was to divide prisoners to be interrogated into four categories:

1. Prisoners captured in combat, The first few minutes of interrogation are
usually the most informative when dealing with persons just captured. The
prisoners are usually confused and unable to develop cover storics.
I’risoners who surrendered Lecause they feared reprisals by their com-
rades.
3. Puisoners who were serving fail sentences for serious crimes. These
long-term prisoners were interrogated mainly to obtain information
aboul their associates and contacts, The Huks were known to actively
recruit people with prison records,
4. "Special prisoners.'" These were usually friends or close relatives of
Huks or government informers who were placed in protective custody. 3¢
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It is important in interrogation to use a technique that guards against giving information to
the subjects, Usually the interrogator employs an oblique approach or a ruse to avoid giving

clues as to the real object of the interrogation,

Polygraph

The polygraph or lic detector measures human physiological responses to emotional or
stresstul stimuli and has been used to detect deception or knowledge of erime-related informa-
tion, The polygraph does not indicate whether or not a subject ‘s lying but only measures the
physiological responses which are related to deception, It must be interpreted by an inter-
rogator and a trained operator. The interrogator asks the subject a question pertaining to some
critical event, usually phrased to obtain a "ves' or ''no’ answer. The subject's physiological
reactions are recorded and compared with hic normal response pattern to neutral questions,
Measurements related to the autonomic nervous system are preferred, gince the subject has

little or no voluntary control of these responses,  Although there are many devices used to
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measure deception, the term "polygraph” is usually reserved fer that device which meusures
cardiovascular, respiratory, and galvanic skin responses,

The polygraph has been used extensively in criminal investigations and has been suggested
for fizld interrogation in counterinsurgency operations. The use of the pelygraph in the field
is fraught with difficulties, howeveor, because of the need for time and skilled cperators, #

Even after assembling many skilled ope1ators and consuming many hours interviewing
thousands of persons, only one ageat may be identified., V¥or exaniple, at the close of World
War II, when German prisoners were tested by polygraph for poiitical reliability, one inter-
rogator was able to examine only eight POWs a day, 82

There are other problems in the use of the polygraph. Since lie detection depends upon
eliciting a characteristic emotional and physiological response to critical questions, those in-
dividuals who do not respond in a characteristic manner cannot be detected. Psychotics or
neurotics, pathological liars, and persons who do not fce} that they have vialated any normative
or moral behavior (such as children who do not yet have a concept of right and wrong) will not
react characteristically. 33 Other individuals who respond to critical questions with the char-
acteristic emotional patterns associated with deception are not necessarily lying; a variety of
extraneous factors, such as anger or fear, may cause a deception pattern. Some persons do

not have a stable response pattern, and, when nervous or upset, their responses to neutral
questions are su variable as to make it difficult to determine if the response is related to the
critical question,

There is only a limited amount of information available on the biological and physiological
differences of people in various cultures. It is known that culture influences the physiological
behavior of individuals, but precisely what influence culture has upon how dcception affects
phyeiology is yet unclear. In some Oriental cultures, truth and falsehood are not considered so
black-and-white as in Western cultures, and there is a tendency to think in degrees of truth
and falsity. Hence, cultural variables must be considered when interpreting the results ob-
tained from the polygraph.

In general, the polygraph is acuvepted as an aid to investigation and not as a substitute for
other investigative techniques. In counterinsurgency, the polygraph may aid securiiy forces
in locating caches of ammunition or supplies, screening individuals for underground activity,

and may potentially be useful in acquiring contact intelligence.

*In South Victnam some success hus been recorded in using portable lie detectors in the
field, In experimental tests on 19 government soldiers suspected by an American adviser of
heing disloyal, onc proved to he an agent of the Viet Cong, ancther had once heen a Viet Cong
member, and a third had occasionally assisted the first two. The lie detectors used were
spring-operated from batteries and small in size, onc pocket~-sized, More importam, their op-

eration was so simplified that the average soldier could use them after only a week's training, 31
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CHAPTER SIXTEEN
DEFECTION PROGRAMS

Defection programs have played a vital and significant role in the successful outcomes of
both the Philippine and Malayan counterinsurgency efforts. The psychological impact of defec-
tion on the underground is significant, and, in addition, information derived from defectors can
provide counterinsurgency forces with intelligence for both military and psychological opera-

tions. !
TARGETS

Many insurgsnts join the movement for specific, situational reasons, rather than for ideo-
logical and political beliefs. Many others are coerced into joining. Thus, even though factors
which ke=p such people in the moverent—Iloyalty to fellow soldiers, political indoctrination,
threats of retaliation, and simpie inertia—must be combatted, there is ample reason to believe

that in any underground there are many potential targets who can be persuaded to defect.
FACTORS RELATED TO DEFECTION

Defection is related to certain long-range factors, such as the insurgents' estirnate of the
probable outcome of the insurgency. If they feel that there is little hope for an insurgent tri-
umph, the tendency to defect is more widespread. Individuals who have { milics are more
prone to defection; in many cases, family loyalty comes before political loyalty. Another factor
is the length of service in the organization. New troops defect more {requently than do clder
troops, and the most critical time for defection is after 6 to 18 months of service. Other fac-
tors, such as being wounded or being a member of a minority group, are also related \o defec-
tion.

Short-range factors, such as adverse weather conditions, casualties, and disagreements
with superiors, are also related to defection, as are heavy losses during an encounter. Defec-
tions are most likely to occur in areas where the movement has suffered reverses. Lack of
food and cther hardships, along with the necessity of continually moving about in order to evade
government forces, often raise the defection ratc. Poor health contributes to individual deci-
siong to defect.

At the point of decision, defectors are usually most concerned with the treatment they wouid
reccive if they defected. They se¢ek reliable information and most report that they do not be-

lieve government broadeasts or propaganda messages until they have tested them against
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word-of -mouth information from the civilian populace. Persons with firsthand information are

considered most credible.

[INIRTRS PR S
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No matter how widespread the information about amnesty and rehabilitation may be, the
insurgent is still uncertain and doubtful about the intentions of the government forces. Will he
be punished if he surrenders ? Nexi, he is concerned with the dangers inherent in the act of
defectior. iteelf. Will he be shot trying w leave the underground? Will the underground carry
out its threats against him and his family? Uncertainty about the future and fear of retaliation
are the chief inhibiting factors.

COMMUNICATING WITH POTENTIAL [EFECTORS

A o,

Opportunities to surrender must be presented in such a way that an individual has some de-

gree of confidence in the offer. Defectors should be seen in public and can be sent in teams to
various villages to tell the inhabitants why they left the movement, and news from the viilagers
will reassure potential defectors that the actual defectors are well treated. Families and
friends of known insurgents are especially good channels of communication because they relay
information to their relatives through letters or meetings. It is important to assure defectors
that they will not be punished. Pictures of government camps and photos of both early and re-
cent defectors in groups should be publicized to convey the message that defectors are alive,
well, and have not met with bad treatment.

Leaflets aimed at potential defectors should be small enough to be easily hidden. They may
be printed in the form of safe-conduct passes and should contain both information on how to de-
fect and reassurances of good reception by government troops as well as information for the
government soldier on how to treat the defector. Air broadcasts have not been effective in con-
vincing insurgents to defect, as they doubt the credibility of this source; appeals made through

families, friends, and other civilian channels are more likely to be believed.
Contents of Appeals

Broad, general themes designed to induce defection on ideological grounds have been in-
effective; the potential defector is more interested in factual information. News of local tacti-
cal defeats and losses makes a greater impression than word of naticnwide gains or losses.
Thus, defection can be induced even when the insurgents are winning on a national basis, if the
counterinsurgents take advantage of the psychological impact of local losses.

Divisive propaganda themes such as "soldiers make all the sacrifices while their leaders
get preferential treatment and favors' help aggravate dissatisfaction, All themes should con-

tain reassurances about the individual's safety and future legal status. Even when an insurgent
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wishes to defect, the mechanics of doing so can inhibit him, It is important to tell him how to
escape, how to surrender, and where to surrender. Since defectors are afraid of being shot by
soldiers, appeals should inform them of specified ctvilians to whom they can safely surrender,

and describe the location of defection points, #
Information From Defectors

A8 a routine part of defection programas, defectors should be systematically interrogated io
determine : secific factors that led them to defect. Their means of escape and their reac-
tion to app <an provide information for campaigns in particular areas or regions. Sys-
tematic montnly records should be kept, so that trends can be observed. It is important to de-
termine whether defectors were in political or military organizations, whether they were Com-
munist or non-Communist, their level of command, and what geographic area and ethnic group

they represent. This information will be useful in planning future efforts against the insurgents.

ORGANIZING DEFECTION PROGRAMS

In carrying out a program for defection, a concentrated effort should be made to coordinate
psychological and other military operations. If the government tells the insvrgents that defec-
tors will be given fair treatment and government soldiers shoot a man who is trying to defect,
this will deter other defectors. Therefore, combat troops must be indoctrinated and trained to
perform their duties in a manner which will encourage insurgent defection. If, during the course
of a battle, the insurgents find themselves confronted with superior weapons, such as artillery,
aircraft, or napalm, or suffer heavy losses, potential defectors are likely to take some im-
mediate action. Therefore, battles should be followed by psychological operations campaigns

which are equally hard-hitting and which contain offers of amnesty to those who surrender.

RELOCATION CENTERS

In the Greek insurgency, many young people who defected were placed in jails with hardened
Communists who re-recruited them into the insurgent movement, Others were placed in camps
with inadequate facilities and programs and, becoming bored, went back to the insurgents. One

solution to such problems is to place young defectors on parole in a distant city. Since the

*One defector in Vietnam reported that he felt he had no choice but to defect to a govern-
ment-controlled town, for the countryside and the fortified hamlets were vulnerable to the Viet
Cong. There were political agents in the villages, and the countryside was patrolled by small
Viet Cong units who shot suspected deserters or collaborators. ?



identity of a lower-level insurgent is not known outside of his immediate cell or unit, the young
insurgents are protected from retaliation by relocation to areas diatant from the ones in which
they had operated.
y If a relocation center {8 established, it is important to ensure it against insurgency attack,
or the whole defection program will sulfer. A primary fear of defectors is recapture. The un-
dergrounds try to inflitrate relocation cuinps to carry out acts of terrorism and coercion, and

large centers are more vulnerable than small ones to this threat, One answer is to establish
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widely distributed small reception centers where defectors can be screened initially into three
groups: bona fide defectors, dubious defectors, and potential infiltrators. The bona fide defec-
tors can be relocated and reintegrated with a minimum of processing and indoctrination and the
suspect defectors can be kept under surveillance,

Insurgents may try to flood the camps with sick insurgents or civilians who need medical
aid, and facilities of the camp must be adequat‘e to handle this. Food, clothes, and other facili-
ties must be provided to ensure minimum comfort for the camp inhabitants and to provide for
any large influx of defectors.

It is important that defectors be treated with respect and not as prisoners of war. No
stigma should be attached to their defection or their former activities, and the camp personnel
should be trained in fair and appropriate treatment of them. Civilian visitors, especially rela-
tives of insurgents, should be permitted to visit the camps to get a first-hand view of the treat-
ment given to defectors. Attempts should be made to clarify the future legal status of defec-
tors. To allay suspicion and fear, a brief government 1ndoctx:ination program should be set up
to inform the defectors of the government's efforts on their behalf and to tell them what will
happen to them in the future. It is important that the program be designed not to seek retribu-
tion but to induce others to defect,

Defectors are anxious to talk to anyone about their probiems, plans, and worries, 8o camp
personne} should be instructed to be sympathetic listeners. Recreational activities can also
provide some emotional release. Lectures obviously intended to transform defectors into loyal
citizens are usually neither effective nor necessary. 7The defectors are committed to the gov-
ernment by the mere fact that they are in the camp, and lectures con the vices of communism
are not required., A better approach to securing their loyalty, and one which provides emo-
tional release for the defectors, is to permit defectors to participate in guided group discus-
sions on their common experiences and the reasons which led to their defection. This tends to
reduce latent fears or doubts; listening to other defectors reinforces each person's reasons for
defection and builds new loyalties to replace former loyalty to the insurgents. The enthusiasm
generated by such sessions is reflected in their attitudes and behavior after they leave the pro-
gram and can have a significant psychological impact upon the civilian community and, through

them, on potential defectors.
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Training programs to help develop skills have been effective in past counterinsurgency ef-
forts. Since a lack of the necessary skills for earning a living in modern society often contrib-
utes to u man's decision to join an insurgency, an opportunity to acquire skills that will pro-
vide for his future financial security gives assurance that he will not rejoin the insurgents.
Such programs are also an inducement for others to defect in order to benefit from them,

In summary, one of the most effective tools for undermining underground and guerrilla
morale is a defeetion program which is aggressively carried out and thoroughly coordinated
with counterinsurgency military operations. Mary have joined the insurgents through coercion
or for highlv specific grievances and can be persuaded to defect if they are convinced that they
will not be severcly punished. The most effective way to communicate this fact to the {nsur-
gents is through well-functioning, fairly operated defection programs. It is as important to ad-
vertise the program to the populace as it is to attempt to reach the insurgents directly. Resi-

dence at the center should he brief and aimed at the rehabilitation of the defector.
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CHAPTER SEVIENTEEN
POPULATION CONTROL

A fundamental feature of insurgency is the competition between government and insurgency
for the support and allegiance of the local population. 1If the underground expands its control
over the population, inevitably the government's authority is reduced. If the government con-
trols the population, the underground is deprived of {ts principal souvrce of supply, intelligence,
and refuge: in short. they are isolated and their survival capability is severely reduced.

Population control seeks to accomplish two diffcrent, but integrally relatad, counter-
measure objectives: to restiict the movement of the insurgents and to separate them, both
physically and psychologically, from the general population. Although government psycho-
logical operations attempt to achieve population control largely through persuasion and the
natural predilection of pcople to conform to laws and normative rules, there is a coercive

element in many population-control measures,
TECHNIQUES OF POPULATION CONTROL

A number of important techniques have been developed in population control: collective
responsibility, resettlement and relocation programs, legal controls, registration require-

ments, and food controls. Various organizational patterns have also been established.
Collective Responsibility

A comnion technique is the institution of collective-responsibility measures, which holds a
group or group representatives responsible for antigovernment acts such as collaboration or
sabotage. The random nature of collective-responsibility reprisals not only discourages the
population {from supporting antigovernment activities themselves, but makes the citizenry op-
pose all underground activity, lest they be punished. Further, it makes the undergrcound hesi-
tant to commit antigovernment acts when the probability of harm to its own people is present,

The practice of collective responsibility as a means of population control appeared as eavly
as 221 B.C, in the Chinese Empire, Called the pnro chia system, this form of control evolved
over several centuries as the population was divided into progressively larger groupings of
families—tens, hundreds, and thousands. Through these groupings, government authority was
cxtended down to the family, the Lasis of Chinese society. The groups were supervised by the
Empcror's district magistrate through the headman of each family., More important, the mem-

bers of each group wele held mutually respensible for one another's actions and theoretically
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practiced mutual surveillanee and denunciation, I was a eriminal aei to Gudl 1o report a crin
against the state, and fajlure to do so automatically Incurred panishment upon both the olfeader :
and his group. !

. Another techiigue of cotlective responsibility was used during the Anierican occupation ot
the Philippines tn 1901, To stop Philippine insurgents from receiving support from various
towns and vilages in Batangas Province en Luzon Island. the U, 8, military commander imple-
mented a policy of "reconcentration” and retalicion.  Avound each town in which 1°,S, troap-
were stationed a boundary was set up within which was sutficient &pace v, Filipines living out-
8ide to move in and build their homes. Thuese boundaries were then patrolledby U, €, thouvps, u
curfew was established, and no male adults were alloved to leave except by spoecial puss,
Further. ro food was to be taken outside the boundarics. Whenever any property, such us tele-
graph lines, was destroyed. native houses in the zone were burned in retaliation. A proclama-
tion was issued throughout the province warning that if any American soldier or ¢ooperating
native was harmed, a captured insurgent would he chosen by lot and executed.?

Throughout nearly all of occupied Europe, the Germans in World War {1 took reprisals
against the civilian populace for acts of sabotage. Hostages were frequently taken to ensure
goeod behavior., In Poland, for example, the German Army established a system of collective
responsibility whereby a list of village leaders would be periadically posted in public with the
threat that if any act of sabotage occurred in the village every individual whose name appeased
would be sumimarily shot. This, of course, worked as a forceful detevrent since no member of
the village undergrcund wished harm to befall one of his relatives or {riends. To circumvent
this, the Polish underground brought in outside agents, who knew none of the listed villagers,

for sabotage activilies 4
Resattlement and Relocation

A common population-control measure is resettlement or relocation, When successiul,
resettlement cffectively seals off the insurgents from the populace and denies them material or
intelligence support, Close surveillsnce in the resettleinent projects also proteets the populiacce
from tervorist retaliation and coercion by underground groups,

One form of rcsettiement is detention or banishment. During World War II. Nazi occupa-
tion forces frequently employed this cuntrol technique, shipping scores of suspected under-
ground agents or collaborators to concentration camps or forced~labor camps.+ Elaborate re-
settlement programs were set up by the British in Kenya and Maliyva, In Kenya, British Army
forces relocated Mau Mau family elans to seal off the collection of food and intelligence by ter-

rorists and to provide an opportunity for ohscrvation of contact agents. The famoeus rescitlement




program of General Driggs in Malaya brought together widely dispersed elemauts into specially
relorated villages that could readily he observed and defended qgainst Conanunist attacks,
Detween 1950 and 1952, under the Briggs lan. 400,004 people were resettled into 410
defended villaygges,  The British it ol outside sinctuary vl the terrorists, clusing the Thad
border and patrolling the seu, while through nerial ohservation they made it nearly impassili-.
tor the insurgents to grow food in the jungle, To combat Communist propaganda cfiorts to
disrupt the massive rescttiement program, the British persuaded settlers to move voluntarily
by otfering tangible henetits of health and school facilitics. and improvad lving conditions.
Algreric provides another cximple of relocation techniques.  In April 1965, the French
Army resettled a number of villages from zones idong the Tunisian and Moroccan horders,
which had been scaled off in an effort 1o cut underground supshy lines,  1n addition, the rench
declared areas with heavy activity to he special security zones, and resettled their inhabitants

W camps .

Legal Controls

In Malay o in 1933 the British High Commissioner promulgated emergency regulations that
imposed a number of legal controls on the population. These regulations restricted the use of
tircarms and weapons and forbade possession of underground terrorist documents. association
with people carrying weapons or acting in a manner prejudicial to public satety . and dissemi-
nating false information.  Imposition of collective punishment on an area was legalized, British
police were given authority to detain subjects for two years without trial, to scarch without
warrant, and to deport and banish suspected subversives,  Unigue legal contiois were devised
Lo counter Communist infiltration of labor unions.  Unions were required to registeyr, il o
union participated in political activities or demonsirat:ons, it lost its regisiration certiticate
and was forcibly disbanded. Another regulation required o union officer to have 3 yvears ofwork
experience in the craft or trode. this cffectively eliminated most Communist infiltraters and
protected long -time union officers.”

Other legal control measures include restriction and regulation of organizational ov public
meelings and licensing and censorship of printed publications and radio broadeasts, Controts

are often set up on a country 's borders to eliminate over-the-border sanctuaries.,  The issuance

of scrip and frequent changes of curreney prevent the accumulation of large sunis ol mones 1o
linance undergrounds or insurgent movements, #
In occupied arcas, German authorities contiscated radios and set up public address =vstoms

to hroadceast only the news the government wanted the people to hear, © Scavch-and-seisune

laws have been promulgated in some areas to prevent the undergrownd from vitaining weapons.,




(Photo coursesy ol U, S A 1.D.)

South Vietnamesc villagers complete construction of a hamboo barricade in a strategic hamlet.
Relocation of villugers into hamlets was a population-contrel device adopted by former President
Ngo Dinh Diem to cut off village support of the Vict Cong and to protect rural communities from
gucrrilla terrorism. Patterned on the British Malavan experience, the hamiets have met with
only partial sucress.




The Philippine Government, as a control measure, instituted a large-scale program to buy up

ail wcapons from the population, 1u
Registration

Government surveillance and control of the population can be exercised through various
forms of registration—individual and group registration, transient contrel, and population
census. The national registration program adopted by the British in Malaya required every
persan over 12 years of age to be 1egistered; identity cards were issued with a photograph and
thumbprint, 1

In South Vietnam, identification cards, complete with photograph and identification details,
are mandatory for all persons over 18 years of age. To obtain an ID card, an individual must
appeal in person at the district headquarters with two witnesses, a birth certificate, and a let-
ter of verification from the village chief. There he must fill out a questionnaire which is for-
warded to the district security police where it is checked against his files. A complete dossier
is then prepared. However, a program that registers only persons over 18 misses one group—
the 12 to 13 year olds—who are prime targets for underground recruitment as couriers and
purchasing agents, as well as jungle fighters,

Loss or theft of cards is a problem in any registration system. A familiar underground
tactic is the confiscation of identity cards of all villagers. A government countermeasure used
in South Vietnam is to require the payment of a substantial fee for the replacement of lost or
stolen cards. This promotes individual precautions ..gainst loss and creates resentment
against the insurgents for confiscating the cards, 12

Another common problem in the ID system is that of underground forgery. Ome counter-
measure is periodic reissuaince of cards on a different format., Another is affixing group, in-
stead ¢, individual, photographs on the cards. For instance, a family group is photographed
and cach of the family’s individual cards bears this picture. In order to forge such cards, the
underground is forced to gather a similar group together for ID photographs,

Another exanmple of registration is found in the Chinese system of posting placards on
hovses, listing cll the adult males of the household, Wher the Japanese occupied China during
World War II they introduced a similar system, using wooden plaques for the names of resi-
dents, and organizing the populace into tamily groups, in accordance with the ancient custom. 13

A similar technigue of population control is seen in the South Vietnamese organization of
Mutual-Aid Family Groups. Lach family group receives a number from 1 through 8, depending
upon how many houscs are in the licn gia (five to eight households). This number is placed on a
plague outside the house along with the number of households within the khum (25 to 35 house-

holds). 1. for example, the houschold number is 4 and that of the family 25, the plaque is
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inscribed 4,25, When a new house is added it becomes integrated intc the family group within
which it ia located and receives the next number. The plaque also indicaies the number of
people in the house, their relationship to the head of the household, and, by use of circles,
their sex end their educatior. Red circics indicate male adults, yellow circles represent
females, and green repiresents children. 1f any resident is illiterate, his or her circle is only
partially colored. In the villages, family declaration forins are registered under hamlet

names, house number, and {fomily group to facilitate the consus, and a copy is forwarded to the

district office. All of this information provides the police with a meuns for checexing on the
inhabitants, and can aid in detecting hiding insurgents. In the urban areas a similar system for
the organizaiion of the population was estahlished in February 1960. 4

Transient control is also an important facet of population control. tomes of peasants and
villagers have always served as refuges or safe houses for transient guerrillus and underground
members . as well as for stragglers and deserters from government forces. In China during
World War I, households were forbidden to lodge strangers, and were required to repert to
village authorities the presence of suspicious persons. Further, an individual who wished to
move from one village to another had to make application through u villuge population officer.
Population movements in South Vietnam are controlled through use of exit visas issued by the
district chief after a villager's request has been authorized by his village chief. This system
has been a source of discontent for many villagers, who wish to go to other districts for sca-
sonal empioyment. Similar emergency regulations issued by British authorities in Malava in
1953 required an inhabitant to appiy for a permit before he could travel from his home.

Censuses also are used to support population-contro)l measures. In South Vietnam, for
example, the yearly census includes three categories of data: one for all families, another
for all males 18 years of age and over, and a third for ail reservists. The census of families
facilitates the organization of the Mutnal-Aid Family Groups, while the data on reservists and

male population are used by military agencies.!?
Food Control

Underground food supplies depend upon clandestine purchases, thefts, and collections from
the populace. To exploit this vulnerability, governments usually institute control measurcs on
the production and distribution of food. Tight food controls force the underground to =pend an
inordinate amount of time secking food.

To separate guerrillas from their source of supply, villages are scaled off. Many food -
control measures have been used. In Algeria, the French Army specified that the food reserves
in any one place must not exceed enough for 30 days, so as to lessen the opportunity for the

underground to pilfer supplies fiom a large ** .entory.1¢ The British tood regulations in Mulaya
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provided for the estublishment of a central distribution depot and rationing. The rice ration

was closcly supervised and limited to a week's supply. Villagers were forbidden to take any
food out of a village. These controls were reinforced with the threat that the village's ration
would Le further reduced and a rigid curfew established if any terrorist was found to be obtaining
food in the village. As a result, the British frequently received information from villagers on
the identification of those in the village who attempted to supply the Communist underground,
Smuggling food out of villages became the Communists' most vulnerable activity., As a last re-
sort they cleared jungle arcas to grow their own rice, However, these areas were easily

spotted by airveraft and then eliminated by ambush, 1i
INMPLEMENTATION OF POPULATION-CONTROL MEASURES
S»ith Vietnam

Population-control measures in South Vietnam have been implemented through Mutual-Aid
Family Groups, Village Sclf-Defense Corps, hamlet chiefs, and National Sccurity Police,
Mutual -Aid Family Groups were first organized in 1957 by the government, not only to counter
Communist insurgents, but primarily to create a spirit of urity, mutual assistance, security,
and achievement in reconstruction and social works. Another purpose was to promote an
understanding of government policies and to carry out government orders concerning tax
collection. In sctting up the program, emphasis was put on obtaining politically reliable bamlet
caiefs and on the propagandizing and training of group chiefs as well as individuals within the
groups,

Village Sclf-Defense Corps have alsc been organized under the direction of village police
officers. Applicants for membership must present birth certificates, police records, and a
ceriificate of good character. Each is then given a security check by the National Security
Police and undergoes a month's training at the provincial self-defense headquarters. His train-
ing covers weapons familiarity, basic military instruction, basic law enforcement, and political
indoctrination. The corps patrols the area around its villages, aids in tax collection. escorts
village officials, and gencrally protects the village,

The village hamlet chief also plays a role in population-control measures. Usually it is
his responsibility to explain and carry out government policies. to carefully watch the activities
of the people. and to maintain security and order.

One of the principal agencies for the implementation of population-control measures in
South Vietnam is the National Security Police ‘formerly called the Sureté). Maintaining offices

at cach level of government down to the district, it provides coherence, direction. and sur-

veillance. Ao the district level three agents are assigned who, while primarily concerned with




the acquisition of political information. also process requests for identification couds und elear
prespective government employees.

In sumpran . i is largely at the disirict level thai the security and population- control sys-

tent of South: Vietnam is administered—through the army, the district National Security Puoling,
the haumlet and local village chiefs. and the district administration of the Mutuai-Aid Family

Groups, I+ :
North Vietnum

As in other Communist countries. in North Vietnam a combined governmeni-military-party
directorate has been established to institute strict physical, ideological, and economic controls.
The most important control organizaticn in Nurth Vietnam is the Luao Dong Party (Communist
Party). It prevails over and perimeates all organizations of staie control. The orgunizitionnl
structure of the party parallels the entire system of government and is intertwined with it,
Officials of the Lao Dong Party dominate all organs of the central government. At the village
level the members of local branches of the par:y are also the leaders in local government.
Party members are in charge of police and militia, as well as youth and women's groups. 1In
the army . political commissars function down to the lowest unit level and are responsibhle for
the political attitudes of their units.

The primary intent of this party duplication and permeation of official governmeninl organi-
zations is to make the people {eel the persistent presence of the party and te educate the masses
in “"correct thinking. " The Lao Dong exercises great influence over both the official and un-
official organs of state control. 19

In 1961 a People's Supreme Inspection Institute was set up to cope with problems of "de-
structive antirevolutionary elements, ™ to protect theeconomy, and to secure law and order. An
additional responsibility of this agency, and possibly its primary one, is the inspection of law
enforcement in government offices, work canps, enterprises. farm camps, and cosperatives.
The Inspection Institute is the North Vietnamese version of the Communist Chinese People's
Supervisory Committec, the channel for the mutual surveillance and denunciation of waste. red
tape. and corruption of negligent state officials by the people. In the performance of their
duties. the Insnection Institute teams rely upon their investigative personnel and on "denuncia-
tion letters™ whick uare used to investigate and scrutinize various government agencies. These
denunciation letters provide the auihorities with a massive network of informers.

In rural aress. the cooperatives are also used for the implementation of population-coatrol
measures.  The size of cooperatives, operating below the basic administrative unit of local
sovarnment, depends upon such factors as population density, topography, and locatien, Gen-

eraliv, they rangce in size from between 150 to 200 families in the Delta vegion to 20 or 30



families in the mountain areas. The effort to establish cooperatives, and to extend them by re-
locating thousands of villagers from the Delta to mountain regions, has made little progress be-

cause of peasant opposition, The government has attempted to make the cooperatives more
atiractive by providing economic inducements and civic acuun prograuls. They have tried to
provide better management, have agreed to set aside 5 percent of the cooperative land for
private use, and have set wage rates based on work performance rather than on needs.

To facilitate control in the urban areas of North Vietnam, special protection committees
have been established. In order to make the people more cognizant cf government orders and
to mainwain public order and safety, in Hanci alone 4,600 block chiefs and deputy chiefs, plus
3,000 commitiee members, have been appointed to properly control the urban population,

Militia and self-defense units have also been organized as a major means of population
cont -1 in North Vietnam. As in Communist China, these units are organized into platoons,
companies, and hcttalions; they are formed at all levels of government in both urban and rural
areas, and extend into the base of the society,

The political mission of the military is to indoctrinate the civilian population and to aid in
the establishmcnt of cooperatives, Through its powerful political directorate, the army con-
ducts indoctrination programs, especially for the individual soldier. The army fulfills its
economic mission by helping with the planting and harvesting of crops, developing coopera-
tives, and cooperating with civilians in organizing public works projects.

The major civilian security control agency in North Vietnam is the Cong An—the secret
police—~who operate both overtly and covertly under the immediate direction of the Ministry of
Public Security, and ultimately under the Lao Dong Party. Although little is known about the
secret police organization, it is believed that, like its Communist Chinese ccunterpart, it
operates at every level of government. There are several province-level sections, one of

which is the political protection section that deals with identity cards and travel reg lations. 20
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CHAPTER EIGHTEEN
CIVIC ACTION

The general target for povernment civie action is that vast majority of the population which
does not officially particinate in an insurgency. An additional target is the large, nonpolitical
portion of the insurgent movemen? 1tself which can be persuaded to support the government
through offers of amnesty. rehabititation, and opportunities for a hetter life.

Civic action programs take many forms. The governmental administrative apparatus and
socinl services may be strengthened to aid vietims of the insurgents, and inequities in the dis-
triution of socinl services can he corrected through employment and welfare agencies. Public
health programs and medical aid have frequently heen used to win support among the population,
as has the extension of cducational opportunities. Pricc controls and rationing have been used
to protect the population from inflation.. In areas where farming is important, methods of im-
proving agriculture and land distribution programs have heen used to win support.

The coordination of military and civilian tactics among the civil populace is important be-
cause a lack of coordination an undermine a whole program. In carrying out publicity for
civic action programs, mass communirations alone are not sufficient. In an environment where

the individual may be under stress and fear, face-to-face communications are more effective.

OBJECTIVES

There are several considerations in determining overall objectives of civic action projects.
Programs designed to gain popular support and coeperation for the government will differ from
those desigmed solely to prevent cooperation with the insurgents. The ability of civilian ad-
ministritors to carry out the program without the help of the military will influence the scope
of the project. There is the (uestion of whether the urogram should concentrate on purely
civilian projects such as sci:ools or on projects which also aid the military. such as roads.
Another consideration is whether or not to provide civic action in insurgent-controlled areas.
One author says that political, social, and economic reforms, no matter how rnuch thev may he
wanted by the populace, camnot be effective in such areas. In Algeria, for cxample, the FLN
killed Arabs who took advantage of land reform‘s. 1 The government must be able to provide

security before civic action can be effeciive,

PROGRAMS

In Algeria the French carried on a major pacification program. The Army had over 1.000

special service units in the rural aveas. Each unit was headed by a French officer of company



grade and stafted with an assistant and a secrctary, The officers established resvicnee and
headaquarters m the midst of the Arab settlement or village and prepared to administor to the
necds ol the people. The main eftori contered on improving living conditions.  French Army
volunteces ovgunized and taught school classes. helped build houses, sanitary iacitities, and
water supplics, and demonstrated improved agricultural and health practic-os. Thev provided
medical services and took the ill and injured to hogpitals for surgery. French women physicians
and civilian empluvees taught Muslim women how to carce for their bobies, This program won
the support ol the populace in many areas,?

The French made certain that each soldier realized that psvehological actions which he
rmight undertake were no less important than military ones. The soldiers were to be the agents
of pacification: they were indoctrinated and kept inforimed Ly weekly sessions in which current
developinents and plans were discussed and the successes and failures of cacn week's efforts
were reviewed. \Written and oral arguments to be used among the civilians were careiully pre-
pared and kept up to date.

The essential elements in the program were 1) reassuring the population that evervthing
possible was being done to bring peace and to protect them; 2) visiting people and showing them
sympathy and heip; and 3) respecting their customs and traditions. The troops were bricfed on
local customs and officers often visited marketplaces to talk to the people. The French found
the spoken word to he more effective thun pamphlets or slogans, and deeds to be the best form
of propaganda. Overly stringent demands were avnided and promises werce carefully kept.
Corrupt local officials and those of dubious moralily were removed. 3

Inthe Malavan counterinsurgency program. afterthe labor movement hud heen cicired oi Com-
munists, the strengthening of public morale and the winning of support by involving the people
mare directly in the struggle were undertaken. Malayvs who feared the Communists provided
ample support. In order to get the commitment cf the Chinesc community, the authorities urged
them to join legal organizaticns as a means of expressing indignation against Communist activi-
ties: a non- Communist Malavan-Chinese association wis established. as well as the Independ-
ence of Malava Party and the Malay Labor Party. In addition, political figures werr hrought
into direct working relationship with the British Armed Forces and the Malavan Sceurity Police,
In this way, the populace was muade to feej that it shared tormulation of government palicy.

This program allowed for day-to-dayv coordination betwcen local civil and military autharities.
Despite the ohviosus fessening of security, the government madde morve information available to

the puhlic: the zovernment felt that the support thus gained was sufficient compensation for any
reduction in militacy security, ¢

In the Philippines, the political. military. and cconomic reforms instituted by Ramon

Massovsiy were anstrumental in ending the lHuli insurgency,  In the 1931 election, government

authoritics stotioned teachers as poll clerks, used ROTC cadets 1o guard poiting places, and
1




placed soldiers at ballot boxes to prevent intimidation of voters. These protective measures
were announced in advance, and Magsaysay served notice that any officials who abused their re-
sponsibilities would answer in court. He urged all citizens to report directly to hirr and his
personal staff any complaints that they might have.

Magsaysay reorganized the Armed Forces. Officers who were not performing their duties
were removed, promotions were made on the basis of merit, and soldiers who were caught
stealing were punished in the presence of the villagers. The determined effort to rid the Phil-
ippine Armed Forces of inefficient, unreliable officers resulted in the dismissal of personnel of
all ra.ks, from the Army Chief of Staff to local battalion commanders who were &low in carrying
out counterguerrilla operations. Magsaysay's success in ridding the armed services of unde-
sirable elements increased public cc \fidence in the national government. Magsaysay had the
military perform civic and social welfare missior.a in addition to their military operations
against the Huks. Zach military unit was assipned a civil a’ uirs officer who maintained liaison
with the local barrio police officials in civilian lome guard units,

Judicial reforms were also carried out. Before 1952 the Communists exploited the fact
that small landowners rarely gained justice when abused by the large landowners; Magsaysay
made provisions for the peasant to have the right to legal counsel at the government's expense
if he so desired.

The economic reforms were the most spectacular. Initially, rural civic betterment activi-
ties were conducted under the zrmy s psychological warfare froup but later they were admin-
istered as civil affairs. At the battaliva level, battalion commanders and their civil affairs
officers mel with barrio hec«s and other civilian leaders to plan the defense of the farmers in
the fields and the barrio se:.-detens=2 procedures, This led to further discussions of needs and
to the initiation of army support measures, Army personnel escorted agricultural agents into
rural areas to introduce newer agricultural t2chniques; troops were used to construct barrio
schools, drill water wells, :..d carry out public works projects; civilians wounded in any battle
between the government and .he insurgents "vere treated at army hospitals.

The major civic action effort was undertaken by the Economic Development Corps (EDCOR).
This project aimed at induciag cefection from tie Huks by rehabilitating and resettling Huk
prisoners and their families, EDCOR formed four communit.es for former Huks and established
a vocational training center. Troops helped the settlers clear land and build houses. Village
centers, school buildings, cha»els, and dispensaries were set up. The army also asasisted the
settlers by handling the legal matiers involved in land ownership,

Although the program was n~: large, the psychological effect ¢f the EDCOR operations upon
the Huk movement and the genera! yopulace was great. It provided new respect for the govern-
ment and offered the rebels an al.crnat" e to resistance. Already assured of amnesty and pro-

tection from fellow insurgents, thc rebels now had, through EDCOR, hope for future economic




security. Huk delections eventually provided the government forces with the intelligence nec- —
esgsary to break the movement. 5 :

PLANNING

In designing a civic action program, local conditions—political circumstances, cultural
values, ideology, and technical and managerial skills—must all be considered. Those segments
of soclety which would be most affected by the program should be consulted to determine the

impact of the progran. If interest groups are involved—trade unjons, professional or women's
wroups, youth, peasants—they should also be contacted and, if possible, involved in the planning.
: How should tae program best be carried out? How will the people be informed and per-
' suaded: leaflets? word-of-mouth? broadcasts? If people cannot be persuaded to voluntarily
take part in the plan, what sanctions will be iriposed: licensing? rationing? punitive measures?
1s therv a present crisis situation which predisposes the people to cooperate, or will it be nec-
essary to create a crigsis? Will the program be hindered by illiteracy, lack of socizl discipline,
draft evasion, or underground sabotage ? Will there be periodic review? Is the plan Qexible?
‘What side effects may occur? Will prices go up? Will attitudes change?

In Malaya, squatters were relocated to villages in which they received schooling. housiag,
electrical facilities, and other benefits they had never hiad before. This was a step up the eco-
nomic ladder for them, and many remained even after the Emergency was over. In Vietnam, on
the other hand, individuals were awakened in the early hcurs of the morning by military troops
and taken at bavonet point to thelr new location, while their heuses were burncd and their fields
destroyed behind them. At the new hamlets they had to build their own houses and fortifications.
They were often not compensated for the land and property left hehind and even when they were,
in many cases the new areas were not as desirable as the areas they had left. €

In Malaya, the villagers lived on largs, casily enclesed plantations and did not have 1o leave
their local areas. In South Vietham, the fact that the population was scattered made it difficult
to relocate people into strategic hamiets. Further, the value they placed on land left to them by
their fathers made them reluctant to leave it.

It is important to anticipate complaints. People living under stressoftenreact aggressively;
civic action programs should capitalize on normal human tendencies tc seek prestige, and re-
direct aggressions in this way.

Mosi civic action programs are more positive than coercive by nature, but most involve
some element of force. In he Philippines, Magsavsay's reform program was called the “lron
Fist In the Velvet Glove': the people were given positive incentives to support the program, but
there were penalties against those who did not. The pregram tried fo make inuividual goals co-

incide with national goals und to offer some alternatives to resistance or gpathy. Anuvther

_



vharacteristic of the program was the high degree of specific direction. Civic mobilization. and
the use of the organizational incentive and similar controls, is one method of developing support
for government goals.

In many civic action programs the government undercuts underground propaganda by ofler-
ing many of the same things: for example, land reform or, in the colonies. independence. In
addition, individuals not firmly committed to the insurgency were won to the government side by
asking their cooperation in cfforts to correct grievances or inequities in the system, In Malaya,
there were restrictions on direct criticism of the government, but union leaders were permitted
to make demands or complants about union matters. Another way used to overcone resistance
was tolegalize nonsubversive opposition. The creation of political parties and labor groups in
Malaya was one way of accomplishing this.

If special areas are set up in which civic actiorn programs can be tested before being used
on a national uvasis, the effect of errors will be minimized and they can be corrected more casily .
Also, critical side effects can be discovered by such testing. In Vietmam, for example, in order
to combat inflation in the urban areas, price-control measures set the ceiling on nork sc low
that farmers refused to deliver their animals to Saigon; in thus attempting to satisfy one sep-
ment of society another segment wus alienated . -

In addition to winning support from the civil populace, programs such as EDCOR and re-
location camps can be attractive to the insurgents, and this should be recognized and exploited
in planning civic action programs. Defection programs must consider the safety of the defec-
tors. (In the Philippines and Malaya, Jefectors were relocated to areas which were pacified or
within government control.) Another facwor in inducing defection seems to he the jmportance ol

reeducation which offers a hope of a better position within the society.
COMMUNICATION

A basic part of civic action programs is redirecting the frustrations and aggressive feelings
that people experience during the stress of insurgency into channels of action favorahle to gov-
ernment purposes. To discover and manipulate such feelings require communication. and

communicating with people under stress involves some peculiar difficulties.
Need for Reliable Authority

In a crisis or previously unexperienced situation, the scope of infornuition that the individ-
ual is interested in is greatly reduced: he wants specific intormation bearing dircectly on the
crisis. Information about vague, abstract future threats has a very low attention value, and

people respond to it apathetically.
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People voam reliable information, and authoritsuve figures or emerging leaders can he
highly effective in communicuting in emergency Siuttions, In addition, such people can assist

the individual in makiongdecisions. 3
Need for Positive Action

I'rolonged conditions of unresolved crisis lead to emotional depression; people feel a need
to tuke positive action. In sceking a basis for action, the individual tends to rely upon the famil-
iar. to integrate the crisis event into a past frame of reference. His tendency to act in familiar
wavs which have proven reliable in the past can lead h:m to take actions which seem illogical to
others but vhich appear perfectly logical and appropriate to him. Government programs can
take advantage of thesc tendencies, and overcome some of the difficulties they pose, hy drilling
people in actions w be taken during emergency situations. With such training, people can per-

form adequately; without it, they are highly receptive to suggestion. 9
Need to Communicate

In changing or controlling zttitudes during a crisis situation, free verbal expression serves
to vent strong emotion and provides a catharsis. It gives the individual the chance to state his
own position, opinions, fears, and desires. 10 The creation of some mechanism for this purpose

is important and can take many {orms,
CONSIDERATIONS FOR COUNTERMEASURE PROGRAMS

Since the insccurity and frustration generated by a er ¢.. situation can be used by the in-
surgents w direct aggressive bebavior against the goverriment, it is important for the govern-
ment o establish clannels of communication with the people. The channels can provide the
needed catharsis. The search for a reiiable authority alsc lends itself to government purposes:
the local government agent can till this role and usefully spend his time listening to the hopes
and fears of the people. The most effective way to alter the individual's perception of (he situ-
ation is to direct him into constructive action, rather than simply to lecture him. Decisions
made by a group carry more weight witt, he individual than those made independently: the indi-

vidual who has sh - ' the uczision of the group is mnre likely to go along with it.

1 Malays, the boelush had an unessected bonus in theiv hamlet programs: local off cials
were bombarded with complaints and so began a dialogue between the villagers and the govern-
ment which sutistfied the former-s psyvehological needs. 1t In the Philippines, Ramon Magsaysay

made it known that anyone could send him a telegram tor 5 cents complaining about anything and
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that witiiin 21 hours his otfice would take action on the complaint. 12 In South Victuam, in April
1964, Prime Minmster Khanh ordered the ostablishment of a complaint agency to be called the
General Oltice tor People's Suggestions and Complaints. This agencv was to investigate cor-
plaints and report the tindings to the Prime Minister with appropriate recommendations. The
director was given the authorin to contiact any military or civilian agency within the guvernnient
and swiltly settle anyv ciaims. All other government agencies wete requived to help: with sug-
gestions and complaints.

Besides setting up protest mechanisms, it is impoyvtant to have a feedback on how well a
program is doing. so that rapid responses can be made Lo complaints. grievancus, or incguities
in the civic action program. The government's intent is most credibly conveved through per-
sonal experience and word-of-mouth. In addition to information campaigns. the British in Ma-
lava sent defectors around to the various villages to lecture the people. Mayors from the
various areas wetre brought to Singapore to see the reforms and actions the government had

taken. Word of these projects [iltered back to the villagers and had a greater credibility than

anyvthing that could have been said in 2 mass communication program,
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GLOSSARY

ACTION PROPAGANDA. Immediate, observable action which follows propaganda promises:
one form heing specific action to alleviate hunger and suffering, thereby demonstrating in-
surgents' ability to uccomplish set goals, and another which focuses on retaliatory acts of
violence, sabotage, and punishment of so-called traitors among the local population.

AGITPROP, Communist jargon for agitation and propagiunda, the principal forms of under-
ground psychologicul operations. Propaganda refers to the dissemination of many ideas to
a few people, usually the cadre. Agitation means the dissemination of a few ideas to the
many, usually the masses.

ARMED PROPAGANDA. The coordination of political propaganda with military force.

BELIEFS. VALUES, AND NORMS. Beliefs a.'e ideas, knowledge, lore, superstition, myths,
and legends shared by members of a society. Associated with each cultural belief are
valucs—the "right or "wrong" judgments that guide individual actions. Norms are accept-
able patterns of behuavior which are reinforced through a system of rewards and punish-
ments dispensed within the group.

CADRE. This term applies to the small groups of professionals or Communist vanguard who
are to lead the revolution.

CELL. The basic unit cf an underground organization consisting of a cell leader and celi mem-
bers, with its size depending t.pon its specified function. The operational cell is usually
composed of a leader and a few cell members. The intelligence cell is on+ whose leader
seldom comes into contact with its members except through intermediaries such as the
mail-drop, cut-out, or courier. The auxiliary cell is commonly found in front groups or in
sympathizers' organizations, and contains an underground cell leader, assistant leaders,
and members. It is structurally larger thanother cells, has an intermediate level of super-
vision, and has little or no compartmentalization. Parallel cells are set up to support a
primary cell and serve as backup cells.

CELLS IN SERIES. Used to carry out such complex functions as the manufacture of weapons,
supply, escape and evasion, propaganda, and printing of newspapers.

CHIEU-HOI. The "open arms" program of South Vietnam, whereby Viet Cong defectors are
offered amnesty and assistance after a short indoctrination and retraining rourse.

CIVIC ACTION. Any action performed by military forces of a country, using military man-
power and skills, in cooperation with civil agencies, authorities, or groups, that is designed
to improve the econom c ¢r social betterment of that country. Civic action prograins are
designed io enhance the stature of indigenous military forces and improve their relation-
ship with the populstion.

CLANDESTINE OPERATIONS. Activities to accomplish intelligence, counterintelligence, and
other similar activities in such a way as w assure secrecy or cuncealment.

COMINFORM. The Communist Information Bureau.

COMINTERN. The Communist International.

CONSENSUAL VALIDA TION. The device of confirming facts or norms through group approval
or consensus.

CONTACT INTELLIGENCE. Immediately usable intelligence which provides information as to
the immediate whereabouts and identity of a subversive individual or group. There are
essentially four methods of obtaining contact intelligence: 1. Patrols. Patrols or police
squads scarch for physical evidence such astracks or campsites, and for consistent patterns
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in enemy movements. 2. Low-level informunts. These members look [or evea the
smallest tips or leads and bits of intormation that might help to complete the ba: kground
information on the insurgents. 3. Forced contact, An example of this tactic might he
cutting off tne guerrillus from their underground supply source, thereby foreing them into
the open to contact their support arm. 4. Informants. The usc ol informants to gain in-

telligence about the movement, position, and activity of insurge.ncr.

COOPTATION. The practice of utilizing the special talents or gualifications of individuads who
may be indifferent or opposed to the goals of the organication hy giving them a position of
nominal imporwance on the periphery of the organization.

CORDON-AND-SEARCH TECHNIQUE. A method of gathering int¢iigence when the populace
does not cooperate tor fear of reprisal from the undervground. Usually the security furces
s¢al off the entrances and escape routes and search all peopie and property within the area.

COULYTERINSURGENCY. These military, paramilitary, political-economic, psyvchological, and
civic actions taken by a government tc defeat subversive insurgency.

COVERT OPERATION. Operations which are so planned and executed as to conceal the identity
of or permit plausible denial of subversive opcrations. They ditfer from clundestine oper-
ations in that emphasis in clandestine operations is placed on concealinent ot the operation
rather thau the concealment of personal identity.

CRITICISM. SELF-CRITICISM. The actual activities of criticism and sell-criticism sessions
consist of conferences, discussions, and meetings within the party in which per..onal per-
formance is evaluated by the individual and the group to determine and correct any weak-
nesses in the work of the party o1 party members.

DOUBLE LANGUAGE. A technique by which instructions to the Communist cadre are von-
cealed in propagandz materials.

EDCOR. Inthe Philippines. the govex'nment's' Economic Development Corps.

ESCAPE-AND-EVASION NETS. A system established by undergrounds for purposes of infil-
tration and exfiltration of the area of hostile operations.

FAIL-SAFE PRINCIPLE. Principle by which if one element or operation fails or is compro-
mised the consequences to the overall organization or operation will be minimal.

FRONT ORGANIZATIC... Commenly refers to political activities carried out behind the facade
of an apparently nor-~-Communist crganization.

GRU., The Soviet Military Intelligence Directorate.

GUERRILLA FCRCLE. The relatively small visible element of a revolutionary movement or-
ganized to perform overt armed military and paramilitary operations using guerrilla
tactics.,

INVULNERABILITY CONCEPT. The practice of frequent agsignments and a high degree of
activity have the useful side effects of keeping the individual su engressed in his work that
he loses any fear of harm coming tc him, and unconsciously considers himself invulnerable.

KGB. The 3oviet Committee for State Security.

MAIL-DROP. A mail-drop is placed where a message may be lert by one person to be picked
up later by another.

MAIN FORCL. REGIONAL FORCE. AND LOCAL FORCE. The military elements of an in-
surgency.  The regular main force is organized along conventional military lines, such as
platoons, cte. : the regional troops have respensibility for anirea comparable to a province
or state: and the local militia is composed of villagers operating at the village level. Gen-
crally the main {orce uses conventional tacties while the repwmal and local militie use
srerrilia tactics.




PASSIVE RESISTANCE. This method implies a large unarmeda groun whose activities capitalize
upon social norms, customs, ana taboos in order to provoke actien by security forces that
will serve to alienate large secinents of public opirion from the government or its agents.

POLITBUREAL. The priitcipal poticy-mulang and executive committee of the Communist Party.

POPULATION AND RESOURCES CONTROL. That aspect uf the counterinsurgency effort de-
signed to control human and material rescurces. Objectives of this effort are to sever the
relationship between the population and the guerrilla; identity and neutralize the insurgent
apparatus and activities within the population; and create, within the population, a secure
physical and psychological environment.

POLYGRAPIH. Adevice which mensures cardiovascular, respiratory, and galvanic skin re-
sponse ;. used extensively in criminal investigations and interrogation in counterinsurgency
operation.

PSEUDOGANGS. A team of iniiltrators highly trained and indoctrinated in local mannerisms,

attitudes, speech and dress, down to the miinutest detail, to simulate an insurgent group for
purposes of infiltration and inteiligence collection.

REVOLUTIONARY OR INSURGENT MOVEMENT. A subversive, illegal attempt by an orga- :
nized indigenous group outside the established governing structure to weaken, moaify, or i
replace an existing governm~nt through the protracted use or threotened use of force. .

SABOTAGE. An attempt by insurgents to widthhold resources from the government's counter-
insurgency effort hy acts of destruction.

SATE HOUSES. IHideouvts which are part of an escape—and-évdsion network.

SELECTIVE EXPOSURE. The tendency on the part of individuals to hear only informsation con-
genial to their own tastes, hiases, and existing attitudes.

SELECTIVE INTERPRETATION. Informaticn understood only in terms of pric attitudes.

SURVEILLANCE. The covert observation of persons and places, incluaing mechanical obser-
vation such as wiretaps or concealed microphones.

TERROR'SM AND TERROR. Those coercive acts of violence utilized hy a subversive move-
ment and usually directed toward disrupting government control over the citizenry and
creating a state of mind—-terror—which makes the citizenry acquiesce to subversive
demands.

UNDERGCROUND. The clandestine or covert organizational element of an insurgent movement.

UNITED FRONT. A common Comnumist tactic which creates an aliiance against the govern-
ment of all organizations or forces of discontent.
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APPENDIX A
METHODOLOGICAL APPROACH

The study of motivation and behavior in controlled envivonments is always difhieult.  Anal-
vsis based upon data which is incomplete and often biased, and which was recorded in an uncon-
trolled, hostiie environment, is even more diificult. When insurgencies are in process, it is
wnnpogsible to determine the actual motives of the individuals involved. The best evidence avail-
able appears in the reasons given by the people concerned: why they did things, what theyv did,
and what consequences ensued for them,

In analyzing the organization, motivation, and behavior of insurgents, the following sources
of data were used:

1. Historical accounts of underground movements. The accounts of various insurgent

underground movements were reviewed to estublish the environmental context within which the
events occurred.

2. QOrganization charts. Although organication charts are only formal statements of the

organization, coraparisons were made among various iasurgent movements in an attempt to
identify similarities and differences in structure and functions, command and control, and com-
munications.

3. Training materials. Although it is difficult to establish exactly what went on at various

insurgent training centers, a review of the materials used suggeste the behuavioral patterns in-
stilled in the recruits.

4. Propaganda. It was possible to evaluate propaganda meooifos i isuiale those com-
monalities whic! undergrounds agreed upon as appealing to human motivation.

5. Interrogaticns. Records of interroganons ot defectors were reviewed to tiscover the
reaacns they zave for joining, rewaining an, and leaving the movement.

6. Autobiographies. By using autobivgraphical material it was possible to identify critical
incidents and individuals' interpretations of the insurgent situation.

7. Interviews. Interviews were conducted with ex-underground members, former insur-
gents, and counteringurgents in an attempt to obtain information not available in written docu-
ments,

8. Captured communications. Capturcd documents and afteraction reports also provided

insights into the motivation and behavior of the insurgents.

9. Mission analyses. An attempt was made to determine the objectives of the various

missions, the steps that were taken to wccomplish the objectives, what alternate solutions were

used at various times, and the consequences of the nctions.
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Although cach of these viurious sources of inlormation is suspect inand of itsell, consistencey
among, e visaoas approidches cads o some degree of confidence in the conclusions.

In cvaluiting the various ao ounts, events, and data, the tollowing criterna were used:

1. Was it possible that the event could have occurred?

2. Was it oredible” Was there agreement among several sources who reported the event?

3. Was it possible to establish the occurrence of similar events, bhehavior, or motivation
in other movements in different parts of the world?

4. Was there internal consistency (compared with other missions and operations) ?
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APPENDIX B
ANALYSIS OF 24 INSURGENCILS

The following seven tables prescnt background data on countries thut have oxperienced in-
surgencies since World War I, Most of the insurgencies have ccecurred since 19446, and all but
two have been major ones in terms of distuption of government control, number of persons in-
volved, or length of time covered

The intent has been to describe in grosas terms certain background {nformation about each
country. Thus, countries are ranked in quartilce for comparison with other nations and the
world average. The data presented in table | were drawn from Bruce M. Russett, ot al .,

World Handbook of Political and Soclal Indicators,! published in 1964. Comparisons are made

using this data in subsequent tables (II through VI).
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Tablo 1T OCCTUPRINCT OF INSURGENUY AND GRexs
NATIONAL PRODUCT PELR CATVITA Toid 28 INSURGE NCIES
Caartile Rank . , NoLool Insargenores o Wl
. GNY por cagnta )
Bascd Upon , e o ) Totals
122 Countrics (1= 10957 In~urgontsf oyt Undeonded
- Woen Won [ R}
1 470-2, 900 1 1 1 3
11 106-478 § 5 1 10
I =100 ] 3 2 "
v 45-70 0 2 3 9
Total i b1 T R

Table IIIL

OCCURRENCE OF INSURGENCY AND PERCENTAGT OF ANNUAL

LNCREASE OF GROSS NATIONAL PRODUCT PER CAPITA FOR 13 INSURGENCIHE S
Quartile Rank ) A Na. ol Insurgencices in Wiagh
* Annuzl Increasc .
Based Upon \ , o ) Lotals
. GNP per Capita Insargents] Gov' | Undecided
68 Countries W -
[ \\ on [RRUITIY
I 9.9 .6 1 0 0 ]
11 3.3-5.5 1 3 i N
I11 1.7-3.7 1l 1 2 3
v =2.2-1.4 2 2 ! i
Totul 4 6 } 13

Table IV

OCCURRENCE O INSURGLNCY

AND PERCENTAGL OF POPULATION IN URBAN ARKEAS FOR

2OANSURGENCIES -

. . . No. ol Insurgencies in Whici
Quartile Rank PR
. U # in Urban Areas Totils
Based Upen (20,000 Insurgents] oyt Undecided Y
120 Countrics Won Won 19651
) 33.2-%100 2 2 1 B
11 12, 1-33. 2 3 1 G
111 1o,1-12.0 0 ¥ 0 0
v 0, 0-10.10 2 5 4 11
T nal 6 10 U 22
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Table V1 OCCURRENCE OF INSURGENTCY AND NEMRBIER
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Tuble V1L:

MILITARY PERSONNEL AS PERCENTAGHE

O POPULATION IN COUNTRIES WHERE INSURGENCIES HAVE OCCURRED®
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FTOOTNOTES

1Bruce M. Russett, et al., World Handbook of Political and Social Indicators (New Haven,

Conn.: Yale University Press, 1961).

* Adapted from Russett, World Handbook. pp. 293 fi.
3Russett, Worla Handbook, pp. 149-57.

ild., pp. 158-61.

sIhid.. pp. 49-55.

slbid., pp. 221-26.

“ihid., pp. 213-16.

§Ibid., pp. 72-81.




APPENDIX C
SUMMARIES OF WORLD WAR II UNDERGROUND RULES OF CLANDLESTINE BEHAVIOR

In almost all underground movements, a set of guide rules is published for members. Dur-
ing World War 1. these Lists were used to indoctrinate underground members in the rules of
clandestine and covert behavior, The following are summaries of the rules put forth by five

underzrounds during World War II,

DUTCH UNDERGROUND

In the Dutch resistance, technigues of underground work were specified in detail. Members
were lo refrain from any activity which might draw attention to themselves or their coworkers.
They were to learn as little as possible about any illegal activity beyond their own jobs. They
were instructed not to tell their family or friends about anything which they were doing. Any
communications which might be easily intercepted, such as mail or telephone conversations,
were to be avoided. If a telephone had w be uged, a public telephone sould be used and a pre-
arranged code used instead of o clear message. Members were instructed never to keep subver-
sive literature, such as newspapers or messages, or any compromising materia, on themselves
or in their homes. They were to carry on a normal routine and engage in only one activity ut
a time.

All written material, such as lists ard addresses, were to be memorized or, if this was not
pussibie, the information was to be coded.  All unnecessary contact between members wasg to be
avoided. Agents were instructed to avoid anyone whose reliability was in doubt. The greatest
single factor for the destruction of the underground organization, the directives said, was pene-
tration by security forces. In the event of arrest, members were to remain calm and give no
cause for suspicion. Thev werc also instructed that it was imperative for them to notify their
contacts in case of arrest so that the others could change their addresses and cover names and
sound a warning. The Dutch underground assumed that the Germans could get whatever infor-
mation they wanted through third-degree methods. However, they instructed members who
might be capture! to assume that the police did not know anything unless they provided unmis-
takabie proof of miilt and to speak us liitle a8 possible so that the police could not entrap them
L’ contradictions in their story. The worst offense that a member could make would be the
betrazal of the nomes of others. The most important thing that he could do in the event of cap-

ture was to stall for time so that his fellow members could escape. 1




BELGIAN UNDERGROUND

s e il 0!

The Belgian undergrounder was instructed that during first contacts for recruiting he should

feel out the sentiments of the individual to find out whether he was in favor of the occupiers or

| not. He was told that it was important to have an alibi wherever he went, especially when meet-
ing someone. The members prepared a subiect of conversation in advance, such that if they
werse captured and questioned sepaurately that they would agree upon the alibi. 1! they were to
meet in public, they would agree in advance on a signal to indicate danger or that it was Jan-
geroue to tal. For meetings in homes, prearranged signals were agrced upon to warn of dan-
ger. The undergrounder waa instructed to examine the mceting ~lace before any appointment.
Appointments were not to be scheduled exactly on the hour and were to be kej punctually. If
meetings were scheduled betwean contacta who met repeatedly, one individual should leave after
the other 8o as not to be seen in public together too frequently. Meeting places were to be var-
ied to be sure that thc individual was not followed. If he was followed, he was to walk to some
isolated spot so he could check to see if he was under surveillance. He was admonished to se-
lect clothes to fit the environment and his occupation. Organizational contacts were to be lim-
ited to those within the cell or the leader or chief of the cell. All blackmail threats were to he
reported immediately. He was also instructed to beware of telephone taps and postal censor-

ship on any correspondence. 2
DANISH UNDERGROUND

In Depmark, members were instructed to meet in parks or public places g0 as not to arouse
suspicion. Meetings of two or three people were to be held in flats of friends or sympathizers
to the movement. Members were instructed to he punctual. I captured, a member was not to
give his real name but only his cover name and allow encugh time for other members of his cell

to flee. 3
GERMAN ANTI-NAZI UNDERGROUND

New Members were not told the exact goals and as little as possible about the organizalion
of the movement. Seminars were conducted in which information was passed out and each new
member nad to apply certain views and interpretations to the information. In this manner, the
individual's thinking processes were determined. Each member had a pseudonym and was in-
structed to change it frequently. A member received only enough information to do his job.

The first five minutes of every meeting were devoted to the lesson of couspiracy: that is, mem-

bers agreed upon cecttain facts in case the meeting was discoveredand they were arrested. The

_



swory Laight be tnat a tew triends had gotten together for a poker game or that they were a group
of stamp eollectors. One member was always directed to arvive a few minutes early or a few
minutes late in order to ubserve the house where the meeting was taking place. I a uniformed
ov plainclothes policeman was in the area, the meeting would be postpcned or changed to an al-
ternate meeting place. In meeting other members, if one was more than ten minutes late, the
first was to luave in order to avoid conspicuous behavior on the street or in a restaurant. Any
member thought to be compromised was immediately isolated from all contacts with the orga-
nization and especially his cell. Such an individual could contact a deputy of the organization
through special precautionary measurcs in order to reestablish contact with the organization; if
he was unmoiested for a long period of time, he would be taken back into the group. The con-
spiratorial {raining of the members during peacetime conditions paid off handsomely during the

Nazi regime. Their organization was never infiltrated. ¢

FRENCH COMMUNIST UNDERGROUND

The Communist Party of France laid down certain rules and habits that members were ex-
pected to acquire and some habits that they were expected to rid themselves of. They were in-
structed that legal activities provide excellent cover for underground work. Members were
warned against disclosing their identity to strangers and to beware of such shortcomings as
vanity and curiosity. They were warned about complete secrecy to outsiders, and even coworkers
and subordinates were only to know what they needed to know to perform their tasks. Members
were to refrain from asking unnecessary and indiscreet questions of anyone within the organi-
zation. Anyone who violated this rule was to be regarded with suspicion. No meeting was to be
held in which more than three members were present. No meeting was to last more than 60
minutes and the participants were expected to arrive precisely on time. Places which were
likely to be under suspicion—-homes of members, for example—were to be avoided in favor of
such places as theater lobbies, spots in the country, or the seashore. No group was to meet at
the same place twice. The plans for the raeetings were never to be discussed in the mails or in
the presence of third parties. The telephone was to be used only in case of emergencies. Every
member who attended the meeting was to be sure that he was not followed. A member must
r.ever reveal his address, even to other members of the group. They were warned that printing
and duplicating materials were not to be stored at an address known to more than two members
of the group. Lists of individuals or locaticns were forbidden, unless in code. Members
were to avoid routinized behavior, but told not to surround themselves with an atmosphere
of mystery. The individual was warned that all these precautions were not easy to adopt;
it would be a matter of gradually developing them over a pericd of time into a set of

reflexes. 5
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IF'OOTNOTES

i Werner Warmbrunn, The Dutch Under German Occupation, 1940-1945 (Stantord, Calif.:
Stanford University Press, 1963), pp. 201-202,

2 George K. Tanham, "The Belgian Underground Movement, 1940-1944" (unpublished Ph.D.
dissertation, Stanford University, 1951), p. 226; also E. K. Bramstedt, Dictatorship and Poli-
ticul Police: The Technique of Control by Fear (New York: Oxfor( University Press, 1945),
pp. 213-14.

3Jens Lillelund. "The Sabotage in Denmark,” Denmark During the Germasn Gecupation, ed.
Borge Outze (Copet ten: The Scandinavian Publishing Co., 1946}, pp. 50-60.

1Hans J. Reichhardt, "New Beginnings: A Contribution to the History of the Resistance of
the Labor Movement Against National Socialism' (unpublished mimeographed manuscript, c.
1961} .

5 A, Rossi, A Communist Party in Action (New Haven, Conn.: Yale University Press. 194Y).
op. 170-73.
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