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Abstract

the contents of some 60 documents™ that were thought to have possible bearing
on Q€ for computer systems, eepecially programming. Sixtssn of the documents
are selectsd as vorthy of further study, either for valuahie insights into the
QC problem, or decsuse they contain concrete suggestions & experimental data.
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Genersal Discussion

This document was preparsd as part >f a project tc explore the possibilities
of applying quality control technig:es for improving the design and production
of computer-based information processing systems, and more specifically for
improving computer programs. Most people who have studied the subject agree
that measures of merit, except at a primitive level, are lacking in the
computer software field; we lnow vhen a program fails tc work, but not vhat 1is
needed to make it "work better"--nor, indeed, what the expression "work better"
means in any operstional sense. They also agree that if we are to produce
"better” software, we must first find a meaning for the word "better” in this
context; and, second, find some way of recognizing degrecs of merit, so that
effort can be guided in the right direction. Anyone undertaking to study
these problems naturally wants to know whether any significant work has
already been done; or, if not, at least vhether other people have thought
about the problem and arrived at any useful conclusions. This document
consistns of a set of reviews of some 60 papers, reports, articles, and books,
all selected for their possidble bearing on the subject of quality control in
information processing.

A true "Reviev of The Literature” was obviously impossible, because of the
wvide dispersion of possible sources: these would include (among others)
journals in Russian, Japanese, Chinese..., together with in-house papers and
graduate theses almost without number. Availability was a primary criterion
“or selection. This led necessarily to a concentration on SDC and RAMD
»aports. Buch a concentration is perhaps not as objectionable as one might
suppose. One correspondent in another organization to vhom I wrote for
possible leads replied, "I would expect SDC to be the best source of this kind
of information." Apparently SDC has the reputation of being a pioneecr in the
software field. Many people at SDC have expressed interest in the quality
control problem and have written reports presenting their ideas, and at least
some of these authors have presumadly been conversant with current p:ogress
elsevhere. But even within 8DC, 1t has not deen possidble to reviev every one
of the thousands of documents produced during the company's history. Papers
were selected for reviev because (a) somebody recommended them; (b) the title.
contained suggestive words (like Quality Control, or Performance Meagures);
or ) the suthor of the paper was known to be working on some allied problem.
The me method of selection served also for non-8DC publications.

The total contridution of all these papers is small. Not one of them is in-
disypensable, and all of them put together fail to provide a firm basis for
further work. The reviews here presented have mainly a negative value: they
my save a future researcher the labor of acquiring, reading, and discarding.
If he wants to review some literature, he will at any rate nut have to reviev
this perticular literature. If he decides to review some of this particular
literature anyway, he may, perhaps, be able, by looking over -he reviews, to
pick out papers more likely to reward his efforts than papers selected at

Best Available Copy

. et e, i,
L ® RN

P, AL+

——



25 March 1965 3 ™-2313/000/00

random, or because they have attractive titire. Selection by title can be
especially hazardous; some cf the least valuable cvapers reviewed actually use
the words "Quality Control" in their ti‘les.

I have said that all the reviewed documents put together do not provide us
with a firm basis for further work; by this I mean that they are of no help.
Many of them are nearly or quite unrelatel to ocur task. A few contain good
discussions of the need for quality control, btut these deal with the
destination, not with ways for getting there. An even smaller number give
charts of trails that have been tried and abandoned; tut in no case is the
information complete enough to sllow us to assert confidently that a parti-
cular trail can be dismissed as impossible. Not one of the trails described
was followed long enough, and persistently enough, to establish it as either
promising or unprowising; in fact, one might almost say that in each instance
the explorer selected a path, followed it for a short distance, found that it
did not lead to a paved superhighway, and then turned back.

But I do not say that the collection of reports is valueless. Some of them
explain, quite convincingly, why it is important for us to cross the mountains.
They 40 not help us find a way across, but they do help us to choose among the
four possible courses of action. Others tell about approaches that the
authors thought might be worth trying; these are speculative, but the specu-
lations of informed people are entitled to consideration. Among the documents
we find a few charts of trails actually followed for a short distence. I have
selected sixteen papers for separate presentation and discussion; these are
reviewed in Appendix A. In my opinion, these sixteen contain everything of
value to be found in the entire collection. This is not to say that the
rejected papers contain no useful ideas, but only that these ideas are
discussed adequately (and I think better) in the selected group. There is
necegsarily some repetition even within the sixteen; this is good, as it
suggests some agreement among the authors.

Aprendix B contains reviews of all the other documents examined. Most of
thege revievs are brief, tut a few are longer, presenting as much of the
original as seemed interesting or useful. The report ends with Appendix C, an
index, alphabetical by authors, of all the papers reviewed.
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Appendix A
The Sixteen Valuable Reports

The following is a listing of the sixteen valuable reports. In three cases,
several reports are considered together as a group. The order of listing is
chronological, beginning with the earliest date. For groups, the date
assigned is the date of the earliest paper in the group.

Page 6 Interviews with SDC Management, Corporate Management System Staff,
FN-6860/000/00, 7 September 1962.

7 Programming Languages and Standardization in Command and Control,
J. P. Haverty and R. L. Patrick, RAND Document RM-3L47-PR,
January 1963.

8 Management Aspects of Computer Pro ing for Command and Control
Systems, V. LaBolle, SP-10007000702, 5 February 1963; Management of
Computer Programming for Command and Control Systems: A Survey,

K. Heinze, N. Claussen, and V. LaBolle, T™-903/000/02, 8 May 1963;
Quality Control in Computer Program Development, V. LaBolle, an

undated paper which appears to be a draft.

11 A of Lessons Learned from Air Force Mana nt Surveys,
ASSCP 375-2, 1 June 1963.

11 Program and System Testing (Chapter 16 of a proeected book),
N. E. Uillmor&,-ﬁ-fmﬂﬂo/oo, 28 April 1964 (the first section

18 titled "Program System Quality Control").

14 An Approach Toward Quality Control, P. V. Mclsaac and
F. D. O'Connor, n-xxix.i-Em?ooo?oo, 4 June 1964.

18 Factors that Affect the Cost of Computer Programming: A %%gti-
tative Analysis, L. Farr and H. J. Zagorski, ™-1447/001 ’
31 Augus? I&K.

18 A 'necmiggre for Iﬁrovlng the Man.aEBment of a Computer Installation
R. L. Patrick, Memoran RM-4232-FR, September 1§55.

19 Training and Job Performance Validities of Pro r Trainee
Selection V:!%S]Jl , M-2172, and Valh—ig of E;Egg Tralnee

1lis XK.

Selection Variables , ™=-2173, both by rry,
9 December 195%.
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Fage 20 Computer Status Quo, R. L. Patrick, 8P-1947, 15 December 196k.

21 The Correlation of C ter Pro ng Quality with Testing Effort,
A. E. Tucker, T™™-2219/000/00, 26 January 1965.

edfa 2
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Interviews with S8DC Management, Corporate Management System Staff,
m-68657ooo7oo, 7 September 1962.

This document presented management personnel with a series of questions,
and on page 4, we read Question 3, part D, "How would you try to convey
to management the quality of the work?" This question is clearly
relevant to our subject, since any attempt to convey the quality must
imply some sort of estimate of quality. And on page 9, we have some
ansvers; I quote now, the bottom paragraph on page 9: "Question 3-D
asked for weys of conveying quality to meanagement. In slight variance
wvith the intent of the question, most interviewees were "(rst of all
concerned with ways of measuring quality. Many expressed concern over
the difficulty of even determining the quality of softw. e. Suggestions
for improving quality control at 8DC also appeared. All responses to
this subquestion were treated as belonging in a single major information

category.”

On page 11, there is another question: "Have corporate goals been
clearly established against vhich the contract can be wveighed?™ And

on page 12, two more questions: "Is the proper skill mix available
vithin 8DC?" and then, two lines further down: "Do we have available
the proper skill mixt" vhich seems tc be the same question. On pags 13:
"Can qual)ity be reasonably measured and reported!™ On page lk: "Are
reports available to insure that the most effective control can be
exercised over the project?!” PFarther down: "Are adequate control
measures being exployed?” and still further: "Have proper criteris
been established to judge the adequacy or the product?” In the body
of the paper, percentages are given of the number of management
personnel that showed some concern with the. question. On one table

ve have from 88 to 100 percent of the management personnel concerned
with quality. In another table we have from O to 38 percent. On

page 21 we read, about the middle of the page, "A summary comment
reflecting frequent stated opinion is, 'Generally, we at 8DC produce
too many reports, and they are too complex. We need simple summary
reports vhich pinpoint key facts and serve as a oasis for special
requests for detailed reports.' Eight comments specifically supported
theposition that SDC needs to eliminate unnecessary repcrts or parts
thereof.” Then another quote, farther down the same page: "One
significant observation voiced by several cautions that regilar reports
in their present form are not the genersl source of decision premises--
that information for decision making generslly stems from persopal
contact or ad hoc information reporting. The regilarly wvritten report
in standard format becomes a useful historical documsnt bBut does not
serve to keep the manager inforwed of the true status of the project
at the vorking level.”

On page 51, there is a selection of statements from interviev data, and
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I quote a few of these. '"Projlect Teports Lot to be bothersome without
management support or feedhek.,” A&cain, "Yhen lower management feels
that the informstion is actualiy Leing uae~, the quality of the infor-
mation will improve." And ~ puge Yo, more interview comments: "If
you're on schedule, on budget, and your customer is happy, this may be
the best measure of quality." And again, "Management should be more
concerned with quality and subordinates would find ways to report on
quality if they thought management were interested.” On the last page,
"I can recall no other instance of an attempt to obtain systematically
from within SDC at levels lower than the managsment council suggestions
for the improvement of anything." Further along: "Somebody should comse
up vith a messurement of quality and quantity other than money spent.”

It sesms fairly clear that a good many of the people interviewed here
were concerned with the quality prcblem in the sense in vhich we are
talldng sbout it, that is, the control of quality during production
rether than the repair or the correction of errors already produced.
Two or three of the interviewee comments are to the effact that if top
management displayed a really lively concern about quality, the produc-
tion personnel would find some way to report it. Thias has certainly
been the case in other establishments; as long as the general feeling
wvas that top management vas not interested particularly in eome aspect
of the work, that aspect was likely to be neglected by production
personnel. I think perhaps this cbservation may be the moat valuadle
pointer we can get from this particular document.

Pro ng langiages and SBtandardization in Command and Control,

J. ’. Ewn‘iﬁ an% R. L. Yatrick, RAND Document RM-3ul(-PR, January 1963.
This document belongs to the small group that propose definite measures,
and moreover, has the additional characteristic that it includes some
experimental data. On page 24, Table I, "Comparison of Compile and
Exscute Times,” we have some data tending to show that JOVIAL programs
take about twice as long to compile as FORTRAN programs, and that the
JOVIAL execution time at best is equal to the FORTRAN time, and at worst
takes four times as long. On page 57, Table II, "Comparison of IEM 650
Programuing Bystems,” we have a comparison among four languages, with
compile or assembly times, time required to load program in computer,
number of chi-square sclutions per minute, using the computer output;

and a similar problem (chi-square solutions per minute) without read
or punch instructions.

On page 31, we read, "The most glaring deficiency in the software area
is in performance perameters. This deficiency will remain until we
develop a cost and data collection endeavor and rigorously define each
process and subprocess in the programming area. In the absence of these
definitions, already complicated interrelationships tecome indescribeble.
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We must be able, at some point, to analyze multiple criteria and complex
performance trade-offs.”

In my opinion, this document definitely belongs to the small class of

documents that must be reserved for close reading by anyone interested

in applying quality cc trcl to systems.
The next three papers are treated as a unit because of a common authorship.
These are Management Aspects of C ter Pro ng for Command and Control
Systems, V. LaBolle, 8P-1000/000/02, § February 1%%3; Management of C ter
Programming for Command and Control Systems: A Burvey, K.Heinte, N. ssen,
and V. LaBolle, 'm-9037ooo702, 3 May 1963; ana finally, an undated paper
vhich appears to be a draft; it does not bear an author's name, but it is by
V. LaBolle and has the title Quality Control in Computer Program Development.

The first paper, 8P-1000, deals mainly with costing, but since {in my
cpinion) cost control and quality control are very nearly opposite sides
of the same coin, it is appropriately included in this review. laBolle
measures program output mainly by number of inatructions, but on page 15
says as follows, "Although these charts provide some insight into pro-
gramming costs and their relationship to product size, the charts have
limited use for planning a large programming effort. Bven if these data
were highly reliable, and a sufficiert number of cases were available for
high confidence, the variables are missing that wvould permit a manager
to make accurate cost estimates for prograrming. Data are needed to
estadlish the relation between requirements and the size of the basic
product, i.e., number of instructions. Ways must be sought to assign
measures to requirements, such as complexity of the data-processing
tasks, size of the data base, and expected response time. These
measures, in turn, may be correlated with numdber ci instructions in order
to find wvhich of these can be confidently used as predictors.

"A caveat is in order with respect to the use of the variable, number

of instructions or progran size, as an exclusive measure of the product.
The popularity of size as a measure is really based almost entirely on
its availadbility. Other very important measures are needed to indicate
the value of a progrem: measures of quality, e.g., freedom from error;
performance, e.g., program operstion time; and convenience or ‘usadility'
are important to the customer. An obvious shortcoming of progrea site
as a moasure of value is that clever, experienced programmers can
gonerate the same logic vith fewer instructions than those needed by in-
experienced programmers. Bven if programmer capadility vere a constant,
the variation in logical power of various machines and {beir order codes
my distort comparisons between efforts in terms of progrem sise. Oftem,
in developing large program systems, computer storage is at a premium
and programming effort is used to reduce the number of instructioms.
Therefcre, despite the availability of prograa size as s btasis for
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comparing programs, dangers existi whea .t 1g used without qualification.”
Further on, on page 17, LaBolle enumerates, "Some other attributes of
program design that might be defined mere —recisely and possidly
measured,” and lists modularity, versaiility, Tlexibility, coupling
capability (the ease of addirg new iogic to the program and/or ease of
integrating it into a program system) und usability (the ease with which
personnel other than the designer can use the program).

Although these comments relate primarily to program costing, yet obviously,
& costing program is meaningless unless we have a measure of output; if
the output is twice as great, then & cost of twice as much would not be

out of line. This measurement of cutput is the crux of the quality control
prodlem, since it depends on the identification of output criterias.

The second document, T™M-903, begins with an adstract, which states in
part, "Managers have difficulty in controlling end planning programming
efforts without precise and detailed cost data, standard performance
measures, and definitions of tasks and products. Xnowledge of managing
and developing computer programming systems must be extended and detailed,
and programing must be formalized." On page 1 of the document, there is
& list of papers which the suthors regard as relevant, and on puge 2, & - -
remark that is especially pextinent: "Project members had difficulty in
gathering accurate and complete numerical data.” I think this difficulty
is going to hamper all attempts to improve understanding of cost relation-
ships and quality control until management decides that these are prime
questions on vhich substantial research effort should be expended.
Generally speaking, we should not expect program supervisors and machine
operators to take time cut to supply data for research unless the effort .
has some sanction at the top management level. .

On page 10, we read, "Opportunities are plentiful for personnel to secure
Jobs with increased salary snd/or challenge , making it difficult for
Programuing managers to keep their experienced people.” Farther down
the page, "High personnel turnover impairs work continuity.” This

point, it seems to me, has not been sufficiently recognized by other
suthors. Many qualified observers have stated that the level of
technical writing in the United SBtates is poor. If we have a high rate
of turnover among programmers, and if they are not very skillful at
documenting their work, the inevitable ouicome is that mich of their
vork is lost. I have in mind in particular the documentatior on the
COMMAND Model, vhich was produced in the ARPA project from January 1963
to November 196k. Bverything considered, I think the documentation on
this project was rather better than average; and yet, I believe it is
not nearly good enocugh to enable later workers to pick up the project
vhere it was laid dovn. If my conjecture is true, then all the vork that
went into the COMMAND Model is in effect lost; most of the personnel have
been terminated or transferred and future personnel attempting to perform
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a similar task will, in my opinion; prefer to do it over rather than try
to reconstruct it from the documentation. In this ccnnection, it is
pertinent to refer to pages 13 and 14 of the document now under consider-
ation (T-903), in particular Section C, which has the headings “Improved
Documentation, Production Control, Quality Control, and Informmtion
Retrieval."

T™-903 contains a rumber of tables and other presentations of data
gathered in connection with earlier contracts, and so bslongs (o the
group of papers that present facts rather than those _Lhat are chiefly
speculative. Moreover, the section beginning on page 13 titled "Opinions
and Recommendations,” contains some fairly specific proposals.

The comments on the third paper will be brief, partly becunuse most ¢f the
ideas presented there are included in T™™-903, and partly decause the paper
has not been published and so is not availadle. RNevertheless, a fov
questions and comments seem to be in crder.

On page L4, "Ths development of improved quality control may bs regarded
a8 an iterative process. PFeedback from attempts to inscitute improve-
ments vill lead to recognition of (1) vhat can and cannot be coatrolled,
(2) vha: techniques are best and (3) vhether the effort is paying off....
With respect to organisational structure, the clear-cut assignment of
responsidility and suthority for various aspects of Quality control is
desiredle. On the other hand, quality control goals and msthods must be
universally understood and agreed with. Improved quality control is
slmost impossidle without mase participation....8imple technigues used
consistently can improve quality control."

In this document, laBolle makes & proposal of rpecial interest, consider-
ing the importance of good documentation to the jreservation of work in
systems and programming. On page 18, "Documents could also be rated for
understandability, by using a scheme such as that developed by Flesch
(The Art of Resdable Writing, R. Flesch, Collier Books, 1963, paperback).
Using sampling or 100 percent inspection, Flesch shows hov to measure
readability in terms of interest and ease of reading. Interest, for
example, is 8 function of short sentences and the use of many syllables.”
An alternate to the Flesch index is that proposed by Robert Qunning in

s booklet, "Hov to Take the Pog out of Writing,” jublished by the
Dartnell Corporation, Chicago 4O, Illinnis, copyright 1959. This
vooklet of 64 pages seems & good kind of thing for the Corporation

ta supply to ali personnel involved with documentation, even if the
propoesed index is not used.
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A Bummary of Lessons Learned trow Ali rorce Monsgement Surveys, ABSCP 375-2,

1 June 1953.

Pro

This is an official publicsti~n o1 the Afr Force. On page 57, we have

e subject: Quality Assurance Audits not Fffective. Among symptoms of
basic deficiencies we find listed, "quality procedures not followved,”
"Production frequently failed to meet contract specifications,” "lack of
comminication between quality, reliability, engineering, manufacturing
and test personnel,” "inadequate manning of quality assurance organiza-
tion," "incomplete support of top management,” "quality sudit results
not enforced,” "lack of follow-up to evaluate effectiveness of corrective
action,” and among desirable actions by contractors, "increased staffing
of quality audit department,” "QA trend charts and trend levels
established,” "auality review board established,” "continuous surveil-
lance" and "provide for Air Force feedback of malfunction data."”

This document appears to be applicable mainly to hardware procurement,
tut the type of difficulties listed under the quality assurance heading
are those that would be associated with any quality problem. To my way
of thinking, many of the points made in this document in connection with
quality assurance could be carried over into the quality control of
softwvare, 1if ve had some sort of basic approach to the evaluation problem.
Obvicusly, the Air Porce document does not provide us with this,

and System Testing (Chapter 16 of a projected book), N. E. Willmorth,
, €8 April 1964 (the first section is titled "Program System

Quality Control").

With respect to its coverage of the quality control problem, this document
is the longest and the most comprehensive of the documents examined.

From page 1, I quote the following: "Unless s comprehensive plan for
insuring product quality is adopted that insures continuous product
reviev throughout the process, adequate quality cannot be expected of

an ultimate product that is often poorly defined and vhose attainadle
performance is uncertain and involves considerable innovation or risk.
Further, production of a large program system is so expensive and lengthy,
that the only real slternative to a faulty product is either to forego
the system entirely or to live with an inefficient and ineffective system
until it can be replaced. Although the greatest interest in quality
assurance lies in such ultimate products as programs and operator's
manuals, quality is not just something to deliver to a customer, but is
part and parcel of the pride in workmanship associated with a responsibdle
and professional attitude. Therefore, a quality control program cannot
be based upon a single acceptance test or aven a series of program tests,
but upon a continuing program of quality assurance from the initial ‘
statement of system requirements to the final shakedown of the program
system in an operating environment. Quality must be assured, not Just

of programs, btut of the morass of intermediate plans, designs, and
documentation lerding up to and supporting them.

v i - B——— - - ——
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"Although a good program system development team autamatically does the
best job it is capable of, it is the management's task to eatablish the
criteria of quality for both produntis and performance and to set forth
the procedures that wvill make sure that these gosls are being attaipnad.
Not only must adherence to performance requirements and product charscter-
istics aet forth by the customer be cbzerved, but to ths convantions and
standsxds adopted by the project to insure greater sfficiency in production
and mainienance of the product. Some standards are fixed by the con-
straints ¢nd limitetions of the production systam (computer and ntility
syatem) and some by the criteria of good prograwming practices and the
stale of the art. Pinally, criteria and methods must be set for the
detecticn of the legions of minor clerical and logical errcors that almost
invariadbliy 3lip through to crop up {rom time to time during system
operation. Hanagement's main taske, then, are making sure that precises
and accurate quality specificatione exist, that searching inspection,

and reviev procedures are established and observed, and finally, that

the importance of doing good work is stressed in the goals of the project
aad in the evaluation of performance."

The foregoing quotation is the entire opening section titled "Program
System Quality Control.” Willmorth goes or with sections titled
"Adherence to Specifications,” "Adherence to Programming Principles,”
"Adherence to Standards,” "Constraints and Limitations," and "Logical
and Clerical Errors.” He then has a section titled "Integrating System
Quality Bvaluations”: 'Insuring the quality of such a monolithic product,
compoaed a8 it iz of largely conceptual and logical components, is not an
essy task. Traditional statistical sampling techniques do not apply; each
product must be reworked until it does meet prescrided atandards or is
acceptable to the customer. Further, it ii much easier to &pply quality -
control techniques to individual components than it is to the cverall
systam, often suboptimizing these at the expense of the cystem....The
steps that must be taksn in setting wp a comprehensive Quality control
are (a) identify those products whose guality must be assured....
!b) identify quality inspection procedures and tests....(d) identify the
points where inspections and tests are to Ye made....(s) esign firm
responaibility for conducting quality reviews and for testifying that
gtandards have or have not been observed....(f) specify performance and
quality standards for quality revievs and reports....As for any other
product, conventions and standards should be set forth for the format
and contant of review reports and forms."

In sections that immediately follow, w2 have & subsection titled
"Deveioping Product Quality Criteria": "Quality control plans must
specify procedures for revieving spscifications as they appear and
either phrasing the specification statements such that required perfor-
aance and structurel ocriteria are evideat or extracting from the
specifications the levels of quality that must de observed....Quality
oriteria are in general more than a specification statexzent; both a
desired state and allovable tolersnces should bs determined."
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In the next secticn, under Cuality Ascwrance Procedures”: "It is
important that at least a minimun set ¢f vrotedures be established as
a guide and to encourage adej. ate rovievs....iniless the test prccedures

and requirements are quite ctiesr andt wvel. structured, much redundant
testing may be done and tes*tiry i. uit Likeiy 1o be as comprehensive as
it should be." The next sectioc . :itled Ferformance Evaluation," says,
"A frequently neglected aspect of the quality control program is the
establishment of appropriate performance standards for quality review
personnel....Quality control programs should establish criteria for
adequate reviews and procedures for review evaluations. Management
must teke note of such procedures, since performance evaluation is
largely a management concern, and use them to encourage and enforce
adequate product reviews."

This document (which contains 94 pages) continues in very much the same
vein, presenting the reasons why quality control is necessary and the
objectives that a quality control program ought to attain. There are
numerous flow diagrams, and some examples of what Willmorth regards as
possible procedures: for example, on page 48, we find "A Sample Assembly
Test Plan,"” which details the purpose of the test, identifies the programs
used, and gives the inputs and outputs. On page 66, Willmorth discusses
"Organizing for Program Quality Controcl, ' and says, among other things,
"If quality control is to be at all effective, it must have the whole-
hearted support of the project management. It is top management who
determines objectives sets policy and defines the scope of project
sctivities. It provides the impetus in establishing product and
performance standards, and generates the energy with which these are
enforced. In top management lies the ultimate responsibility for

quality and from there stems the authority for insur