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ABSTRACT

This reporis describes tests performed on varlous communication
systema,Q$ letermine their capability to pass dipital data, A
collgétion of test results from many sources “has been gathered.
LExperiments on HF, VHF, UHF ard SHfF radios, and on catle and
vwire systems, etc., are included, Prelimirary results of several
exveriwental rroprams which have not been published previously are
DresenﬁedX&'ﬁn analysis of the dsta is made, The significance of
the resulis’ in terms of srecifyins and designing a communication
chanrel to optimize its inter-cperation with a data processing
system is explained. An outline is presented of further tests
required to determine basic communication limitations, to dis-
cover causes of digital errors, and to verify specific data/

sommunication system rerformance.

U, S. ARMY ELECTRONICS LADCRATORIES
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TESTING OF DIGITAY. DATA

TRARSMISSION SYSTEMS

I. INTRODUCTION

Present communication systems are generally designed to transmit
analog signals over a nominally 3 ke or 4 ke voice channel. These
systems have been and will be called upcen to support increasing quan-
tities of digital data. The degree to which these systems fulfill
this need has been the subject of numerous investigations.

II. PURPOSE

The pﬁrpose of this report is to present the results of testing of
‘digital data transmission systems, tc discuss the nature and signifi-
cance Of error rates and distributions, and to describe planned and

proposed future tests.
III. DISCUSSION

A. Results of Tests

1. Seventh Army Tests, Spring 196k

a. Tests were madel at a bit rate of 1200 bits/sec. between
. Army main and Army reaxr as well as Army main and the two Corps, on both
garrison and field circuits. The circults were usatrle for testing a
total of 1,9C6 minutes. 1,776 minutes (or 93% of these mimute inter-
vals) vere error free.

' b. The nurber of modulation-demodulations between Army anqd
Corps was limited to three and in most cases was two. The highest and
lowest frequency channels of the FIM multiplexers were avcided because
of possidle excessive differential delay distortion. During all meas-
urements, the channel signal-to-noise ratio exceeded 25 db; the averace

value was 30 db.

¢. The major cause of errors seemed to be crosstalk, It
was found necessary to petch the data signals around patch panels and
. Junction boxes where pick-up from d.c. teletype, loud talkers, etc.
interferred with the data.

d. The FIM carrier equipment is designed to accept speech
vith no more than 25% loading. As an increasing numter of channels are
allocated to data and other sources of continuous signals, more care
mst be taken to adjust input levels., Excessive :verload of common am-
plifiers causes intermodulation distortion, crosstalk, and digital

errors.
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e. The conclusion reached as a reault of these tests was
that the communication channels. as provided between Army and Corps. are
satisfactory for data transmission provided the previously mentioned
precautions ars taken.

2. Seventh Army Tesis, Fall 196h

a. In the Fall of 1964 the CCIS-70 Deta Transmission Test
snd Evaluation Team conducted tests in Europe on digital datg transmis-
sion through several Seventh Army radio commnication links The tests
were performed during the Seventh Army Fall exercisea (FﬂIIEx)

b. The team's mission was to determine the capability of
the circuits, which were composed of existing equipments, {5 transmit and

.+ receive digitized data in a field environment. The circuits used typi-
. Pied three types of systems: The command system, the area system arnd

the garrison system. In each system data was trarsmitted through the
center channels of its FDM multiplexers to minimize errors due to delay
distortion. Each system used AN/TRC-24's and AN/GRC-SO's as radio links
between muiltichannel telephone equipment. '

. ¢, The area system contained 10 modulation - demodulation
points, whereas the command and garrison systems were limited to not
more than four each. The S/N ratios ranged from 17 to 50 db. Much of
the circuit outage time was caused by "looping back from intermediate
points". In most instances the point of looping back could be determined
but its cause could not be. To avoid the problem. work was continued
on another channel. Lack of time and personnel precluded a thorough
investigation of the provlem,

d. At times sustained error tursts caused error rates
considersbly greater than one error in 105. In these cares. the data
rate was lowered until an acceptable error rate was obtained. A
majority of the errors were produced by error bursts. Transmissions were
relatively free of errors vhen bursts were absent.

e. The tables that follow * depict the various error rates
for the transmission speeds applied for both the PSK and FSK modems used.

" Restricted test time limited operation to only 1200 bits per second in
‘the garrison system.

f. The test team concluded that additional tests should be
performed to determine the causes of the looping back of data and the
causes of error bursts.

# (Tables I, II ana IIT)




BATA TRAMSMISSION TESTS OVER COMMAND COMMUNICATION SYSTEM

TABLE I

SEVENTH ARMY - PALLEX

'Data Rate  Total Usable  Bits
Bits Per Number Rumber Trans-~ Error
Modem Seconds of Runs of Runs mitted Errors Rate
PSK 1200 68 35 103.15x10% 5229  kxio-5
FSK 1200 5 3 .648x106 88  2.9x10"5
PSK 600 3 3 4681106 686  15x10°°
FSK 600 4 1 .252x10% 2 1moS
PSK 15 10 3 1523108 sk 3.6x10°5

PSK - FPour Phase Modulation




TABLE II

DATA TRANSKISSION TESTS OVER AREA COMMINICATION SYSTEM

SEVENTE ARNY - PALLEX

" Data Bate  Total Usable  Bite

Bits Per Nunber Mumber Trens-~ ,
Second of Runs of Runs mitted Brrors

Bate

8K

1200 8.6’1.:105 | 96

15 .71xa0 0

PSX - Four Phase Modulation

20 6 2 semnd 3@

3 2
.60 5 2 19md 2
b 3

3.800°5
1.1016°5




TABLE III

DATA TRARSMISSION TESTS OVER GARISON COMMUNICATION SYSTEM
SEVERTH ARMY - PALLEX

Data Rate Total Usable Bits ,
Bits Per Number Nunber Trans- Error

Modem Second of Runs of Runs mitted Errors Rate
PSK 1200 7 10 28. 1106 129 sxigd

PSK = Four Phase Modulstion




3. AN/VRC-12 Tests Performed at USAEL

&+ Data transmission tests have been perfarmed in the vi-
cinity of USAEL 3 with the AN/VRC-12. Tests were performed at 41.5 mec,
over paths of from 3 to 10 miles at bit rates of 300, 600 and 1200 bits/
sec, Tables IV, V and VI present the results. The spread of the results
is shown in Figures 1 and 2. : - s

b. Each test run was of approximately 200 seconds duration
and each wvas repeated on several days. The results are presented both in
terms of the average error rate and in terms of error-free seconds. The
percent of error free seconds is indicative of the percent of one-second
messages that would be received error free. While the average error rate
~ was often greater than one error in 10’bits, in most of the runs 95% or

'}_ more of the messages would have been received error free. The major -

source of errors was ignition noise from trucks passing 1n vicinity of thc
receiver. During periods without truck traffic. tranamiaaions up to 10
miles were substantially error free, . AR




TABLE IV

AN/VRC-12 FIZID TES? RESULTS AT 1200 EPS

Data Bits Average Total Brror ¥ of Sec
Distance Jbdem Bits In Bit Tims JFree Error
 (M1les) Used Transmitted Error BError Rate (Sec) Sec  Pree
3.0 IB 720,000 0 - 600 600 J.M

3.0 TYC-1 735,600 26 3.58x10°5 613 590 2%

b8 TIC-1 906,000 6 7T.06X10°° 755 7%  97.5%
4.8 po: | 960,000 0 - 800 800 1ob$
9.2  IM 1,012,800 715 6.3X0°% ok 80 918
9.2 TIC-1 1,156,800 186 1.61x10°3 964 656  63%

10.3 I 1,%22,400 161 1.06x0"% n@ 1w 97%
10.3 Tre-1 1,426,800 575 k.ot 1180 963 818
19,0 TYC-1 856,800 9,628 1.12x102 T4 27 3.86

Summary 9,227,200 13,009 14.09X10"% 7628 6303  83%




TABLE V

AR/VRC-12 FIELD TEST RESULTS AT 600 BPS

Data Bits Average Total Error % of Sec

(Miles) Ussd Tramsmitted Reror Error Rate (sec) See. FPree.
3.0 IBM 340,200 ) - 567 56T  100%
3.0 TYC-1 356.400 0 - 504 sS04 1009
4.8 I 500,00 12 2.hx107° 8% 830 99.5%
8 TXC-l 519,000 o - 865 85 1004

9.2 I 43,400 109 2.530°% 719 690 964
9.2 TIC-1 501,600 191 3.8x107% 8% 773 .56
0.3 Tr-1 65,800 164 2.6ex107d 1043 1013 o1
10.3 IM 710,400 53 7.k5x10°7 1184 116 984
19.0  TYC-1 %1,200 736 2.0kx103 62 438 T2.7%

Summary C4,36,000 1,265 2.9110°% Teuk 692 968




TABIE VI

AN/VEC-12 FIRLD TRST RESULES AT 300 EPE

Data ' Bits Average Total Brror $ of Bec
inv:tl::;e :':"-.32" ﬁfﬁ.mm lls:mr :—:or Rate fs":) w :::r
3.0 e 97,200 O - 24 24 1008
3.0 TYC-1 180,000 O - 600 600  100%
5.8 I 239,700 0 - 799 7199  100%
L8 -1 300,000 ) - 1000 1000  100%
9.2 IBM 189,000 W45 2.35x10°3 630 401 63.5%
9.2 rre-1 247,200 53  2.15x10°% &4 812 98.5%
' 10.3 M 22,200 6 1.99x10°F 1074 10 968
10.3 Tr-1 29,100 105 3.9x10°% 1097 1052 968
Sumary 1,904,400 667 3.52M0°5 638 60 958
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4. AN/VRC-12 Tests Performed at USAEPG.

a. Data transmission tests were performed by Bunker Ramo
with the AN/VRC-12 Radio Set using ¢ vestigial sideband modulated data
terminal (the Sebit-24 Data Modem) *. Tests were performed at 5, 12 and
19 miles at bit rates of 600, 1200 and 2400 bits per second. A summary
of the results of these tests is given in Table VII, on the following
page.

e A Y I g G W FT ST T B o T T L T




TABLE VIX

A¥/VRC-12 TESTS BY BUNKER - RAMD

I(’lil:;::’ie I(’;at:da;::) m muai::d :vr;or:amte
19 600 T 7.45m05 2.96n0°%
19 2400 5 335310 1.M8x20°5
12 600 9 ~ a.8mm0f 1.5m0°%
12 1200 3 5.251106 b.3m0d
2 2400 12 8.63x168 1.moed
5 600 21 9.&3:195 2.5u0°4
5 1200 10 10.216x106 1.6010°%
5 2400 20 30.58x106 1.8n0°
13
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5. AN/PRC-25 Tests at USAEPG 5,

a. Tests were performed at USAEPG to determine thek feasi- |
bility of using Radio Set AN/PRC-25 to transmit digital data as required
for the Fire Support System of CCIS-TO. :

b. The phaée 1 tests were performed over a line-of-sight
path of 15.5 lm using a Message Entry Device (MED). A total of 70 MED

- megsages were transmitted on 3 r-f frequencies at a rate of 75 bits per

second. The total number of FIELDATA characters transmitted was 1890.
All messages were received free of errors. Another run of 20 messages
were transmitted over the same path but from non-line-of-sight positions.
No errors were found in the received messages.

c¢. The phase 2 tests were performed under similar conditions
over a different 15 km path. A total of 30 FADU messages (32 FIELDATA
Characters) were transmitted. No errors were found in the received
messages. Another run, at 24 km, of 1920 FIELDATA characters, was made.
Again, no errors were received. .

: d. The phase 3 tests were performed at 1200 bits/second,
&t 15 km, line-of-sight. Radio Set AN/VRC-12 was used for the purpose of
comparison. During a typical series of tests (2310 FIELDATA characters
each) the AN/VRC-12 tests were error free for three runs, while errors
occurred in the received messages from the AN/PRC-ZS during three of four
runs. It was concluded that the AN/PRC-25 is not suitable for the trans-
mission of 1200 bits/sec. over 15 km paths.

6. UNICOM Tropospheric Scatter Tests 6.

a. Tests were performed over a 93 mile tropospheric scatter
circuit from Fort Mommouth, New Jersey to Tobyhanna, Pennsylvania. The
transmitter power output is 1 kw. The horn-fed parabolic reflectors are
15 feet in diameter. The dual space-diversity receivers are preceded by
Esgam}ric amplifiers. The f-m transmissions are made at a frequency of

.8 ge/s.

b. A pseudo-random pulse stream at a rate of 652,800 bits
per second, converted to a trinary signal, frequency modulates the trans-
mitter. The receiver output is compared, bit by bit, with a stream gen-
erated at the receiver location which is identical to the transmitted
stream. A counter records each error and displays the total number of
errors over a given period. Usually one minute intervals are used. Many
of these one minute averages are tabulated throughout the day and curves
of cumlative distribution of error rate vs percentage of time is plotted.
Such a plot is shown in Figure 3, on the following page. ‘
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7. AN/TCC-T Field Tests .

a. Tests were performed on two Telephone Terminals AN/TCC-T7
interconnected with 80.5 miles of spiral-four cable (Cable Assembly CX-
1065/G), 12 unattended Telephone Repeaters AN/TCC-11 (spaced at 5 3/4
mile intervals) and a single AN/TCC-8 Telephone Repeater (attended).

The data modems used were the AN/TYC-1 (FSK), the IBM (di-phase) and the
Hughes HC-2T0 (quaternary phase shift). The data rates were 300, 600,
1200 and 2400 bits per second. The channels of the 12-channel FDM ml-
tiplex were connected in tandem giving combinations of from three to ten

tandem _channels . :

b. The larger error rates occurred vhen the AN/TCC-7 re-
quired alignment. In one case a thunderstorm caused an increase in errrors.
The results are summarized in Table VIII.

¢. It can be seen that one second messages would be trans-

mitted error free more than 99% of the time in all but one case. The
average bit error rates are presented, dbut are considered less significant

than the percentage of error free seconds.

16




TABLE VIII

AN/TCC~-T FIELD TESTS

Sec % of Sec Hr of  Average

Data Bit- Total With Error Total Tandem Bit Delay
Modem Rate Sec Errors Pree Errors Channels Error Rate Eq

IBM 1200 8,000 9%  99.8% 106 10 1.08x0°° m

IEM 1200 57,000 85  99.66 2% 6 3.45110°% Mo

IEM 1200 203,816 452  99.6% 153 3 6.2m0é mo
TYC-1 1200 19,000 28 98¢ I} 10 1.50X10°7 Yes
TYC-1 1200 26,000 164  99% bh2 6§ 1.92X10°7 Yes
TYC-1 1200 93,29 119  99.84 200 L 1781077 Yes
HC-270 1200 152,000 18  99.9% 63 10 3.46x106® mo
HC-270 2400 55,000 15  99.8% 50 b 3.7800°7  Yes

17



8. European Telephone System Teétse.

&. Line noise on commercial telephone circuits was meas-
ured and found to be essentially different from white noise. It is
partially caused by crosstalk, pover interference, line scratches, hum,
clicks, etc. The most impcrtant source of this noise is modulation
caused by selector contact vibrations resulting from the step-by-step
motion of adjacent selector groups. This last type consists of bursts
of pulses with large amplitudes separated by periods of relatively low
noise,

b. A total of 14 hours of recordings was made during main
business hours. The telephone circuit was dialed up, and the telephone
sets replaced by 600 ohm resistors. The hand s.: acoustical noise was
thus avoided. The tape recorder was connected at the main distribution
frame located at the telephone exchange. By dividing time into intervals
(up to a maximum of .32 seconds) the frequency of spikes in those inter-
vals exceeding an adjustable threshold was determined. This data is
presented in Figure k. r '

b |

c. Data was transmitted over a simulated circuit at a bit
rate of 1800 bits per second. If the maximum attenuation admitted by
the Deutsche Bundespost is present, the high noise levels interfere with
the low datu signal level and cause high error rates. The variations in
allowable data transmitter power output (12 db) and attemuation (16 db)
vwere simulated, and the recorded noise intrrduced into the data receiver.
The results are seen in Figures 5 and 6.

18
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DATA ERROR RATE
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d. In their testing of dialled-up toll circuits in the Euro-
pean area, Melas and Mopner”’ found that the error rates were higher in
lipnes connected to exchange with rotary (Strovger) switches; a cross-bar
swvitch or Ericsson exchange can improve the error rate by several orders

- of magnitude.

e. During several test connections in most European coun-

 _ tries a series of pulses were sent through the line every 3 or 6 minutes

by the PIT for toll metering purposes. Those pulses caused several hun-
dred errors at every occurrence, until it was found that the interference
could be completely eliminated by inserting & high-pass filter with a :
500 cps cut-off at the receiver input.

f. The following results are reported:

(1) Total time: 3 hrs, 16 8.
Kumber of bits: 11.76 x 10
Kumber of errors: 897
Bumber of bursts: Lh45
$ of bursts:

(2) Single errors: 56
ib) Double errors: 13.6
¢) Triple errors: 7.3

(2) Blocks of Blocks of
500 bits 63 bits
Nunber of blocks 23.5 x 103 186.4 x 103
9% of blocks containing errors 1.87 0.64h
9 of one single error 31.1 51.5
above blocks one SE or DE 40,0 6,1
with only: one SE, DE or TE U4.5 70.4

9. HNawaiian Submarine Cable Tests

a. The SAGE A-l digital data transmission iasten was tested
over & 5,000 mile loop circuit using the Mawaiian cable*”. Thirty-six
full duplex nominally 4 kc voice channels were available on each of two
cables. Channel 5 (99 kc) was used in each direction. The channel fre-
quency response was within 2 db of flatness from 200 to 3,000 cycles.

The delay varied from 12.5 milliseconds at 300 cycles to 8.5 milliseconds
at 1,800 cycles. Deta was transmitted at a rate of 1,300 bits per second,
16 bits per character. The average signal-to-noise ratio was 28 db.

Table IX presents the results.

b. The circuit was error-free for periods of up to 72 hours.
Four days in which errors resulted from interruptions or circuit ocutages
resulting from human or equipment failures are included; the "grand" aver-
ages are calculated both with and without these days. The average error
rate was 3.55 x 10°°; excluding the four days, it was 1.4 x 10~/ which
is about 15 bits in error per day.

22




TABLE IX

POINT ARENA 1959
Error Rate Brror Rate Average
Operating Words in Bits in Error HNr. of Bits
Date Tomcs)  ore e eiied  tort i peor
18-19 Aug 24 o3 s.300°3 1.2
19-20 Aug 23 8.7x10-3 1.9x1072 1.73
20-21 Aug 22.75 0 0
21-22 Aug 23 1.5x10-3  5.6x10°3 3.0
22-23 Aug 19.5 0 0
23-2h Aug 2 0 0
24-25 Aug 22.92 .36 .5 1.08
25-26 Aug 23 1.5x10~3 1.9x10°3 1.0
26-27 Aug 23 6.5x10°3 8.4x0°3 1.0
27-28 Aug 23 1.5x0°3 1.,x10°3 1.0
28-29 Aug 23 0 0
29-30 Aug 23 7.3x10"4 5.6x10°3 6.0
31 Aug - 1 Sept 23.78 .017 .065 3.0
1-2 Sept 23 . .035 1.33
3-h Sept 2k 7.0x10°% 9.1x107% 1.0
45 Sept 23 135 21 1.2
5-6 Sept 23 b.kx10"3 1.7x10°2 3.0
6-7 Sept 23.5 151 b2 2.16
7-8 Sept 23 2.2x10°3 2.8n0°3 1.0
8-9 Sept 23 .018 .3 1.0
9-10 Sept 23 7.3000°% 3.7x10"3 5.0
23




TABIE IX (Cont)

FOINT AREEA 1959

Error Rate Averiae

: Error Rate ‘
Operating VWords in Bits in Error Nr. of Bits
Time Error Per  Per 100 in Brror in a
Date (Bours) Minute Transmitted Word in Error
10-11 Sept 23 5.8x10"3 3.1x1072 W
- 11-12 Sept 23 81 8.6 8.3
12-13 Sept 23 7.300°4 2.800°3 3.0
13-14 Sept 24.25  7.6010°3 1.301072 1.%
14-15 Sept 23 5.8110°3 . 3.5m072 - b.75
15-16 Sept 23 C3sme3 s5.6x10°3 1.2
16-17 Sept 20.16  5.8x10"3 8.mm0"3 17
Total 663.9
Grand Average 0.056 - 0.355 - 3.78
Grand Average 0.007 0.014 | 2.75
excluding |
8/24-8/25
9/4-9/5
9/6-9/1
9/11-9/12

i




10. H-bh Cable - AN/GSC-4 Tests n

a. Digital Commnication Set AN/GSC-4 transmits binary datas
by means of phase modulating a set of frequency multiplexed tones. It
accepts and synchronously regenerates up to 5,400 bits per second of
serial data. The equipment is designed to operate with a channel band-
width of at least 3 kc and a signal-to-noise ratio of 28 db or greater.

b. Operating over ;30 miles of H-Ul cable at 5,400 bits
per second, an error rate of 1077 was obtained. The tests were of short
duration (about 4 hours each). Additional data is required to verify the
results. v S

c. In the Lincoln laboratory tests referenced in paragraph
9, the Kingston - Canaveral tests used K, L and C carrier and H-44
cable and the Iexington - South Truro tests used H-44 cable.

d. Prfeiffer and Yudkin 12
circuit appeared to fall into 4 categories according to the shape
noise pulses:

report that the noise on +n H-44
'of the

Type I: Characterized by a doublet. The first
impulse was of approximately 1 to 2 milliseconds in duration. The secord,
an impulse of opposite polarity and approximately 8 to 12 m1113econda
in duration. Only 10% of this type of impulse was found to occur
in m;ltiple bursts (i.e., more than one of them on the same 1 second re-
cord

Type II: Characterized by a single pulse of
approximately 1 millisecond duration. It was found that 75% of these
pulses occurred on the same record.

Type 1III: Characterized by one or two closely
allicd bursts of noise more or less evenly distributed throughout a
20 to 60 millisecond period (i.e., approximately 100 bits long at 2,400
bita) These pulses are the result of "ringing" the equivalent tuned
circuit which comprises the telephone line by the Aisturbing impulse
energy. Since the ringing period is relatively long, if the disturbing
pulse is short (say 1 millisecond), the disturbances due to the leading
and trailing edges of the disturbing pulse will tend to run together irito
a single noisy burst. If the leading and trailing edges of the disturb-
ing pulse are sufficiently separated (say 30 milliseconds), then these
will separately ring the telephone line and will appear as separate. but
closely spaced, noise bursts. These types of impulses had a 50% probabil-
ity of a multiple record.

Type IV: A finel type of "impulse” was depicted
in this article ard it was indicated that these were not of a distinctive
pulse s (The ones shown appeared to have a strong single-frequency
ccmlponentge These impulses had a 30% probability of a multiple record.

25
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: ‘e. A "record” in the above terminology is a tape recording
of the noise from approximately 0.3 seconds before to 0.9 seconds after
the beginning of a noise pulse. The trigger level was maintained at 40
millivolts (i.e., -25.5 dbm). Although She records were maintained
around the clock, it was found that 96% of the records occurred within
the working day. ‘

f. It was found that lengthy "quiet" intervals were usual,
these interspersed by periods in which groups of pulses were recorded.
A definite indication was found that the record following the previous
record would have a high probability of being of the same type. A defi-
nite correlation between thunderstorm activity and records was observed,
but by no means accounted for more than a relatively small proportion of
the records.

" 11. Coaxial Cable, 1-3 Carrier Tests.

a. The Milgo Digital Data System was tested over looped
I~3 carrier on a coaxial cable telephone circuit from Miagi, Florida to
Charlotte, North Carolina, a total length of 1,678 miles “>. The data
rate was 1,000 bits/sec. (with 16 bits per word) during the test. The
receive level was normally expected to be -8.5 dtm. During the test
the receive level varied widely and dropped as low as -17.5 dbm. The
average noise level was of the order of -40.0 dbm or better, so background
noise was not an important factgr irn data errors. The average bit error
rate fog7the test wvas 8.8 X 10", During 5 days, the error rate was less
than 10 '. The circuit was error-free for 24 hours on some occasions
and inoperable during a finite interval at other times. The error rates
for specific intervels are shown in Table X.




Operating

TABLE X

ERROR RATES

Error Rate
Words in

Error Rate

Average

Bita in Error RNr. of Bits

Time in  Error Per Per 100 in Brror in a

Day/Mo/Time 1959 Hours Minute Trensmitted  Word in Error
2-3 Nov 20201220  16.1 0.0155 .079 3.067
3-4 Nov 1515-1330 22.7 0.0271 077 1.706
| 45 Nov 2100-1330 16.5 0.0413 .119 1.722
5-6 Nov 1500-1330 2.4 0.1700 .035 1.217
6-7 Nov 1415-1330  23.5 0.0056 011 1.125
7-8 Nov 1350-1330 23.6 0.0077 .039 3.000
8-9 Nov 1345-1330 23.8 0.7214 6.3 5.256
9-10 Nov 1640-1330 20.8 0.0040 .009 1.%00
10-11 Fov 1545-1330  21.7 0.1000 277 1.661
11-12 Rov 1400-1340  23.5 0.0857 .568 3.975
12-13 Nov 1400-1330 23.6 0.0423 254 3.594
13-14 Nov 1340-1015 20.3 0.4638 .78 1.009
14 Nov 1100-1330 2.35 0.0070 .012 1,000
14-15 Nov 1415-1330 23.2 0.0007 0.001 1.000
. 15-16 Nov 1730-1330  20.1 0.0049 .008 1.000
16-17 Nov 1345-1330  23.5 0.0418 .078 1.123
17-18 ¥ov 1415-1330 23.2 0.0626 243 1.814
18-19 Nov 1400-1400  23.2 4.0028 18.7 2.843
19-20 Nov 1600-1330  21.h 0.0848 .32 2.118
20-21 Nov 1940-1330 17.7 0.0066 .019 1.7iL
21-22 Nov 1736-1330  19.9 0.0008 0.001 1.000
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TARIZ X (Comt)

ERROR RATES
Error Bate Error Rate Averags
Operating VWords in  PBits ip Error Nr. of Bits

Day /Mo /time 1959 g::um ::;hr mutm w":::rx:n:
22-23 Bov 1k10-1448  24.6 ¢ L) - .008 - 1.167
23-2h Bov 15@-1400  22.5 0.0750 275 2.225
2h-25 Bov 1M17-1330 23.2 0.0k .09 1.227
25-26 Nov 1445-1300 21.3 0.2349 .588 1.5
26-27 Nov 1345-1030  20.2 0.6570 1.58 1.M47
28-29 Xov 1645-1500 21.7 0.0115 .0hS 2.333
29-30 Nov 1510-1700  19.3 0.0905 272 1.800
30 Bov-1 Dec 1710-0945 16.3 0.020h 043 1.263
4-5 Dec 1606-1330 ¢  21.1 0.G76 . 116 2.519
Average 0.2559 0.88 3.17
e TR 0.0848 0.164 189

Tine &30 3
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12. AN/FGC-29 and AN/FGC-54 Tests 1Y,

a. Data transmission tests were performed with an FSK
system (AN/FGC-29) and a PSK system (AN/FGC-54) over a 5,000 mile H.F.
ionospheric circuit from Hawaii to Fort Monmouth, New Jersey. Final re-
sults of these tests are discussed in detail in a report by General Dy-
namics. Generally the transmitter power output was maintained at 500
watts average; the povwer was decreased when no errors were produced and
increased when errors in excess of 80 per minute were produced.

b. The test method was essentially the same for both
equipmenta. Earlier tests had used a standard "Fox" message, but the
tests under discussion placed primary emphasis on a pattearn generator
since it was desired to perform the tests on a fine-grair. bit-by-bit
basis instead of on a character basis and to apply the recalts primarily
to digital data transmission. Alternate marks and spaces of equal length
were applied to 12 channels of AN/FGC-29 and 36 channels of AN/FGC-54,
with the waveshapes being shifted by a multiple of 60° in the various
channels. Errors and distribution of errors were recorded at the receiver
and inserted in a computer to compile error statistics. The operating
frequency for the H.F. ionospheric circuit ranged from 11.90 to 23.6 mec.

¢. The data rate per channel used for each of these equip-
mert 8 during these tests was 75 bits/cscond. Since the AN/FGC-29 has
16 channels, its total data rate would be 1,200 bits/second. Since the
AN/FGC-54 has 40 channels, its total data rate would be 3,Q00 bits/second.
Median bit error rates for AN/FGC-29 ranged fgom 2.7T X 10°° _to 2.4 X 10
and rates for AN/FGC-54 ranged from 7.6 X 10™S to 5.2 X 10™ 7.

‘ d. The median bit error rate (BER) as a function of
signal-to-noise ratio (both with and without observed selective fading)
is shown in Figure 7 for AN/FGC-29 and in Figure 8 for AN/FGC-Sk.

e. For AN/FGC-29 and AN/FGC-54, tested as indicated
above and considering only one-minute sample error totals not greater than
20, the two systems are not significantly different with respect to pro-
~ ducing clusters of consecutive gn‘ors. Generally, over all propagation
conditions for BER of 5.2 X 10~ or less. single errors account for '
81% of all accumulated errors in each system, double errors were 13%,
triple errors were 5%, and quadruple errors were 1% for each system.
For these BER's, quintuple errors were almost non-existent and no error
cluster greater than five was observed.
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13. UNICOM H. F. Transmission Test Program 17,

a. A series of digital data transmission tests are being
conducted to determine the suitadbility of various transmission media for
the transmission of UNICOM formated data. An instrumentation package
has been developed to perform the data gathering. Testing has either been
verformed or is scheduled on H. F. radio circuits, a tropospheric scatter
circuit and a number of wire line circuits. The test program has its
primary aim in demonstrating the transmission of UNICOM formated digital
data; however the results of the tests are in a sufficiently flexible
form to permit their use in predicting general digital transmission
performance characteristics. Partial results of tests in all transmission
areas are available and some are given below. Examples of the data re-
duction process will be given for those areas where such examples have
already becn obtained.

b. The test instrumentation will provide a permanent
recording of the detailed bit-by-bit (fine grain) results, in a format
from vhich any required statistics can be obtained using an electronic
computer. On facilities with rates in excess of 42 kb/s, the package W
can be simply modified to provide error data on a sampling basis. Thi {
allows for considerable flexibility over an arrangement vhereby fixed
data reduction is done at the test site in real time. In operation, the
instrumentation records only error states of received data bits, using
a start-stop and buffer technique, thus saving on tape usage by not
recording error-free data intervals. Time reference for bits in error
is supplied s0 the error data is recorded in characters. These characters
are arranged in blocks called "words” along the tape length and words
are further arranged to make up "records”.

¢. The instrumentation contains a feature whereby it is
possible to record errors in an alternate mode (Mode II) when the error
rate over the transmission facility becomes so high than bit-dy-bit
statistics are no longer important, and excessive tape would be used by
recording in the Mode I (bit-by-bit). Mode II is automatically applied
whenever the error rate being recorded continuously exceeds a preset,
but variable threshold for a period of three minutes. During the three
minute interval, fine grain data (Mode I) is still recorded but after
the three minute period the instrumentation will record in the Mode II
until the error rate falls below the present threshold, whereupcn the re-
cording reverts back to the Mode I. 1In Mode II, the instrumentation re-
cords the number of error bits in every block of 17 bits but does not
provide "position within the block” data as does the primary mode.

. d. The instrumentation package is used in conjunction
with synchronized pseudo-random word generators to obtain trunsmission
error data over the transmiasion facilities.

32
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2. A major part of the UNICOM data transmission tests
program over H. F. radio concerns the detailed Mode I recording of H. F.
error information on magnetic tape for computer processing. The particu-
lar terninal equipment arrangement provides for the conversion of a pseudo-
random bit stream at 2,550 bits per second into 32 parallel frequency
division multiplexed FSK channels for transmission over an H. F. test
circuit. A basic arrangement was used consisting of a serial to parallel
converter followed by two AN/FGC-29's in parallel. Each AN/FGC-29
provides 16 FSK parallel channels. Two AN/FGC-29 equipments used
simultaneously provide the required 32 channels needed when a 2,550
bit/second serial pseudo-random test stream is converted into a 32
parallel channels. Therefore, each of the 32 FSK channels is keyed at
approximately 80 bit/second Each group of 16 channels occupies a
frequency interval of 3 kc and the two slots used (6 kc) are positioned
within the usual 12 kc bandwidth of a2 single side band transmitter. The
remaining 6 kc contains normal teletype traffic and order wire facilities.
Receiving is accomplished on a space diversity basis, combining being
accomplished per channel, in the AN/FGC-29's. An H. F. test path from
Frederick, Maryland to Pirmasens Germany utilizing STARCOM facilities
was set up and used for about one year. This path, about 4,000 statute
miles long, was investi_ ted first by cumulative error counts punched
out on paper tape (course grain) and later by the tape instrumentation
described above. In both cases, a pseudo-random data pattern was used
with an identical pattern generator and comparator circuits at the re-
ceive end. In all, about 129 hours of data was obtained. This path
was replaced with one from Frederick, Maryland to Leavenworth, Kansas as
a result of continually poor data performance characteristics of the over-
geas circuit. This sezond circuit is approximately 1,000 miles in length.
In this arrangement, it is intended to perform extensive full duplex
digital data tests, in addition to a variety of subjective evaluation
tests. Testing over this circuit (unidirectional) with the fine grain
instrumentation described above has already resulted in some 62 hours
of magnetic tape records.

f. The results of coarse grain data accumlated over the
two H. F. paths described’ above are presented graphically in Figure 9 to
Figure 12, These recordings were made prior to the use of the fine grain
instrumentation described above and give only cumlative error statistics.
Pseudo-random test patterns were used in all cases. Two types of repre-
gsentation are shown, daily cumlative error rate vs day of test, and
error rate vs time of day which shows 15 minute averages plotted against
an hourly scale.

€. The fine grain error statistics presented in Figurer
13 and 14 are the initial results from preliminary computer reduction of
the fine grain measuremert s taken with the instrumentation described
above. The reduction was accomplished on a 7090 computer. These curves
show the cumulative distribution of error free intervals vs the length,
in bits, of the interval. Curves are drawn for both H. F. paths under
test. The two dotted curves on each graph represents test data taken on
both path in Mode I (low error mode) and the 3 minute intervals of high
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error rate during which fine grain recordings are still made (high error
mode). The solid curves are theoretical, and represent the distributions
vhich would result if the error statistics were assumed to be truly ran-
dom in nature. The ordinates of the graphs are interpreted as the prob-

" ability that the length of the error free interval does not exceed the

value of the absissca, k. The curves shov that the Leavenworth circuit
yielded a higher percentage of longer error free intervals than did the
longer Pirmasens circuit. It also shows that for low values of k, the
results approximate that of a truly random media, but for higher values
of k, saturation occurs sooner than tor the assumed case. This indicates
& situation where a departure from a strictly random situation appesrs to
be occurring vhich limits the distribution of actual error free intervals
for larger k.

h. Among the statistics which will be derived from the
data are the following:

(1) Channel Bit Error Rate. This describes the
error rates of the individual AN/FGC-29 FSK channels used in the test,
and is useful in determining which channels contribute most to the over-
all error rate.

(2) Multiple Bit Errors. This statistic yields infor-
mation concerning the distribution of error bursts in the data. For
practical purposes an error burst is defined as one in which no more
than three consecutive error free bits appear. In other words, error
bursts are separated by error free intervals which are four bits or

longer.

(3) Error Free Intervals. The distribution of error
free intervals will be computed as an aid in specifying optimm block
lengths for store and forward techniques.

(4) Correlation Between Bit Errors. This computation
involves the conditional probability that given an error, another error
will appear, a fixed number of bits (k) later. This computation is made
for a wide range of values of k, and is important in determining the time
separation of signalling and framing bits for optimum results.

(5) Bit Combi.ation Errors. Correlations are made
between sequences of error bits and the transmitted test pattern, on the
besis that certain combinations of transmitted bits in combination with
the memory of the channel may produce intersymbol interference.

(6) Bigh Erro Rate Distributions. Often in H. F.,
periods of high error rate are experienced (greater than 1 in a hundred).
Information regarding the distribution of errors during these poriods,
is useful in deciding the usefulness of vocoded speech over H. F. at
these high rates. The alternate mode (Mode II) described above is useful
in providing this information.
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U Ionospherié Scatter Tests.

a. An ionospheric scatter teletype circuit (32.5-37 Mc)
between the United Kingdom and Iceland (abigt 1,144 miles) was tested
hy the SHAPE Air Defense Technical Center % 17 to determine the effect-
iveln: 88 of ARQ ( automatic request) telegraph :quipment. The
ARQ equipment encodes each standard 5-unit character to a T-unit code in
such a nanner that each character has an identical (3:4) mark/space
ratio. Changes in this ratio at the receiver are used to detect mis-
selected characters and the ARG equipment requests that they be repeated.
Hence this equipment reduces erirors on teletype circuits at the cost of
a8 reduced average information rate. The ARQ equipment, type TOR El, used
for these tests utilizes an essentially synchronous system and provides
fur b-channel duplex operation by means of time division multiplex.

b. In general, on H. F. circuits, the received signal
falls {~.1 a workable to an unusable value in a relatively short time,
aft-r wulich .\ change of frequency 1is necessary to maintain communication.
On icnoscatler circuits, there is almost invarisbly a background signal
present. ARQ systems are potentially capable of operating throughout
the low signal periods.

¢. The channel data rate selected for the tests was
42 6/7 vits per second. The test results are in terms of character
errors in a system using error detection and retransmission of data
(ARQ system). Estimates of binar error rates (bit error rates)
have been deduced for an unprotected system (not using ARQ error-reduction)
and these estimates can be compared with other bit error rates.

d. Estimates of binary error rates which would have
occurred if ARQ error reduntion techniques had not been used range from
2 X 107 for a S/N ratio of 15.4 db (received median 3/N ratio in e
3 ke band) to 4 X 107 for a S/N ratio of 25.3 db.

e. Slowdown and error rate is shown in Figure 15. Curve
A shows the speed reduction (reduction in data rate) due to retrarsmission
of data in the ARQ process. Curve A (solid line) is a smoothed weighted
curve frou measurements for about half a year. The dotted lines on each
side of curve A are the limits of smoothed curves plotted on a monthly
basis. These curves show reductions in data rate from 60% for a S/N ratio
of 0 db to less than .00l of 1% for a S/N ratio of 30 db. Curve A is
based on half-hour medians, and one repetition only durirng a half-hourly
period represents a slowdown of about .0365%, so the accuracy of the curve
below this figure is not certain. Curve B shows the character errc- rate,
with the limits shown on each side in dotted lines. These curves show
a range cf character errpr rates ranging from 2.7 X 10"2 for a S/N ratt o
of 0 db to less than 10°“ above 12.5 db. The number of half-hourly
periods during which no errors were printed and the number of periods of
no repetitions or slowdown of data rate are indicated in a box graph at
the botton of the figure. It will be noted that the error-free periods
of 1/2 hour or longer occur mostly between 10 and 30 db.
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15.

Rand and published by Lincoln laboratory 190, 1

not of the whole year.

Various Telephone Circuit Test Results.

a.

b.

bit error rates.

by Hofmann. 9

c.

The results of several testg have been reported by
b4

Test A.
Test B.
Test C.
Test D.
Test E.
Test G.

19, These tests include:
Kingston-Canaveral tests (1960)
Kingston-Canaveral tests (1958)-Circuit A
Kingston-Canaveral tests (1958)-Circuit B
Lexington-South Truro test (1959)-Circuit A
Lexington-South Truro test (1959)-Circuit B
"Hawaiian" Cable tests (1960)

Test G has been discussed previously. Tests A, B
and C were on long-haul telephone facilities (1,500 miles). Tests D and
E were over comparatively short-haul telephone facilities (125 miles).
For these tests, the percentage indicated is of the total test time and

Tests F, H and J refer to estimetes of L. F. radio

The results are shown in Figure 16.

Additional comparative data on the Hawaiian cable
and other televhone facilities referenced above are available in a paper

k3
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16. TD-2 Radio Circuit Tests. 5

a. Data transmission tests 20 were made by Bell Telephone
Iaboratories on looped circuits from ‘hippany. lcw Jerse, which included
multi-link TD-2 radio and submarine cable. The transmission paths in-
cluded 798 miles of cable pairs to i'ew York City. 6,116 miles of TD-2
radio to Oakland, or 6,364 miles to Point Arena. California. and 5.200
miles of submarine cable to Hanauma Bay, Hawaii. Total testing time was
271 hours on TD-2 and 111 hours on TD-2 and the Hawaiian cable. TF3K
modulation at 1500 # 375 cycles in the California tests and 1700 + 375
cycles in the Hawail tests was employed.

b. Data was transmitted at 750 and 15 bits/second.
The combined bit error rate for all tests was 2 X 107”7, The loop in-
cluding TD-2 and the "Hawaiian" cable produced a bit error rate of 1.335
X 103, of which 99.8 of the total bit errors could be attributed to
TD-2. Hence the cable produced ag error rate of 2,67 X 10°° and the
TD-2 an error rate of 1.332 X 107~,

| ¢. The UNICOM report 20 indicates that "Tes:t results on
the TD-2 system showed relatively long periods (median interval around
30 minutes) of error-free transmission interrupted by hits of variable
duration. The hits of long duration, although relatively few. were
regponsible for the high overall error rates. For example. 2 percent
of the hits produced 80 percent of the bit errors.” Deducting the bit
errors due to the longer hits, which were assumed to be gjreuit interrup-
tions, resulted in an error rate of between 2 and 3 X 10 ., '

17. TD-2 and Troposcatter (U. 3. - Canada Tests)

a. A series of data transmission tests 20 was made on
looped circuits from Whippany, New Jersey to various points in Canada
through multi-link TD-2 radio and tropospheric scatter systems. The
individual loops or combinations of loops tested included various portions
of UHF radio, 2,767 miles of TD-2 radio and 2,067 miles of troposcatter
links. Results of the tests were almost the s¢ © as in the California
tests discussed in paragraph 16 during 90% of the time and were up to
10 times worse in error rate during the remaining 10% of the time due to
more severe circuit interruptions.

b. "FM750" data (FSK modulation at 750 bits/second)
was transmitted from Whippany. Figure 17 compares the overall results
of the California and the Canada tests on the basis of time distributions
of hourly bit error rates per 1,000 miles and shows the deviation in
error rsteﬁ past the 90% point. The average errpr rate per 1,000 miles
is8 3 X 100" for the California tests and T X 10~% for the Canada tests.
These vaiues may seem quite large, but if they are restated as a bit error
rate per mile the error rctes are 3 X 10-7 and 7 ¥ 1077 respectively.
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¢. According to the UNICOM report 20, "The division
of errors between the TD-2 and troposcatter circuits seems to correspond
to their respective circuit lengths. -~ An analysis of the error results
indicates that data transmission performance for combinations of multi-
link TD-2 and troposcatter systems is similar to that for the TD-2 systems
only. The natural deduction that troposcatter and TD-2 performances are
similar seems to be verified by finding average error rates separately.
The average number of bit errors per hour per 1,000 miles was 1,810 for
either the TD-2 or troposcatter case. Results further showed, just as in
the case of the California loops, that approximately 1% of the total
number of hits produced around 99% of the total number of bit errors.”
Deducting the bit errors due to the longer hits which were assumed tohbe
circuit interruptions resulted in an error rate between 1 and 4 X 1077,
"In both sets of tests, the intervals between errors were 27 minutes or
longer for 50 percent of the time." The curve for error-free intervals
for the Canada tests is shown in Figure 18. :
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18. ™mite Alice" Tests (Alaska).

a. The VWhite Alice system 20,21 is an extensive comm~
unication network comprising 3,000 miles of multiplexed radio. telephone
and telegraph circuits covering the State of Alaska. Much of the mileage
consists of tropospheric radio links making White Alice the largest sys-
tem with this type of transmission. The aystem is made up of 23 tropo-
spheric links operating in the 750-950 mc band and 9 line-of-sight micro-
wave links. Much of the information and curves describing the White Alice
system is a composite of tropospheric scatter and line-of-sight trans-
mission, but some of the information pertains specifically to the tropo-
spheric scatter radio link from Lisburne to Kotzebue, a distance of 170
miles. The radio transmitter power was 10 kw. The data signals made
uge of on-off double side band amplitude modulation with a 1500 cycle
carrier. The data channel was one of several telephone channels trans-
mitted through the radio link.

b. Thg data rate was 750 bits/second, and the error
rates varied from 10™° to 10' (or 1% to 0.0001%) as shown in Figure 19.
Measurements for this link were obtained during the winter of 1957 which
was the worst month for radio transmission of the entire year. This link
also gave the poorest results of any link in the entire system; thus,
this can be considered as a "worst-case" test. ,
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19. Data Transmission Performance on lLong-Haul Telephone
Systems. ’

a. The evaluation performed by Dimock 22 is typical
of dialled-up connections through the commercial network. Over 5
million mile-hours on ATT Co. line were involved. A Lit rate of 750
bits per gecond was chosen so that the normal loss and delay character-
istics would have little effect on the performance. Also, the use of
looped-back circuits eliminated the need for recovering the timing
from the received data signal. Only those error contributions due to
circuit disturbances were, therefore, messured.

b. Long error-free periods - sometimes as long as
severa! hov~s - were interspersed with periods of disturbances or
. interruptions of variable duration, ranging from milliseconds to several
minutes. The longer disturbances « in the order of a second;or more -
were characterized by catastrophic degradations such as abnormally high
noise or complete loss of signal power during which the error rate reached
the maximum of 0.5, indicating no relation between the received and trans-
mitted bits. Interruptions could not be divided up into long and short
disruptions: a continuous distribution of duration of disturbances was
found. The statistical nature of the disturbances cited makes it almost
meaningless to state the performance of a data circuit solely in terms
of a long-term error rate.

¢. The modem used an FSK technique with a power of
=14 dbm at the transmitting toll test board. Even at this low input
level, errors were generally caused by catastrophis circuit degradations -
not by white noise. The average noise power received on the circuits
tested was from 25 to 35 db below the signal power. ’

20. Telephone Network Characteristics and Data Transmission
Tests.

a. In his paper, Nast 23 ghows that signal-té-noise ratio
(in terms of white noise) is no great factor for the telephone network.
Only 1% of the calls exceeded noise values of 4O dba at the receiver
(equivalent to -42 dbm of white noise in a 3 kc band ). With a signal
input of -6 dbm at the transmitter and losses not exceeding 26 db, then
the 317n31 is at least 10 db greater than the noise, i.e., =R - (-42) =
10 = 3/N.

b. The conference papers by Alexander 2%, Gryb 25 ari Tast
23 do not mention circuit interuptions, dropouts, or fades. This might
account for the statement that the correlation of impulses with errors
was poor. In his field tests. Nast states that 40% of the calls through
the telephone network failed to show any impulse counts regardless of %he
measured level. A plot, see Figure 20, is given of irmpulse strength ver-
sus impulse noise counts for 15 minute periods.
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c. The vesilis obtained by tlo Data Transmission Zval-
uation Task Force of the Bell Gystem and reported ty Alexander. Gryb
and llast, were intensivelr investigated by Morris 25, Although the data
reported was himased azainst droponts in the sense tlai faulty runs were
discarded, lorris estimates that 207 of the reported errors were due
to dropouts.

d. Although Alexander, Gry: and llest did not monitor
the line €or dropouts, llorris was atle to identify dropouts of fairly
long duration by the distinctiveness of the resulting error pattern.
It is pointed ont that codes containing forbidden combinations. for
instance a 2 out of 8 code, can be constructed to combat the effects
of dropouts. This resistance to the effacts of dropouts is due to the
imbalance between the occurrence of marks and spaces, rather than to the
processing of the redundart information (which may also be done).

e. With the modulation (i.e., 2 - state M) and a zero-
crossing detector, the appearance of signal fades or dropouts will cause
the lower frequency state to be favored, while the appearance of impulse
noise (provided it has higher-frequency components than the signal) will
cause the higher frequency state to be favored. Here, again, if the
statistics of the circuit perturbations are known, a code can be devised
to lower the apparent bit error rate.

f. Morris notes that basically thrze types of errors
occurred: '
(1) Fedes or signal dropouts - “hese favored space-

to-mark errors.

(2) Impulse noise bursts - these favored mark-to-
space errors.

(3) Bursts of errors coinciding with audible mul-

tifrequency key pulses. The received bit patterns scemed to follow the
mltiple of 200 c¢ps which separate the two tones of aan MF pulse.
Traces of residual errors occurring at intervals of 57 bits, 320 biis.
and 32 bits were found. He ascribed single bit errors spaced 57 bits
arart (at 1200 bits/second) to the switching mechanism in t4e step-by-
scep central office which, when it operates, produces a 21 cp: distur-
ban«e.

g. Morris points out that in choosing a coding technigue
for data transmission, it 1is not sufficient to know the line error rate
and the error rate distribution. For example, in the 2/8 code, bit: are
transmitted in blocks of 8, and in every block there are exactly 2 mar»s
and 6 spaces. A received block with more or less than 2 marks is detected
as in error. Yowever, even blocks with 2 errors car be detected provided
they are not transpositions. Since Morris has alrcaly found tlat rypes
of errors seem to predominate in groups, then transpositions are unlikely.
Thus, & message using this code would experience a bit error rate of 75%
during a dropout, but every one of these errors would be detected. The
relative advantage of this code and of other codes of this type would
£o unno*ticed if the codes were cvaluated by o dirent simulation using
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field test data.
| 21. Performance of Data Hodems;

a. The report by }MITRE 27. reports their convietion
that measurements of errors of modems operating over a transmission
facility most of'ten are merely measurements of circuit reliability
and not the data transmission eguipment.

. b. Impulses seemed to be largely of 1 to S milliseconds
in duratisn and were received at a level of -42 to -30 dtu (at & point
where the signal level was -26 dbm). Note that the naturel frequency
of a telcphone line centercd approximately at 1.5 ke would indicate a
natural response time oI approximately a mil]isecond

c. The MITRE investigation was also instrumented to record
dropouts in addition to impilses. They found that the number per unit
time of high energy level &°sturbances was much larger than the number
of dropouts, o: fades, How:ver, the length of the disturbances due %o
dropouts was very much longer than the length of the disturbances due to
impulses - Thus, when considering the very long time bit error rate, the
circuit reliabllity in terms of the time magnitude of dropouts will -
the limiting factor for modenms operating within the speed limit of the
analog channel.

d. The edditional statement was made that white noise
(i.e., as measured by a WE 2B set) does not seem to be a limiting factor
on data transmission, using current levels; however. as the incidence
of data transmissions increase, the data levels may need to be decreased
in their estimation. Thus, white ncise may become a factor.

22. Transmission of Data at 750 Bits/Second (England).

a. In his paper, Chittenden 26 related t<st 1vwsults
obtained in England c-. audio and carrier and submarine cabie circuits.
He used a data equipment of the phase modulated type. operating at 750
baud. His resultc show that short interruptions of the transmission
path (which would in general be unnoticed on speech), rather than noise,
are the most serious impeairment with which equiprent has to contend.
These interruptions are very difficult to locate. In the laboratory.
the receiver produced an average error rate of better than 1 wrong
digit in 10° for a signal-to-noise ratio of +Q db over a bandwidth
of 900 to 2100 cps. Since an excellent signal-to-noise ratio was avail-
able during the actual circuit testing, Chittenden concludes ithat. for
the cases considered, the ascessment of the quality of a data path.
based on an average number of digit errors, is unreslistic, and that
error detection with repetition is, in these circumstances. an equally
effective and more efficient method of dealing with errors than is auto-
matic (i.e., forward acting) error correction. The testing done by
Chittenden was not exhaustive, but should be a reliable indicator.

These results are tabulated in Figure 21. -
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b. On Audio Cirecuits: The phase modulated carrier was
transmitted at O dbuc‘!nd‘tﬁﬁ'ﬁﬁo'égs loss of the 260 mile audio fre-
quency path was 5 db. It was noted that the general noise on the circuit
was no: truly random, but its level was low, of the order of -65 dbm
at the receiver terminals, i.e., sufficiently low to be unimportant in
this case. During an hour of observation, impulsive noise every few
minutes was observed having an amplitude of about 50 mv peak-to-peak
and a duration of about 2 msec. (Thus, the amplitude of the impulse
peaks was still much smaller than that of the signal).

¢. On Carrier and Sutmarine Cable Cilrcuits: Tests were
rnade on a T40 mile (total) path to and from Thc Hague. A path loss
of 5 db was found. General circuit noise was of the order of -53 dbm rms
(say 4 mv peak-to-peak) at the receiver terminals. During an hour of
obtservation, impulsive noise every 10 to 20 seconds was noted, with
amplitude in excess of 1 volt peak-to-peak and duration exceeding 3
msec, and also peaks of up to 800 mv with durations of 200 to 300
msec at less frequent intervals. (1 volt rms 3 -5 dbm).

d. Delay Distortion: Chittenden found that equalization
of tre delay distortion introduced by FDM carrier equipment was necessary
in order to pass data. With delay distortion equalized to 1 msec from
650 to 2100 cps and using white noige, laboratory tests indicated an
average digit error rate of 8 in 10' for a +10 db signal-to-noise ratio.

e. Interruptions: Interriptions in the continuity of
the transmission path probably caused as much trouble as all other sources
of interference put together, and when the number of Joints (dry and
otherwise) in a long circuit is considered, it is seen that there is a
good possibility of a momentary disconnection somewhere or other on the
route. The incidence of interruptions on The Hague c¢ircuit was much
greater than on the long audio circuit due no Aoubt to the greater
amount of apparatus, e.g., carrier equipment involved.

f. A monitor record of the level of the received signal
taken on The Hague circuit enabled good correlation to e obtained be-
tween errcors and interruptions, assumed to occur when there was a sudden.
and often momentary, drop in the signal level. It indicated also that
some of the errors were due to routine maintenance, the effects of which
need not have been noticed on 3peech. Some cf the interruptions were of
the order of only a few digits long, but others were of the order of
1000 digits long. Chittenden operated a microwave Military radio relav
set at about 4000 mc, well sited. over distances of 20 miles. Speech
channels were provided on this radio path by a 4 channel military carrier
telephone equipment and satisfactory 750 baud performance was achiewa2d
over 8 speech channels in tandem using the same radio path. When six
different radio paths were put in tandem, some trouble was experienced
from interruptions. Although some of these could not be accounted for,
the great majority were due to deficiencies in the radio and carrier
equipment which would have passed unnoticed on a circuit used only for
speech.
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23. SAGE Data System Tests.

- a. Deriving statistical data on impulse noise 1s nct
only important in order to d-termine error rate, but is also needed in
order to determine the type and strength of error detecting and correct-
ing codes to use. In other words, a particular redundancy technique
can be ngsed to match the characzeristics of the type of transmission
medium encountered. Enticknap reports that simple parity checkers

" were ineffective in correcting errors. However, he also states that

the particular parity check device used in the test was itself unreliable.
Furthermore, the block size for the parity check was varied between 16
and 256. Obviously, multiple errors will be much more freg.»::t for such
. large mumbers compared to an eight bit block. Finally, the conditions

of the test were such that the masgnitude and length of the disturbances
involved are much higher than for the signal. It is evident that circuits
vhich have been "cleaned up” will not have such calamitous noise peaks
and therefore multiple errors will probably give way to single bit errorse.

b. Since catastrophic degradations of hits in the form
of impulse noise, dropouts, and fades are functions of the transmission
medium, Enticknap feels that one should not expect any remarkable
difference in the performance of various data transmission systems in
terms of the overall average error rate. However, these various systems
do have finegrain error characteristics due to sensitivity to level
changes, frequency translation, white noiss, etc.

¢. Among the other things learned from this test was
that a considerable period of testing, at least one month, appeared
necessary to obtain a worthwhile sample of errors.

‘24, Impulse Noise on Telephone Circuits.

a. Yudkin 30 repuorts that his observations show that
errors tend to occur in bursts. More exactly, data systems operate with
essentially no errors most of the #i me; however, when errors do occur,
large numbers of them occur in short periods. Private line circuits
rented from ATXT Co. were tested. These included a K-carrier circuit,

. 200 miles long, with 1l repeaters; a TD-2 circuit, h60 miles long, with
17 repeaters, and an H-U44 circuit.

b. For the H-Ul circuit, a total of 158 "records"
at or above 40 millivolts were observed in a total observation time
of 191 hours. ( A "reccord” is a single or multiple disturbarce above
& glven amplitude in & half-second period. )

c. For the K-carrier, a total of 256 records at or above
20 millivolts were observed in a total observation tinc of 5.5 hours.
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d. For the TD-2, a total of 202 records at or above
20 millivelts were observed in a total observation time of 67.75 hcurs.

e. The waveform of an impulse at the receiving end
will depend upon the distance from where the disturbance was injected,
and the delay distortion of the path. Very short impulses, injected
close to the recelver, will tend to look like themselves, but 1if injected
at some distance from the receiver, they will tend to be broadened in
time and may even cause "ringing” of the line. This riznging shows up at
the receiver as a finite train of sinusoids.

25. Error Rates and Distributions (England)

a. In testing data giansmissibn over the switched
telephone plant in Englend, Wright used 50 bit blocks with the
following results:

Nr. of Nr. of Approximate
Blocks Blocks Mok Received

Bit Rate Transmitted fn Ve Error ww:» Signal level
250 1.5 X 10° 2,181 14 07 -60 abm
1,000 3 x1° £, R 1 4n A1 -50 dbm
1,000 0.46 X 106 hay 1o L -36 dvm
1,000 1.5 x 10° Al 1 in 1.6x103 -30 dbm

b. The error ra‘» was quoted in terms of the data
blocks in error becausc in a practical system data may be transmitted
and errors detected on a block basis. Consequently, bursts of errors,
ard therefore the bit error rate. have less significance. For exarple,
the number of wrong bits occurring during a short disconnection may
equal those me~sured during a week in normal conditions, but the number
of blocks affec+:d will Le vory mch lower.

¢. On many conncetiions which wouldd be regarded as
quiet, it 1s not unusual to find a number of isolated errors. A
typical example was a case where 40,000 blocks of 50 bits resulted
in 13 blocks with one error, three blocks with twn errors, and 4wo blocks
with £ive errors. Cn connections where noisc is rccognizable, it is
usual to find that orrors ar: moe concentrated an?l *:at a fow blocks
of 50 bits may contain 10 or even more errors. For the small percentage
of connections on which noise would be regarded as a nuisance %o speech,
a few blocks of 50 bits may contain 20 or more errors.
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B. Summary of Test Results.
1. Commercial Systems. ,

a. It has been found that noise on operating circuits
and the resulting errors are not evenly distributed in time. The errors
tend to occur in clusters or bursts or to be caused by signal drop-outs.
Forward acting error correction technigues are of little use in reducing
errors in these cases. Burst error correction techniques can be employed
in those cases in which the signal drop-outs or error clusters are not
excessively long.

b. The suggestion has been made, 2 that powerful
codes could be employed where very high accuracy is needed along with
reasonable cost, by only using the extra information to detecl errors
(and asking for a retransmission of an erroneous block). Cost is saved
by not instrumenting the forward acting error correction at the receiver.
Thus, since the errors tend to occur in dbursts, the presence of errors
is8 detected with high certainty compared to simple checks such as parity
checkers,

- ¢, Lerner, 33, Chittenden, 28, Enticknap, 29 and
others have pointed out that substantial improvement in error rates will
not be forthcoming until either the signal 1s designed specifically to
take hits into account, or until hits are =)iminated from the telephone
plant. Impulse poise, dropouts, and fades, are functions of the trans-
mission medium, but the raw digit error rate performances of the various
operational data transmission systems may not show _substantial differences
in overall average error rate. Melas and Hopner, 9 ~perating in the
European environment point out that switching exchan;.s introduce pulses

“onto lines, with the rotary (Strowger) switches being much worge in this
respect than the crossbar switch or Fricssor. switch. Morris 2 points
out that vwhere errors are predominantly either dropouts or noise dbursts,
proper design of the coding process will enable additional error protect-
ion over and above those predicted by coding theory on the basis of bit
error rate, In this regard one may question whether the long term error
rate is a definitive measure of the quality (or rather satisfactoriness)
of a commnications channel. (This is particularly true for commnication
systems assembling data by blocks. The number of wrong bits occurring
during a short disconnection may equal those measured during a wezk in
normal conditions, but the number of blocks affected may be very much
lower ). Since errors tend to occur in bursts, perhaps a simple error
detecting code would be sufficient to identify single bit errors and the
occurrence of noise bursts/dropouts would be a signal to request a repeat
of that portion of the message.




d. letzner and lorgan ¥ have studied the prohlems
accociated with the burst nature of impulse noise, and have considered
the applicability of coding procedures to cormunications chennels subtiect
to hits, i.e., fades, circuit interruptions and noise bursts. Convertion-
al forward acting error correcting codes are deemed inefficient because
the statistics of hits are non-gaussian. i.e., they tend to occur in
groups or bursts. Thus, long periods of clear trancsmission will be
inefficiently transmitted by a coding system designed for an extremely
perturbed medium. This paper suggests that these problems can be solved
by employing long codes with feedback, but correcting only very small
numbers of errors. By the use of long codes, while performing &
minimum of forward acting error correction and stressing mere error
detection, one may achieve excellent reliability in terms of maximum
error rejection. The opininn ¥~ expressed that, even if the signal is
lost completely, as during a deep fade, the chance of accepting a code
group which is incorrect can be made negligible. Complexity of equip-
ment is reduced by not implementing the available forward acting error
correction and tais is traded off against increased transmission time

and the necessity for a return path.
2. Military Systems.

a. The disturbances in transmissions over military
comunication systems are surprisingly similar to those of commercial
systems. The sources of interference and circuit configurations are
in many cases different, but the observations regarding fading, error
bursts, dropouts, etc. are substantially the same.

b. The Seventh Army test results emphasized the
importance of personnel training in the operation and maintenance of the
equipment. The "looping-back" and much of the crosstalk may have resul.cd
from improper equipmen: set-up and alignment. When these difficulties
were overcome, it was apparent that the data transmission capability was
limited primarily by error bursts, and that during many tests the receives
signal was nearly error free.

c. The tests on the AN/VRC-12 indicated that impuls-
noise from passing vechicles was the primary source of interference and
errors. It appears that this Radio Set, when properly sited and located
away from heavily used roads (perhaps several hundred yards) will provide
an excellent means of transmitting data. The high percentage of error-
free-seconds recorded indicates that, even in the presence of an irpils-
noise enviromment, short messages can be transmitted with a high pr-tatil-
ity of error free reception.

d. The AN/PRC-25 tests indicated the basic capabili‘y
of this Radlo Set to transmit 75 bit per second messages. The absence ¢f
errors at this rate probably indicates an impulse-frce environment. One
would expect similar performance to the AN/VRC-12, although at reduced
transmiission rate and range.
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e. The tropospheric scatter tests indicate that,
on the day of the measurements, 99% or more, af all one minute messages
would be received without error. It can be expected that on all but
the much overdesigned tropospheric scattcer circuits, performance will
be poor during some days of winter. A ecircuit that s marginal for
voice will in general be unusable fo~ data without the use of error
control techniques. Diversity reception techrniques arc especially
benaficial in improving the quality of data transmissinn over tropos-
pheric scatter circuits and should be considered a necessity in this
application. ‘

f. The tests on the AN/TCC-7 again emphasized the
necessity for proper equipment alignment to improve data transmission
performance. Except for the results of a thundcrstorm, there was no
indication in this one test that errors werez "bunched”. Forward error
control techniques could probably be applied simply and efficiently
in this case. In view of the high percentage of error free seconds
(and the comparatively low average error rate) it is believed that in
most applicaticns error correcticn would be unnecessary.

: €. The results of the H. F. Radio data transmission
tests indicate that this is, perhaps, the least efficient or reliable
means of transmitting data. Somewhat better performance might be ex-
pected on operational circuits since, in the test, the transmitted power
was decreased when no errors occurred. In any event, the use of retrans-
mission techniques has been shown to be an effective means of reducing
error rate.

3. Implications of Test Results.
a. Error Rates and Distributi.ns.

(1) It is doubtful if any communication system
could be designed which would transmit data with an error rate of less
than one error in 10° bits when operated for long periods of time. For
instance, a circuit may operate with no errors for 23 hours, 59 minutes
and 58 seconds and then have a two second outage (caused by any of an
innumerable number of conditions). The average error rate for the day
would be greater than 1 in 105! A circuit could operate for 364 days,

23 hours and 50 minutes without producing an error and then be out for

10 minutes. The average error rate would be greater than one error in

107 vits! It is apparent that average error rate, if it is ever considered
a criterion of circuit quality, must be carefully qualified and interpret-
ed in terms of the manner in which the errors occur. The time distrihition
of errors 1s equally, or more, lmportant than the average error rate.

(2) The investigations quoted are in general

agreement that most errors measured occur in groups, whether caused by
cirarit dropouts, fades, pulse interference or other man-made causes.
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If the communication systems were subject only to the degradations
caused by amplitude, frequency, or delay distortion, and gaussian
noise, from one to three or more orders of maznitude improvement in
average error rate would result.

b. Specifying tke Channel.

(1) To determine the suitability of a communication
channel for the transmission of digital data, one must be able to esti-
mate the user requirements in terms of message length, speed, allowable
percentage of retransmissions, and allowable undetected and detected er-
rors per message. These estimates must be compared with estimates of the
-error distribution of the proposed communication channel. One mmst con-
sider modification of the channel characteristics by use of error control,
greater power, improved operating and maintenance techniques, better
siting of radios, etc. One must further consider modification of the
user requirements in light of unavoidable limitations of the commnication
channel. In most cases it 1s believed that a workable compromise among
these factors can be achieved. An example of a gpecification of channel
performance might be as follows:

"Data transmission reliability. The communi-

cation system shall be capable of transmitting messages of 1000 bit
length, at an information transfer rate of 600 bits per second with the

following reliability:

(a) Undetected errors. No more than
one message in one thousand shall be received with any undetected errors.

(b) Detected errors. No more than onme
message in one hundred shall be received with uncorrectable errors after
a maximm of two retransmissions. (It is assumed that messagzes received
wits detected (but uncorrectable) errors will be retransmitted and that
if the retransmitted message is received with detected (but uncorrectable)
errors it will be retransmitted once again.)"

(2) A specification of the transmission channel is be-
lieved to possess the advantages of accurately reflecting the user's
requirement to

(a) seldom receive an incorrect message and belleve
it to be correct,

(b) minimize the number of retransmissions necessary
to receive an error free message, and

(c) to specify a minimm rate of informtion trans-
fer. This specification will allow the commnication system designer
to evaluate a proposed transmission facility by examining the likelihood
of an error or errors occurring within the duration of a message, by
investigating the use of error control techniques, etec.
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¢. Error Control Techniques,

(1) It is apparent the error control is necessary

to avoid the arceptance of erroneous messages and may be desirable to L
ixprove the transmission channel performance. Error detection techniqpes3

of modest complexity, are known which can reduce the probability of
receiying and ccepti a message with an undetected error to one chance
in 10%, or 10l s Or 1030 for that matter. The power of this technique
can be seen when we calculate that if this probability is set at 10-12,
and assume a bit rate of 1200 bits per second, we would expect to receive
one undetected error in 30 years of continuous transmission. 1In general
no more than a 50% reduction in information rate (often less) is reqnired
in applying this technique.

(2) Forward error correction techniques may also
be valuable 1n mtching the comminication channel to the data transmission
requirement. No more than 50% redundancy 35 1s required in most cases.
When both error correction and detection are used, the reduction in in-
formation transfer rate would be less than 75%, since the error correct-
ing equipment would significantly decrease the number of message retran-
missions required. Burst error correction seems especially important in
view of the experimental results previously reparted. In any case the
need for error correction, the type of error correction, and its effect-
iveness are strongly dependent on the data t ssion requirement and
the comminication channel under consideration ., While error detection
and retransmission appear mandatory in most cases, error correction can
bc said only to be desirable under specific conditions.

k., Future Testing.

a. Although the available information regarding
data transmission quality over various commnication channels is extensive,
there is no doubt that more information is required. These tests fall
into three general categories. An evaluation of the basic performance
limitations of the transmission channels is necessary. Data is needed
to determine methods of improving this performance. A verification of
estimated performance of specific data systems operating through specific
commnication channels is required.

b. Evaluation of Channel Performance lLimitations.

(1) It is in this category that the most experi-
mental data is available. Additional information in this area is needed
mainly for new equipments as they are introduced into the Army, and for
equipments to be operated in enviromments and configurations differing
from those under which previous tests were performed.

c. Tests to Determine Methods of Improving Channel
Performance.




(1) It hae previously been noted that ciraiit
downtime has frequently been tlre result of faulty operating and main-
tenance procedures. These difficulties must be clearly identified
and eliminated if satisfactory pcrformance is to be assured. Examples
of these problems are the "loop-back" and crosstalk found during the
Seventh Army tests as well as misalignment of miltiplex and radio sets.
It 1= probable that, as a result of these investigations, & list of
‘precautions and procedures unique to data transmission will be generated.

(2) while the above problems are presumably
operator caused, there is no doubt that the commnication equipment
shortcomings contribute to less-than-optimum data transmission performance.
Additional investigations into these causes may lead to improvements in '
both the issued equipments and in equipments now in development.

(3) The application of error correction techniques
mst be carefully evaluated in terms of the data transmission requirement
and the error statistics of the channel. It is in this area that the
least data is available in the desired form and under the necessary
conditions. The collection of useful data is hampered by a lack of
knowledge of user requirements. In general channel error statistics
mst be reduced before recording in order to minimize the storage,
handling and further processing of the quantities of data involved.

"To avoid discarding that information which will later prove to be most
significant, the experimenter must know what to look for. What he looks
for depends on both his familiarity with error correction equipment
and techniques and his knowledge of user requiremerts (in terms of message
length, rates, etc.). It is clear that experiments to determine the
design of error correction equipments must be performed on specific
commnication channels with a firm understanding of what 1s desired of
that channel.

d. Verification of Specific Data/Commnnication Systems.

(1) Because of the complexity and interdependence
of the data processing system and the commnication system they should
be tested together as early as possible in their development. These
tests should be performed under a realistic field environment by operating
personnel. Sources of interference should be anticipated. These sources
mst te included in the tests. It is believed that these tests would
reveal necessary modifications in operating procedures, would clarify
the requirements of the data nrocessing techniques, and would providc e
firm basis for further optimization of the combined systems.

IV. CONCLUSIONS

1. Although the probability of reception of r::ssages with errors
can not in any realistic situation be reduced to zero, each comrmnication
chanriel tested has the capabillity of transmitting data. Under certain
conditions the performance of HF and scatter circuits must be conaidered
poor. Radio relay, cable, and wire lines generally perform excellently.

65




Other systems such as VAF radio seem to vary in performance, depending
on the enviromment and spplication.

2. In most cases errors appear in clusters. They may be caused
by operator mistakes, faulty maintenance, equipment failures, inter-
ference, propagation effects, background noise, etc. The average error
rate is a less descriptive and l¢ss important quantity thon the time
distribution of errors.

3. The communication channel should, and can, be specified in a
manner which both clearly reflects the data user requirements and
accurately describes the engineering goal of the communication system
designer. The quantities to be considered include message length,
information transfer rate, allowable undetected and detected errors,
retransaission capebility, etc.

b, Error detection and retransmission must be considered as prine
techniques to be used in data transmission systems. Error detection
codes exist which can virtually eliminate the possibility of unknow-
ingly accepting an erronecus message. Forward error correction may be
useful in optimizing the communication system for data; the specific
data/communication system must be carerully exanined to determine the
applicability of error correction.

5. Additional testing is required in the following areeas:

a. Evaluation of channel performance. Additional information
is needed in this area mainly for new equipments as they are introduced
into the Armay and for existing equipments operating in new environments.

b. Tests to deternine methods of improving performance. The
causes of errors can often be located through testing and eliminated.
To design error control equipment, the channel statistics must be known.

c. Verification of specific data/communication systems. The
inter-operation of these systems must be tested early in their develop-
ment so that unforeseen troubles can be identified and corrected,
operating procedures can be established, and a firm assurance made
that the overall objectives are met by the systems.
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