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Emerged/Emerging “Disruptive”  
Technologies (E2DTs) 

(RTO-MP-IST-099) 

Executive Summary 
Emerged/Emerging “Disruptive” Technologies (E2DTs) is identified by NATO Research and Technology 
Board as a key strategic research theme to be addressed by the Panels. The Symposium was organised by the 
IST Panel in support of that endeavour and share information and knowledge on technical developments in 
various Nations, industry and academia. As a simple definition the call for papers defined E2DTs as 
technologies which are either disruptive, or deemed to be potentially disruptive, because of the profound 
impact they may have on capabilities in business sector(s), whether military or civil or both. Using sporting 
metaphors, that is potential to provide a game winning step change either from the opportunity it presents for 
obtaining a competitive edge or from the threat it poses by placing an edge in the hands of the competition. 
In the NATO military context the aim is for the Alliance to exploit the opportunity and be ready to defeat the 
threat so as to gain and maintain a winning edge over its current adversaries or potential adversaries in the 
future. 

There are two important aspects related to this complex problem space that papers were requested to 
cover. One, smaller part of the Symposium, was to understand advances in the methods and approaches 
used for exploring and identifying the E2DTs such as horizon scanning and technology watch. The second 
major part was to understand selected E2DTs in detail, their applications and views (plan) on how they 
could be exploited. Examples of such technical areas provided were – Quantum Capabilities, Autonomous 
Intelligent Technologies, Ubiquitous Mobile Wireless Networking Technologies, Virtual and Augmented 
Reality and Cognitive Interfaces, Biology-Based Solutions, Internet-Enabled Social Networking, Complex 
Adaptive Systems and Visualisation, and Hyper-Computing. 

Sessions covered by the Symposium and the keynotes were as follows: 

• Session 1 Methodologies – Keynote 1 (Prof. Ricardo SANZ, Universidad Politecnica de Madrid, 
ESP): Autonomous systems and three papers on approaches in three nations to search for E2DTs.  

• Session 2 Tools and Techniques – Keynote 2 (Prof. Seth BULLOCK, University of Southampton, 
UK): Complex Systems, papers on Scientometrics, SAS DTAG game and paper on 3D virtual 
cities and spectrum management. 

• Session 3 Security and Robotics – Keynote 3 (Prof. Raymond LAFLAMME, University of 
Waterloo, CAN): Quantum Information Sciences, paper on QKD and biometrics, robotics as team 
members. 

• Session 4 Human Dimension – Papers on social networks, semantic wiki, extract info from text 
and adaptive visualisation. 

Overall the Symposium was considered a success and the outputs used by the IST Panel for future programme 
of work planning.  
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Technologies « de rupture » innovantes/ 
émergentes (E2DTs) 

(RTO-MP-IST-099) 

Synthèse 
Le Comité OTAN pour la Recherche et la Technologie (RTB) a identifié les technologies « de rupture » 
innovantes/émergentes (E2DTs) comme thème de recherche stratégique majeur à traiter par les divers 
panels. Le symposium était organisé par le panel IST (technologie des systèmes d’information) pour soutenir 
cette action et partager les informations et les connaissances relatives aux développements techniques dans 
divers états, industries et universités. L’appel à contributions a simplement défini les E2DT comme 
technologies qui sont soit de rupture, soit considérées comme étant potentiellement de rupture, du fait de 
l’incidence profonde qu’elles sont susceptibles de provoquer sur les capacités des secteurs industriels, qu’ils 
soient militaires ou civils, voire les deux. Pour utiliser des métaphores sportives, il est tout à fait possible 
d’adopter un changement de stratégie, soit en tirant parti de l’avantage obtenu sur ses concurrents, soit en 
tirant parti de la menace que représente l’avantage donné à l’adversaire dans la compétition. Dans le contexte 
militaire de l’OTAN, l’objectif de l’Alliance consiste à exploiter cette opportunité et à se tenir prête pour 
vaincre et conserver un avantage sur ses adversaires actuels ou ses adversaires potentiels futurs. 

Les articles avaient à traiter deux aspects importants liés à ce problème complexe. Le premier aspect,  
la partie la moins importante du symposium, était de comprendre les avancées des méthodes et des approches 
utilisées pour explorer et identifier les E2DT, telles que l’analyse prospective et la veille technologique.  
La seconde partie du symposium, la plus importante, s’est attachée à comprendre dans le détail les E2DT 
sélectionnées, leurs applications et les perspectives (plans) relatives à la manière de les exploiter. Parmi les 
exemples de ces domaines techniques figuraient : les capacités quantiques, les technologies relative à 
l’intelligence artificielle et l’autonomie, les technologies des réseaux sans fil, mobiles et omniprésentes,  
les interfaces de réalité virtuelle et augmentée, et cognitives, les solutions basées sur la biologie, les réseaux 
sociaux disponibles sur Internet, la visualisation et les systèmes adaptatifs complexes, ainsi que l’hyper 
informatisation.  

Le symposium proposait les sessions et les conférences majeures suivantes :  

• Session 1 Méthodologies – Conférence n°1 (Prof. Ricardo SANZ, Université polytechnique de 
Madrid, ESPAGNE) : Systèmes autonomes, ainsi que trois articles sur les approches adoptées 
dans trois états pour mener des recherches sur les E2DT. 

• Session 2 Outils et techniques – Conférence n°2 (Prof. Seth BULLOCK, Université de 
Southampton, R.U.) : Systèmes complexes, articles sur la scientométrie, le jeu SAS DTAG ainsi 
qu’un article sur les villes virtuelles en 3D et sur la gestion du spectre. 

• Session 3 Sécurité et robotique – Conférence n°3 (Prof. Raymond LAFLAMME, Université de 
Waterloo, CANADA) : Sciences de l’information quantique, articles sur la distribution de clé 
quantique (QKD), la biométrie, et la robotique en qualité de membres d’une équipe. 

• Session 4 Dimension humaine – Articles sur les réseaux sociaux, la sémantique wiki, extraits 
d’informations issus de texte et de visualisation adaptative. 

L’ensemble du symposium a été considéré comme un succès et le panel IST en a utilisé les enseignements 
à des fins de planification de son programme de travail.  
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ABSTRACT


A 3D urban model is a digital representation of the earth's surface and the objects in urban areas. It is a tool to clarify and increase understanding of the real state of the cities. Framed within the OGC specifications to promote interoperability in Spatial Data Infrastructures (SDI), this paper presents the use of the City Geography Markup Language (CityGML) to make a 3D model of the city of Alicante (it has used as a prototype of the methodology developed by the conditions presented by the town). It is an open data model multi-scale and multi-purpose based on GML3 for virtual storing and exchanging of 3D city models. CityGML provides schemas for representing 3D urban objects buildings, including interiors, digital terrain models, water, vegetation, transportation, etc.


KEY WORDS: 3D Urban Model, LIDAR, CityGML, Virtual Reality.


1.0
INTRODUCTION


A 3D urban model is a digital representation of the earth's surface and the objects in urban areas. It is a tool to clarify and increase understanding of the real state of the cities.


A 3D urban model can be used by local government to make applications that permit, among others, urban planning management, noise pollution and environmental studies, emergency management, etc. These applications should be accessible to the user, with a visualization of information that is comprehensible to the majority of the population.


Earlier this XXI century still building-extraction in high density areas didn´t have realistic results [1]. So in the last years of the first decade has begun investigations on this line and in the search for a higher automation of the process, most of them still in progress, as the fully automated (with the desirable times and quality results) was not achieved [2]. And we can´t forget that the rules of standardization have been developed recently.


Within the construction of a 3d urban model, the first problem that arises is from the need to collect a huge amount of data that are accurate and truthful information of urban objects georeferenced and characterized by certain properties such as height, type, use, cover type, etc. This information has different formats and structures, such as orthophotos, Digital Elevation Models (mainly Digital Terrain Models and Digital Surface Models), points clouds, vector elements and non-spatial attributes associated with items that can be present with different resolutions and accuracies.  A second problem arises from the need to use different applications and programs (open source or proprietary) to generate low resolution models and a standard form to represent both the geometry and semantic information. Using multiple resolutions allows semantic data available are compatible.


Interoperability between these applications, programs and formats is a problem which, at present, can benefit the growing number of Open Source solutions and standards for the exchange and processing of data developed by different organizations. Developed under the directive: Infrastructure for Spatial Information in Europe (INSPIRE) [W1], Spatial Data Infrastructures (SDI) provides a framework to facilitate the exchange of data and meet the technical and semantic interoperability [3].


In this context, the Open Geospatial Consortium (OGC) [W2] has developed standards for exchange and display 2D information, among others, the Web Map Service (WMS) [W3], Web Feature Server (WFS) [W4] and Geographic Mark Up Language (GML) [W5] based on the grammar of XML. It is a language used to express geographical features and is a semantic layer on XML that provides a set of object classes to describe geographic features as entities, spatial reference systems, geometry, topology, time, units of measurement and general values. The OGC has also developed 3D data exchange standard (X3D) and the GML3.


As for modeling and 3D visualization, the International Standardization Organization (ISO) [W6] has developed the family of standards 19000 and from August 2008 there is an international standard OGC, the CityGML [4], [W7] based on the language GML3. The first works appeared in 2002 in Germany with the GDI NRW initiative (Initiative Geodata Infrastructure North-Rhine Westphalia) in the IDE´s philosophy for urban models exchange between two systems that use different vocabulary or different concepts and for virtual 3D urban models.


1.1
CityGML


Is a standard that uses a subset of GML3 geometric model, which is an implementation of the Standard ISO 19107 “Spatial Schema". It is also a supplementary standard rules, both 3D computer graphics [20] VRML [W8] and COLLADA [W9], as KML geovisualization [W10]. Unlike KML (used by Google), CityGML uses semantic and geometry structured.


Defines a common information model (ontology) and has a general-purpose semantic layer characteristic of the Semantic Web or Web 3.0 [5.6, W11], which is able to establish a high degree of interoperability both syntactic or technical that allows to communicate multiple spatial processing systems in real time via shared interfaces and it provides the ability to understand the data content, its quality, and its meaning.


As a standard for data exchange, supports the integration of data from different databases and data sets stored in information systems of different agencies. To facilitate cooperation among information systems is necessary to design a service and a process manager on 3D models to help improve communications between different actors and ensures interoperability between different software tools and platforms associated with information systems in urban environments [7].


On the other hand CityGML provides a data model (UML) [8] for the representation of 3D urban environments, which has the following characteristics [9, 10]:


· It is a multifunction model that allows going from data management to a data interpretation, including different functionalities, data storage, database modeling, data exchange and serves as the basis for Geographic Information Systems.

· Provides extension mechanisms that enrich the model in case of specific problems so we can link this information with the standard aspects of your data model while the semantic interoperability of the format is preserved.


· Provides schema for representing 3D urban objects, landscape models with respect to their geometry, topology, semantic and appearance. Represents the 3D topography using explicit forms, surfaces and volumes primarily, by identifying the most relevant types of objects that can be used in a wide variety of applications.


· Presents a consistent aggregation of spatial and semantic components (a building consists of a recursive composition of parts, thematic areas, facilities, windows, doors, rooms and furniture). The spatial components have thematic attributes (name, class, function, use, type of roof, address, etc.)


· Provides features to represent themes, 3D geometry, 3D topology, semantics, taxonomies and data aggregations, up to five different levels of detail (LOD levels) that permit to adapt to the level of representation that each application demands.  Figure 1.


· An object can be represented in different LOD in the same set of data simultaneously, providing the possibility of analysis and visualization of the same element in different degrees of resolution. You can also combine and integrate two sets of data containing the same object in different LOD.




Figure 1: Levels of Detail.  CityGML

Karlsruhe Institute of Technology. Semantic Data Models [W12]


1.2
Works Objectives


The authors of this paper have developed a methodology for the automatization of the 3D urban modeling process, using technology and performance of CityGML framework, based on data collected from orthophotos, 2D vector drawings and 3D data provided by Lidar sensors [11]. These LIDAR data are dense 3D point clouds that stored geometric and radiometric information (level of intensity of the different pulses.)


Today, with the expectation of creating new services, especially in navigation systems areas and Virtual Reality and Augmented Reality, there is a need to have an efficient system for extraction of 3D elements. While away, full automation is still far away of the original ambitions ongoing research have a better understanding of the problem [12].


This paper presents the results obtained in developing LOD0 and LOD1 levels of the modeling process CityGML space for an area of the city of Alicante used as a prototype (working area coordinates in UTM projection x: 719692-720172, y: 4247015-4247496 on WGS84 ellipsoid). All information is stored in a CityGML format file. It is currently in progress LOD2 level and the implementation of a 3D spatial database that integrates the information generated by the different levels of detail characteristic of CityGML. Is developing a Web viewer, open source, allowing viewing files CityGML obtained.


With the completion of this work is intended, among other goals, reduce development time and costs of implementing a 3D model compared to traditional techniques, which contain a large manual component, and interoperability with the existing virtual reality applications in the market and get great versatility in terms of extent and type of urban environment.


Raised other objectives such as obtaining a three dimensional urban model with spatial accuracy indicated by the CityGML standard at his different levels and contribute to the development and improvement of the standard supported by the EuroSDR, through open research groups.


2.0
SYSTEM DESIGN METHODOLOGY


Solving a problem of this magnitude has been broken down into three main sections: Outline section, General section and Operations section. See system architecture in figure 2.




Figure 2: System architecture.


2.1
Outline Section


In this module, used in the analysis of the issue and make decision. In turn consists of three phases:


· 2.1.1.  Information Collection. Figure 3.


· 2.1.2.  Study of software to use.


· 2.1.3.  Study of algorithms to be used for the realization, inter alia, the DTM and the LOD levels.




Figure 3: Information Collection.

2.2
General Section


Can be considered as the core of the system. This module is responsible of organizing, managing and maintaining all information, linking the other modules. It breaks down into several phases.


· 2.2.1.  Getting the LOD0 level, the DTM has led directly with an accuracy of 5 m from Lidar sensor information from previous filtering and sorting.


· 2.2.2.  3D information modeling, including the development of 3D scenes using CityGML format. Development consists of the following stages:


· Classification and vectoring of the main elements (buildings, trees, asphalt), using maximum likelihood algorithms with the information from Lidar and radiometric information provided by the orthophotos [13].


· 3D scenario generation, in particular has developed LOD1, automatically constructing volumes of buildings and other elements from existing information, to the nearest 2 m and using different algorithms for the classification of plants and roofing, ground covers and street furniture [2], [14-15]




Figure 4: Visual database generation.


· 2.2.3. Implementation of 3D database, which integrates the information generated by the different levels of detail characteristic of CityGML. CityGML store usually uses two databases, the first one where the ontology is stored and a second one where it is stored semantic and spatial information. This can be a commercial DBMS such as Oracle 11G Spatial, OGC and PostgreSQL with PostGIS extension enabled to manage geographic information. The latter is to be used in this work. Figure 4.


· 2.2.4.  Quality control by comparison with classical stereoscopic models and photogrammetric laboratory.  Figure 5.



Figure 5: Quality control.


2.3
Operative Section


Which implements a web viewer, free software that allows to distribute this information as well, in intranet or internet. It is based on client-server architecture, a model for the development of information systems in which transactions are divided into separate processes that cooperate to exchange information, services or resources. The server is any application designed to meet customer requirements, and the customer is the process or device that initiates a service request. The initial request may become multiple job requirements through communication networks. The location of the data or application is completely transparent to the customer.


To implement a CityGML Web service are needed to perform the following steps:


· Implementation of a Web server


· Implementation of a Geographic Server.


· Implementation of a web viewer, be chosen from the web viewers to allow for displaying 3D data that support CityGML, commercial as LandXplorer (C + +) from Autodesk [W13] or free software, as FZKViewer, Aristotle 3D-Wiewer (Java) [ W14], GML Viewer, there BIMserver, checking compatibility with other more common viewers as Mapserver [W15] and Geoserver [W16]. See figure 6.




Figure 6: Web Viewer.


3.0
SYSTEM DEVELOPMENT

The following explains the development of methodology for the case study.


3.1
Outline Section

3.1.1
Information Collection


The information used is varied both by its origin, as the means of acquisition, for the work development has used the following information:


· Data in vector format, DXF format from cadastre [W17].

· Images, necessary to visually locate the data and understand the context in which they are presented. We used orthophotos of the Plan Nacional de Ortofotografía Áerea (PNOA) from IGN [W18].


· Digital terrain models with mesh size of 5m, in XYZ format provided by the IGN [W18].


· Points Cloud from the Lidar sensor, with a density of 2 puntos/m2 provided by IGN [W18].


3.1.2
Study of Software to Use

Due to the complexity of a system with these characteristics has been used very diverse software. Specifically:


ArcGIS, to treat all information.


DIGI3D/MDTop, Photogrammetric Software.


TerraSCAN, Software for LiDAR data processing.


PostGree, with its spatial extension PostGIS, System Database Manager OGC


LandExplorer, , by Autodesk [W13]


Aristoteles, Free open source Visual explorer for CityGML [W14].


Eclipse development tools and C # [W20]

3.1.3
Study of Algorithms to Use

Lidar data source is a system that records plenty of geographical information and is necessary to filter and classify for generating digital terrain models (DTM), whose calculation is not an immediate process. Their production depends on several factors among which:


· The density of geographic features with height that are in the study area, preventing, in most cases (buildings, presence of dense vegetation), the emitted energy beams reach the floor.


· The variation of the slope.


· The size of objects.


The selection of points defining the surface topography is the fundamental problem for the Lidar data DTM.


In this work we used our own methodology [13] based on the integration of Lidar sensors data and data provided by high-resolution images, which yielded three-dimensional models of urban environments CityGML format, with the search for a high level of automation.


DTM was performed with a precision of 5 m, performing automated classification of points using the Maximum Likelihood classifier improved and extended with the Bayesian decision method.


We used this algorithm because it seemed [13] to be the most appropriate to resolve the problem by using multiple bands of spectral information and other attributes simultaneously [16-18].


3.2
General Section


This module organizes, manages and maintains all the information, linking the other modules.


3.2.1
Obtaining DTM, LOD 0


In CityGML field can be specified as a TIN (Triangulated Irregular Network), which is the way in which it has done in this project, to reach the final, took place the following phases:




Figure 7: DTM obtained.


· Merged the information provided by the Lidar with information provided by high-resolution photos. In this way, each Lidar point corresponds to a digital value RGB.


· It was up to each Lidar point, a level of intensity, an increase of Z (elevation difference between first and last Lidar pulse) and a digital HSI value obtained from the RGB [13]. Five attributes associated with each Lidar point, in total.


· Through Maximum Likelihood algorithms, classified various points for several major classes (points in buildings, points on the ground, vegetation points and points in streets).


· Taking only the points on the ground, there was a Delaunay Triangulation [19] to obtain a triangulated irregular network (TIN) with accuracy better than 5 meters.

3.2.2
3D Information Modeling

The building model is the core of CityGML because it allows the representation issue and special buildings, their parts and accessories at the four levels of detail. The realization of a model should be adjusted to a number of assumptions:


· The geometry of geographic features should follow the ISO 19107 Standard and GML3.


· All coordinates must belong to a Reference Coordinate System Bank and local transformations are not allowed.


· According to the ISO 19109 standard for geographic features can be assigned more than one space property.


· The topological model should follow the ISO 19107 Standard GML3. The primitive node, eye, face, solid and aggregations must satisfy a number of integrity rules which ensure consistency of the model without any redundancy.


· The spatial properties of the thematic objects must be represented by geometrical-topological model Boundary Representation (B-Rep) [20].


· Information on the appearance of the surfaces is considered an integral part of virtual 3D urban models and is added to the semantic and spatial properties.


· The interior of the buildings is modeled rooms. It uses graph theory to represent the adjacency relationships.


3.2.2.1
 LOD1 Generation

As mentioned earlier, in LOD1 level, are constructed volumes of the buildings and other elements (flat roof), based on existing information and automatically, to the nearest 2 m. In this work the process was as follows, Figures 8 to12:


· From the classification given in the previous section, we take the points which are buildings, grounds and street.


· You create a TIN again with all these points. Of these, we select those triangles that have a certain minimum slope that is set as the threshold. Are all the triangles that define the lines of the buildings to make his floor.


· Using vectorization algorithms get the polygons that represent the floor of the buildings, in 2D.




Figure 8: 2D buildings ‘floors.


· The whole points cloud available, select those points that fall within the polygons that define the floor of the buildings.

		

		



		Figure 9: DTM points.

		Figure 10: Lidar points cloud.





· The height of each building is obtained by conducting an analysis of probability density of the heights given by the Lidar points located within the built up limits obtained.


· The meeting with the floor of each building will be held in the same way, but the points of analysis will be the last DTM generated.

		

		



		Figure 11: With orthophotograph.

		Figure 12: New generated TIN.





Figure 13 shows the obtained result.



Figure 13: LOD 1.

3.2.2.1
LOD2 Generation

At Level 2 LOD obtained buildings with roofs are presented for each, automatically covers generated, and with a 2 m accurate.


To this end, it’s used some of the information available, the source and the already obtained for the LOD 1. Although this level is in the process of generation, the work process itself is defined:


· The starting point is the plant of the buildings created in 2D, which is broken down into single cells by division of the plant, to minimize the variety of points to analyze [2].


· We analyze the slopes of the roof by a Delaunay triangulation [19].


· Divide the cover of each cell in the number of different slopes provided by the previous analysis [2].


· Defined the roofs of each of the cells, you will provide in their situation on the ground for the generation of complete cover of the building.


4.0
CONCLUSION


· In this work we have used the CityGML data model in which space objects and terrain models are represented by their geometry, topology, appearance, semantic and thematic properties. The decomposition into five levels of detail makes it usable in a wide range of applications.


· This paper presents the results obtained in developing LOD0 and LOD1 levels of CityGML spatial modeling process. All information is stored in a file in CityGML format.


· The implementation of the solution has been realized following a modular approach with the system architecture ensures that the solution is scalable and accessible from different types of devices with different features.


· It is currently in progress LOD2 level (roofs of buildings and ground cover) and the implementation of a 3D spatial database that integrates the information generated by the different levels of detail characteristic of CityGML, and a Web viewer capable of visualizing 3D data that support CityGML.


· The use of standards such as CityGML ensures compatibility with future developments of their own or others because it is an OGC standard for data exchange in Spatial Data Infrastructures (SDI).
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Abstract


A key challenge faced by military forces conducting dismounted operations is the excessive physical load burden resulting from the need to increase soldier survivability against asymmetric threats. The typical weight burden often exceeds 40 kg which is beyond the recommended maximum load limits which lead to acute and chronic musculoskeletal injuries. This paper presents the results of an experimental investigation of a new device called “Dermoskeleton” designed to counterpart the acute and chronic impacts of the distributed overload bearing of dismounted soldiers in all their tasks, e.g. marching and fighting modes. The performance of the initial prototypes was evaluated experimentally using standardized quantitative aerobic and anaerobic tests. The evaluation protocol included two conditions (with and without the device), with three weight criteria (no weight, 25 lbs, 50 lbs), and three (3) short/intense exercises tests: 1) performing the maximum amount of squats possible, 2) continuously climbing 3 flights of stairs for a period of 20 minutes and 3) conducting the Canadian Home Fitness Test (CHFT). The results showed a significant mechanical advantage (i.e. 48%) during the squat test. The current proof-of-concept prototype did not show a physiological benefit for stair climbing tasks but for one (1) participant.  During the CHFT, the physiological effort with the device raised at about 5% to 10%.  However, the participants perceived less physically exerting while loaded when using the dermoskeleton.   The participants also noted that the system had considerable potential to enhance soldier mobility and reduce musculo-skeletal demands if key attributes of the system could be improved.  

1.0
INTRODUCTION


1.1
The Challenge


A key challenge faced by military forces conducting dismounted operations is excessive physical load burden resulting from the need to increase soldier survivability against the asymmetric threats such as improvised explosive devices. The current load burden issue is becoming more critical nowadays with soldier modernization programs which focus on enhancing, at the soldier and section level, the Command, Control, Communication, Computing, Intelligence and Sensing (C4IS) capability and the related lethality mobility (i.e. navigation) aspects. The additional C4IS capability also creates a higher demand for power and energy making sustainability more difficult while amplifying the overload situation. In the current soldier system paradigm, any increase in survivability, lethality, and C4IS capabilities cannot be done without any penalty, i.e., the resulting physical overload will always compromise dismounted soldier mobility and physical performance, i.e., reducing traveling speed and distance, and the ability to overcome obstacles.


The typical weight burden of dismounted soldiers often exceeds 40 kg, i.e. more than 50% of the body weight, which is much beyond the recommended human factor safe load limits. This overload causes acute and chronic musculoskeletal injuries at the lower extremities joints and the back leading to related physiological and psychological health problems. These injuries often compromise the soldier’s ability and readiness for his current and future missions. British soldiers were carrying more than twice the 80lb load carried by the Royal Marines and the Parachute Regiment in 1982 according to Giannengeli [7]. 


In the United States, the injuries linked to the stress of bearing heavy loads during repeated combat tours have increased the number of soldiers categorized as non-deployable as 257,000 acute orthopedic injuries have been reported in 2007 alone [24].  Musculoskeletal injuries are one of the main reasons US soldiers are unable to be deployed and the percentage which is presently at 14.5% could increase to 16% by 2012 reports Todd Lopez in Army News Services [23].   Soldiers unable to be deployed, leads to the need to add supplementary soldiers to fill these vacancies.  Mr. Lopez notes that in 2009, 5000 additional soldiers were added and in 2010 another 10,000.  Musculoskeletal injuries among Special Forces and Ranger units are equally alarming.  Based on research conducted by James H. Lynch, MD, MS and Mark P. Pallis, Special Forces have the highest incidence of injury rate at 12.1 per 100 Soldier-months [14].  The highest percentage musculoskeletal conditions are in the back/neck (31%). The knees, ankles and shoulders follow at 10% each. These numbers highlight the potential burden there injuries can have on soldiers life, caregivers work load and military organizations’ operations [14].  In summary, over the last decade, the musculo-skeletal injuries become a growing concern for military organizations and then has been started to be seriously studied by scientific community [13] [18].  Today, this specific medical issue is still in force and continues to be evaluated in order to find secure and efficient short and long term solutions; see References [1], [9], [11], [15], [2], [16] and [22].


For soldier modernization programs, balancing survivability, lethality, mobility, sustainability and C4IS is a complex system engineering challenge and often results in non ideal compromises. In addition to the incremental reduction of equipment weight through the use of lighter weight, multi-functions, and highly integrated materials and equipment systems, two emerging approaches have started to receive more attention to address the soldier burden challenge: offloading some of the charge to small unmanned ground vehicle (e.g. mule) [10] and the exoskeleton approach.


1.2 
The Exoskeleton Approach

One way to address the overload issue of dismounted soldiers is the use of mechanisms named “Exoskeletons”, in which the main function relates to the transfer of a portion of the body load carried by the user (weight and additional accessories), directly to the ground with an articulated mechanism running in parallel with the body structure.  Because of their design, these devices are mainly dedicated to support a confined additional load such as carrying a rucksack (i.e. heavy load on the user’s shoulder-back body structure) and to assist the human body in heavy-duty tasks such as such as lifting heavy loads repetitively.  An exoskeleton supplies power at their respective joint mechanisms in order to support mechanically the additional load.  Then, the articulated structure in motion transfers the said load directly to the ground with mechanical insoles.  Therefore, the ground becomes an intrinsic element through the exoskeletons’ design.  In fact, the efficiency of exoskeletons to amplify the biomechanical body’s strength is highly related to the capacity of the device to synchronize the work between the robotic structure and the ground.


The exoskeleton concept was created 60 years ago when the company General Electric crafted prototypes of autonomous manipulators and walking structures with the purposes of duplicating the biomechanical strength of the human body (www.cyberneticzoo.com).  During the last 10 years, the field of human augmentation systems, or more precisely the exoskeletons, has been highly documented; see References [4], [5], [6], [17] and [19].  Nowadays, there are around ten (10) “modern” exoskeleton devices in development worldwide.  For military applications, the two most known are the Human Universal Load Carrier (HULC) from Lockheed Martin (www.lockheedmartin.com), invented by Dr. H. Kazercooni at University of California at Berkeley (United States) [12], and the XOS System from Raytheon (www.raytheon.com).

The HULC is an untethered, battery powered, hydraulic-actuated exoskeleton designed to transfer the weight of localized heavy loads to the ground through the robotic legs while still maintaining movement with the user. The device, which weighs about 80 lbs, provides the capability to carry load up to 200 lbs at a speed up to 7 mph with sufficient battery energy for a 12.5 mile march.  Laboratory testing on the HULC has looked at the metabolic cost of wearing the system [8].  During walking tests on treadmill, it was found that subjects significantly increased their mean oxygen uptake (VO2) while wearing the device across 3 weight conditions and that they changed their gait characteristics by using shorter and faster strides with more knee flexion.  The increase in mean oxygen uptake was attributed to the additional mass of the device [8].  Reductions in the maximal range of movement in the anterior-posterior and medial-lateral directions were also reported which could influence user’s stability during movement [20].


The XOS system was originally developed by Sarcos and was labelled as the Wearable Energetically Autonomous Robot (WEAR).  When Sarcos was acquired by Raytheon in 2007, the WEAR became the basis for the XOS 1 proof of concept exoskeleton.  Further developments lead to the current version, the XOS 2, which uses hydraulic power. The device, which is tethered to an external power source, has a lifting ratio of 17:1 meaning that to lift 170 lbs the wearer only has to exert enough force to lift 10 lbs.


1.3 
The Dermoskeleton Concept


Another human augmentation approach, based on the application of bio-mechatronics and artificial intelligence, was recently developed by the company B-TEMIA Inc. (www.b-temia.com) and which aims at addressing the distributed weight overload challenge. It is referred to as the “Dermoskeleton” concept. In this approach, the robotic mechanisms are designed to augment the biomechanical capability of the user while performing tasks that necessitate additional biomechanical energy in order 1) to execute properly the respective movements, 2) to restore, to maintain or to enhance the biomechanical capacity of the user with mobility dysfunctions, 3) to perform specific or repetitive tasks requiring strength and endurance, and 4) to protect the human body joint structure against acute and chronic injuries.


A dermoskeleton mechanism can be described as an automated orthopaedic supporting brace fully integrated onto a given joint-segments structure of a user’s body without any interaction with the environment such as ground contacts using, for example, instrumented insoles. The device is designed so as to operate exclusively in cooperation with the associated body segments and is governed solely by the movements and the intentions of the user. Therefore, the additional biomechanical energy compensation performed by the dermoskeleton becomes totally independent of any interaction with the external environment.

A first step in the demonstration of the dermoskeleton concept was made with the development of the Knee Stress Release Device or K-SRDTM a motorized orthopaedic knee brace (Figure 1). This development is based on the knowledge and the expertise of the main author, Mr. Stéphane Bédard, in the field of biomechatronics.  Mr. Bédard is also the inventor of the Power Knee, the first motorized leg prosthesis for above-the-knee amputees currently commercialized by Ossur hf and developed by Victhom Human Bionics Inc., a medical device company founded by Mr Bedard.


Specifically, the K-SRDTM is an autonomous motorized computer-controlled knee supporting device that actively assists the soldier’s mobility during their various mobility tasks as well as to protect the user’s lower extremities against acute and chronic injuries. The K-SRDTM is equipped with an advanced mechanism including sensors, an artificial intelligence (AI) module and a motor-damper system in order to manage the dynamic movements at brace joints.  It eliminates musculoskeletal stress on the lower extremities (i.e. the lower back and the legs) by injecting biomechanical energy at the knee joint.  Without any constraint in regards with the mobility spectrum, The K-SRDTM provides full movement assistance and increases the overall locomotion capability by artificially compensating around 50 kg of carried weight.




Figure 1: Concept Design of the K-SRDTM from B-Temia Inc. (Photo courtesy of B-Temia Inc.).

The aim of this paper is to present the results of an experimental investigation of the operational proof-of-concept version of the Knee Stress Release Device (K-SRDTM version POC) as it applies to augmented mobility and reduced physiological workload.  This investigation has been driven by the Defence Research Development Canada (DRDC) Toronto.  An additional goal of this experimentation was to collect baseline data to provide a basis of comparison between the K-SRDTM version POC and any future evaluations of subsequent version of the K-SRDTM or any other exoskeletons.


2.0
METHOD


2.1 
Introduction


For the experimental evaluation, recognized and standardized quantitative aerobic and anaerobic tests were used.  The tests were executed using a controlled scientific methodology in a controlled environment with six (6) participants who had the opportunity to train with the device.  The participants were highly active males between the ages of 20 – 29 (mean age=22.7 yrs.) who were recruited from the University of Guelph student community.  The prototype used in the experimentation is shown in Figure 2.




Figure 2: Device K-SRDTM used in the Experimentation (Photo courtesy of B-Temia Inc.).

The evaluation metrics were recorded in two conditions (with K-SRDTM version POC and without) and with three weight criteria (no weight, 25 lbs., 50 lbs.).  Table 1 presents the test conditions for the experimentation.  The protocol evaluated the acute performance of the K-SRDTM version POC through specific short/intense exercises.  The experimentation did not evaluate the mid to long term benefits on the reduction on musculo-skeletal stress.


Table 1: Evaluation Protocol.

		Test Conditions



		No K-SRD version POC, No Weight

		K-SRD version POC, No Weight



		No K-SRD version POC, 25 lbs.

		K-SRD version POC, 25 lbs.



		No K-SRD version POC, 50 lbs.

		K-SRD version POC, 50 lbs.





2.2 
Tests


2.2.1 
Total Number of Squats


Participants were instructed to perform the maximum amount of squats possible while wearing a 50-lb weighted vest with and without the K-SRDTM version POC system.  Participants had to squat down (approximately 90º knee flexion) until their buttocks contacted a chair (height of 44.5 cm) at which they would then extend back up until their knees were fully extended.  This counted as a single squat.  Participants were given no timeline or cadence to which the squats had to be performed but simply to perform the maximum number they could without stopping.


2.2.2 
Continuous Stair Climbing


Participants were instructed to continuously climb 3 flights of stairs for a period of 20 minutes while wearing a 50-lb weighted vest with and without the K-SRDTM version POC system.  Participants had to walk at a cadence of 103 steps per minute for an estimated 2060 steps.  Heart rate was measured before the start of the stair climbing activity and after each 2 minute interval.  


2.2.3 
Canadian Home Fitness Test


The Canadian Home Fitness Test (CHFT) is a validated measure of aerobic fitness in a general population [21].   This test used two normal 20.5 cm (8¾”) steps and the CHFT long-playing audio recording.   The recording played established cadences at which the participant stepped up and down to the rhythm.   The participant stepped with a six pace cycle: two feet on the top step, one on the middle step, and both feet on the ground.  Evaluation metrics for the CHFT included the heart rate (beats per minute).  Given that there are 6 conditions (3 weight conditions by 2 K-SRDTM version POC conditions) each participant completed the CHFT 6 times.   As such, sufficient time (minimum 20 minutes) between each iteration was provided such that there were minimal fatigue effects from the previous performance (i.e.  heart rate returned to normal levels prior to the start of the next iteration).   At the conclusion of each condition participants provided a rating of perceived exertion based on the BORG scale of rating of perceived exertion shown in Figure 3

 REF _Ref291582355 \r \h 
[2].




Figure 3: BORG Scale of Perceived Exertion [2].

3.0
RESULTS


3.1 
Squat Test


Maximum number of squats were performed while participants were wearing a 50-lb vest with and without the K-SRDTM version POC.   Results are presented in Figure 4.   As the squats were only performed once in each condition, there are no standard deviation error bars.   Across all participants, more squats were completed with the K-SRDTM version POC than without it.   The average number of squats completed with the K-SRDTM version POC (110) was statistically higher than without the K-SRDTM version POC (75) (t(5) = -2.9, p < 0.05).   The maximum number of squats completed with the K-SRDTM version POC was 203; while the minimum number of squats completed without the K-SRDTM version POC was 50.




Figure 4: Max Squats Completed with a 50-lb Vest with and without the K-SRDTM ver. POC.

Mechanical advantage was calculated by dividing the difference in the number of squats performed by the number of squats performed without the K-SRDTM version POC using the following equation.    Squats completed with mechanical advantage results are summarized in Table 2.  Across participants, the mean mechanical advantage afforded by the K-SRDTM version POC for this task was calculated to be 47.5% ±17.2%.
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Table 2: Summary of Squats Completed by Condition and Associated Mechanical Advantage.

		Participant #

		Squats (n)

		% Mech Adv.



		

		K-SRD 

		No K-SRD 

		



		1

		203

		130

		56.2



		2

		103

		79

		30.4



		3

		82

		58

		41.4



		4

		90

		53

		69.8



		5

		103

		81

		27.2



		6

		80

		50

		60.0





3.2 
Continuous Stair Climbing Test


Twenty minutes of continuous stair climbing while wearing a 50-lb vest in both trial conditions (with and without the K-SRDTM version POC) presented varied results.   Heart rate was recorded in 2-minute intervals starting from rest.  Without performing a higher order curve fitting analysis or an integration of the HR-Time curves, it is difficult to accurately interpret the amount of physiologic work required by the participants to complete the task in each test condition.   Superficially, it can be observed that, over the course of the 20 min task, four (4) participants maintained heart rates that were more elevated with the K-SRDTM version POC than without it (participants 1, 3, 4, and 5).  This suggests that these participants generally required more physiologic effort to complete the task with the K-SRDTM version POC than without it.  However, Participants 6 did show a reduction of his heart rate over the period; suggesting less physiological effort while wearing the device.  Participant 2 showed mitigated results where the impact of wearing the device toggled between a positive and a negative effect on the heart rate.




Figure 5: Participants’ Heart Rate for 20 Minutes of Continuous Stair Climbing with 50 lbs.

3.3 
Canadian Home Fitness Test


Results indicated that after each 3 minute CHFT exercise, heart rate progressively increased across all three weight conditions, across both K-SRDTM version POC conditions.   These results are summarized in Figure 6.   A multivariate analysis of variance was performed on the within-subjects effects of the K-SRDTM version POC, weight, and time on heart rate; heart rate was significantly affected with each of these main effects.   There were significant main effects of K-SRDTM version POC, load, and time on heart rate (p < 0.01).   Heart rate did not reveal significant K-SRDTM version POC by load interactions (F(2)=1.46, p= 0.2779).   For the main effect of the K-SRDTM version POC condition, heart rate increased significantly with the addition of the K-SRDTM version POC (F(1)=23.45, p=0.0047).




Figure 6: CHFT Heart Rate Results by Condition.

In addition to heart rate, participants recorded their rating of perceived exertion (RPE) at the conclusion of each CHFT task according to the BORG scale.   Generally, as load increased, participants’ rating of their perceived exertion increased accordingly.   For the no-load test condition, the mean RPE without the K-SRDTM version POC was 8.5 and was 9.7 with the K-SRDTM version POC; this represents a significant difference of 1.2 (t(5) = -2.9, p=0.034).   With respect to the 25-lb load, participants rated their mean perceived effort without the K-SRDTM version POC at 11.7 and 11.8 with the device; this difference was not significant (p=0.822).   At the 50-lb load, participants rated their mean perceived effort of performing the CHFT task with the K-SRDTM version POC as being less laborious than when performing it without the device (14.2 without the K-SRDTM version POC versus 13.7 with the device); this result was not significant (p=0.624).   These results are presented in Figure 7. 



Figure 7: BORG Rating of Perceived Exertion for the CHFT Task by Condition.

4.0
DISCUSSION


The K-SRDTM version POC system aids in knee extension at cyclic rates below 5 mph.  One of the tasks that isolated this movement was that of the squat.  Due to the mechanics of the steady, continuous squat, this task was not affected by the weight or the distal placement, the speed limitations, nor the mechanical resistance of the K-SRDTM version POC, or by the movement complexities of the task.  In this instance the K-SRDTM version POC provided a substantial benefit to the user.  As previously mentioned, there was a 47.5% mean mechanical advantage when using the K-SRDTM version POC.  This suggests that in its simplest form the K-SRDTM version POC does in fact provide a benefit to the end user in allowing them to achieve greater amount of squats or conversely the same number of squats with less effort.


We would assume that during a more strenuous stair climbing task, as compared to the CHFT, that the benefits of the K-SRDTM version POC would become more evident.  This was not the case in the continuous stair climbing task.  This test cannot be viewed as a longer version of the CHFT.  In the CHFT participants ascended two steps and then descended the same two steps backwards for one cycle.  In the continuous stair climbing task participants climbed consecutively 3 flights of stairs and then turned around and walked down the 3 flights of stairs facing forward.  For four (4) participants, the heart rate versus time curves indicate that there does not appear to be a benefit with the K-SRDTM version POC during the 20 minutes of continuous stair climbing.  This may be due to the extra physiological cost of carrying and moving the KRSD version POC down the stairs when there is no mechanical benefit imparted by the system.  However, Participants 6 did show a physiological benefit with the device whereas the results of the Participant 1 are inconclusive.


One expectation of the K-SRDTM version POC system was that it would provide benefits to the user over extended periods of walking or while carrying heavy loads.  Rating of perceived exertion from the CHFT partially supported this expectation.  Initially, when there was no load participants rated the “with K-SRDTM version POC” condition as being more physically exerting.  When the 25-lb load was added the gap between the ratings of perceived exertion became narrower.  Finally, when the participants wore the 50-lb vest participants rated the “with K-SRDTM version POC” condition as less physically exerting than the “without K-SRDTM version POC” condition.  This suggests that there is a perceived benefit of the K-SRDTM version POC when more weight is added.  This also suggests that there is a perceived “cost” of exertion to wearing and carrying the K-SRDTM version POC alone.  Anecdotally, participants noted that they did not feel they worked as hard when wearing the K-SRDTM version POC during the loaded conditions.  However, based on our heart rate measured, there was no significant reduction in physiological effort with the K-SRDTM version POC.  There is a possibility that, during the loaded conditions, participants changed their motor control patterns so that they relied more on the K-SRDTM version POC and thus decreased the level of perceived exertion.  However, changing the motor control pattern would increase the metabolic cost, and potentially heart rate, thereby masking any benefit of the K-SRDTM version POC for physiological effort.  


5.0
CONCLUSION


Results from the experimental evaluation of the K-SRDTM version POC showed that a significant mechanical advantage (i.e. 48%) is provided during the squat test. Further development of the K-SRDTM will be focusing on transferring this mechanical benefit to more locomotion tasks.  The current prototype (K-SRDTM version POC) did not provide a physiological benefit for stair climbing tasks but for one (1) participant.  During the Canadian Home Fitness test (CHFT), the physiological effort with the device raised at about 5% to 10%.  However, the participants perceived the use of the K-SRDTM version POC less physically exerting while loaded.  Despite the limited measurable performance benefits of the current K-SRDTM version POC, participants noted that the concept has many positive attributes for an initial prototype and that the system had considerable potential to enhance soldier mobility and reduce musculo-skeletal demands on the soldier if key attributes of the system could be improved.


The demoskeleton concept is a novel emerging solution applying biomechatronics and artificial intelligence technologies designed to address the current dismounted soldiers distributed weight overload challenge. The concept has also the potential to change the soldier systems design paradigm, as it will allow for optimising both survivability and mobility, i.e. not one to the expense of the other. This will contribute to increase the operational effectiveness and figthability of dismounted soldiers in the complex battle space of the future.  The dermoskeleton is a concept which has the potential to become truly disruptive and lead to important capability overmatch.
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In the future, small UAVs will become an important part of national security. This kind of aircraft has proven to be tremendously flexible devices and can be used for many civil and military purposes. Telecommunications plays a more important role in the operation of UAVs than it does for manned aircraft since all the decision-making occurs on the ground (either before or during the flight). Currently, communications between UAVs and ground stations are based on RF systems and low-earth-orbiting satellite links. Both are long range communications but also have low bandwidth (usually in the order of hundreds of kbps or less). The move to optical carrier frequencies means a qualitative leap because it provides a shift from MHz  to hundreds of thousands of GHz, lowering the signal divergence by five orders of magnitude. Lower divergence allows higher reception power and signal-to-noise ratio, enabling faster communications with lower bit-error-rates. It is also a more secure technique since the laser communication beam can not be intercepted without being noticed, as interception leads to signal fading. Another big advantage is that this technology enables lower power consumption and smaller and lighter terminals.


This paper describes briefly the design of a free-space laser communication system as an improvement to standard radio frequency (RF) links from Unmanned Aerial Vehicles (UAV) to ground stations. The work reported here belongs to the SINTONIA program (acronym in Spanish for low-environmental-impact unmanned systems), led by BR&TE (Boeing Research and Technology Europe) with the purpose of boosting Spanish UAV technology. The work of GDAF-UC3M is under the coordination of INDRA, S.A. and INSA, S.A. Since an essential target in the SINTONIA program is developing low-impact technology onboard UAVs, optical communications fit ideally to these requirements.



Figure 1: Modulating retroreflector principle.

Given the strong effort needed to optimize the telecommunication payload, a modulating retroreflector (MRR) has been proposed as a communication terminal on board UAVs (Fig. 1). This device combines a retro-reflector and an optical modulator and is capable of returning light from a distant interrogating laser source, without any additional pointing requirement onboard, while simultaneously modulating its intensity on the way back. Such a system allows both the laser transmitter subsystem and the acquisition, tracking and pointing (ATP) subsystem to be eliminated on one end of the link, which results in a considerable reduction of power, size and weight onboard the UAV. The burden moves to the ground station but the ATP subsystem is also eased, since the MRR acts as a pointing reference by reflecting the incoming laser beam back to its source.


Despite the great potential of this technology for UAV communications, little research has been made concerning fast optical modulators for MRRs, so data rates are still in the order of the RF ones. Nevertheless, the communication payload is smaller, lighter and takes less power. In high-performance UAVs, the potential of free-space optical communications is bigger, since the technology needed to go far beyond RF communications in terms of data rate is already available –bitrates over the Gbps frontier are indeed achievable. Within SINTONIA program, the viability of lasercom with minimum communication payload onboard UAVs is going to be demonstrated –for which MEMS-based (MicroElectroMechanical Systems) MRR will be used in the order of hundreds of kbps– as well as high-rate communications with UAVs –for which the ground laser transmitter will be OOK-modulated in the order of hundreds of Mbps–.


The MEMS modulator is a reflective diffraction grating with controllable groove depth (Fig. 2). It acts as one of the three mirrors that make up the retroreflector and is capable of modulating a continuous laser beam by switching between an unpowered flat-mirror state to an energized-diffractive state.



Figure 2: Modulating retroreflector based on MEMS optical modulator.

The ATP subsystem is a key part of the system and is based on a two-axis gimbal for tracking and coarse pointing, and a fast steering mirror (FSM) for fine pointing. The pan-tilt gimbal continuously tracks the trajectory of the UAV, aided by its GPS position, and transmits a beacon laser with a beam width wide enough to make up for the GPS-position error, so that the UAV is always illuminated by the beacon. Based on the retroreflector principle, the reflection of the beacon can be constantly monitorized through an IR camera in order to determine the exact position of the UAV. The communication laser, with a much smaller beam width than the beacon laser, is transmitted through a telescope controlling its fine position with a FSM. Fine pointing is based on a biunivocal correspondence between the position of the beacon in the camera image and the movement of the FSM that is needed to illuminate the MRR with the communication laser. This strategy makes it possible to maintain a real-time fine pointing with the UAV in a continuous mode.


The IR laser beacon technique just explained is a novel tracking method, that has the potential to increase the resolution of UAV tracking systems, even if they don’t have to do with optical communications. This system would be based on a retroreflector –or an array of retroreflectors– onboard the UAV and a ground station consisting of a GPS-aided pan-tilt gimbal carrying an IR laser transmitter and an InGaAs high-speed camera (each of them with a divergence-control lens). Such a simple system would be able to improve the accuracy of airplane tracking compared to the current RF multi-beam antenna systems.




Figure 3: Beam divergence control to ensure a constant beam width regardless of the distance.

The laser-beam width that reaches the UAV needs to be designed carefully. Regarding the communication laser, this width has to be small enough to achieve the needed signal-to-noise ratio considering the way back from the retroreflector, but big enough to make up for the movements of the UAV that the FSM can not correct. In the design of this beam width it is also important to consider the FSM range of angular laser movements before entering the telescope and the minimum divergence achievable taking into account the largest link distance. Thus, since the UAV-to-ground station distance may vary greatly, a beam-divergence control has been designed to produce the same beam width in the UAV regardless of the distance (Fig. 3).


Using an MRR as a transmitter in an optical communication link implies that the optical axis is the same for the transmitted and the received beam, considering that the beam width is always bigger than the retroreflector aperture. The simplest solution to enable the reception of the laser on its way back is to shift the ground receiver out of the optical axis, but an important part of the returning light is lost this way. The solution proposed in this design is creating two different optical paths within the same physical path. This is possible by deflecting the laser on its way back to a different direction towards the photodetector without loss of power: the ground station transmits in linear polarization and the detector receives the laser in the orthogonal polarization.




Figure 3: Current state of the ground station.

Future system updates will include higher data rates using fiber optics technology at ground station, atmospheric turbulence mitigation with aperture averaging and adaptive optics, and active inertial stabilization of the ground station to make it suitable for mobile platforms.
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Abstract 


Emerging chemical and biological (CB) threats have assumed a greater significance in the light of events such as the 2001 ‘Amerithrax’ mailings, ricin letter mailings, the Tokyo subway attack and the Rajineeshee cult Salmonella poisonings and many others. As such it is important to survey the development of science and technology areas that may be employed in highly imaginative and unexpected ways to develop substances or methods with the potential to be used in a highly disruptive fashion, and to assess mitigating strategies where appropriate. Classic methods of information surveillance, such as technology watching are inefficient at identifying emerging or ‘parallel’ technologies (‘concepts’) that may give rise to unexpected or unplanned adverse events when used either in isolation or in novel combinations. This failure is in part due to the highly focussed nature of technology watching that inherently filters out wildcards and weak-signals at the margins of the search field. Additionally technology watching is, by its nature, biased or constrained within certain bounds of technological discipline. This paper describes the use of a hybrid horizon scanning approach to the identification of novel and emerging CB threats as an exemplar of the method. Although devised for a specific search strategy, the method offers a robust technique with broader applications in the identification of potentially disruptive science and technology (S&T) developments.

1.0
Horizon Scanning

Within the context of novel and emerging chemical and biological (CB) threats it is important to survey the development of science and technology (S&T) that may be used in highly imaginative, unexpected and disruptive ways (in this context, ‘disruptive’ is defined as having the ability to cause a profound adverse impact on the population). Traditional methods of information surveillance, such as technology watching, fail to identify emerging or ‘parallel’ developments in S&T (‘concepts’) that may give rise to unexpected or unplanned adverse events when used either in isolation or in novel combinations. This failure is in part due to the highly focussed nature of technology watching that inherently filters out wildcards and weak-signals at the margins of the search field. Additionally technology watching is biased or constrained within certain bounds of technological discipline. Figure 1 shows a schematic highlighting the differences between horizon scanning and technology watch. 

The horizon scanning model developed by Holland Smith and Strong [1] collects and categorises concepts with disruptive potential, however it is inefficient at identifying sufficient relevant material; alternatively, simple technology watching is likely to duplicate findings, or to identify already well-known and characterised threats. Accordingly, a hybrid approach was devised and refined and is represented schematically in Figure 2.  The method is based upon a structured framework with the following key components, each of which provides specific capabilities that otherwise would be absent: 

Sentiment searching* – enables searches to be performed in an ‘agnostic’ fashion with respect to S&T and therefore does not constrain the search to one domain or theme. 

Geographic search constraint*– allows certain countries/regions of interest to be scrutinised, and linkages between countries to be determined. 

Extended (non-English) language searching* – reveals language specific nuances that may not be reported in English by the originators, or might be missed in websites translated into English by the originators. Literature (citation) based discovery* – assists in the identification of research areas, authors or materials attributed to institutions and aids in establishing connections between apparently unrelated institutions. Threat agent attributes* – utilises specific properties of likely threat agents, their methods of production, precursors, dissemination methods etc to identify S&T developments likely to lead to their production.


Scientometrics – employs large datasets from worldwide academic citation databases across all areas of S&T and is used to refine the search fields based on identifying and ranking the commonalities of lead researchers, key institutions, funding agencies and subject areas. It is complementary to the preceding components and functions as an iterative process in the development of search strategies (see Figure 2).

In addition to the above, methods and processes to disseminate information as well as alerts have been established and are described below. Using this hybrid approach wildcards and weak-signals found at the margins of the knowledge horizon can be identified and assessed. The key components are described in detail in the following section.

  

Figure 1: A stylised view of the relationship between technology watch and horizon scanning.

Configure searches and sourcesRun manual searchesConceptabstractionSet up alertsScientometricsWorkshop(s)NewslettersAlertsSME scrutiny




Figure 2: Schematic representing the stages of the hybrid horizon scanning process. 

1.1 Sentiment Searching


Searches for disruptive technologies should not be constrained to any particular discipline, therefore much of the terminology specific to a particular technology is omitted to avoid such constraint. Sentiment searching relies upon the overall meaning or ‘sentiment’ implicit in a technology, whilst being ‘agnostic’ to the science and technology itself. General examples of this include the use of such words and phrases as: ‘breakthrough’, ‘revolutionary’, ‘ground-breaking’ ‘unprecedented’, ‘orders of magnitude’ etc. In the context of potential threat hazards the searches can be further refined by the inclusion of such elements as ‘(casualt* OR mass-casualt*)’, ‘panic’, ‘disrupti*’ etc, as these represent the sentiments of the (potential) outcomes, rather than the technologies themselves. 

1.2 Geographic Search Constraints

In this approach, search space is constrained, by limiting query strings to geographic locations, using Internet domains or languages as proxies e.g. ("world's first" OR "first ever" OR "first time") inurl:.sy) or [(“Syrian scientists” OR “Syrian technologists” OR “Syrian researchers”) AND ("world's first" OR "first ever" OR "first time")]. These queries are further enhanced by adding modifiers that limit the topic by searching for attributes that may be associated with CB agents, their effects or their methods of dispersal e.g. “Syrian scientists” AND  (“aerosol”  or disemm*) AND ("world's first" OR "first ever" OR "first time"). Other ‘attributes’ such as methods of production and related terms are also regularly included in the search string query (e.g. freeze-dry*, lyophil*, ‘home-brew’ etc). These core search queries are then configured according to the syntax of the search engine.

1.3 Extended Foreign Language Searches

 Online translation tools (e.g. Google Translate©) are used to convert domain specific words and phrases into appropriate languages; machine-based translation is then used to translate and/or transliterate the output back into English for manual interpretation. Table 1 shows a small sample of Russian Cyrillic queries that can be used to develop a foreign language search strategy.

Table 1: Basic sentiment queries in Cyrillic.


		English query phrase

		Russian Google translation 

		Russian Systran translation



		significant advance

		значительный шаг вперед

		значительно выдвижение



		significant breakthrough

		значительный прорыв

		значительно прорыв



		major breakthrough

		крупный прорыв

		главный прорыв



		world’s first

		первый в мире

		мир первое



		first ever

		впервые

		во первых всегда



		from science fiction to science fact

		От научной фантастики с наукой факты

		от научной фантастики к факту науки



		world leading

		ведущих мировых

		ведение мира



		previously unknown

		ранее неизвестных

		Ранее неизвестно





Additionally, some foreign news agencies offer English language services which can be used to search manually for appropriate developments. This approach generally has the advantage of reducing the ambiguities introduced by automated translation services.

1.4 Scientometric Analysis

Using basic toolsets as part of the online academic citation index Web of Science® (Thompson Reuters™), key factors regarding potentially disruptive technologies can be educed. Using this approach, lead researchers, key institutions, funding agencies and subject areas can be identified and ranked, and the interconnectivity of these fields and collaborations established.  This component of the scanning process is valuable as it aids in the identification of lesser known researchers and institutes.  The format of search syntax is specific to Web of Science® and typically would follow: 


((FO=defense OR FO=defence) OR FO=military OR FO=warfare OR (OG=defence OR OG=defense) OR  OG=warfare )

This example query would return results in which defence related terms appear in the funding agency or organisation name fields (i.e. the research is likely to be funded by militarily related monies, or be conducted in defence establishments). This query when combined with others outlined in Section 1.1 (e.g. (TS="step change" OR TS="paradigm shift" OR TS="groundbreaking")) and constrained for example by date range and/or geographic location yields results that can be further analysed on the parameters outlined above. 

1.4.1 Literature Based Discovery

Work undertaken by Swanson et al. [2] explored the potential use of (ostensibly) non-weaponised viruses as biological weapons based upon their innate characteristics. The underlying principle of literature based discovery is that within the set of all scholarly publications, both disjoint (i.e. unrelated and incompatible) and complementary (i.e. unrelated or related, and compatible but as yet unconnected) literatures are present. When complementary literatures are brought together discoveries can be made and innovation stimulated. Swanson et al. noted two important bio-warfare agent characteristics, virus pathogenicity and virus transmissibility in the citation patterns; these had been studied by two unrelated research communities that were not familiar with each other’s literatures. Both literature sets were retrieved and analysed to find ‘virus’ terms common to both literatures. Viruses identified by this method included many previously identified by expert panels as potential bio-weapons and others that had not previously been considered.  The commonality of research fields, authors or materials can therefore act as a ‘sentinel’ to aid the identification of emergent technologies.

1.4.2 Threat Agent Attributes

Open source literature (particularly ISI Web of Science® and Google Scholar™) was used to identify attributes that may be associated with emergent threat agent effects, dispersal or methods of production. Many of these attributes were identified and reported by Geissler [3], and the work of Swanson et al. was in part based on this.  Geissler identified 13 criteria that he believed were pivotal to the selection of 21 viruses known to be of potential military interest as weaponisable. Subsequently at a 2005 Congressional Hearing [4], Callahan identified seven conditions required for biological weapon production. The two sets of criteria are represented in Table 2. Combinations of these properties can be used to configure search strategies for novel and emerging biological threats, the properties marked with an asterisk represent those most widely used in this research to identify novel threats.

Table 2: Criteria for the use and production of biowarfare agents. (properties marked with an asterisk represent those most widely used in this research to identify novel threats).

		Geissler's criteria for effective biological warfare agents

		Callahan's seven conditions


for biological weapon production



		Agent has consistent effect

		Access to agents.*



		Agent has low infective dose

		Access to reagents.*



		Agent is highly contagious*

		Expertise, which can be derived from other disciplines and open source literature.



		Agent should have a short and predictable incubation time from exposure to effect.

		Access to laboratory equipment and technology including roller bottles, agar trays, fermentors, lyophilizers, egg incubators and cold storage.*



		Target population should not have natural immunity.

		Budget.



		Prophylaxis should not be available to the target population.

		Covert production facilities.



		Target population should not have ready access to treatment.

		Access to laboratory safety equipment and or prophylaxis for laboratory staff.



		Aggressor forces and population should have protection against the agent.

		



		Economical mass production of the agent should be possible.

		



		Agent should be stable under conditions of production and storage without significant reduction in activity.*

		



		Agent should be capable of efficient dissemination through aerosols, living vectors.*

		



		The agent should be stable during dissemination so it reaches target population.*

		



		Agent should persist for only a short time after attack allowing prompt occupation by aggressor’s troops.

		





1.5 Automated Alerts

Automated alerts through such services as Google Alert©, Web of Science® Citation Alerts and RSS feeds are used to provide ‘background surveillance’. Although the frequency of alerts can be high, there is still a requirement for human assessment of the returns, as most alerts do not have a sufficient level of discrimination. The more complex and discriminatory a query, the fewer returns it will generate, running the risk of missing relevant developments; similarly, a simple search strategy may yield a large number of returns, many of which will be irrelevant. Providing such issues are considered, automated alerting provides a useful adjunct in the large-scale sifting of data. 

1.6 Communication and Assessment 

1.6.1 Newsletters


Identified concepts are communicated through a quarterly newsletter (HoriZone) to various subject matter experts (SMEs) and interested parties. Newsletters contain 21 or more concepts identified as presenting a potential threat either as agents, production methods, or dissemination/delivery mechanisms. They contain highly abstracted forms of the original articles or research, giving quantitative data or comparators where appropriate. Feedback from newsletters is used to refine search strategies further.  A sample page from an issue of HoriZone is shown in Figure 3.  Additionally certain concepts are sent as email alerts to a variety of deep SMEs for comments. 



Figure 3: A sample page from CB HoriZone.


1.6.2 Workshops

Workshops typically take the form of a panel of 12-15 SMEs from the core disciplines, non-core areas and policy level participants. Attendees are presented with 20-30 concepts (drawn from both the newsletters and other concepts gathered), all presentations are highly and concisely abstracted (see sample output below) and are image rich where appropriate. Following discussions, participants complete an electronic survey using laptop computer based groupware to rank the concepts on the basis of their timeliness, relevance, unfamiliarity and exploitability. Concepts are ranked against the following criteria:

· Timeliness – the degree to which the current period is the best time to consider this concept within Ministry of Defence (MOD) research programmes


· Relevance  - to MOD


  

      - to commercial industry (i.e. commercial potential)

· Unfamiliarity (i.e. novelty) - The degree to which the concept is likely to be unknown by those within the MOD (or other communities of interest) to whom it may be interesting

· Exploitability (or actionability) - The degree to which the MOD can make ‘practical’ progress with the concept within its research programme.

The results from this are used to stimulate further discussion and assess potential areas of vulnerability in our current research and surveillance strategies.  


1.6.2.1
Sample Workshop Outputs

Based on the strategies described previously, a small selection of typical workshop output concepts are given below.


Amoebal neuropathogenesis

Aim: Increased risk of lethal amoebal infection


What's different: Naegleria fowleri occurs in lakes, hot springs, soil, dirty swimming pools and warm standing water. Usually, this amoeba feeds on algae and bacteria in the sediment, however in rare cases it can enter the nose, travel to the brain and devour the tissue. From initial exposure, fatality occurs within two weeks and there is no good treatment. Boys and young men are more susceptible to infection. According to the US Centers for Disease Control (CDC), cases of infection due to Naegleria fowleri are on the increase. This amoeba is heat-loving, so as global temperatures increase, even more cases are expected.


Source(s): http://www.chron.com/disp/story.mpl/front/5172801.html (Houston Chronicle)


http://www.cdc.gov/ncidod/dpd/parasites/Naegleria/factsht_naegleria.htm


Radiant Energy Vacuum dehydration technology


Aim: To replace the industry standard of freeze drying


What’s different: A new process for dehydrating foods, bulk starter cultures, liquid vaccines and antibodies, using patented REV (Radiant Energy Vacuum) technology – bioREV® – uses a combination of microwaves and vacuum pressure to control the temperature at which liquids boil and subsequently evaporate. Initial testing showed that bioREV® was capable of successfully drying live attenuated salmonella typhoid and rotavirus vaccines, with promising retention of bioactivity in the shorter term. Liquid evaporation at or below room temperature represents a major advance for drying sensitive organisms that are easily damaged by freezing.


Source(s): http://www.datamonitor.com/store/News/enwave_launches_new_radiant_energy_vacuum_dehydration_technology_platform?productid=C2C94435-EE69-49A3-8582-C321AB1835EF


Novel toxin sources


Aim: The identification of toxigenic endocytosolic bacteria in fungi


What’s different: The biosynthesis of most fungal toxins is well understood, however certain toxins present in fungi have now been found to be produced by bacteria living in the cytosol of the fungal cells. Although the fungal species (and hence the toxins) are plant pathogens, it is possible that compounds toxic to humans may also be bacterially produced in other fungi.


Source(s): Trends in Microbiology, Volume: 17, Issue: 12, Pages: 570-576. Dec 2009

Bacillus cereus strain causes anthrax


Aim:  An uncharacteristic pathogenicity in a known bacterium.


What’s different: A strain of Bacillus cereus causes the same symptoms as anthrax in chimpanzees. Unlike classic Bacillus anthracis, this strain is motile. Comparative genome analysis revealed that the chromosome was substantially similar to other members of the non-B. anthracis B. cereus group, whereas two plasmids were identical to the anthrax virulence plasmids pX01 and pX02. In addition to motility this strain was also resistant to γ-phage and penicillin G, the authors note that the strain caused haemorrhaging in nearly all internal organs of the (naturally) infected chimpanzee.

Source(s): http://edoc.rki.de/oa/articles/rey64y2bz0Cg/PDF/22VkT5DpM3oc.pdf

2.0
CONCLUSION

Using the hybrid method described above, a logical sequence of processes can be applied to disparate information streams in order to uncover emergent and emerging disruptive technologies. This approach is robust and flexible enough to be applied to areas of threat, other than those in the CB realm, and variants of the process have been applied to the identification of developments in nanotechnology and smart materials [5]. 

An additional benefit of the method is that due to the technologically agnostic and terminologically neutral search strategy, methods for the detection of, and countermeasures to CB agents may be revealed or suggested, even though the original research and/or development may not have been conducted for that purpose. 
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Abstract

In the last decade, multi-sensor data fusion has become a broadly demanded discipline to achieve advanced solutions that can be applied in many real world situations, either civil or military. In Defence, accurate detection of all target objects is fundamental to maintaining situational awareness, to locating threats in the battlefield and to identifying and protecting strategically own forces. Civil applications, such as traffic monitoring, have similar requirements in terms of object detection and reliable identification of incidents in order to ensure safety of road users. Thanks to the appropriate data fusion technique, we can give these systems the power to exploit automatically all relevant information from multiple sources to face for instance mission needs or assess daily supervision operations. This paper focuses on its application to active vehicle monitoring in a particular area of high density traffic, and how it is redirecting the research activities being carried out in the computer vision, signal processing and machine learning fields for improving the effectiveness of detection and tracking in ground surveillance scenarios in general. Specifically, our system proposes fusion of data at a feature level which is extracted from a video camera and a laser scanner. In addition, a stochastic-based tracking which introduces some particle filters into the model to deal with uncertainty due to occlusions and improve the previous detection output is presented in this paper. It has been shown that this computer vision tracker contributes to detect objects even under poor visual information. Finally, in the same way that humans are able to analyze both temporal and spatial relations among items in the scene to associate them a meaning, once the targets objects have been correctly detected and tracked, it is desired that machines can provide a trustworthy description of what is happening in the scene under surveillance. Accomplishing so ambitious task requires a machine learning-based hierarchic architecture able to extract and analyse behaviours at different abstraction levels. A real experimental testbed has been implemented for the evaluation of the proposed modular system. Such scenario is a closed circuit where real traffic situations can be simulated. First results have shown the strength of the proposed system.

1.0
INTRODUCTION

In the last decade, multi-sensor data fusion has become a broadly demanded discipline to achieve advanced solutions that can be applied in many real world situations, either civil or military. This technique consists of the integration and analysis of data from multiple sensors to develop a more accurate understanding of a situation and determine how to respond to it. 


Particularly in Defence, accurate detection of all target objects is fundamental to maintaining situational awareness, to locating threats in the battlefield and to identifying and protecting strategically own forces. Civil applications, such as traffic monitoring, have similar requirements in terms of object detection and reliable identification of incidents in order to ensure safety of road users. We consider recent advances in data fusion techniques in this area an emerging disruptive technology that can be extrapolated to different domains. 


Most of the sensor-based systems, whichever the infrastructure under surveillance where they are deployed, use to be passive in nature and do not have the capability by their own to support any of the above commented requirements. Thanks to the appropriate data fusion technique, we can give these systems the power to exploit automatically all relevant information from multiple sources to face for instance mission needs or assess daily supervision operations. 


This paper focuses on its application to active vehicle monitoring in a particular area of high density traffic, where you have multiple targets, and how it is redirecting the research activities being carried out in the computer vision, signal processing and machine learning fields for improving the effectiveness of detection and tracking in ground surveillance scenarios in general.  


Specifically, our system proposes fusion of data coming from a video camera and a laser scanner. On one hand, video cameras provide a lot of visual information but are quite sensitive to illumination and weather changes. On the other hand, laser scanners offer robust and accurate distance information even in poor lighting conditions although they do not provide visual information that allow verifying the result of the detection. It can be seen that these two families of sensors offer complementary features; consequently a technical solution based on fusion of laser and camera streams will be more robust than traditional approaches using a single sensor. Thus, we propose a feature level fusion approach which combines both technologies benefits and overcomes their disadvantages.


In addition, although the detection results with the previous fusion of data coming from different sensors are good, in case of some occlusions happen, the detection and tracking accuracy is inevitably lost without an additional processing module, like the particle filtering we propose to use to deal with such uncertainty.  

Finally, once the targets objects have been correctly detected and tracked, it is desired that machines can provide a trustworthy description of what is happening in the scene under surveillance. Accomplishing so ambitious task requires a machine learning-based hierarchic architecture able to extract and analyse behaviours at different abstraction levels. Figure 1, shows the architecture of the proposed system at the highest level of abstraction.





Figure 1: Illustration of the proposed generic system for analysing 
target’s behaviours at different levels of abstraction.

2.0
multi-sensor data fusion for object segmentation and tracking

In this Section, the necessary steps for processing at low level data provided by measurement sensors, in our case cameras and lasers, available in the infrastructure under surveillance are first shown. One of the functionalities of these independent modules is the localisation and segmentation of moving regions in the scene, serving this information as input for the accurate tracking of the objects involved. 

In addition, a revision of the technical challenges allows us to immediate notice complementarities presented by LIDAR and video cameras, which motivated us for proposing a multi-sensor data fusion approach, shown at the end of this Section.

2.1
Motion Detection and Tracking 


2.1.1
Using Data Coming from Cameras

Several approaches in the Computer Vision field have been proposed along the last thirty years to solve the problem of robust motion detection and tracking outdoors using a single camera or a network of cameras [1]. However, there are still many challenges for which no solution has been found yet.

In particular, video analytics has been widely used for different applications related to Intelligent Transportation Systems (ITS) such as traffic monitoring. In such an uncontrolled environment, the related algorithms have shown to be very sensitive to changes in lighting and weather conditions, while having the advantage of providing a large amount of visual information understandable by a human operator.
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Figure 2: Target detection using cameras.



Figure 3:  Visual results provided by processing camera information in a traffic monitoring scenario.

2.1.2
Using Data Coming from a Laser Scanner

LIDAR (Laser Imaging Detection And Ranging) is another widespread technology in the field of object detection and tracking, especially in Robotics but also used in the ITS field [2]. These sensors are powered by the technology of flight time; the sensor emits a laser beam which, upon encountering an obstacle, is reflected back to sensor. The distance between the sensor and the object is calculated taking into account the time between the laser emission and reception processes. 

LIDAR sensors, also known as laser scanners, are much more robust than video cameras to changes in lighting and weather conditions, providing more accurate measures. However, they have the disadvantage of providing little visual information compared to the cameras.
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Figure 4: Target detection using laser scanners.



Figure 5: Visual results provided by processing laser scanners information in a traffic monitoring 
scenario, in which three vehicles are correctly detected and tracked along the sequence.

2.2
Technical Challenges

The conclusions extracted from the analysis carried out in the previous Section, where Vision and LIDAR-based technology are presented separately, are:


· Cameras are one of the sensors most commonly used on all the highways around the World for monitoring purposes, due to the fact they offer rich visual information from the environment.


· The application of machine vision algorithms to a video sequence can provide individualized information for each vehicle, like the speed or the trajectory it is following.


· Environmental conditions such as changes in lighting or other atmospheric factors such as rain and fog can decrease the reliability of machine vision – based systems


· The laser sensors, meanwhile, provide less visual information than cameras but the information in terms of location of objects uses to be very accurate and reliable.

· LIDAR are less sensitive (more robust) to the environmental conditions than the cameras used for video surveillance.


· Both video cameras as the LIDAR suffer from the problem of occlusion in which an object concealed the existence of another covering the "field of view" of the sensor.


From the conclusions drawn is immediate notice complementarities presented by LIDAR and video cameras. The first get precise spatial information, enabling reliable and robust set of objects in the correct coordinates, while the latter get a lot of visual information that will uniquely identify each object and determine whether they are vehicles or not, the type of vehicle colour, registration, etc.

2.3
Multi-Sensor Data Fusion

Sensors described in the previous Section have complementary characteristics and consequently a technical solution based on their fusion can provide more accurate and robust results to the problem of object detection and tracking than traditional approaches using a single sensor due to redundancy of information and intelligent fusion itself. On one hand, video cameras provide a lot of visual information but are quite sensitive to illumination and weather changes. On the other hand, laser scanners offer robust and accurate distance information even in poor lighting conditions although they do not provide visual information that allow verifying the result of the detection.

Although many works have been carried out in the field of data fusion, using LIDAR data and video for segmentation and object tracking [3]

 REF _Ref292081551 \n \h 
[4], the fusion of information coming from fixed sensors has been less explored. Thus, we propose a feature level fusion approach which combines both technologies benefits and overcomes their disadvantages.
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Figure 6: Multi-sensor Data Fusion Approach.

Before processing the available data, an off-line calibration step is carried out in order to define a global coordinate system which allows the system to establish spatial correspondence between camera coordinate system points and laser points. Once the scenario is calibrated the on-line process is performed. Data from both sensors is acquired in a synchronized way and is processed in parallel. First of all, the computer vision module detects, models and tracks moving objects. After the previous step, laser processing module segments, models and tracks laser data. Finally, a fusion step merges features from previous modules. Each object is matched against a predefined model mapped in the above commented global coordinate system. This model is built from laser and visual features applying a coordinate transformation based on the corresponding calibration matrices. The redundant information provides robustness and high confidence level to the system in order to detect and track objects in the global coordinate system.

4.0
Improved tracking of objects using particle filtering


Although the detection results with the previous fusion of data coming from different sensors are good, there are situations in which the detection and tracking accuracy is inevitably lost without an additional processing module. In fact, one of the most common problems for this kind of systems when using a multi-target model is that they are hardly able to deal with occlusions. Normally, these situations happen when deterministic trackers based on motion cues are used and consequently, the system will be dragged by an inaccurate global object model. 


To solve this issue, we make use of a stochastic-based tracking [5] which introduces some random elements, i.e. particles filters, into the model to deal with such uncertainty due to occlusions. The aim of these trackers is to estimate recursively the position of a target or multiple targets in a first prediction step, and to measure the new objects locations to check the global location estimation of the objects in a second update step. The proposed architecture is presented in a Figure 7.
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Figure 7: Camera and LIDAR Fusion Data-Based Particle Filter Architecture.

The particle filter (PF) is a sampling weighted representation of the Bayesian filter, where each one of the samples 
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 taken from the continuous probabilistic distribution is called particle. In our multi-target tracking scheme each basic particle is characterized by a set of features such as pixel location, speed and colour (1).
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Basically, a particle filter is a hypothesis tracker that approximates the filtered posterior distribution 
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Once data from camera and LIDAR is processed, a Particle Filter Processing step is applied:
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Figure 8: Camera and LIDAR Fusion Data-Based Particle Filter Steps.

S0 Automatic initialization: Using a laser and camera fusion to extract features from the pixels of the image where the objects are certainly located, and colour cues from the object model, filter’s initial particles are processed each frame to find the means new objects forming the set 
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 as initial distribution.

S1 Prediction: Next, the locations of the particles are predicted. The particle filter propagates (the particle locations are moved) the particles according to a motion model 

(


)


1


-


t


t


x


x


p


r


r


 and the previous states distribution 

(


)


1


:


1


1


-


-


t


t


y


x


p


r


r


. First, the current state 

t


x


r


 is predicted as output of the evolution function which depends on the previous state 

1


-


t


x


r


and the noise state 

1


-


t


u


r


 (4) (blue particles in S1). Second, the prior of the state 

t


x


r


,

(


)


1


:


1


-


t


t


y


x


p


r


r


, at time t without knowledge of the measurement 

t


y


 is calculated as shown in equation (5).
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S2 Update: This step consists of calculating the weights of each particle according to their features’ distance (colour and position) to last global object model. In particle filtering this step combines likelihood of this current measurement 
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(7)

S3 Resampling: Finally, using all collected data from the steps above a resampling step is executed, deleting and cloning the particles according to their weights and their nearest modes. Furthermore, each particle is clustered to the nearest mode forming the tracked objects.

An Output Data Processing module then administers all processed data to obtain the detected object tracking over time. Moreover, this functionality takes care of preparing the data to the Graphical User Interface to verify the results.


Using the proposed tracker based on particle filters, the previous multi-sensor data fusion is improved following the objects through their colour and position features. The proposed particle filter contributes to the global algorithm with parallel tracked data which helps to detect the objects in scenarios under poor visual information or under occlusion circumstances where LIDAR data is not correctly extracted.

		

		





Figure 9: Particle filter steps applied to improve performance of basic multi-sensor data fusion.

5.0
SCENE UNDERSTANDING


Finally, in the same way that humans are able to analyze both temporal and spatial relations among items in the scene to associate them a meaning, once the targets objects have been correctly detected and tracked, it is desired that machines can provide a trustworthy description of what is happening in the scene under surveillance [6]. Accomplishing so ambitious task requires a machine learning-based hierarchic architecture able to extract and analyse behaviours at different abstraction levels. 

Depending on the application, it will be more suitable to model activities statistically or more simply to discover them by matching the information provided by the multi-sensor data fusion step against a set of predefined rules.

Thus, according to Figure 1, a Switching Control Module discriminates the type of entities present in the scenario under analysis, i.e. vehicle or group of vehicles, and selects for each of them characteristic properties from the object model according to the specific application which the proposed architecture will be used for. In addition, a set of logical and spatio-temporal constraints is also defined in this module. Another module for Behaviour Selection takes those selected properties and predefined constraints to analyse the correspondences between them and a set of previously learned models in a supervised way. Finally, a decision on the situation (incident or activity being carried out) is made. 

6.0 
experimental results


Following similar initiatives in Europe, real experimental testbeds in the framework of different national initiatives in Spain are currently being implemented. Particularly, our testbed is initially located in Madrid, Spain, where a firewire camera and a SICK LMS221 LIDAR have been deployed for the evaluation of the proposed modular system. It is a closed circuit where real traffic situations are planned to be simulated (e.g. stopped vehicle, road leaving, jams, etc.). First results have shown the strength of the proposed system.

7.0
CONCLUSION


In this paper, a new architecture for the accurate detection and tracking of target objects and the analysis of critical situations both in Civil and Defence applications to ensure safety of road users is proposed. Several Computer Vision, signal processing and machine learning approaches are applied for improving the effectiveness of the system. Thanks to the appropriate multi-sensor data fusion technique, all relevant information is first extracted from multiple sources (cameras and laser scanners) and then combined to assess daily supervision operations in an active vehicle monitoring scenario. In addition, a stochastic-based tracking which introduces some particle filters into the model to deal with uncertainty due to occlusions and improve the previous detection output is presented. It has been shown that this computer vision tracker contributes to detect objects even under poor visual information. Finally, once the targets objects have been correctly modelled, the system establish the mechanisms to provide a trustworthy description of what is happening in the scene under surveillance analysing behaviours at different abstraction levels and thus emulating human cognitive processing.
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Introduction


This report addresses the IST 099/RSY-024 Symposium on Emerged and Emerging 'Disruptive' Technologies held in Madrid on the 9th and 10th May 2011. The technical committee had two primary aims:


1) To expose methods, tools and techniques which can be applied to identify the emergent technologies; and 


2) To identify innovative applications. 


The call for papers addressed a wide set of disciplines including:


· Quantum Capabilities, 


· Autonomous Intelligent Technologies, 


· Ubiquitous Mobile Wireless Networking Technologies, 


· Virtual and Augmented Reality and Cognitive Interfaces, 


· Biology Based Solutions, 


· Internet Enabled Social Networking, 


· Networks as Complex Adaptive Systems and Their Visualisation, 


· Hyper-computing. 


The Technical Committee were able to select 17 papers for presentation and a further 13 as posters coupled with three invited Keynote presentations. The nature of the topics is such that some elements will fall into sensitive areas which in this forum were not addressed.


Issues


It is essential to avoid surprises in all walks of life but particularly during developments in a military domain. Disruptive technologies create a step function in the performance and in most instances are not predicted so fall in this category. It is particularly relevant to be able to predict behaviour and establish trends when projects are of a multi-disciplinary nature. Prediction of events with no a priori information is, clearly, not possible hence the need to establish a general baseline. Optimising this process is a challenge. Historically individuals would have a prompt through networking but today with the large amount of information available foraging tools are required. Of concern is the interface between military and civilian developments. Best practice in this field is not static and we must remain vigilant to avoid systems exhibiting chaotic behaviour.


Discussion


The topic of the symposium is highly relevant, the RTO and the technical committee should be congratulated on organising the event which provoked a lot of interest with 150 persons enrolling. Attendance was not quite as high but all the sessions were well attended. The wide set of disciplines encompassed within the theme of the symposium allowed a spread of topics which was reflected in the programme. The aspect that a small perturbation in a technology or discipline can have a profound impact on behaviour and system outcome implies that investigations must be conducted across the spectrum of interest, hence the diversity of subject and style.


The general quality of the papers was good but lacked focus and exposure to novel methods. In retrospect the authors could have been explicitly asked to align their subject matter with those topics identified in the call for papers. In some instances the audience were left to draw their own inference about the potential impact. The technical committee offered comments to the authors following compilation of the programme, a process which is to be encouraged.


The aims expressed in the call for papers are laudable and, I would have anticipated a larger response from which a higher degree of filtering could have been applied, again improving the quality. A stronger reaction to the presentations could have been generated if the papers or the abstracts were available before the event, regrettably in this instance the papers were late appearing on the web. The structure of the symposium mirrored the content with a logical progression through the four declared sessions. The quality was further enhanced by the inclusion of the three keynote speakers who provided a good background to their respective disciplines. Questions from the floor were well managed and relevant, adding to the understanding. Prepared questions from the session chair assisted this activity and were appreciated.


The room was well appointed but designed for speeches without modern visual aids and the location of the screens was not optimised; although all the audience had a good view of at least one of the screens. The symposium room would have been cramped if all 150 persons had attended at one sitting. 


The posters were of varying quality but gave an opportunity to expose complementary topics not strictly aligned to the symposium themes. Unfortunately the space allocated to show the posters needed to be larger to avoid cross fertilisation during discussion with the authors. The time of one hour dedicated each day appeared to satisfy the demands for appropriate dialogue with the authors. 

Analysis of Questionnaires


Thirty questionnaires were completed with the majority offering satisfactory replies; a category offered on the proforma. Comments were made as to the lack of focus, which I support. With one exception the overall rating was in excess of 70% with the fifty percentile in the low 80's interpreted as exceeding individual contributions. Whilst I acknowledge that the scale may be skewed the returns indicate that the symposium was beneficial. Individual returns indicated that the most interesting papers were those of the keynote speakers, a result which confirms the appropriate selection of the invited lectures. If these are removed the remainder are relatively uniformally distributed reflecting the difficulty in selecting the best paper. A specific comment was made referring to the small number of industry contributions; which may be explained by the financial constraints which we are all facing but implemented with vigour within Industry. A surprising number of replies declared that detail within the presentations was superficial. The nature of the topics will generate differing depths of detail, perhaps the audience were expecting more technical input. Most thought that the time allocated to both presentations and questions was about right.


Detail of the papers


Keynote 1 Autonomous Intelligent Technologies. Prof Ricardo Sanz from Universidad Politecnica de Madrid opened the technical section of the symposium with a lecture on Autonomous Intelligent Technologies. He raised the question as to why autonomy and addressed a general question about the interaction with philosophy. He concluded that fully autonomous systems are not desirable for several reason but primarily the need to define rules. It was also recognised that robots have difficulty to differentiate between combatants and innocents. However in environments hostile to humans or when short reaction times are demanded they can have a significant role. A group of agents emulating biological behaviour was discussed outlining their ability to adapt and have a capability for self healing to maintain a robust system.


Paper 1 The Spanish MOD's Search for Disruptiveness. The project developed from a recognition that knowledge of the environment is required to maintain a robust system when uncertainty, complexity and diffusion is increasing. It is acknowledged that systems adopted for civilian applications cannot be directly employed within the military domain. Spain has developed both a top down and bottom up approach which are used simultaneously, results are encouraging particularly when searches are not restricted. The technology watch is closely coupled to the social and legal aspects to achieve cross fertilisation.


Paper 2 An Overview of Foresight Methods to Identify Potential Disruptive Technologies in the Defence and Security Context. Eight methods were identified which have application in the appropriate context; details of the methods are available in the published paper. Again, as with the Spanish contribution in this area the difference between the civilian tools and the military demands was emphasised. 


Paper 3 The Value of Horizon Scanning. The third paper in the session under methodologies, this time from a UK perspective. The value of accumulating relevant information from a wide set of sources can only be advantageous. In this project inference is gained from a knowledge source by applying three levels of filter that of: surveillance, cognitive and power. A model has been developed and artificial examples provided during the presentation to affirm the approach adopted. Information is accumulated by interrogating a wide variety of sources, it was shown to be advantageous if the users switch to an alternative parameter before the primary parameter becomes saturated as displayed on the S curve. The technique claims to identify new concepts from existing technologies and new combinations, potentially disruptive, by synthesising the technologies observed. To date the project has yielded good returns from a small investment.


Keynote 2 Location, Complexification: Spatial Constrained Networks Scaffold Complex Co-Ordination. This keynote speaker Prof. Seth Bullock from Southampton University presented an overview of location complexity based on his own research. He cited examples from the natural world including the structure of an ants nest. He provided evidence that allowing nodes with spatial correlation to form a clique could be advantageous which would simplify the consequential analysis. Allowing spatial connectivity could also identify emergent behaviour. Coupling elements can make a stronger more robust system where the aggregate is more than the sum of the parts. The presentation would have benefited from aligning the material to address the questions posed in the call for papers regarding disruption.


Paper 4 Scientometrics and Horizon Scanning: Complementary Methods in Identifying Potentially Disruptive Technological Emergence. This presentation is closely coupled to paper 4 presented by Holland-Smith and provides the detail of extracting data, and hence information, from journals, the internet and other technical sources. Detail of the scheme was given in the form of examples and the statement made that most of the information is obtained from a small number of good sources. Knowledge could be enhanced through collaboration, including international collaboration which offers a different perspective.


Paper 5 Application of ICEE: A Novel Web-Based Collaborative Tool for Tracking Emerging and Disruptive Technologies for Soldier System Capability Enhancement. This presentation described a Canadian initiative to provide an environment for collaboration; primarily within Canada between Government, Industry and Academia but does not exclude international players. It is an open tool but private discussions are permitted. The interaction should expose disruptive technologies during the procurement cycle if ICEE (Innovative collaborative exchange environment) is successful. A explanatory set of rules to participate is available to the inclined reader.


Paper 6 RTO-SAS-DTAG Disruptive Technology Assessment Game. This was a presentation of an initiative through the SAS community in which a framework is created to analyse disruptive potential. A description of the technology under study is introduced in a war game played between two entities who are not in conflict. The process is time consuming with one analysis taking one day, but provides a good appreciation of the mechanisms involved. Participants were encouraged to provide input in the form of environments to analyse during subsequent war games.


Paper 7 Automatic Generation of 3D Virtual Cities from Lidar Data and High Resolution Images. Five levels of detail are planned with level 0 the terrain data currently based on a map with 5m error bounds. The four remaining layers provide greater refinement with level 4 offering internal features of buildings. The first two levels were provided as examples modelling the Spanish town of Alicante. The data source for the internal details was not provided. A question was raised about the fusion of other data e.g. google street view; the reply indicated it would be feasible but did not offer a mechanism to integrate the data. The model is based on CITYGML, an open source product.


Paper 8 Cognitive Radio as Enabling Technology for Dynamic Spectrum Access. An interesting paper which would have benefited from the presenter aligning the content with a disruptive technology. The need for the study stems from the lack of available spectrum; a finite resource with a high demand particularly in specific bands. The proposal is to make assignments from secondary allotments when cognitive radios are deployed. The network would utilise a 'Cognitive Manager' who would be in a position to optimise spectrum use if a sub-licence is available for secondary use. The open sharing concept amongst peers is under investigation using both centralised and distributed management. Caution was raised to ensure that the system remains robust.


Keynote 3 Quantum Information Science. Prof. Raymond Laflamme from University of Waterloo provided an outline of his discipline starting from the premise that we all require knowledge transfer to develop because of our innate curiosity. He explained the concept that quantum systems can have more than one state and that observations will necessarily perturb the system. The later is significant in any secure distribution since an eaves dropper will leave a fingerprint. The potential for quantum computing is considerable since it permits classically hard problems to be solved in polynomial time. Most systems are at a proof of concept stage but the potential as a disruptive technology is considerable, their ability to rapidly search unstructured data could be exploited. The presenter gave a comprehensive survey of the research and an assessment of the applications in hand, which appear to be expanding.


Paper 9 Analysis of Quantum Key Distribution as a Disruptive Technology. This paper focused on the specifics of quantum key distribution using photons. Examples were provided for both free space propagation and using fibre where distances up to 150 Km are possible. Some difficulties in implementation were exposed but technical detail was sparse.


Paper 10 Biometrics as a Potentially Disruptive Technology The presentation addressed 6 of the 13 techniques available in the paper. In percentage terms fingerprinting remains the most popular by a large margin. The methods adopted correlate physical features or behavioural traits and use a wide variety of sensors. The interest is recognising behaviour which is different and alerting additional sensors to concentrate on the identified activity. 

Paper 11 The Dermoskeleton Concept: Application of Biomechatronics and Artificial Intelligence to Change the Soldier Survivability/Mobility Paradigm. Using expertise developed on prosthetic limbs to fit devices to solders to reduce muscular stress and hence prolong users activity. The example cited was that of Special Forces using the assistance to reach their location and then resorting to no augmentation for refined work. The attachment should have a neutral impact on the demands of the user. Sensors interrogate the messages sent to the muscles and assist the movement. Results of trials with the device supporting the knee looked encouraging. It is recognised that the devices need training on the particular user. 


Paper 12 Plug and Play Robotics. The author presented the case that if robots conformed to a standard their influence in society would be accelerated. The paper discusses the status of standards and open systems which could act as a catalyst to move forward. He suggests that the growth of robotics will follow the same path as that experienced by PCs


Paper 13 Robots as Team Members. This expresses the concept that robots would work alongside humans rather than be dynamically controlled. This implies that the robots will react in a natural way which demands rapid adaption. Implicit in this is that the robots would work within a prescribed set of rules. The legal aspects of this scenario were questioned from the floor but no consensus reached.


Paper 14 Understanding Social Networking and Exploration Tools. This topic was specifically addressed in the call for papers and this paper provides a comprehensive description of the current position. Progress in this area is however swift. The structure allows insurgents to hide in an internet crowd whilst still able to transfer information. A list of social networking sites is available in the paper with a brief comment on their influence on society.


Paper 15 Collaborative Ontology-Making Using Semantic Wiki. The traditional method is to construct an ontology by using experts; this approach is to use a community approach cf. Wikipedia in which all participants can offer contribution or edit earlier statements. It is hoped to achieve a cross functional information exchange between the parties who have contributed. A number of difficulties were identified including security, it is thought that these issues will be solved but may delay the project.


Paper 16 Computational Linguistics Tool Exploited for Automatic Threat Recognition. Work at Fraunhofer-FKIE has engaged in this type of investigation for some years, this is an update on the recent progress. The principle is to conduct a search on the elements of a de-constructed sentence rather than a crude word search. The method has been applied to the Wiki-leaks data set with some success; the overheads associated with the search were manageable. A question of scalability was raised from the floor but the bounds were not declared.


Paper 17 Tactile Reasoning and Adaptive Architectures for Intelligence Sense-Making. The paper describes a schema to assist users to draw inference from a set of data by presenting the data in different forms. The priority and the order in which entities are displayed are made at the discretion of the user in an interactive fashion. This greatly assists the users to identify trends and collect observations with similar characteristics or identify a temporal correlation. The information displayed is managed using INVISQUE.


Poster 1 High Accuracy Camera modelling and Calibration for Automated Imagery. The presenter claims to improve the distortion introduced by digital cameras by an order of magnitude. A paper is available on the web which provides some of the justification.


Poster 2 Understanding Change and Human Factors by Analysis on Spatiotemporal Data. An interesting poster which, in retrospect, could have been promoted to a full presentation to offer a better incite into the project. Several examples were available in which inference was derived from linked open data (LOD). The methods adopted are three fold: extracting relevant data, assuring the data and presenting the findings. IBM who are sponsoring the project are looking at natural and medical research but this could readily be expanded to the military domain. Use of cloud computing was evident within the project. A paper is available to the inclined reader.


Poster 3 Strategies for the Identification of Emerging Chemical and Biological Technology Threats: Pathways and Pitfalls. This poster complements the presentations by Holland Smith and Kemp in the main body of the symposium and reinforces the statements made. This coupling should be encouraged since it allowed further discussion in the margins. Several interesting search methods were introduced in the posters and a hybrid approach advocated. Although the poster was directed at CB aspects it is directly applicable to other domains.


Poster 4 2D Tunable Graded Index Prism Beam Steering Device Based on Nematic Liquid Crystals. A well presented poster which offered a novel liquid crystal device for accurate beam steering of lasers. The advantage over a conventional prism is that the orientation profile of the liquid crystal molecules can be modified to permit changes in the axis of up to 1.8 degrees. The angle is not affected by any modulation of the laser but is primarily used for static sites. 


Poster 5 The Use of Virtual Reality for PTSD Treatment and Evaluation of Cognitive Functions. This poster was not available for comment. 


Poster 6 A Novel Architecture to Achieve Security and Mobility in Coalition Networks. This work is part of the European Commission's Seventh Framework Programme. The intent is to achieve a high level of security by placing the digital identities in the centre of communications. They plan to pursue the work to investigate decentralising identity validation.


Poster 7 Free Space Laser Communications with UAVs. The initiative is part of the low-impact technology programme from Spain. It is proposed to fit a modulating retro reflector as a communication terminal on board a UAV reducing the weight on the vehicle. Further enhancement to increase the data rate are proposed.


Poster 8 Analysis and Decision Systems Based on Network Science Using Cloud Computing and NoSQL Databases. An interesting presentation of exploiting free capacity by applying cloud computing techniques.


Poster 9 IDT3D: Identification and Tracking in Controlled Environments Using 3D Unified User Interface. The poster and associated paper describe a 3D tracking tool which greatly reduces classification time. Whilst it is specific to harbours it has applications elsewhere. The results presented are encouraging.


Poster 10 Multi sensor Data Fusion for Accurate Modelling of Mobile Objects. The project looks at the fusion of data from a video camera and a laser scanner combining aspects which are sensitive to ambient light condition to a relatively robust range finder. Once the scene is established an algorithm is be able to establish patterns of behaviour and particle filters will be able to track objects even with occlusions. An interesting poster which could readily have military applications.


Poster 11 Design and Implementation of High Performance and Energy Efficient Wireless Sensor Networks in Heterogeneous Scenarios. Unattended ground sensors can be of benefit but suffer from a long term power supply issue. With efficient schema and reduced power consumption their usefulness will be improved. This poster described some methods supported with modelling to advance the science. 


Poster 12 Security Devices for Valuable Documents Based on Liquid Crystal Technology. A second poster from ESTI Universidad Politecnica de Madrid exploiting the properties of liquid crystals this time to improve security by authentication and detection of fakes. Achieved by employing liquid crystal technology and dichroic colourants to create multiple images which are attached to the side of the devices and can be observed with the use of a polariser.


Poster 13 Mobile WIMAX for Next Generation Tactical Wireless Networks. The poster looked at the feasibility of using WIMAX for the next generation of tactical wireless networks. The security implication need to be resolved but progress has been made.

Conclusions


The aims of the symposium, as expressed in the 'call for papers', were highly relevant and generated high expectations. The quality of the papers was good but not exceptional and, in some instances, would have benefited by providing greater depth. The technical committee had improved the quality of the papers by offering comments on the abstracts which had been accepted, this is strongly encouraged for future events. The selection of the three Keynote Speakers was appropriate and greatly enhanced the value of the symposium. The topics were timely and relevant and exposed some methods adopted to retain a stable position. Regrettably few novel research projects were presented, which was disappointing. Tools and methods to monitor all sources to identify potentially disruptive technology were described which is critical to maintain stability.


I am pleased to report that the symposium was timely and worthwhile and thank the chair and his technical committee for a successful outcome. 
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Abstract


A key challenge faced by military forces conducting dismounted operations is the excessive physical load burden resulting from the need to increase soldier survivability against asymmetric threats. The typical weight burden often exceeds 40 kg which is beyond the recommended maximum load limits which lead to acute and chronic musculoskeletal injuries. This paper presents the results of an experimental investigation of a new device called “Dermoskeleton” designed to counterpart the acute and chronic impacts of the distributed overload bearing of dismounted soldiers in all their tasks, e.g. marching and fighting modes. The performance of the initial prototypes was evaluated experimentally using standardized quantitative aerobic and anaerobic tests. The evaluation protocol included two conditions (with and without the device), with three weight criteria (no weight, 25 lbs, 50 lbs), and three (3) short/intense exercises tests: 1) performing the maximum amount of squats possible, 2) continuously climbing 3 flights of stairs for a period of 20 minutes and 3) conducting the Canadian Home Fitness Test (CHFT). The results showed a significant mechanical advantage (i.e. 48%) during the squat test. The current proof-of-concept prototype did not show a physiological benefit for stair climbing tasks but for one (1) participant.  During the CHFT, the physiological effort with the device raised at about 5% to 10%.  However, the participants perceived less physically exerting while loaded when using the dermoskeleton.   The participants also noted that the system had considerable potential to enhance soldier mobility and reduce musculo-skeletal demands if key attributes of the system could be improved.  

1.0
INTRODUCTION


1.1
The Challenge


A key challenge faced by military forces conducting dismounted operations is excessive physical load burden resulting from the need to increase soldier survivability against the asymmetric threats such as improvised explosive devices. The current load burden issue is becoming more critical nowadays with soldier modernization programs which focus on enhancing, at the soldier and section level, the Command, Control, Communication, Computing, Intelligence and Sensing (C4IS) capability and the related lethality mobility (i.e. navigation) aspects. The additional C4IS capability also creates a higher demand for power and energy making sustainability more difficult while amplifying the overload situation. In the current soldier system paradigm, any increase in survivability, lethality, and C4IS capabilities cannot be done without any penalty, i.e., the resulting physical overload will always compromise dismounted soldier mobility and physical performance, i.e., reducing traveling speed and distance, and the ability to overcome obstacles.


The typical weight burden of dismounted soldiers often exceeds 40 kg, i.e. more than 50% of the body weight, which is much beyond the recommended human factor safe load limits. This overload causes acute and chronic musculoskeletal injuries at the lower extremities joints and the back leading to related physiological and psychological health problems. These injuries often compromise the soldier’s ability and readiness for his current and future missions. British soldiers were carrying more than twice the 80lb load carried by the Royal Marines and the Parachute Regiment in 1982 according to Giannengeli [7]. 


In the United States, the injuries linked to the stress of bearing heavy loads during repeated combat tours have increased the number of soldiers categorized as non-deployable as 257,000 acute orthopedic injuries have been reported in 2007 alone [24].  Musculoskeletal injuries are one of the main reasons US soldiers are unable to be deployed and the percentage which is presently at 14.5% could increase to 16% by 2012 reports Todd Lopez in Army News Services [23].   Soldiers unable to be deployed, leads to the need to add supplementary soldiers to fill these vacancies.  Mr. Lopez notes that in 2009, 5000 additional soldiers were added and in 2010 another 10,000.  Musculoskeletal injuries among Special Forces and Ranger units are equally alarming.  Based on research conducted by James H. Lynch, MD, MS and Mark P. Pallis, Special Forces have the highest incidence of injury rate at 12.1 per 100 Soldier-months [14].  The highest percentage musculoskeletal conditions are in the back/neck (31%). The knees, ankles and shoulders follow at 10% each. These numbers highlight the potential burden there injuries can have on soldiers life, caregivers work load and military organizations’ operations [14].  In summary, over the last decade, the musculo-skeletal injuries become a growing concern for military organizations and then has been started to be seriously studied by scientific community [13] [18].  Today, this specific medical issue is still in force and continues to be evaluated in order to find secure and efficient short and long term solutions; see References [1], [9], [11], [15], [2], [16] and [22].


For soldier modernization programs, balancing survivability, lethality, mobility, sustainability and C4IS is a complex system engineering challenge and often results in non ideal compromises. In addition to the incremental reduction of equipment weight through the use of lighter weight, multi-functions, and highly integrated materials and equipment systems, two emerging approaches have started to receive more attention to address the soldier burden challenge: offloading some of the charge to small unmanned ground vehicle (e.g. mule) [10] and the exoskeleton approach.


1.2 
The Exoskeleton Approach

One way to address the overload issue of dismounted soldiers is the use of mechanisms named “Exoskeletons”, in which the main function relates to the transfer of a portion of the body load carried by the user (weight and additional accessories), directly to the ground with an articulated mechanism running in parallel with the body structure.  Because of their design, these devices are mainly dedicated to support a confined additional load such as carrying a rucksack (i.e. heavy load on the user’s shoulder-back body structure) and to assist the human body in heavy-duty tasks such as such as lifting heavy loads repetitively.  An exoskeleton supplies power at their respective joint mechanisms in order to support mechanically the additional load.  Then, the articulated structure in motion transfers the said load directly to the ground with mechanical insoles.  Therefore, the ground becomes an intrinsic element through the exoskeletons’ design.  In fact, the efficiency of exoskeletons to amplify the biomechanical body’s strength is highly related to the capacity of the device to synchronize the work between the robotic structure and the ground.


The exoskeleton concept was created 60 years ago when the company General Electric crafted prototypes of autonomous manipulators and walking structures with the purposes of duplicating the biomechanical strength of the human body (www.cyberneticzoo.com).  During the last 10 years, the field of human augmentation systems, or more precisely the exoskeletons, has been highly documented; see References [4], [5], [6], [17] and [19].  Nowadays, there are around ten (10) “modern” exoskeleton devices in development worldwide.  For military applications, the two most known are the Human Universal Load Carrier (HULC) from Lockheed Martin (www.lockheedmartin.com), invented by Dr. H. Kazercooni at University of California at Berkeley (United States) [12], and the XOS System from Raytheon (www.raytheon.com).

The HULC is an untethered, battery powered, hydraulic-actuated exoskeleton designed to transfer the weight of localized heavy loads to the ground through the robotic legs while still maintaining movement with the user. The device, which weighs about 80 lbs, provides the capability to carry load up to 200 lbs at a speed up to 7 mph with sufficient battery energy for a 12.5 mile march.  Laboratory testing on the HULC has looked at the metabolic cost of wearing the system [8].  During walking tests on treadmill, it was found that subjects significantly increased their mean oxygen uptake (VO2) while wearing the device across 3 weight conditions and that they changed their gait characteristics by using shorter and faster strides with more knee flexion.  The increase in mean oxygen uptake was attributed to the additional mass of the device [8].  Reductions in the maximal range of movement in the anterior-posterior and medial-lateral directions were also reported which could influence user’s stability during movement [20].


The XOS system was originally developed by Sarcos and was labelled as the Wearable Energetically Autonomous Robot (WEAR).  When Sarcos was acquired by Raytheon in 2007, the WEAR became the basis for the XOS 1 proof of concept exoskeleton.  Further developments lead to the current version, the XOS 2, which uses hydraulic power. The device, which is tethered to an external power source, has a lifting ratio of 17:1 meaning that to lift 170 lbs the wearer only has to exert enough force to lift 10 lbs.


1.3 
The Dermoskeleton Concept


Another human augmentation approach, based on the application of bio-mechatronics and artificial intelligence, was recently developed by the company B-TEMIA Inc. (www.b-temia.com) and which aims at addressing the distributed weight overload challenge. It is referred to as the “Dermoskeleton” concept. In this approach, the robotic mechanisms are designed to augment the biomechanical capability of the user while performing tasks that necessitate additional biomechanical energy in order 1) to execute properly the respective movements, 2) to restore, to maintain or to enhance the biomechanical capacity of the user with mobility dysfunctions, 3) to perform specific or repetitive tasks requiring strength and endurance, and 4) to protect the human body joint structure against acute and chronic injuries.


A dermoskeleton mechanism can be described as an automated orthopaedic supporting brace fully integrated onto a given joint-segments structure of a user’s body without any interaction with the environment such as ground contacts using, for example, instrumented insoles. The device is designed so as to operate exclusively in cooperation with the associated body segments and is governed solely by the movements and the intentions of the user. Therefore, the additional biomechanical energy compensation performed by the dermoskeleton becomes totally independent of any interaction with the external environment.

A first step in the demonstration of the dermoskeleton concept was made with the development of the Knee Stress Release Device or K-SRDTM a motorized orthopaedic knee brace (Figure 1). This development is based on the knowledge and the expertise of the main author, Mr. Stéphane Bédard, in the field of biomechatronics.  Mr. Bédard is also the inventor of the Power Knee, the first motorized leg prosthesis for above-the-knee amputees currently commercialized by Ossur hf and developed by Victhom Human Bionics Inc., a medical device company founded by Mr Bedard.


Specifically, the K-SRDTM is an autonomous motorized computer-controlled knee supporting device that actively assists the soldier’s mobility during their various mobility tasks as well as to protect the user’s lower extremities against acute and chronic injuries. The K-SRDTM is equipped with an advanced mechanism including sensors, an artificial intelligence (AI) module and a motor-damper system in order to manage the dynamic movements at brace joints.  It eliminates musculoskeletal stress on the lower extremities (i.e. the lower back and the legs) by injecting biomechanical energy at the knee joint.  Without any constraint in regards with the mobility spectrum, The K-SRDTM provides full movement assistance and increases the overall locomotion capability by artificially compensating around 50 kg of carried weight.




Figure 1: Concept Design of the K-SRDTM from B-Temia Inc. (Photo courtesy of B-Temia Inc.).

The aim of this paper is to present the results of an experimental investigation of the operational proof-of-concept version of the Knee Stress Release Device (K-SRDTM version POC) as it applies to augmented mobility and reduced physiological workload.  This investigation has been driven by the Defence Research Development Canada (DRDC) Toronto.  An additional goal of this experimentation was to collect baseline data to provide a basis of comparison between the K-SRDTM version POC and any future evaluations of subsequent version of the K-SRDTM or any other exoskeletons.


2.0
METHOD


2.1 
Introduction


For the experimental evaluation, recognized and standardized quantitative aerobic and anaerobic tests were used.  The tests were executed using a controlled scientific methodology in a controlled environment with six (6) participants who had the opportunity to train with the device.  The participants were highly active males between the ages of 20 – 29 (mean age=22.7 yrs.) who were recruited from the University of Guelph student community.  The prototype used in the experimentation is shown in Figure 2.




Figure 2: Device K-SRDTM used in the Experimentation (Photo courtesy of B-Temia Inc.).

The evaluation metrics were recorded in two conditions (with K-SRDTM version POC and without) and with three weight criteria (no weight, 25 lbs., 50 lbs.).  Table 1 presents the test conditions for the experimentation.  The protocol evaluated the acute performance of the K-SRDTM version POC through specific short/intense exercises.  The experimentation did not evaluate the mid to long term benefits on the reduction on musculo-skeletal stress.


Table 1: Evaluation Protocol.

		Test Conditions



		No K-SRD version POC, No Weight

		K-SRD version POC, No Weight



		No K-SRD version POC, 25 lbs.

		K-SRD version POC, 25 lbs.



		No K-SRD version POC, 50 lbs.

		K-SRD version POC, 50 lbs.





2.2 
Tests


2.2.1 
Total Number of Squats


Participants were instructed to perform the maximum amount of squats possible while wearing a 50-lb weighted vest with and without the K-SRDTM version POC system.  Participants had to squat down (approximately 90º knee flexion) until their buttocks contacted a chair (height of 44.5 cm) at which they would then extend back up until their knees were fully extended.  This counted as a single squat.  Participants were given no timeline or cadence to which the squats had to be performed but simply to perform the maximum number they could without stopping.


2.2.2 
Continuous Stair Climbing


Participants were instructed to continuously climb 3 flights of stairs for a period of 20 minutes while wearing a 50-lb weighted vest with and without the K-SRDTM version POC system.  Participants had to walk at a cadence of 103 steps per minute for an estimated 2060 steps.  Heart rate was measured before the start of the stair climbing activity and after each 2 minute interval.  


2.2.3 
Canadian Home Fitness Test


The Canadian Home Fitness Test (CHFT) is a validated measure of aerobic fitness in a general population [21].   This test used two normal 20.5 cm (8¾”) steps and the CHFT long-playing audio recording.   The recording played established cadences at which the participant stepped up and down to the rhythm.   The participant stepped with a six pace cycle: two feet on the top step, one on the middle step, and both feet on the ground.  Evaluation metrics for the CHFT included the heart rate (beats per minute).  Given that there are 6 conditions (3 weight conditions by 2 K-SRDTM version POC conditions) each participant completed the CHFT 6 times.   As such, sufficient time (minimum 20 minutes) between each iteration was provided such that there were minimal fatigue effects from the previous performance (i.e.  heart rate returned to normal levels prior to the start of the next iteration).   At the conclusion of each condition participants provided a rating of perceived exertion based on the BORG scale of rating of perceived exertion shown in Figure 3

 REF _Ref291582355 \r \h 
[2].




Figure 3: BORG Scale of Perceived Exertion [2].

3.0
RESULTS


3.1 
Squat Test


Maximum number of squats were performed while participants were wearing a 50-lb vest with and without the K-SRDTM version POC.   Results are presented in Figure 4.   As the squats were only performed once in each condition, there are no standard deviation error bars.   Across all participants, more squats were completed with the K-SRDTM version POC than without it.   The average number of squats completed with the K-SRDTM version POC (110) was statistically higher than without the K-SRDTM version POC (75) (t(5) = -2.9, p < 0.05).   The maximum number of squats completed with the K-SRDTM version POC was 203; while the minimum number of squats completed without the K-SRDTM version POC was 50.




Figure 4: Max Squats Completed with a 50-lb Vest with and without the K-SRDTM ver. POC.

Mechanical advantage was calculated by dividing the difference in the number of squats performed by the number of squats performed without the K-SRDTM version POC using the following equation.    Squats completed with mechanical advantage results are summarized in Table 2.  Across participants, the mean mechanical advantage afforded by the K-SRDTM version POC for this task was calculated to be 47.5% ±17.2%.
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Table 2: Summary of Squats Completed by Condition and Associated Mechanical Advantage.

		Participant #

		Squats (n)

		% Mech Adv.



		

		K-SRD 

		No K-SRD 

		



		1

		203

		130

		56.2



		2

		103

		79

		30.4



		3

		82

		58

		41.4



		4

		90

		53

		69.8



		5

		103

		81

		27.2



		6

		80

		50

		60.0





3.2 
Continuous Stair Climbing Test


Twenty minutes of continuous stair climbing while wearing a 50-lb vest in both trial conditions (with and without the K-SRDTM version POC) presented varied results.   Heart rate was recorded in 2-minute intervals starting from rest.  Without performing a higher order curve fitting analysis or an integration of the HR-Time curves, it is difficult to accurately interpret the amount of physiologic work required by the participants to complete the task in each test condition.   Superficially, it can be observed that, over the course of the 20 min task, four (4) participants maintained heart rates that were more elevated with the K-SRDTM version POC than without it (participants 1, 3, 4, and 5).  This suggests that these participants generally required more physiologic effort to complete the task with the K-SRDTM version POC than without it.  However, Participants 6 did show a reduction of his heart rate over the period; suggesting less physiological effort while wearing the device.  Participant 2 showed mitigated results where the impact of wearing the device toggled between a positive and a negative effect on the heart rate.




Figure 5: Participants’ Heart Rate for 20 Minutes of Continuous Stair Climbing with 50 lbs.

3.3 
Canadian Home Fitness Test


Results indicated that after each 3 minute CHFT exercise, heart rate progressively increased across all three weight conditions, across both K-SRDTM version POC conditions.   These results are summarized in Figure 6.   A multivariate analysis of variance was performed on the within-subjects effects of the K-SRDTM version POC, weight, and time on heart rate; heart rate was significantly affected with each of these main effects.   There were significant main effects of K-SRDTM version POC, load, and time on heart rate (p < 0.01).   Heart rate did not reveal significant K-SRDTM version POC by load interactions (F(2)=1.46, p= 0.2779).   For the main effect of the K-SRDTM version POC condition, heart rate increased significantly with the addition of the K-SRDTM version POC (F(1)=23.45, p=0.0047).




Figure 6: CHFT Heart Rate Results by Condition.

In addition to heart rate, participants recorded their rating of perceived exertion (RPE) at the conclusion of each CHFT task according to the BORG scale.   Generally, as load increased, participants’ rating of their perceived exertion increased accordingly.   For the no-load test condition, the mean RPE without the K-SRDTM version POC was 8.5 and was 9.7 with the K-SRDTM version POC; this represents a significant difference of 1.2 (t(5) = -2.9, p=0.034).   With respect to the 25-lb load, participants rated their mean perceived effort without the K-SRDTM version POC at 11.7 and 11.8 with the device; this difference was not significant (p=0.822).   At the 50-lb load, participants rated their mean perceived effort of performing the CHFT task with the K-SRDTM version POC as being less laborious than when performing it without the device (14.2 without the K-SRDTM version POC versus 13.7 with the device); this result was not significant (p=0.624).   These results are presented in Figure 7. 



Figure 7: BORG Rating of Perceived Exertion for the CHFT Task by Condition.

4.0
DISCUSSION


The K-SRDTM version POC system aids in knee extension at cyclic rates below 5 mph.  One of the tasks that isolated this movement was that of the squat.  Due to the mechanics of the steady, continuous squat, this task was not affected by the weight or the distal placement, the speed limitations, nor the mechanical resistance of the K-SRDTM version POC, or by the movement complexities of the task.  In this instance the K-SRDTM version POC provided a substantial benefit to the user.  As previously mentioned, there was a 47.5% mean mechanical advantage when using the K-SRDTM version POC.  This suggests that in its simplest form the K-SRDTM version POC does in fact provide a benefit to the end user in allowing them to achieve greater amount of squats or conversely the same number of squats with less effort.


We would assume that during a more strenuous stair climbing task, as compared to the CHFT, that the benefits of the K-SRDTM version POC would become more evident.  This was not the case in the continuous stair climbing task.  This test cannot be viewed as a longer version of the CHFT.  In the CHFT participants ascended two steps and then descended the same two steps backwards for one cycle.  In the continuous stair climbing task participants climbed consecutively 3 flights of stairs and then turned around and walked down the 3 flights of stairs facing forward.  For four (4) participants, the heart rate versus time curves indicate that there does not appear to be a benefit with the K-SRDTM version POC during the 20 minutes of continuous stair climbing.  This may be due to the extra physiological cost of carrying and moving the KRSD version POC down the stairs when there is no mechanical benefit imparted by the system.  However, Participants 6 did show a physiological benefit with the device whereas the results of the Participant 1 are inconclusive.


One expectation of the K-SRDTM version POC system was that it would provide benefits to the user over extended periods of walking or while carrying heavy loads.  Rating of perceived exertion from the CHFT partially supported this expectation.  Initially, when there was no load participants rated the “with K-SRDTM version POC” condition as being more physically exerting.  When the 25-lb load was added the gap between the ratings of perceived exertion became narrower.  Finally, when the participants wore the 50-lb vest participants rated the “with K-SRDTM version POC” condition as less physically exerting than the “without K-SRDTM version POC” condition.  This suggests that there is a perceived benefit of the K-SRDTM version POC when more weight is added.  This also suggests that there is a perceived “cost” of exertion to wearing and carrying the K-SRDTM version POC alone.  Anecdotally, participants noted that they did not feel they worked as hard when wearing the K-SRDTM version POC during the loaded conditions.  However, based on our heart rate measured, there was no significant reduction in physiological effort with the K-SRDTM version POC.  There is a possibility that, during the loaded conditions, participants changed their motor control patterns so that they relied more on the K-SRDTM version POC and thus decreased the level of perceived exertion.  However, changing the motor control pattern would increase the metabolic cost, and potentially heart rate, thereby masking any benefit of the K-SRDTM version POC for physiological effort.  


5.0
CONCLUSION


Results from the experimental evaluation of the K-SRDTM version POC showed that a significant mechanical advantage (i.e. 48%) is provided during the squat test. Further development of the K-SRDTM will be focusing on transferring this mechanical benefit to more locomotion tasks.  The current prototype (K-SRDTM version POC) did not provide a physiological benefit for stair climbing tasks but for one (1) participant.  During the Canadian Home Fitness test (CHFT), the physiological effort with the device raised at about 5% to 10%.  However, the participants perceived the use of the K-SRDTM version POC less physically exerting while loaded.  Despite the limited measurable performance benefits of the current K-SRDTM version POC, participants noted that the concept has many positive attributes for an initial prototype and that the system had considerable potential to enhance soldier mobility and reduce musculo-skeletal demands on the soldier if key attributes of the system could be improved.


The demoskeleton concept is a novel emerging solution applying biomechatronics and artificial intelligence technologies designed to address the current dismounted soldiers distributed weight overload challenge. The concept has also the potential to change the soldier systems design paradigm, as it will allow for optimising both survivability and mobility, i.e. not one to the expense of the other. This will contribute to increase the operational effectiveness and figthability of dismounted soldiers in the complex battle space of the future.  The dermoskeleton is a concept which has the potential to become truly disruptive and lead to important capability overmatch.
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Abstract

In recent years assessment of technology developments and their possible applicability in the defence and security domain have gained a strong interest. One of the challenges when assessing technologies, and in special emerging technologies, for these applications is to have experts, that can understand technologies and its development cycles, talking in a meaningful way with those that are able to appreciate military applicability and challenges and the consequences of disruptions in the military balance. Hence, if a profitable dialogue between military operators, planners and researchers can not be stimulated, there will be a severe risk of spending a lot of money integrating new technology in new systems that may prove to be less then effective or not well fitted in with the existing organisation and doctrine. Or in the other hand, some promising technologies may miss the boat because we failed to envisage their full potential. 


Since 2006, NATO Research and Technology organisation (RTO) Systems and Analysis Studies (SAS) Panel has carried out two consecutive activities Task group SAS-062 and 082 which have tried and still try to address this issue. The first of these two groups, Task Group SAS-062, developed and tested a gaming methodology/tool, so called DTAG, to generate insights in the potential military value of emerging technologies and their applications. To play a DTAG, a group of military staff personnel and technical researchers work together on a topic - emerging technologies and their potential to disrupt the military operations - they hardly ever discuss together in early stages of development. 


This TG 062 was tasked to identify and subsequently answer questions like which are the future most promising technologies to invest in, or what kind of new capabilities a future technology will provide; but was also to address more conceptual issues such as “What might the insertion of a particular new technology signify for our own doctrine?” or “What kind of operational consequences will the possible implementation of a new system have on enemy behaviour?”. This Disruptive Technology Assessment Game (DTAG) methodology was aimed to answer these kinds of questions in the intervening zone where ‘technology push’ and ‘military requirements pull’ meet. The methodology is divided in 4four steps:

The first step is the identification of possible disruptive technologies, in which each participating nation utilised its own national work to identify potential technologies of interest. These are brought together by the group, consolidated and given a common format developed by the group, known as the Technology or T-Card. 


The second step is the creation of ideas of new systems from the previously identified technologies. These ideas are also consolidated in a template, called Idea of System or IoS-Card. These cards use the technologies to create a potential system that could be employed by or against the military. Although these systems are potentially theoretical they are considered feasible within the proposed timeframe (2020).


The third step is a variation of “war-game” exercise, called Disruptive Technology Assessment Game (DTAG). A series of 3 DTAGs were held within the SAS-062 TG and one more within the SAS-082, that explored the potential use of the ‘Ideas of Systems’ in a military context, by bringing together military players, technologists and operational analysts. Each DTAG consisted of a number of vignettes, each considering a different military task. The military tasks are set within the same NATO scenario in 2020, but are independent of each other. For the game, military players are split into two teams, Red and Blue, with each team supported by technologists, an analyst and a military controller.


The fourth step is the assessment of the outputs of the game, where data collected throughout steps 1-3 is used to assess the relative disruptiveness of the technologies being considered by the Group.


This article will elaborate on the DTAG methodology, its results and effects.

1.0
INTRODUCTION


A key driver in NATO future force planning activities is ‘developments in technology’. Technology watch, assessment and foresight are therefore activities that are vital to all NATO partners.


NATO partners frequently undertake research and share knowledge on a multitude of system applications, systems technologies and enabling technologies. What is not so commonly performed is the integration of applications and technologies to construct a view across the whole spectrum of defence relevant technology developments and the impact they may have on Force and System concept level. The SAS Task Groups 062 and 082 developed a method and process to assess these impacts.

Technology plays a significant role in our daily life, in global society and in particular for defence and security needs. Hence the need to monitor, collect and assess the variety of technological developments on all levels of readiness has become increasingly urgent. A special facet of this problem is given by the so called “Disruptive Technologies”. The following definition reflects the special perspective in our community and for the context of this work:


“A Disruptive Technology stands for a technological development which changes the conduct of operations (including the rules of engagement) significantly within short time and thus alters the long-term goals for concepts, strategy and planning”.


The international defence and security community has to obtain some common understanding about those technologies which might have a significant or even “disruptive” impact on future threats, operational needs, evaluations and finally on long-term goal-finding and planning. Long-term analysis is typically performed nationally as part of governmental planning processes. Approaches vary widely in both method and perspective, ranging from being implicit using intuitive expert opinions and literature studies to broad systematic surveys to develop comprehensive overviews and systematic long-term plans. 

The aim of the work carried out by both groups was, firstly, to gain as much experience as possible about how to organize a common assessment process between military and technological experts and secondly to collect conclusions and recommendations about potentially disruptive technologies. This paper describes the method and process, as well as lessons learned during development of the process.

2.0
DTAG: THE GAME

The work of the SAS-062/82 was developed around a short of war-game, called DTAG: “Disruptive Technologies Assessment Game”. This is a confrontation game in which the potential of disruption of a technology is addressed. And like in any other game, the DTAG is composed of the several elements: a “board”, “cards”, and a set of “rules”. 

2.1
The Board: Scenarios and Vignettes

The DTAG board is the military scenario, in which different situations can be defined, the so called Vignettes (“game modes”). The scenario is chosen to give a good and realistic context for the players of the game in which they can recognize situations and reflect on them in a proper way. To choose such a context, it is important to the Task Group to have a scenario not too disputed in NATO, to give enough ‘space’ for free thinking, to represent both symmetric and asymmetric situations, as well as operations other than war. The unclassified Zoran Sea scenario developed and used at the NATO School in Oberammergau, having the different aspect in it was available. The scenario is normally used a planning exercises at the operational level; so the Task Group develop vignettes at the tactical and technical level in which the IoS-cards are to be employed. A vignette is a rather detailed situation describing a situation between opposing parties, their aims and objectives and what forces and strength they have at hand. An important part of this is also to decide what futuristic technologies the different parties should have on stock. It was also important for the Task Group to ensure that land, sea, air, and joint aspects were represented in these vignettes.


Prior to each DTAG a working meeting with the staff is conducted. The vignettes and the setting were discussed in order to identify any loop-holes in the setting. These meetings are also important in the sense of bringing the staff to a common understanding of the game.


The reference document regarding the scenario describes the situation in a number of countries in a ‘parallel world’. A developing crisis is outlined including actions by rebels in one country, steps taken by various nations around the Zoran Sea, actions by the United Nations (UN) and provision of humanitarian aid. The situation starts with the actions of rebels, the Batari Liberation Army (BLA), in the Republics of Auriga and Perseus. The rebels are supported by the Republic Vulpecula. The actions result in threats to the regional stability and security, which makes UN actions necessary. 


The role of the Alliance and its forces is also described in the reference document regarding the scenario. This Alliance is comprised of several generic European and North American nations. In some aspects, it resembles NATO, but formally it should not be considered as such. In the reference document, the crisis starts to develop without forces of the Alliance in the area. After escalation and in line with UN actions, the Alliance gets involved. The role and involvement of the Alliance increase gradually. For the purpose the game, it was assumed that Alliance forces are already in the area.


Vignettes were developed to each DTAG, although some vignettes were reused and played several times. In the vignettes a general background is given to the teams playing the situation. The description could vary in order to have some sort of a different situational awareness between the ‘opposing parties’. Furthermore an objective and a mission are given to the blue and red team, along with the order of battle available in the given vignette. In some vignettes specific tasks are stated, but in order to stimulate free thinking this is kept at a minimum.


The missions in the vignettes may not necessarily be possible to accomplish with existent capabilities; in that case, technology support can be requested from the Technology Support Group.


2.2
The Cards: IoS-Cards and T-Cards

Once the board of the game is well described, the next required elements are the “cards”. To develop the “cards”, first of all, possible disruptive technologies are identified by each participating nation utilised in its own national work. These technologies are brought together by the group, consolidated and given a common format developed by the group, known as the Technology or T-Card. 


The design of the T-cards was done on basis of the following elements:


· Focus on technologies (not systems);

· 
Need to be precise in the selection, not very broad areas;

· 
Possibility for technologies as a set (translate system of system idea to technologies);

· Common level of detail / depth of the descriptions.



Figure 1: T-Card Example.


Technology assessment is the focus of DTAG, but not yet typically “fixed” in a “system design”, and on the other hand this military assessment process needs “some” generic system idea. The second step is the creation of ideas of new systems from the previously identified technologies. These ideas were also consolidated in a template, called Idea of System or IoS-Card. 


The design of the IoS-cards was done on basis of the following elements:


· Description and Operational Interest


· 
Main components


· 
Operational capability concerned by the IoS.


· 
Conditions of use (targets, threats…).


· 
Expected effects.


· 
Possible indirect impacts on other operational capabilities or doctrines.


· Critical Performances of the IoS


· Levels of performance involving an operational stake.


State of the Art of the operational capability concerned by the IoS


· 
Current systems (brief description, main performances).


· Armament programs in progress (brief description, main performances).


Technologies


· 
List of the technologies (with ref to taxonomy), which contributions are determining in the operational performance of the IoS.


· 
The pragmatic solution chosen for this study was not to use the T-card philosophy and concentrate on using the WEAG-taxonomy, though its ‘areas of technology’ do not contain technology information in detail.


· 
For each technology :


· Brief description.


· Current readiness level.


· Availability in time (0-5 yrs, 5-10 yrs, 10-20 yrs, or later).


· Reference to the technology card, when it exists.


· Compatibility of the technologies.


Critical points


· Major risks in case of development.


Affordability


· Great, medium or small powers.


Acceptability


· Society acceptance, ethical considerations.


Training requirements


Studies references


· 
Technical-operational studies more or less related to the IoS.


· Studies helping to assess the relevance of the IoS.



Figure 2:  IoS-Card 1st Page Example.


In the course of the DTAGs it turned out that the IoS-Cards needed more focus on the one hand because they were in some cases not specific enough and reflected too many slightly different system ideas and on the other hand because they contained too much and too detailed information for the military players. For the DTAGs a “page 1” card was defined to provide a “playable” set of IoS-Cards. This Card “fixed” plausible assumptions about the IoS to exclude too much discussion about technical details by the players. The existing two pages of the IoS-Cards served as background information during the DTAG.


2.3
The Rules: Golden Rules and Analysis Tools

As it was mentioned before, the aim of the DTAG is to assess the links between technologies and operational capabilities and effects. The direct linkage is difficult to realize because few people have both an operational and technological experience and here the DTAG plays its role. Ideas of systems are used to ensure the role of footbridge between the operational community and the technological community. The technological community is capable of filling a matrix describing the IoS in terms of technological functions with a level of performance ensured by one or a combination of technologies. The operational community is capable of filling a matrix linking the IoS to effects, capabilities and missions. At the end of the process, forgetting the intermediate use of IoS, the assessment will give a cartography linking technologies and effects with additive information about missions, capabilities, levels and performances.


Each time an IoS-card was used in a Vignette by the players the impact made by that IoS was assessed. Although the panel held several DTAG’s, during DTAG 1 the method and process was still in development which made assessment of the impact the IoS were having impossible. As such the impact assessment was performed only during next DTAGs.


On the other hand, it is important that all participants understood the purpose of a DTAG. It is designed to deliver an assessment of ideas of systems and if it could change the future battle, it is not meant to evaluate the military planning skills of the ops floor groups. Therefore it is essential to stress the golden rules for the participants:


· Obtaining the military perspective is key to the success of the DTAG;


· DTAG is technology centred not military centred.


· The Red and Blue Teams are NOT in competition.


· It is important to keep an unbiased and objective perspective and not jump to hasty conclusions.


3.0
PLAYING A DTAG


3.1
The Players

Once the elements of the game have been defined, it is necessary to define the role of players and the profile of the experts required for each role. All the staff has to be selected carefully, as key to this assessment has been the active participation of both scientific, analytical and military staff all working together.

The main roles of the participant’s within the game generally fell into one of the following categories:


· Game Moderator: The focus of the Moderator during the DTAG is on facilitating the process and time management. This includes ensuring that the different groups during the confrontation analysis have balanced possibilities to give their inputs.


· Military Players: They are divided up to form two teams, Red and Blue. Their focus during the DTAG is on Course Of Action (COA) analysis and specifically on IoS-card assessment. This includes developing actionable plans for given vignettes; assessing the usefulness of IoS-cards in the vignettes; briefing on the intent/course of action; taking part in the confrontation analysis together with Military Group and Technology Group. They also participate and ensure data entry into TARTAN.


· Military Group: They undertake preparations for the DTAG by developing the scenario; developing the strategic vision; developing the operational situation; developing the vignettes; developing the Order of battle (ORBAT) for each vignette, as required. During the assessment game the military group has a role in supporting both the red and blue teams with expertise and the confrontation with military expertise; and drawing conclusions and adapting the next rounds accordingly.

· Analyst Group: The focus of the Analyst Group during the DTAG is on data capture and data feedback. This includes ensuring that the TARTAN tool is running and is available to the red and blue team; monitoring the information that was captured during the DTAG, and advising the “game moderator” if the information captured needed to be amended, or the gaming procedures modified to capture sufficient information.

· Technology Group: They take an active part in the planning with the red and blue military players as well as the confrontations. The main roles include introducing the IoS-Cards for the DTAG-process; and provide technical clarification support and provide new IoS-Cards on demand (if possible).


Table


Technology groupTable


Analyst group


TableMilitary group


TableTable


Ops floor group




Figure 3: The Players.


3.2 
The Gaming Process

The game process is similar to a war-game exercise; in this case it is called Disruptive Technology Assessment Game (DTAG). A series of 3 DTAGs were held within the SAS-062 TG and one more within the SAS-082, that explored the potential use of the ‘Ideas of Systems’ in a military context, by bringing together military players, technologists and analysts. Each DTAG consisted of a number of vignettes, each considering a different military task. The military tasks are set within the same NATO scenario in 2020, but are independent of each other. For the game, military players are split into two teams, Red and Blue, with each team supported by technologists, an analyst and a military controller.


As it was mentioned in point 2.1 “The board: scenarios and vignettes”, each DTAG consisted of a number of vignettes, each considering a different military task. The military tasks were set within the same NATO scenario in 2020, but were independent of each other. For the game, military players were split into two teams, Red and Blue, with each team supported by technologists, an analyst and a military controller. An outline battle rhythm for a single cycle of the game is outlined below, and is illustrated in 

Figure 4: Process of a DTAG
. Each cycle takes approximately one day to conduct. 



Figure 4: Process of a DTAG.

Battle Rhythm for a Single Game Cycle:


· Tactical situation briefing.


· Phase 1: Baseline – military led


· Player Course Of Action (COA) Generation used current capabilities and doctrine, enhanced with some capabilities expected to be standard in 2020.


· Confrontation Discussion. All DTAG participants meet and the Red and Blue teams each briefed on COA. Discussions on the main perceived difficulties and threats, led by the Military.


· Phase 2: Future Systems – technologist led


· Generation of COA using the IoS-cards presented.


· Confrontation Discussion. All DTAG Participants met and the Red and Blue teams each briefed on COA. Discussion was mediated and covered reasons why COA had changed (if it has), reactions to each other plans, the main benefits (or issues) that the IoS gave over current capabilities and any other implications (e.g. less manpower required), as well as any other new ideas of systems that have arisen. This was facilitated by the lead technologist.


· Post game information capture was achieved through structured interviews of the Red and Blue Teams. This elicited more detailed information than was discussed during the confrontation.


3.3
The Analysis Phase


The last step is the assessment of outputs, where data collected throughout steps 1-3 is used to assess the relative disruptiveness of the technologies being considered by the Group. 


The aim of the DTAG is to assess, in a military context, the possible disruptiveness of new technology. For the Task Group a theoretical analytical framework was developed to enable the analyst group to translate the captured information - via the technological community through the operational community back to the technological community again. 


As the technological community is capable of filling a matrix describing the IoS in terms of technological functions with a level of performance ensured by one or a combination of technologies, and the operational community is capable of filling a matrix linking the IoS to effects, capabilities and missions; the end of the assessment will give a cartography linking technologies (relevant and possibly disruptive technologies) and effects with additive information about missions, capabilities, levels and performances.


In order to capture all the data that comes out of the Assessment Game, a tool has been developed. The name of the tool is ‘TARTAN’ (Tool to Assess Revolutionary Technologies and Assets for NATO). TARTAN enables the players of the operational community to fill in the answers to questions that the analyst group wants to ask. The TARTAN operator/analyst can add vignettes, playing cards, parties, tasks, question categories and questions to force players to generate the desired kind of information. All the results of the games and vignettes structured along these questions are captured for analysis.

4.0
DTAG conclussions and lessons learned

4.1
DTAG Conclusions and Lessons Learned

The DTAG is considered to be of significant value for NATO and its partners in relation to force planning and the decision-making processes regarding defence science and technologies. The methodology developed is a big step forward from the existing processes, as it brings together different kinds of expertise, demonstrating that it is possible to have military officers and scientists, discuss the usefulness of technology in an interactive way over various new systems in combination; it also demonstrate that emerging technologies can be assessed, and the most important conclusion, DTAGs can stimulate and force participants to think out-of-the-box, in addition to getting them acquainted with new technologies in early stages of their readiness levels.


Apart from the methodology, another result of the work carried out by the Task Groups SAS-62 and SAS-082  is number of ideas of systems and emerging technologies with disruptive potential.


This methodology for assessments is considered to be of significant value for NATO and national goal finding, force planning and the decision-making processes with regard to defence science and technologies. The panel has demonstrated that:


· It is possible to have military officers and scientists, discuss the usefulness of technology in an interactive way over various new systems in combination. 


· Technologies that are still in a relatively immature state can be assessed. 


· DTAGs can stimulate and force participants to think outside-the-box, in addition to getting them acquainted with new technologies in early stages of their readiness levels.


· Is possible to identify technological developments, which could be transferred into a “system design”, de facto into “some piece of equipment or gadget” for use by the military. It is also able to identify technologies which when combined into a particular system can have a high impact in an operational environment.


The methodology developed is a useful additional tool for the decision-maker who is considering:


· Long term planning of force structures and equipment;


· Future Concepts of Operation;


· Investment decisions in science and technology. 


However, the DTAG cannot currently assess those technology developments which cannot readily be formulated into a “system design” (for instance “Remote Control” or “Network Enabling Technologies” with their “system of systems” aspect). An option may be harmonisation with the capability perspective, where a more direct link between a technological development and the military benefits could be possible.


There is potential for harmonization of the methodology with the top-down capability driven planning in NATO and the EU.


4.2
Lessons Identified


The need to identify and analyze well in advance technological developments, which have a disruptive potential and to adapt the long-term goal finding and planning process is a major challenge for the nations as well as for the international community. There is no well established methodology as compared with the war game approach for shorter-term common planning. The development of a comprehensive methodology backed-up by IT and M&S tools would require by far too much engagement of most nations. Therefore a pragmatic approach was chosen, by which the basic need, i.e. the need to bring together the technological and the military perspective, could be organized in a interactive process - the DTAG’s - which left room for a general discussion of methodological as well as military/technological observations.


The utility of a common technology taxonomy as a communication tool is stressed. Having “clustered” information items in such taxonomy provides an easy way to build ontologies for IT and M&S Tools, which help in cooperation and common analysis. A robust and mutually-agreed upon Taxonomy for technologies is therefore required and should be maintained on an on-going basis. The group chose the so-called WEAG taxonomy which is based on the UK5 taxonomy and is now also used by the RTO and the European Defence Agency.

One of the major problems to play a DTAG successfully is the necessity to gather input for such technologies and/or IoS-cards, which could be candidates for an analysis of their “disruptive potential”. As there is no well established common approach for the identification of such “Emerging Technologies”, the only way to start was “hunting and gathering” in the working group, i.e. in the participating nations. 

This methodology has been amending by the follow-up group, SAS-082. The major changes in the final methodology are the absence of T-Cards, as they were not as useful as they were meant to be for the DTAG players, and the wider number of actors invited to run a DTAG, to encourage thinking out-of the box with students and to support with their expertise new vignettes, as humanitarian disasters, with NGOs members.

At this moment the Task Group SAS-082 is working on a plan to professionalize the DTAG to make it reusable for NATO and NATO nationals.
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Abstract


In this paper we show an identity-based network architecture for coalition environments with special focus on security and mobility capabilities, while protecting the privacy of communication parties and raising their identity to be a central element of the network. As a side effect, our architecture inherently supports authentication of the entities involved in the communication. Moreover, it is designed to be agnostic to any underlying network infrastructure and can be used to enhance them with reduced penalty, which makes it a perfect component to take its features to existing networks without defining a brand new transport layer. We also discuss the successful verification of the protocol security and how mobility is achieved depending on the underlying network used to instantiate the architecture.


1.0
INTRODUCTION


Coalition networks to support military operations can be characterized as complex, dynamic networks with high security requirements and heterogeneous communication links among administrative network domains. This complexity makes difficult to achieve high level of security, particularly in cross-domain and mobile scenarios, in which many details must be dynamically taken into account and communication must also be dynamically negotiated through policies that can affect multiple and different parts of the communication.


To overcome the problems mentioned above we propose to adopt identities as communication endpoints in top of an identity-based overlay network. On the one hand, abstracting communication endpoints into identities provide a secure and reliable way to address a person, an object, and many other abstract or concrete entities, on the other hand, overlay networks provide a robust and highly flexible way to transfer information from one point to another, crossing heterogeneous networks without a problem.


As we discussed in a previous work [1], we have designed an identity based network architecture that, as the objective described above, brings identities to the middle of communications and uses overlay networks to let it work in top of many different underlay network architectures, either together or separately. Starting from this concept, in this work we deepen in the architecture and adapt it to bring its capabilities to coalition environments.


The resulting architecture is kept as simple as possible without penalizing functionality. Instead of joining multiple protocols with different behaviors, we prefer to integrate functionality with abstract and powerful solutions. For instance, the heterogeneous networks are supported incorporating an overlay network, that contrasts with other architectures that use to define complex and ugly mechanisms to intercept and adapt traffic from different underlaying network infrastructures. Also, while maintaining security, our architecture supports different administrative domains in a totally separated manner from the network domains, so the mobility and roaming is completely inherent. Finally, everything is controlled by domain-specific policies to ensure that anything unexpected happens in the network.


The remainder of this paper is organized as follows. First, in Section 2 we discuss related work that precedes this work. In Section 3 we describe the architecture. In Section 4 and Section 5 we respectively illustrate its security and mobility capabilities. Finally, in Section 6 we discuss how this architecture can benefit to coalition environments. and in Section 7 we comment our conclusions and future work.


2.0
RELATED WORK


Although we can find previous research work that covers some of the features provided by our architecture, most existing proposals and standards lack some important capability required by coalition networks. For instance, the Locator-Identifier Separation Protocol (LISP) [2] achieves the separation of locator and identifier with a map-and-encapsulate scheme that can be used in top of current IP model but does not provide an easy way to deal with heterogeneous networks or networks with constrained requirements, because it heavily depends on network infrastructure to properly do its job, so a malfunctioning element may break the whole network. Other example of existing proposal is the Host Identity Protocol (HIP) [3], which also approaches the loc/id separation but using a public key security infrastructure to disseminate the cryptographic host identifiers to be used by applications instead of the location-specific IP addresses. This protocol is focused in the secure and hard identification of networked hosts but does not provide other necessary capabilities, such as dynamic negotiation of communication aspects. Finally, as part of the new research trend of proposing clean-slate architectures that require a complete revamp of the current communication model, we can highlight Enhanced MILSA [4] that provides loc/id separation with many advantages over the previous architectures but with the inner disadvantage found in clean-slate proposals, they require the current architecture to be jettisoned before being deployed.


In this paper we address the loc/id separation as part of the capabilities of our architecture but with special attention in coalition environments that require the intrinsic support of many separated domains that interoperate, as well as high level of security and privacy, in the form of traceability prevention, and the separation of the identity of an entity from the identifiers or addresses it can use in the communications. Thus, we define an architecture that go beyond current proposals by making the identity concept, as defined in ITU-T X.1250 [5], the central element of a secure end-to-end communication architecture (identity-to-identity communications).


3.0
IDENTITY-BASED NETWORK ARCHITECTURE


The main objective behind the definition of a network architecture for coalition environments is to bring secure identity-based end-to-end communications (identity-to-identity) to the network, with special attention in multi-domain environments, security and privacy. To achieve this, we propose to build an identity overlay network in where entities are addressed by their digital identity, instead of logical address of the device (or host) they use to access network. This overlay network is then divided in many domains of trust that are independent of the actual networks. Each entity is associated to a domain and can have different devices connected to different physical or logical networks at the same time.


Figure 1 shows an overview of the architecture with its main elements, leaving out the lower layer networking infrastructure used by the devices of the communication parties. The most important elements of the architecture are the entities participating in the communication, which can be people, software (services), hardware (machines), things (Internet of Things [6]), etc. One special element is the Domain Trusted Entity (DTE), which manages the association of entities and identifiers for its domain and permits communication parties to be sure they are talking to who they pretend without revealing identity information. It can also be used by other elements to obtain certain identity attributes if allowed by policies. The DTEs of different domains are connected forming an infrastructure that supports and protects the identity of the communication parties. Finally, the underlying network infrastructure is used to transmit low-level messages among communication parties.


In this architecture, the communications are established through endpoints that are used in message exchanges and are identified by location independent identifiers. If the underlying network is based on addresses, our architecture requires to allocate many addresses to be associated with the different identifiers which can be dynamically negotiated through the DTE infrastructure. Also, it permits to change any endpoint identifier at any time, so the mobility support is inherent and the privacy can be enhanced with arbitrary identifier renegotiation.


At the identity level, our architecture proposes to manage identities and build identifiers with XRI and XRDS [7]. XRI is used to build the identifiers and XRDS is used as resolution mechanism to dynamically associate the identifiers to an identity and vice-versa. This way, our architecture has a consistent and coherent identifier scheme that may be coupled with existing identity federation architectures, such as OpenID [8].


3.1
Identity and Identifier


This architecture emphasizes the differentiation of identity and identifier. As commented above, we meet with the ITU-T definition of identity on its X.1250 recommendation as follows: The representation of an entity in the form of one or more information elements which allow the entity(s) to be sufficiently distinguished within context. For identity management purposes, the term identity is understood as contextual identity (subset of attributes), i.e., the variety of attributes is limited by a framework with defined boundary conditions (the context) in which the entity exists and interacts. Thus, each entity is represented by one holistic identity, which comprises all possible information elements characterizing such entity (the attributes). However, this holistic identity is a theoretical issue and eludes any description and practical usage because the number of all possible attributes is indefinite.


In addition, also meeting with its ITU-T definition, we consider an identifier to be a piece of fixed-size data that identify something. In a general sense, this architecture uses identifiers to determine the endpoints of communication parties, as well as to obtain information from the identity if permitted. Nevertheless, they are not used to unambiguously associate an identity to an object on time, just in certain moment and communication event.


3.2
Domain Trusted Entity


The aforementioned Domain Trusted Entity (DTE) is a special entity that manages and protects the communication aspects of its domain identities. Moreover, if allowed by the policies, it can reveal some identity attributes to other entities. Thus, the DTE is based or collaborates with other identity management technologies like SAML [9] and Shibboleth [10]. In this architecture, the DTE stores XRDS documents that belong to its entities and which other entities may request. The XRDS document describes the services offered by an entity and how they can be contacted, their service endpoints. Therefore, the DTE plays the role of the XRI/XRDS resolution infrastructure in the OpenID architecture.


The DTEs are also used to validate that the identifier (or identifiers) used by an entity belongs to such entity. Thus, any communication party can be sure that is talking with the entities it pretends to talk without knowing any attribute of the actual identities behind them. Again, this functionality is also controlled by policies, so some entities may decide to forbid the validation. Furthermore, when an entity requires anonymity, it may request an anonymous identity whose identifiers can be validated and whose attributes can be requested, but the actual information of the real entity is not disclosed in any manner.


Due to the high number of interactions and traffic that is presumably supported by each DTE, it should be constructed in a distributed manner. For instance, it can be constructed using technologies found in many DHTs [11].


3.3
Underlying Network


This architecture needs, in one way or another, a special underlying network infrastructure that is capable of deliver messages using identifiers instead of network addresses. When being instantiated in top of an address-based network architecture, it should allow the reservation of many network addresses from the same device. For instance, both IPv4 and IPv6 supports this feature, but current IPv4 based network infrastructures obstruct and/or forbids this operation, so we can only consider IPv6 as a direct underlying network. Thus, the protocol of the architecture, discussed in Section IV, can be instantiated over many different underlying networks and, occasionally, allow the coexistence of multiple underlying architectures.


Many other network architectures are better suited for our architecture than current IP infrastructures. First, we have the overlay network protocols used in many DHT infrastructures, as used in Chord [12] because its simplicity and its performance improvements, such as LPRS [13]. Then, we have other interesting protocols coming from content-centric or publisher/subscriber network architectures, such as Content-Centric Networking (CCN) [14] and Publish-Subscribe Internet Routing Paradigm (PSIRP)[15].


3.4
Application Message Exchanges


Since our architecture provides endpoint semantics and permits services to have their own identifiers, it may be directly used by applications and services to exchange their messages, reducing the final layers used in communication. For instance, in a SOAP [16] based application, each layer introduces its own headers and message format so it is difficult to take full communication control from the application layer and also makes it difficult to apply traffic engineering because communication semantics are hidden in upper protocol layers. On the contrary, using our protocol the messages are directly delivered through the network, so it is simpler and traffic engineering may easily consider the application level.


3.5
Message Format


Considering that exchanged messages must support at least the capabilities described above and, preferably, other value-added features, the message format of this architecture needs to be quite extensible. The best alternative is to have arbitrary number of fields while keeping mandatory the essential fixed-position fields, such as the source and destination identifiers, the signature, and the content (payload).


Once defined a flexible message format, applications may include specific headers into network messages so identity infrastructure is able to correctly, securely, and efficiently deliver them. Also, other information to be used by endpoints may be introduced, so applications get a fine control over their messages. Furthermore, messages can be instantiated in many low-level message representations that may need specific headers, as name/value/field-separator, JSON, XML, and binary.


4.0
SECURITY


Instead of hiding the identity information of an entity, this architecture offers the possibility to access it in a controlled manner. Thus, the DTE is responsible of managing the identity information, so others may ask it to ensure that an entity is “who” is pretending to be. Also, we can consider that an entity is authenticated just by validating that the identifier (or identifiers) it is using belongs to it and ensuring the integrity of the messages exchanged with it, which is done by a signature (or token) field included in the messages. Therefore, our architecture and protocol provides integrated authentication of all communication ends as well as message integrity.


In addition, our architecture proposes and recommends to use an asymmetric encryption mechanism to give confidentiality when needed. It may be inefficient and processor hungry but with obvious benefits over weaker encryption mechanisms:


· Transmitted information will be kept secret for longer.


· There is no need to negotiate the security terms, with the speed-up it represents.


· Fits perfectly and performs much better in publisher/subscriber underlying networks.


· In the future, processor performance improvements may make those methods much more feasible.


Anyway, the architecture does not prevent to adopt symmetric mechanisms and key exchange protocols such as IKEv2 [17] but they are out of the scope of the current work.


4.1
Protocol Security Analysis


To achieve the objectives of the architecture proposed in this work we define a protocol that supports all capabilities discussed in the previous section. As discussed above, this protocol is not tied to a current underlying network architecture. By other means, both the architecture and protocol are so generic that can be instantiated in top of many network architectures. To describe the protocol we use a scenario in which two entities start a conversation.


Figure 2 shows the main scenario of the protocol in which an entity or peer (Alice) that belongs to a domain (Domain 1) starts a conversation (session) with another peer (Bob) from other domain (Domain 2). This process is divided in four stages: registration, entity search, session establishment, and message exchanges.


During the registration, each peer contacts with the DTE of the domain it belongs to authenticate itself and register the XRDS document that describe its exposed facets, each one with its own identifier based on XRI. Those facets, also known as virtual identities, represent the entities during communication acts to protect their actual identity. In the next step, Alice sends a request to its DTE with a query to get an XRDS document that describes some facets of Bob, providing the facet Alice wants to use.


To start a session, Alice selects the identifier of the Bob’s facet to which it wants to contact, allocates a new session identifier, and communicates it to Bob, using the selected facet identifier, through the DTE infrastructure. Once Bob has confirmed the session communicating its own session identifier, Alice starts sending the data it wants using only this identifier because Bob has associated it to the session identifier allocated by Alice. Then Bob uses the session identifier already provided by Alice to respond.


As we want to ensure the high level of security of the architecture, to prevent human mistakes, we perform the security analysis with an automated validation tool. In this case, we opt to use AVISPA tool [18] because its simplicity and strength when analyzing network protocols.


First, we formalize the protocol model shown in Figure 2 using Alice-Bob (A-B) notation that can be later used to perform its analysis and validation. We are interested to analyze the portion of the protocol started by Alice to communicate with Bob. The resulting notation is as follows:


A -> DTE1 : {{AfID.AsID.BfID}_inv(KA)}_KDTE1


DTE1 -> DTE2 : {{AfID.AsID.BfID}_inv(KDTE1)}_KDTE2


DTE2 -> B : {{AfID.AsID.BfID}_inv(KDTE2)}_KB


B -> DTE2 : {{BsID}_inv(KB)}_KDTE2


DTE2 -> DTE1 : {{BsID}_inv(KDTE2)}_KDTE1


DTE1 -> A : {{BsID}_inv(KDTE1)}_KA


A -> B : BsID


B -> A : AsID


In this extract, A, B, DTE1, and DTE2 are used to represent Alice, Bob, DTE1, and DTE2, which are the entities taking part in the protocol. The remaining tokens are as follows: AfID and BfID represent facet identifiers of Alice and Bob; KDTE1, KDTE2, KA, and KB represent the cryptographic public keys of the entities; AsID and BsID are the session identifiers of Alice and Bob. Finally, the inv function gets the cryptographic private key of a public key.


From the notation described above we create a full description in High-Level Protocol Specification Language (HLPSL) that is used by the AVISPA tool. On it we define a different role for each entity taking part of the communication and fulfill each role with its specific responsibilities defined above in the notation. Then, we indicate that the analyzer tool should check that AsID and BsID can be used to authenticate Alice and Bob respectively, and that it should check the secrecy of AfID and BfID to be sure that there is a secure channel between Alice and Bob through the DTE infrastructure, so the session identifiers can not be publicly associated to their owners. Finally, the HLPSL file is then used as input for the AVISPA tool using the On-the-Fly Model Checker (OFMC) as backend of the analysis, getting a positive result that demonstrates the safety of the protocol.


5.0
MOBILITY


As the architecture we have defined is completely based on identity, it is easy to see how it is location independent and how mobility characteristics can be achieved.


First, when the architecture is instantiated in top of a location independent underlaying network like an overlay network such as Chord or a publish/subscribe network such as CCN or PSIRP, our architecture only needs to ensure that the time needed by the infrastructure to reflect the location change is reduced. For instance, in a Chord-based overlay network, as soon as a node have changed its position, it can report its new position to the necessary network nodes that, since they are reduced, it is an easy and quick task. The overlay network is a very good solution to implement our architecture because it is completely distributed (no central point of failure) and works like a living being that is automatically and dynamically adapted to topology changes, with also automatic self-healing capabilities.


On the other hand, the publish/subscribe architectures, although they also have very simple operational behavior, need a bit more work. When a node changes its position, it needs to report a two different operations to the network:


1. Before the node leaves a location it needs to be unsubscribed from the content it is subscribed (or report that it is not interested in that content).


2. As soon as the node is in the new location it needs to subscribe again to all the content it was subscribed (or report its interest in that content).


These two operations are needed to prevent the network to send the content to a location in where the node is no more located, so the content is not lost and kept by the infrastructure until the node is already subscribed to it. If the node is not reconnected after a short time the content may expire or the buffers of the infrastructure elements can be full and the content is discarded, so it is mandatory to reduce the handover to the minimum. It can be easily done if a node knows its new location, because the node can pre-report it to the infrastructure, and it is very efficient if the new location is hierarchically near the old location, because the publish/subscribe infrastructure is usually hierarchically organized, so the content is being flowed very near and the subscribe messages are also near to the first target element.


Finally, when the architecture is instantiated in top of an address-based underlaying network infrastructure it needs to do a much harder work than with the previous infrastructures. This is because two networks can be near geographically but far in their address space and because it could be difficult to make the different nodes to dynamically know where are their other communication parties. To resolve this problem we have adopted a model similar to that found in HIMALIS [19] to jump from the global transit network to the edge network. On it, the edge networks are completely independent of each other and also independent from the global transit network. Then a gateway from a source network is instructed to map destination identifiers to the address of the gateway in the way to the destination edge network and vice-versa. This mapping is updated by the DTE infrastructure, so when a node changes its location it only needs to report to its corresponding DTE. Certainly, in our architecture, when a node changes its location it needs to negotiate connection parameters and it is done by the DTE of its home network and the DTE controlling the visited network, so during this negotiation the original DTE knows that the node has changed its location and knows the new location itself and it updates the mappings of the necessary gateways, contacting other DTEs if necessary. With this approach, the mobility impact is very similar to Mobile-IP [20] but much more efficient because it is not needed to build tunnels or IP-IP encapsulation.


6.0
Coalition environments


Once discussed the security and mobility concerns of the architecture, we want to illustrate how it works for coalition environments. First we start from the different domains that form the coalition. Each domain needs to have at least one DTE that is responsible of inter-domain negotiations. Each action of the network operation is negotiated between the DTEs of the different domains, from the establishment of a simple session to the complex mobility and roaming operations. Therefore, the DTE is loaded with the necessary policies decided by the administrative domain. In contrast, the network equipment may be outside of the same administrative domain but in the same network domain. To interact with this initially untrusted equipment we also need to contact to DTE and make it negotiate the interactions. In summary, with the DTE controlling all operations and ensuring policies, security and trust, we only need to pay attention to physical/logical security of the DTE and reinforce it to the maximum, particularly when the whole coalition network is moving, like when it is formed in a vehicle. Furthermore, when meeting with other domains or networks we only need to make their DTEs to contact each other to establish a dynamically and temporary federation. This way, any entity or device from a network domain can move to the other network domain if permitted by policies and in a totally secure manner.


7.0
Conclusions and future work


In this paper we presented a novel architecture and protocol to provide high level of security and mobility support to coalition environments, placing the digital identities in the middle of communications. In this manner, it allows identity-to-identity networking, while keeping the overall security, with special interest in privacy and preventing traceability of the entities taking part of communications. We then verified the security of the protocol using an automated security verification tool, and discussed how mobility works when the architecture is instantiated in top of different underlaying network infrastructures.


For the future work we plan to investigate the decentralization of identity validation to gain certain level of independence from the DTE. This may let accelerate the transactions involving only a few messages. Also, we plan to investigate how to reduce the interconnection impact of underlying networks with different addressing scheme and how to apply XRI to make them interoperate with each other. Furthermore, we plan to continue studying the behavior of the architecture over different network infrastructures, mainly overlay networks, as well as how to advance in the direct interaction with current IP architectures.
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Abstract


An exploratory study was conducted to examine the connections between social networking technologies and potential use by insurgents; however the scope was quickly expanded to include all forms of social media. We set the context by briefly discussing social media as a disruptive technology and the nature of insurgency.  We propose a model for the identification of social media of interest to the insurgents (insurgent wheel) and a model for a future characterization of the technologies within those categories. The results show that social networking stands out as a category of significant interest. Six social media technologies have high potential for use by insurgents in the areas of sympathy and influence, financing, recruiting, and external communications. Another nine have medium potential in additional areas like information gathering, operational coordination and planning.  Interestingly, none of the social networking technologies examined has better than a low potential for training purposes; a fact that can be exploited by COIN operations. The phase of “Organize” on the insurgent wheel has the most number of probable social media categories available for use and social networking was ranked as high in both activities in this phase. Video is the most diverse category scoring 5(high potential for use) in the “Organize”, “Recruit”, and “Act” phases. It would be used for influencing population sympathy, helping to recruit and for promoting the cause after acts have been committed.  Livecasting, similar to video, was also scored high in the same areas except for recruiting.


1.0
Introduction


With the conclusion of the Cold War, many believed that the world would become more stable than before; on the contrary, that ending started an era characterized by a proliferation of unstable and unclear parties fighting one another to get control. While state-on-state conflicts cannot be ruled out in the future, there is currently an increased requirement for the involvement of the Canadian Forces and their allies in so called “Irregular warfare”. Even when taking place locally, these asymmetric attacks pose the principle security threat to the world. Indeed, globalization has lead to greater connectivity and complexity producing a multitude of potential threats, adversaries and actors with divergent motivations that are not limited to simple political theories. Canada and its allies are being and will be challenged by the activities of malignant non-state actors, such as trans-national criminal organizations, terrorist groups and religious extremists 1[]
. Such activities will often be insurgent in nature perhaps in the traditional sense or perhaps with goals centred on group survival and wealth gain rather than seizing governance of territory. As such Canada and NATO are likely to continue to be involved in counter-insurgency (COIN) context missions. COIN context operations require assessing the political and social architecture of the operational environment, from both friendly and adversary perspectives. Deemed essential to successful COIN operations is an understanding of the political, military, tribal, religious, patronage, and other networks that are the backbone of decision-making and control in a society where the insurgents are part of a larger community. Based on these needs, DRDC Valcartier has recently undertaken an Applied Research Projects (ARP) entitled “Social Network Analysis in Counter-Insurgency" (SNAC). The SNAC project is considering social media (SM), and in particular the subset of social networking (SN) tools, as some of the technologies enabling the analysis and sense-making of the social media related to insurgencies and COIN.

Kaplan and Haenlein 2[]
, define social media as “a group of Internet-based applications that build on the ideological and technological foundations of Web 2.0, and that allow the creation and exchange of user-generated content” and social networking sites as “applications that enable users to connect by creating personal information profiles, inviting friends and colleagues to have access to those profiles, and sending e-mails and instant messages between each other.”


The paper first will describe the connection between Social Network Analysis (SNA) and social networking technologies.  Next we examine SM in the context of a disruptive technology. The context of this research, insurgency and counter-insurgency, is described then the paper expands on the underlying study about social media. It describes the objectives of the study, the methodology as well as two proposed analysis models.  First we propose a model for the identification of social media of interest to the insurgents and second a model for a future characterization of the technologies within those categories. Finally, the paper engages discussions around the research and its initial results.


2.0
SNA and Social networking

The main objective of the SNAC project is to investigate SNA techniques, methodologies, and tools in order to enhance the Canadian Forces intelligence analysis capability and enable sense-making based on SNA results in COIN context operations. The extent to which commanders, through their intelligence analysts, are able to identify, analyse and understand the various networks associated with an insurgency, may well determine the success of COIN context operations, such as influence operations, and can provide high-pay-off for the mission success. SNA is a powerful technique allowing the analyst to identify and portray the details of a network structure and reveal how an insurgency’s networked organization behaves and how that connectivity affects its behaviour. More specifically, it allows intelligence analysts to assess: 


· the network’s design; 


· how its members may or may not act autonomously; 


· where the leadership resides or how it is distributed among members; and 


· how hierarchical dynamics may mix or not mix with network dynamics.


From an analysis perspective, social networks are structures made up of individuals (or organizations) called "vertices", which are tied (connected) by one or more specific types of interdependency called “edges”, such as friendship, kinship, common interest, financial exchange, line of command, sexual relationships, or relationships of beliefs, knowledge or prestige. Empirical research 
 ADDIN EN.CITE 
[3-7]
 in a number of academic fields has shown that social networks operate on many levels, from families up to the level of nations, and play a critical role in determining the way problems are solved, organizations are run, and the degree to which individuals succeed in achieving their goals. It is the relationships and the patterns formed by the relationships (edges) that is analyzed using SNA 8[]
. In addition, insurgent networks are part of the larger local community7[]
. A SNA approach permits a more complete understanding of such communities as well as how the network based “enemy” systems behave within them.

As depicted in Figure 1, the SNAC research project is articulated around intelligence issues emerging from operations taking place in a COIN context. Specific issues combined with an understanding of the desired effects, permit analysts to identify more precisely the social networks of interest and the analysis to be performed on them. The data, collected in an automated or semi-automated way, permits the representation of the social network of interest and allows discovery of significant features that in turn leads to deeper analysis as needed. The overall results of the SNA enhances the sense-making process of the intelligence analyst regarding potential threats, enables efficient smart targeting, and identification of additional networks requiring further intelligence analysis.

Social networks (SNs)of interestSNAof interestSNs and SNAdata collectionSocial NetworksRepresentationsCounter Insurgency –INTELLIGENCE FOCUSSocial networksanalysis & sensemaking
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Figure 1: The Social Network Analysis in Counter-Insurgency research framework.

Within this research context, it is recognized that collecting data on insurgent networks is not trivial due mostly to their covert nature 9[]
 but also due to legal reasons (discussed below). While some of the required data are extracted from different intelligence sources available to the analysts, other additional data pertaining to the insurgent networks and the larger community they belong to, can be collected from some of the social media as for instance SN technologies.

The development of social networks has been an inherent part of human society since the dawn of Man, however SNA was difficult due to the complexity of gathering reliable and sufficient data 3[]
 and, until recently, limitations with statistical methods for quantifying large networks 10[]
. The growth of the Internet over the past 20 years has given rise to an era of human interconnection like no other and with it access to unimaginable data. For example, Facebook, launched in February 2004, has more than 500 million active users as of January 2011; that is about 1 in 13 people in the world 11[]
.  More recently micro-blogging sites like Twitter 12[]
 combined with the ubiquitous nature of mobile communication and computing devices
 have fuelled an explosion of new access capabilities furthering the ease of use and leading to an exponential growth in data 14[]
.

While the majority of site users are ordinary folk benefiting from an ability to stay close to family and friends, there is also a darker side to these capabilities
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. Insurgent and criminal groups now have new and powerful tools for sympathy, support, funding or also recruitment. Using them, they are able to find anonymity, privacy, and even protection from the law in some cases. If the SN tools reveal themselves as a powerful tool for the insurgents, in turn, they could also be used in order to counter insurgency. Notwithstanding some of very important legal issues faced by many nations, it is this use of SN  technologies and tools when placed in the specific context of countering insurgencies that is of interest in the SNAC research and more specifically with this specific piece of research conducted on SN technologies.


3.0
Social Media as a disruptive technology

This research considers the SM (and by extension SN) technologies as a very powerful tool for the insurgents or for NATO forces countering insurgency.  We believe that a case can be made to consider SM technologies as a disruptive technology. In order to claim such, one must first assess the meaning of the concept of disruptive technology along with the characteristics of disruptive technologies per se. Neither the concept nor the characteristics are commonly understood or homogeneously described in the literature. The concept of “disruptive technology” was first introduced by Bower and Christensen 15[]
. It can be claimed that their definition has very much a managerial and marketing standpoint but, nevertheless, it was the first definition proposed. They describe a disruptive technology as one that, while providing different values from the mainstream technologies, is somehow inferior to them and hence less attractive to the main customer market. They identify two major characteristics of disruptive technologies: “first they typically present a different package of performance attributes - ones that, at least at the outset, are not valued by existing customers; Second, the performance attributes that existing customers do value improve at such a rapid rate that the new technology can later invade those established markets.”  Further, the authors specify that it is only at this point that the mainstream customers will want the technology. Unfortunately for the established suppliers, by then it is often too late: the pioneers of the new technology dominate the market.”


An additional challenge in defining the concept of disruptive technologies is, in our case, to place it in a defence context. Once positioned in this context, the definition of what is a “military disruptive technology” is potentially different. Mitchell 16[]
 claims that the definition of a disruptive technology in a military context must be modified because of the differences based on the strategic, operational and tactical impact that the disruptive technology will have when employed against the United States. In his as well as in Shaffer’s terms 17[]
 for defence systems, lower cost and lower initial performances as stated by Bower and Christensen 15[]
 do not matter. For the purpose of our research, we will retain that what matters is the radical nature of the change along with the fact that the usage could lead to a military advantage.

Further defining disruptive technologies and their characteristics, the committee on Forecasting Future Disruptive Technologies from the National Academy Press (NAP) 18[]
 identified a number of elements. They recognized that disruptive technologies for the defence domain can emerge from the public domain and they identify two categories of disruptive technologies. The first category “displaces an incumbent technology in a phase transition, during which users adopt the new technology over a period of time.”  The second category “creates a new market or capability where none had previously existed” and in this case cites the personal computers as one such example. The NAP also identifies several attributes characterizing the emergence of many disruptive technologies. The first attribute pertains to a “discontinuity when a key factor is plotted against time. The key factor could be performance, cost, reliability, adoption rate, or any of a number of characteristics that commonly describe a technology. The discontinuity may be related to a new application area and not to a change in the technology itself. Bringing an established technology into a new application can be disruptive within that application even when the technology itself is well worn”. A second attribute relates to the impact of the disruptive technology on other technologies. It is not sufficient for the application to be incidental; it needs to be impactful. The third attribute is the convergence of more than a single discipline when a crossover technology is born. And finally, the NAP refers to an attribute related to the corporate vision to support change rather than feeling threaten by it. This last component is also important in a defence domain when having to internally embrace a disruptive technology. In this last case, the perceived threat of the disruptive technology when used by the adversary catalyses the willingness friendly forces to familiarize themselves with the technology.  An Improvised Explosive Device is a good example. From these observations, the committee 18[]
 concluded that when having to assess the disruptive influence of a technology one should consider if the technology:


· “Delivers a capability at a previously unavailable level, which may create disruptive forces;


· Combines with other technologies to create synergies, which may also be disruptive;


· Evolves from the nexus of seemingly unrelated technologies;


· Disrupts a workforce, society, or the economy when combined with multiple existing technologies;


· Generates products with new performance attributes that may not previously have been valued by existing end users;


· Requires users to significantly change their behaviour to take advantage of it;


· Changes the usual product and technology paradigms to offer a competitive edge;


· Exponentially improves the value received by the user;


· Creates industry growth through penetration or creates entirely new industries through the introduction of goods and services (if it is dramatically cheaper, better, and more convenient); or


· Becomes mainstream to a region, a country, or a community.”


4.0
Insurgency and Counter-Insurgency Intelligence Aspects

Some clarification around the concepts of insurgency, insurgents, as well as counter insurgency is required.  As was mentioned, the Canadian Forces and its allies are increasingly being involved in so called “Irregular Warfare”. While this type of warfare has been around for millennia, we have only recently, in perhaps the last fifty years, started to see an emerging vocabulary in terms of “irregular warfare”, “asymmetric threat”, or “counter-insurgency”. This section does not intend to delve into defining precise descriptions of those terms but rather to contextualize them in order to understand the objectives pursued by the SNAC research project.

In 2007, the US Department of Defense (DoD) clearly started to use the following definition of “Irregular Warfare (IW)”:


A violent struggle among state and non-state actors for legitimacy and influence over the relevant populations. IW favors indirect and asymmetric approaches, though it may employ the full range of military and other capacities, in order to erode an adversary’s power, influence, and will. It is inherently a protracted struggle that will test the resolve of our Nation and our strategic partners 19[]
.


This definition stresses some essential elements; first it refers to asymmetric approaches by opposition to the conventional threats that were known up to the cold war period. Second, and similarly to insurgencies or counter insurgencies, it positions the importance of gaining local population support as the central objective of such warfare. Finally, it integrates the threat to our country (in this case actually the United States) as well as to partners. The Canadian Forces Counter-Insurgency doctrine 20[]
 defines insurgency as being “a part of a wider set of irregular activities and threats to a secure and stable environment” – or we could say a proposed secure and stable environment. Irregular activity may be defined as: “behaviour that attempts to affect or prevent change through the illegal use, or threat, of violence, conducted by ideologically or criminally motivated non-regular forces, groups or individuals, as a challenge to authority”. Within this context, the insurgents will search to acquire the support from the population and in parallel will potentially conduct criminal activities directed against the government in place or else instances supporting the government.

Since the proliferation of operations taking place in a COIN context, the term counter-insurgency was employed to refer to situations where NATO forces were asked to intervene in support of a government in place, as it is the case with Afghanistan. The Canadian Forces (CF) and the allies were required to further develop corresponding strategies and doctrines to deal with the situation adequately. For instance, in 2006 the US ARMY 21[]
 developed and published a Counter-Insurgency Manual  along with the proposed Counter-Insurgency tactics 22[]
 in 2009. In the mean time, the CF established its counter-insurgency doctrine 20[]
 in 2008. This standpoint still pertains to the research being conducted here. Nevertheless, the latest developments, and in some cases insurgencies, taking place in North Africa, require thinking about the larger conceptualization of counter-insurgency. For example, in the recent case of Libya, the situation remains an insurgency as well as a counter-insurgency conducted by the government in place, however the role of the coalition forces has evolved. While the coalition forces will not perform counter-insurgency activities they will still be required to understand such context. While this paper uses some of specific examples taken from recent North Africa events it is mostly with respect to the usage of SN technologies per se rather than the insurgency or COIN context.  Notwithstanding, the use of multiple SM technologies by the populations in recent events did point out the requirement to expand the scope of this research from just focussing on SN to now look at SM overall.

In conventional warfare, opponents are most often a known entity and warfare is usually conducted within the bounds of established doctrine. However, there have also been many conflicts where established tenets of warfare have been eschewed in favour of a much less structured approach – typical examples include terrorism, guerrilla warfare, and insurgency. Such conflicts are referred to as being “asymmetrical” and it is normal for at least one of the protagonists not to be military in nature. When this is the case, identifying your opponents and understanding what their intentions are becomes exponentially more difficult. Regardless of the insurgents’ identity and purpose, there is a planning cycle that can be applied to asymmetrical warfare. As illustrated in Figure 2
, insurgent activities can be grouped into at least four distinct phases. 




Figure 2: Insurgent wheel [REF]

Figure 2: Insurgency activities cycle.

These represent activities that insurgent groups must undertake if they are to conduct those actions necessary to achieve their objectives. Moreover, these phases and activities are not unique, but are typical of those undertaken by any group involved in organizing and executing operations. Intelligence efforts are typically aimed at identifying activities in each of these phases, and their associated key indicators, to develop a series of “signatures” that point to the group’s intentions. This in turn may point toward potential insurgent targets and what stage they are at in preparing to act. Nevertheless, it should be noted that while broadly similar in intent, these indicators and signatures may vary substantially from group to group and by region/country. 

Intelligence officers with knowledge of specific insurgents typically pay particular attention to what non-optional things the insurgents must do if their operation is to be effective. These are usually expressed as key indicators and signatures. Once these are defined, it can be used to support those essential elements of information that authorities require in order to counter insurgency activities. This is achieved through a range of intelligence collection and analysis activities, including source development and targeting. Ongoing collection, collation and analysis is aimed at detecting the presence, extent, and changes to these indicators and signatures, all of which may be used to determine what insurgent groups are doing, how ready they are to act, and where and when those acts may occur. This is another application of a long-established intelligence process called Indications & Warning (I&W) intelligence and it is a potentially valuable tool in counter-insurgency operations.  

It is always an incessant race between the detectors and the detected - once insurgent groups come to understand that certain things they are doing are being exploited, they will inevitably change them. Fortunately it is not necessary, nor usually prudent, to wait until the ACT phase. Counter-insurgency infiltration is usually undertaken in the ORGANIZE and RECRUIT phases, while counter-insurgency forces will often try to subvert attacks by shaping and diverting during the PLAN phase.


While this study focuses on electronic means, many of the collaboration and coordination tools used by insurgent groups are often “old school” non-electronic means, or likely a combination of the two. This poses additional challenges to the monitoring and analysis of insurgent communications. It should also be noted that by their nature, certain insurgent activities must be less covert if they are to be effective. Recruiting and the extension of influence are two such examples. Others such as planning and operational coordination, on the other hand, may be conducted discreetly to avoid interference by authorities.  However, with the power of mass media communications, now in the hands of individuals through the combination of tools such as mobile phones linked to Twitter and Facebook, the world is suddenly privy to the intimate happening in once closed societies.  Oppressive and violent acts by dictators are now posted online for the world to see. This begs us to question the role of covert operations by insurgents in certain forms of insurgency such as popular uprising for political change.


5.0
Social media ranking study

5.1
Objectives


As previously mentioned above, one of the SNAC project activities is to leverage the social networking technologies in order to enhance the analysis capability of social media use by insurgents.  This research was exploratory in nature and designed to help us focus on technologies of interest.  In order to perform such an analysis, the objectives of the research were to:


· evaluate the potential use of SN technologies by insurgents; and


· evaluate the potential use of SN technologies by CF/NATO for intelligence purposes to counter insurgency.


The leading questions of this research were to: 


· define social media and the limits of the field of interest;


· propose a taxonomy of the different categories of social networking technologies/tools using the Figure 3 as a basis.

On the World Wide Web, there is a plethora of social media including many social networking technologies 23[]
.  Recent events in Tunisia, Egypt and other Middle East countries have further highlighted the disruptive effect (at least for the previous powers) of social media and their networking capabilities.  As was stated, these well-publicized and dramatic events made us realise the need to expand our research scope to look at the larger basket of SM, not just SN. Hence, this study looked at Social Medial sites that corresponded to the 22 categories found in Figure 3, 24[]
.  All the research was done between February 2nd and 9th 2011, so our findings represent a picture of the SM technology at that time.

Further, while many social media started out specializing in a particular aspect of user participation for example posting of photos, bookmarks, or video sharing, most sites have increased their scope and offer multiple capabilities that often include direct linkages to social networking and streaming feeds.  Hence the lines of categorization are not as clear as depicted in Figure 3. To illustrate, Flickr, a photo sharing website, has evolved from a chat room with real-time photo exchange to now include tagging, tag clouds, mail, and integration with Facebook and Twitter. 




Figure 3 : Brian Solis, & JESS3, 24[]
,The conversation prism representation.

5.2
An Insurgent Adoption Model of Social Media

In order to identify which SM tools are more likely to be used by insurgents, we need to understand what motivates the insurgents to use the tools and what make them using one tool instead of (or more than) another. To do so and in order to model the insurgent adoption of SM tools, we revisit the theoretical models and research developed in Information Systems (IS) to study how and why individuals adopt new information technologies, systems, or applications. IS researchers have developed several theoretical models to explain user acceptance and adoption of emerging technologies. Based on the Theory of Reasoned Action by Fishbein and Ajzen 25[]
, one of the first and most widely used and accepted models is the Technology Acceptance Model (TAM) proposed by Davis 26[]
. The TAM model and its augmented and modified models (TAM 2 by 27[]
), explain users’ adoption of technology by predicting their intentions based on perceived usefulness and perceived ease of use. During the last two decades, studies have been conducted to validate and update the TAM model and it is considered the basis to determine user adoption of novel technologies.


We propose an insurgent adoption model of SM tools, Figure 5, based on the modified TAM 26[]
. In order to build such a model, existing TAM studies on collaboration, cooperation, and communication technologies, systems, and applications such as instant messaging, web-based collaboration systems and online games have been taken into account 
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Figure 4: An insurgent adoption model of social media tools.

Overall, the adoption model we propose in this paper considers that the adoption of SM tools by insurgents will depend on both the insurgent intention for using SM tools and on the facilitating conditions. The absence of the facilitating conditions such as the needed resources (e.g. internet connection, sufficient bandwidth, etc.) could present a barrier that hampers the use of SM tools. On the other hand, the insurgent intention for using SM tools has three determinants: the perceived usefulness, the perceived ease-of-use and the perceived risk. In fact, the insurgent will intend to use or not a SM tool if they perceive the tool as useful for their activities, ease to be used and not presenting a major risk for them.  More specifically:

· Perceived usefulness is the degree to which the insurgent believes that the use of the SM tool will support the activities they are planning to do. Height criteria considered for the evaluation of social media categories apply here to measure the usefulness from the insurgent point of view: support to recruiting, support to training, support to information gathering, support to planning, support to operational coordination, support to financing, support to external communication, and the increase of influence/sympathy. 

· Perceived ease of use has to do with the insurgent’s belief that the use of the SM tool will be free of effort or worth the effort relative to other options.

· Perceived risk is the degree to which the insurgent believes that the use of the SM tools could be hazardous for them. Risk is strongly related to the degree to which the insurgent trust the tool. Three dimensions have been considered: the risk for insurgent to being detected and/or located, the risk for insurgent to being countered and the ownership of the tool (country of origin).


In the following sub-sections, we rank the different social media tools according to their likelihood of being useful for insurgents’ activities. Among the variables of the model proposed in Figure 4, our study focuses on the perceived usefulness of the tool. Future research work will perform more in-depth analysis of the social media tools considering the other variables proposed by the model as the perceived ease of use, the perceived risk for insurgent and the facilitating conditions.

5.3
Methodology

A World Wide Web search was conducted to identify SM technologies and the applicability of the categorization as per Figure 3.  Once the categories were determined, an analysis was conducted by our military intelligence expert
 to determine which categories were most likely to be used by insurgents.  In order to perform this, the following areas were selected: 


· Sympathy and influence;


· Financing;


· Recruiting; 


· Training;


· Information gathering/Reconnaissance;


· Planning;


· Operational coordination; and 


· External communication. 

These 8 areas can be understood against the four distinct phases of insurgent activities Figure 5 express through the insurgency planning cycle depicted in Figure 2 (Insurgent Wheel) of the previous section.



Figure 5: Insurgents activities of interest and the areas of investigations.

Upon determining that 20 applicable categories existed, each was assigned a usage potential value as follows:

· HIGH (5)– Insurgent use is highly probable. This category is likely to be an important factor in their planning and execution of all activities;


· MEDIUM (3) – Insurgent use is possible. This category may be a factor in the planning and execution of some activities; and


· LOW (1) – Insurgent use to any measurable extent is unlikely. It is unlikely to play a significant role in any activities. 


· N (0) – No insurgent use.


5.4
Results

During the categorization, Business Networks, Boards/Forums and Genealogy
 were added as categories by the military expert.  By assigning scores to each category as described above, Table 1 shows the rank order of social media categories, their importance in the four insurgent wheel phases as well as the specific areas of potential insurgent usage as determined by our military intelligence expert.

Table 1: Weighted ranking of social media categories.

		Insurgent Wheel Phase

		Organize

		Recruit

		Plan

		Act

		



		Social Media


Category

		Sympathy & Influence

		Financing

		Recruiting

		Training

		Info Gathering/Recce

		Planning

		Operational Coordination

		External Communiqué’s

		Weighted sum

		Ranking



		Social Networking

		5

		5

		5

		1

		1

		1

		1

		0

		2.375

		1



		Video

		5

		0

		5

		1

		1

		0

		0

		5

		2.125

		2



		Blog Platform

		5

		1

		3

		1

		1

		1

		3

		1

		2

		3



		Blog /Conversation

		5

		1

		3

		1

		0

		1

		3

		1

		1.875

		4



		Lifestreams

		1

		3

		1

		1

		1

		3

		3

		1

		1.75

		5



		Livecasting

		5

		0

		1

		0

		0

		1

		0

		5

		1.5

		6



		Boards/Forums

		3

		0

		3

		1

		1

		1

		1

		1

		1.375

		7



		Business Network

		1

		5

		1

		0

		3

		1

		0

		0

		1.375

		7



		Blog Communities

		1

		1

		3

		1

		3

		0

		0

		0

		1.125

		9



		Document/Contents

		3

		0

		1

		1

		0

		0

		0

		3

		1

		10



		Wiki

		3

		0

		1

		1

		1

		1

		0

		0

		0.875

		11



		Location

		0

		0

		0

		1

		3

		1

		1

		0

		0.75

		12



		Niche Working

		0

		0

		0

		0

		0

		3

		3

		0

		0.75

		12



		Geneology

		0

		0

		1

		0

		3

		0

		0

		0

		0.5

		14



		Pictures

		1

		0

		0

		0

		0

		1

		1

		0

		0.375

		15



		Events

		1

		0

		0

		0

		0

		1

		0

		0

		0.25

		16



		Music

		1

		0

		0

		0

		0

		0

		0

		0

		0.125

		17



		Comment & Reputation

		1

		0

		0

		0

		0

		0

		0

		0

		0.125

		17



		Crowdsourced Content

		1

		0

		0

		0

		0

		0

		0

		0

		0.125

		19



		Social Client Relations Management

		0

		0

		0

		0

		0

		1

		0

		0

		0.125

		19





In addition, potential usage of social media by insurgents can be ordered into insurgent wheel activities as shown in the first row of Table 1.  However, activities can overlap, and hence this should not be taken as an absolute classification.  Table 2 provides greater details on potential insurgent use of social media.  The original analysis was done with the notion that insurgents would desire to remain covert to the greatest extent possible.

Table 2: Describes the potential use by insurgent of the ranked social media categories
.

		Rank

		Social Media
Category

		Comments on usage by insurgents



		1

		Social Networking 

		Most likely to be used (if at all) as a recruiting and community "bonding" tool.
Use for operational purposes is less likely and would require covert practises (not an ideal environment for this).



		2

		Video

		Primary potential is for propaganda and recruiting purposes. May also be used as a means to release statements to the internet at large, although there are better forums for this.



		3

		Blog Platforms

		Can be used to create tailored blog sites and optimized environments to support propaganda, recruiting and fund raising.
Can also be used overtly to promote/manage lawful activities such as protests and rallies, as well as to covertly trigger/coordinate violent or unlawful activities by means of coded messages or preassigned codewords.



		4

		Blogs / conversations 

		Propaganda, Influence and Recruiting: Low key, employing 'soft sell' approach to appeal to disaffected persons that could be potential recruits.  Use for Operational purposes would be in a covert context and would probably involve pre-assigned codewords or phrases.



		5

		Lifestreams

		Could be used overtly to promote/manage/coordinate lawful activities such as protests and rallies, as well as to covertly trigger/coordinate violent or unlawful activities by means of coded messages or preassigned codewords.



		6

		Livecasting

		High potential for use for propaganda purposes and to stimulate recruiting and fund raising. Overt in nature. Ability to cross propagate to mobile devices enhances the dynamic distribution potential (e.g. 'going viral').



		7

		Boards / Forums

		Propaganda, Influence and Recruiting: Low key, employing 'soft sell' approach to appeal to disaffected persons that could be potential recruits.
Use for Operational purposes would be in a covert context and would probably involve pre-assigned codewords or phrases.



		7

		Business Networks

		Insurgents may use this to conduct/coordinate fund-raising and money transfer activities.
In another context, insurgents may use these forums to gather intelligence on businesses involved in their areas and activities of interest.



		9

		Blog Communities 


		Used to identify sources of recruits, or sympathetic individuals, based upon their blogs and social profile. 
May also be used to gather/compile intelligence info from blogs by security/military forces or their families.



		10

		Documents / Contents

		Could be used to publish documents favourable to the insurgent cause.



		11

		Wiki

		Propaganda, Influence and Recruiting: Low key, employing 'soft sell' approach to appeal to disaffected persons that could be potential recruits.
Documents acquired/distributed at venues such as wikileaks are a potential goldmine for insurgent groups. Although the info may be dated, they reveal operating methods and capabilities, as well as (potentially) personnel or units involved.
Use for Operational purposes would be in a covert context and would probably involve pre-assigned codewords or phrases.



		12

		Location

		Overt use would be in information gathering and dissemination of key landmark data.
As in many of the other social networking sites, use in a covert context to coordinate operations would probably involve pre-assigned codewords or phrases.



		12

		Niche Networking

		Some potential to establish and coordinate insurgent group activities, but very conditional and unlikely.



		14

		Geneology

		Use unlikely.



		15

		Pictures

		The use of images for propaganda purposes is more likely to be focused on dynamic video sites such Youtube (e.g. the video of the killing of the Iranian female protester last year).
However, the posting of images to less visible image sharing forums could be used as a means to pass discreet messages and coordinate covert ops. 



		16

		Events

		Could be used overtly to coordinate  rallies, demonstrations, protests, etc.



		17

		Music

		Use of this vehicle is unlikely. However, it is possible that covert activities could be coordinated/triggered by the posting of certain music and/or lyrics. The broadcast of certain songs was used for this purpose in WWII.



		17

		Comment & Reputation

		Unlikely, unless to avoid surveillance and detection efforts directed against more appropriate means.



		18

		Crowdsourced Content

		Use would be fairly narrow and may be confined to dynamic scoring to determine what public messages are receiving the most favourable reaction and sympathy.



		19

		SCRM

		Use unlikely.





6.0
Discussion

6.1
Social Media as a Disruptive Technology

Can we say that SM/SN is disruptive technology? Using the Bower and Christensen 15[]
 concept of a disruptive technology, we can say that social media is replacing conventional media such as newspapers and broadcast news programs.  It can be argued that initially, and still by many, social media were consider inferior due to the lack of editorial review – “anyone can say anything they want and call it news”.  However, today we see the use of social media by the major news organizations (albeit with the caveat that the “report or video” has not been confirmed). Hence, we have seen an invasion of the established news market.  From this civilian point of view, we can say that social media are disruptive.  Now the question is whether or not such a disruptive technology applies and influences the military case?


For this we need to consider the use of SM as a means to collect data for use in intelligence and we will use some of the characteristics from the committee on Forecasting Future Disruptive Technologies from the National Academy Press 18[]
:


· “Delivers a capability at a previously unavailable level, which may create disruptive forces”; Social Media does not seem to be replacing an incumbent technology, however it is gaining momentum to becoming an unavoidable source of information – particularly in helping to determine the pulse of the population, which is of high importance in a counter-insurgency context. However, social networking clearly “delivers a capability at previously unavailable levels”.  It is this very notion that has allowed the passing of information and the mobilization of populations in the events of North Africa in 2010/2011.  This network effect is exponential.


· “Disrupts a workforce, society, or the economy when combined with multiple existing technologies”; Such a disruptive effect is a phenomenon we have seen over the past 5 years with user photos (Abu Ghraib prison), wiki-leaks, Youtube, and iTunes.


· “Requires users to significantly change their behaviour to take advantage of it”; and “changes the usual product and technology paradigms to offer a competitive edge”; Social media users have changed the paradigm for a new-consumer to a new-prosumer – one that both consumers and produces.  In the process users have had to learn to express what was once private.  This “requires users to significantly change their behaviour”.


· “Creates industry growth through penetration or creates entirely new industries through the introduction of goods and services (if it is dramatically cheaper, better, and more convenient)”; Social media has “created entirely new industries through the introduction of goods and services”.  iTunes and the huge number of “apps”, and more specifically “Apps for the Army
”, are good examples.  


It is evident that social media and its subcomponent social networking display many of the characteristics used by the National Academy Press.  Hence, we can conclude that we are indeed dealing with a disruptive technology in both the civilian and military domains. In the military domain, the latest events in North Africa are probably one of the major demonstrations of the disruptive effect of the social media/social networking technologies.  The power of the network, when a government is attempting to hamper the usage of these technologies, cannot be circumvented. A network only requires a small numbers of nodes to be connected back to the outside world to re-connect the entire network.


6.2
What are the Technology Categories of Interest to the Insurgents and for What Reasons?

While we initially targeted SN, it soon became evident that the larger scope of SM would be required in order to be comprehensive.  However, the results show that SN stands out as a category of significant interest in this context. The results of our study, see table 1, show that 6 social media technologies have high potential for use by insurgents in the areas of sympathy and influence, financing, recruiting, and external communications.  Another 9 have medium potential in additional areas like information gathering, operational coordination and planning.  Interestingly, none of the social networking technologies examined has better than a low potential for training purposes.  The phase of “Organize” on the insurgent wheel has the most number of probable social media categories available for use and social networking was ranked as high in both activities in this phase.  

Video is the most diverse category scoring 5 in the “Organize”, “Recruit”, and “Act” phases.  It would be used for influencing population sympathy, helping to recruit and for promoting the cause after acts have been committed.  Livecasting, similar to video, was also scored high in the same areas except for recruiting.


The best represented insurgent activity was the sympathy and Influence with 8 social media categories.  This was followed by recruiting with 6 applicable categories.  Again, training did not score above 1 and overall the “Plan” phase was least populated by viable social media categories.  

Subversive organizations are in fact a social group, differing only from benign and legitimate groups in terms of intent and the fact that at least a portion of their activities are unlawful and therefore necessarily covert.


The following are examples of the types of collaboration and ‘networking’ typically employed by legitimate cultural and social groups in western countries. There is no suggestion that insurgency is associated in any way with such groups, however it is a demonstration of the breadth and depth of collaboration means that can be employed, not all of which are digital/electronic. It also should be noted that not all of these means are available in the type of states in which insurgency is currently prevalent (e.g. Iraq, Afghanistan, etc.) – on the other hand each such country may have additional means other than those listed below:


· Email lists (manually maintained);


· Automated/facilitated mailing lists (e.g. Yahoo lists);


· Facebook type social networking;


· Selected or purpose-oriented websites which may include a ‘bulletin board’ posting capability;


· Twitter;


· Wireless SMS texting;


· Ethnic or politically oriented broadcast media (TV or radio);


· Religious institutes and their affiliated educational and social networking means;


· Telephone call-up lists (fan-outs);


· Messengers;


· Flyers;


· Bulletin boards in culturally or regionally specific outlets such as specialty food stores, markets, etc;


· Newslines (phone in and post voice messages);


· “Friendship” societies or clubs; and


· Specific social venues.


6.3
Implications for Counter Insurgency Operations

Recognizing changing circumstances is both an intellectual and intelligence challenge.  This is part of the art of war.   The intelligence system must be attuned to, and look for, indications of changes in the environment, and commanders and staffs must be able to interpret the key indicators that demonstrate a shift is taking place.  Since insurgencies spring from dissatisfaction with a social structure or government policies, social media technologies will play a significant role in monitoring indications of change.  Each insurgency will have its own set of causes, aims and desired end-state.  While insurgency based on religious ideology may be the most difficult to resolve with Western aid, insurgencies that stem from unresolved real or perceived grievances or through a particular group’s desire to gain power seem more manageable – at least to a certain extent.  In these latter cases, monitoring of social media will provide information on where governments have failed to address or satisfy the basic need of their populous.  More and more today, people will discuss, online, their lack of the basic essentials for a stable life, an irresponsible government, religious oppression, and economic troubles.


Insurgent capabilities have exponentially increased with the availability of sophisticated but inexpensive information technologies that enable the exploitation of mass media to convey their message, propaganda, threat and capabilities to a large audience.  Insurgents seek support internally and externally, and they often conceal fund raising campaigns behind facades of charitable or political organizations 20[]
. Hence, social networking provides a number of advantages to insurgent groups, including:


· The ability to communicate in near real-time and maximize participation; 


· The ability to reach broad audiences. Even if one only hopes to influence 1-in-a-1000 people reached, if one can promulgate a message to 3 million people, then there is the chance to influenced 30,000 people for the cause; 


· The ability to react and coordinate activities dynamically across long distances and for many people; and


· The ability to hide in "the Internet crowd" in plain view. The use of electronic media rather than in-person actions provides some degree of anonymity for insurgent organizers and is much more difficult for authorities to ‘shut down.’


While the seemingly unstructured nature of insurgent groups would seem to defy data capture and analysis, our results point to the following factors that can be exploited: 


· Perhaps the most significant finding of this study is that the “Organize” phase has the most number of social media categories available for use.  Placing emphasis and resources on this phase makes sense as this is the best place to intervene in a potential insurgency.  


· Social networking has the greatest potential for discovering insurgent organizations in the early phases; hence Social Network Analysis could play a critical role in uncovering developing insurgencies.  SNA is not trivial and requires dedicated teams and comprehensive training.  Further, it is expected that continual or high frequency monitoring would be required to understand the networks, however further study is required in this area.


· Based on our results, training will most likely require a physical location depending on the nature of the training.  This provides a tangible entity that can be located using traditional intelligence gathering methods.  Of course certain insurgent activities could be trained online.  Further investigation is required.


· In addition to social networks, monitoring of Blogs, Livecasting, Streams, and Business Networks (for funding), is recommended.


· Insurgents can cross international borders and may establish bases in a sympathetic country or in states with weak governments.  Hence, when assessing the technological capabilities of countries of interest, one must not only look at the country in which an insurgency is occurring but must also look to surrounding countries and assess their SM capabilities.


· As described by the insurgent wheel there are certain critical activities insurgents must undertake if they are to be successful in achieving their aims. How they conduct these activities may vary, but the fact they must be conducted remains constant. Moreover, as the group becomes larger and their objectives become larger in scale, these activities are likely to become more structured and involve more people. As a result, these activities will also become more vulnerable to detection and pattern-based analysis.


· It should also be noted that many insurgent groups are well aware of the ability of intelligence agencies to monitor electronic devices and networks. Therefore, these groups may try to mask their use of electronic communications via encryption (itself an indicator) or steganography, and also use additional non-electronic networking means on at least an alternative basis. However, certain insurgent activities must be less covert if they are to be effective. Recruiting and the extension of influence are two such examples. Others, such as planning and operational coordination tend to be covert by nature.


The following sub-sections constitute three options for countering insurgent operations through their use of social networks (there are undoubtedly others).

6.4
Intelligence Support to Counter-Insurgency Operations

Intelligence exploitation of insurgent use of social networking may provide authorities with the information they need to conduct effective counter-insurgency operations as detailed in the following two examples:

· Critical Time Disruption - In this option, insurgents are channelled to become dependent upon certain forms of social media for the coordination and effective conduct of their operations. Instead of prolonged outright denial of access to social networking (which would inevitably result in the insurgents developing alternatives that may be beyond the control or authorities), authorities attempt to disrupt social media at specific critical times causing confusion, loss of coordination and control, and ultimately failure of the insurgent objectives. This option is highly problematic, as it presumes a level of control over social media that is seldom enjoyed by authorities. Certainly, when governments experiencing insurgency problems have tried to compel service providers to withdraw or block services, those efforts were met with little if any success. As was seen during the 2011 upheaval in Egypt, information leakage was widespread despite continued government attempts to apply controls (in fact, the face of Egypt’s ousting of the Mubarak regime, Wael Ghonim, has praised social networking services such as Facebook, crediting them directly for their success).


· Covert Manipulation - This is the social networking equivalent of traditional warfare techniques of psychological operations (“psyops”), disinformation, spoofing, and deception. It can be used to plant seeds of doubt, generate mistrust, and eventually breakdown the esprit and cohesiveness of insurgent social groups. Done well it can be highly effective; however, it requires sophistication, skill and an intimate knowledge of the insurgent psyche. Done poorly it can backfire, becoming an embarrassing source of ridicule, encouraging the insurgents at the expense of the authorities. If it is to be done at all, a detailed knowledge of the insurgent use of social media, their methods, habits and terminology, is absolutely critical.


Insurgent use of emerging social networking technology will be extremely difficult to predict with any accuracy.  Insurgency groups in Afghanistan, as an example, would have very different technology adoption patterns than in other global regions where modern technology is more entrenched.  This notion could be seen through the different use of technologies between Egypt and Libya in the popular uprisings of early 2011. Notwithstanding this, social networking technologies have in the past been used by both insurgent and terrorist groups, and it is expected that subject to the factors discussed in the “insurgent use of SM tools model” local infrastructure limitations, this trend will continue to grow for the future. 


6.5
Identifying New Groups through Social Network Profiling

In some cases, authorities may have prior knowledge of groups and will use social network analysis to increase their knowledge of those insurgents.  However, assuming that you have a complete understanding and awareness of all the groups that exist is a very dangerous assumption. In fact, most intelligence analysts agree that, inevitably, the group that you overlooked, or were unaware of, is the one that is likely to pose the greatest risk.


The question remains, how do you look for something that you don’t know exists?  One answer appears to be to employ those homogenic analysis techniques to develop defining characteristics of the insurgent groups that are of interest. These, in turn, are used to develop a generic insurgent group profile. 


Collection resources are tasked against these indicators in a methodical manner, allowing sufficient overlap so as to ensure collateral confirmation. Ideally, the intent should be to ensure that, if active, each key indicator is likely to be detected by at least three independent sources. This means that counter-insurgency forces must be prepared to conduct dynamic collection management, analysis and modelling simultaneously. Social media can be expected to represent prolific sources of such information. The problem will be to cope with the mass of data being presented and have in place the means to analyze and exploit it adequately. It is stressed that this cannot be done manually and it is imperative that automated data-mining and social network analysis tools be developed and optimized before any engagement begins.  The rapidly moving nature of insurgency operations may mean that there is insufficient time to develop such tools and expertise ‘on the fly.’ 


6.6
Jurisdictional Considerations


International law concerning non-consensual access to social networking data and other forms of Internet communications by third parties is limited and what exists is unclear. The mining of publicly posted information is unlikely to be considered prohibited (or even controlled) under any jurisdiction.  The Office of the Privacy Commissioner of Canada 38[]
 specifically notes:


“Protecting privacy in this rapidly transforming online landscape demands agile, creative and effective responses.  The reality is, however, that we have a situation where legislative amendments wind their way through the Parliamentary process at a glacial pace in comparison to the rate at which the world is changing.  A dispute over a point of law can take several years to resolve through the courts.”


In addition, by posting that information to a widely accessible public forum, one cannot claim to have any reasonable expectation of privacy. As a result, if that information can be obtained legally, there are no restrictions on its exploitation, at least within Canada.  Even if the information is not publicly posted
, where both parties in a social networking transaction
 are in a foreign destination, interception of that communication is not likely to be deemed illegal in most third party jurisdictions.  In some instances there are restrictions if one party is within the jurisdiction, in other cases there are no restrictions along as one party is foreign. 


In addition, the Government of Canada has recently tabled legislation
 to further assist in the intercept and investigation of Internet communications. If passed, it will compel Internet and social networking service providers to preserve and provide to specified Government organizations certain records that would assist investigations. Presumably, these investigations could include those related to espionage, terrorism, and any form of insurgency that was deemed to be unlawful (e.g. the violent overthrow of a duly elected government).


6.7
Comments on the Weaknesses of Our Method

While there are some very interesting results from this research, it must be remembered that it was exploratory in nature with the purpose to help focus further research in SNAC.  We used only one expert to categorize and determine relevancy to insurgents. Activities within undertaken within the context of this research will widen the analysis experts to consult in the domain.  In addition, the view that insurgencies must remain covert in the “Plan” and “Act” phases has been challenged lately by events in North Africa.  A thorough review of the consequences of these events added to the influence effect that individually recorded videos and photos can have on support for insurgency need to be considered.  How would a more open approach to insurgency affect the SM categories that require monitoring?  


Pertaining to the SM categories used during the research, an updated version of the conversations prism, Figure 5 was discovered late in the process.  This updated version includes other categories, such as collaboration and virtual worlds, which have high face validity for inclusion for analysis.  As SM is a constantly changing field, ongoing analysis of categories and related technologies will be required.

7.0
Conclusions

Adoption and growth of mobile SM is expected to be particularly rapid in second world and emerging third world countries, as they do not have entrenched social communications legacies to overcome (e.g. wireless devices, etc.). As an example, it is much easier and less expensive to erect wireless network towers and repeaters than it is to lay thousands of miles of land line. It is for precisely this reason that in many instances in emerging countries, conventional telecom services are rare but cellular usage is widespread.  On balance, it can be expected that insurgent groups will continue to use modern technology. The following three examples are offered as cases in point:

· Al Qaeda – Osama bin Laden is well known for having employed mobile (satellite) telephone systems and SMS texting, until it became clear that NATO was exploiting these systems in their attempt to track him down. Notwithstanding this, it is understood that many Al Qaeda activities further abroad still employ wireless communications and (likely) social networking on at least a measured basis;


· Egypt – Famously, the recent popular uprising in Egypt which resulted in President Mubarak being deposed was largely organized and coordinated using TWITTER. The Egyptian government, in particular the police and interior security forces attempted to block TWITTER and other social networking technology, however they were not successful in doing so and it remained a major factor in that event 39[]
; and 


· Libya – Events surrounding the internal uprising in Libya are still unfolding as of April 2011. Libya does not enjoy the same level of technology adoption or infrastructure that was the case in Egypt. However, we are already seeing the use of mobile devices and social networking technology to publicize events occurring in that country and to generate sympathy for the rebel cause. This is especially noteworthy, as the government forces continue to try to impose a media blackout in areas were the unrest is most prevalent.  


While we believe that such technology will overall provide a significant disruptive advantage, there exists specific potential for intelligence analysts, as discussed above, to leverage those technologies in order to counter the advantage.  


Social networking is here to stay. As has been seen by recent events in North Africa and the Middle East, it also represents a very powerful tool for use by legitimate political groups and lawful dissent, as well as those espousing insurgency and insurrection. Thus, social networking is becoming part of the landscape in which the CF may be asked to operate. To do so, Commanders must have tools at their disposal that will allow them to understand and predict all facets of the situation at hand. To that end, the following recommendations are offered:


· Further development – It is important to properly understand all the ramifications of Social Media, and in particular Social Networking, and the impact to military operations, and how it may be exploited. This preliminary paper has just scratched the surface of this subject. We need to better understand the social network environment, including technological, sociological and psychological aspects;


· Further develop behavioural models that accurately depict terrorist and insurgent use of social media, and which will aid predictive analysis;


· Investigate and develop tools to gather, analyze and exploit social networking information (within the bounds of Canadian law, Government policy, and accepted ethical practice) to support projected CF operations and roles;

· Given complex legal restrictions, develop appropriate social networking information sources and methods;


· Develop effective countermeasures to the insurgent (and terrorist) use of social networking; and


· Make recommendations for CF and NATO policies, procedures and processes related to the exploitation of social media.
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� 	Gartner � ADDIN EN.CITE <EndNote><Cite ExcludeAuth="1"><Author>Research</Author><Year>2010</Year><RecNum>65</RecNum><DisplayText>13.&#x9;Gartner-Research <style face="italic">Gartner Highlights Key Predictions for IT Organizations and Users in 2010 and Beyond</style>. 2010.</DisplayText><record><rec-number>65</rec-number><foreign-keys><key app="EN" db-id="5vfpdzdvixavx0etassvppdca5wrdx2ps020">65</key></foreign-keys><ref-type name="Electronic Article">43</ref-type><contributors><authors><author>Gartner-Research</author></authors></contributors><titles><title>Gartner Highlights Key Predictions for IT Organizations and Users in 2010 and Beyond</title></titles><dates><year>2010</year><pub-dates><date>22 February 2011</date></pub-dates></dates><urls><related-urls><url>http://www.gartner.com/it/page.jsp?id=1278413</url></related-urls></urls></record></Cite></EndNote>�13.	Gartner-Research Gartner Highlights Key Predictions for IT Organizations and Users in 2010 and Beyond. 2010.�, estimates 6.5 billion mobile connections by 2014.


� 	This planning cycle is based on the warfare experience of a contracted intelligence expert. However, it should not be a particularly new or starting concept to anyone who has done any amount of intelligence analysis. Insurgency and asymmetrical warfare are not new, of course; dating back to the beginnings of civilization, wherever there was authority, there were those who opposed it.  Over the years, these groups evolved naturally and logically along very parallel lines. Authority and insurgency are invariably forced by circumstance to undertake broadly similar categories of activities in order to achieve their aims. Understanding what those things are is the very simple basis upon which most intelligence analysis is predicated - it's really not rocket science. Even anarchist groups are forced to conform to the reality of their situation and adopt a logical pattern, which in itself is oxymoronic.�Also, to a much lesser extant, it was inspired by the Deming wheel or Deming cycle, which is 'plan-do-check-act'��HYPERLINK "../../../../../AppData/Local/Microsoft/rlecocq/AppData/Local/Microsoft/Windows/Temporary Internet Files/Content.Outlook/GLJN74X3/--ESFSECEV-TY3011----------------"��http://en.wikipedia.org/wiki/PDCA�


� 	A military intelligence officer with more than 20 years experience in intelligence analysis, management and training at the strategic, operational and tactical levels, both within Canada and overseas. He has served as a national strategic analyst, a senior theatre-level intelligence analyst, a senior Command staff advisor, the operations officer of the NATO Maritime Intelligence Coordination Centre (NMICC) Atlantic fusion centre in the UK, a battle staff advisor to the US Army four star NATO Theatre Commander in Bosnia, and as the Officer Commanding Intelligence Training for the Canadian Forces Intelligence Branch. He also served as Canada’s military intelligence team chief for the Falklands War, for which he received the Chief of Defence Staff Commendation. He also has significant expertise in Command & Control and operational information fusion.


� During the cold war, geneology was used to find family ties of intelligence agents in order to exert pressure. 


� As determined by the military intelligence expert


� Launched on March 1, A4A is the Army’s first internal application development challenge. In 75 days, 141 Soldiers and Army civilians registered in teams or as individuals to participate in the A4A challenge. By the May 15th deadline, 53 web and mobile applications were developed and submitted. The top five winning apps support physical training, mental health, disaster relief, mapping and recruiting.


	 �HYPERLINK "http://ciog6.army.mil/AppsfortheArmyChallengeBuilds53Appsin75D/tabid/67/Default.aspx"�http://ciog6.army.mil/AppsfortheArmyChallengeBuilds53Appsin75D/tabid/67/Default.aspx�


� The opinions expressed in this section reflect lay opinion based upon preliminary research and should not be considered to represent expert legal advice.


� 	e.g. member-only forums.


� 	The two primary parties in such a transaction may be a user and a social network service site (e.g. TWITTER).


� Bill C-46, An Act to amend the Criminal Code, the Competition Act and the Mutual Legal Assistance in Criminal Matters Act, tabled for first Reading June 18, 2009.
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Abstract


Biometrics has been identified as a potentially disruptive technology for about ten years and it is therefore possible to take stock of progress in this field in order to identify the trajectory of the technology and its potential for disruption. This paper relies on an extensive review of open sources on biometrics looking for evidence and points of comparison on the disruptiveness and impact of biometrics. It concludes that biometrics is a technology area relevant to defence and security; but that its disruptive effect remains limited for the moment.


1.0
INTRODUCTION


Biometrics has been identified as a promising, even disruptive, technology for at least ten years. This field of research and its technology in the form of biometric systems have been identified as particularly relevant to the security environment that has emerged in the 21st century with its focus on homeland/domestic security, counter-terrorism, and expeditionary operations where the military are in close contact with civilians as part of stability or counter-insurgency operations
. The past decade, therefore, offers a near ideal case-study to evaluate the potential of biometrics to provide a “game-changing” capability to military and security forces.


The organizers of the symposium have given us a very useful set of 11 questions under the main theme: “Assess and Plan” to orient our analysis and these questions form the general outline of the present paper. In order to provide more depth of analysis on the dimensions that matter to an assessment of disruptive potential, this paper treats more extensively some questions while others have been merged and treated more summarily. Finally, a caveat is required. This paper and its sources are unclassified, this limits the level of detailed discussion that is possible on some dimensions of the assessment.


2.0
Why should we consider biometrics as a potentially emerging disruptive technology?


There is no shortage of potentially disruptive technologies. Most magazines with some coverage of technology (e.g., The Economist, MIT’s Technology Review, Wired Magazine) publish lists of promising technologies and many think-tanks publish assessments of promising emerging technologies. In that context, why should we consider biometrics as a potentially emerging disruptive technology? There are at least three reasons for doing so in my opinion. First, biometrics has been identified as a technology with significant defence and security potential for nearly a decade [see, for example, 1, 2]. This makes it more than a fad. Second, the 9/11 events and the subsequent focus on counter-terrorism made biometrics an apparently promising technology to identify terrorists in a variety of contexts from airports to major sports events [3, 4]. In parallel, the commitment of US and coalition forces to counter-insurgency and stability operations in Afghanistan and Iraq confronted the military to largely faceless opponents and to interactions with large numbers of civilians with uncertain identity credentials. In that context, biometrics was seen by its advocates as a “game changing” tool “by enabling deployed forces to rapidly identify individuals and manage information pertaining to an individual” [5, p. 1]. Third, biometrics might be said to share with a number of other IT technologies a pattern of “disruptive innovation” whereby civilian commercial applications take the lead and then trickle down in the realm of defence and security.


3.0
What is biometrics and WHAT IS its current state?


For the purpose of this paper the definition of biometrics offered by the US Department of Defense’s Biometrics Identity Management Agency is more than sufficient to convey the two common meanings of the term:


“A general term used alternatively to describe a characteristic or a process. As a characteristic: The measure of a biological (anatomical and physiological) and/or behavioral biometric characteristic that can be used for automated recognition. As a process: Automated methods of recognizing an individual based on the measure of biological (anatomical and physiological) and/or behavioral biometric characteristics.” [6, p. 12]

Biometric systems are generally composed of a series of components:


· “A data collection component which collects the biometric data.


· A data storage component which stores the biometric data.


· A signal processing component which processes the biometric data.


· A decision component which makes decisions regarding matches between biometric data and whether to accept or reject.


· A transmission component which aids the data collection, data storage and signal processing components in compressing and expanding files required at different stages of the process.” [verbatim from 7, p. 2]


There are two modes of identification to biometric systems: it can be either “close-set” identification (also called verification) where the system attempts to match the biometrics of a person claiming an identity against the biometric template belonging to that identity in the database in order to confirm the identity of the individual (1:1 match), and “open-set” or “watchlist” identification where the system attempts to match the biometrics of a person against all the biometric templates in the database in order to identify him or her (1:N search).


Table 1 lists some of the biometrics the most often discussed in assessment of the technology. The list is not exhaustive, but representative of the variety of biometrics in terms of inputs, technological maturity, capability and potential applicability. Detailing and comparing biometrics can be the subject of substantial analysis [in addition to the sources used for Table 1 see also 8, 9, 10]. This is not, however, the purpose of the present paper, which aims at providing an overview of the state of the technology and its disruptive potential.


Table 1: An Overview of Representative Biometrics.


		Biometrics

		Comments



		Fingerprint

		Fingerprint identification is the leading biometrics in terms of market share and the oldest with a scientific record. It is characterized by relative ease of enrolment and low-error rates
. Recognition accuracy can be increased by using prints from multiple fingers. It can be used easily in the field and for forensic purposes. Drawbacks generally include the need for contact with a sensor, degraded performance when in presence of dirt or degraded fingerprints (by age, manual work, or injury) and the requirements for intensive computation when trying to match a sample to the templates in a large database.



		Hand geometry

		This biometrics relies on the general features of the hand to verify the identity of a person. It has gained a niche market in the areas of access control and time/attendance monitoring. This may be due to the size of the sensor, making it more practical for fixed applications, and the fact this biometrics may not be very distinctive when applied to large populations.



		Vascular recognition

		This biometrics relies on the unique pattern of blood vessels of an individual, generally using the back of the hand. It requires proximity, but no contact, with a sensor (in contrast to fingerprints). This biometrics is quite popular in Japan for banking and ATM access. In an interesting recent case, researchers claim to have confirmation of the identity of the terrorist who executed US reporter Daniel Pearl by comparing the hand of the executioner in a video with the actual hand of a suspect in US custody [13].



		Iris

		Automated iris recognition only emerged in the 1990s. It relies on light to sense the unique features of a person’s iris. It has demonstrated low-error rates in tests and performance in fielded systems is improving. It requires cooperation for enrolment and re-enrolment may be required over a lifetime.



		Retina

		This biometrics relies on the unique blood vessel pattern found in every retina. The technology has a very low error rates; but it is expensive, requires cooperation from the enrolee and is perceived as intrusive. In addition, it can raise privacy issue with regard to some medical conditions. As a result, it tends to be limited to the niche market of access to highly secure material or facility.



		

		



		Facial recognition

		This is a biometrics well-known to humans. Human performance, however, declines with fatigue and repetition (e.g., an operator verifying photo identification of passengers that are boarding an airplane). It can serve for standoff or covert biometric systems and be combined with other biometrics for increased confidence in results. With iris, it is a strong contender for the second place (in market share) among biometrics. This biometrics can be the object of a variety of modalities
 including 2D and 3D imaging, 2D/3D combination, and thermograms and various analytical methods for recognition. Due to change in facial appearance over time, this biometrics generally requires some periodic re-enrolment. It is the least intrusive of biometrics, but when combined with extensive surveillance camera systems it can raise issues of privacy.



		Ear

		This biometrics relies on such modalities as thermograms or conventional imagery to capture pattern of the external ear anatomy. It can be combined with facial recognition to augment performance for a system that would have some commonality in biometric modalities.



		Voice recognition

		It relies on the temporal and spectral characteristic of an individual’s voice for identification. Low to medium error rates are obtained and are dependent on the quality of the communication link and ambient noise and can be affected by the speaker’s condition (e.g., emotional state, health). Its strength is that it is currently the only biometrics applicable to voice communication systems.



		Gait

		This biometrics relies on an analysis of the temporal and frequency components of an individual’s motion. Generally, the modality involves a radar sensor or video image processing and is designed for standoff identification where higher error rates may be seen as an acceptable trade off for the gain in standoff or covert capability. Recent research for commercial application, however, relies on the accelerometer in some portable electronics (e.g., some smart phones) to obtain a passive identification based on gait [14].



		Signature

		Signature has been used as proof of identity for centuries. As a biometrics, however, the focus is on the process of signing, the speed, pressure, and stoke order used by an individual when signing. It is a biometrics with high social acceptability, but the state of the technology can lead to a relatively high FNMR (i.e., one’s identity not being recognized by the machine).



		Keystroke recognition

		This biometrics is similar to signature in that it relies on the relatively unique way an individual of doing something to verify his/her identity. It is also part of a broader category of passive biometrics in development that can operate in the background without requiring a formal process of identity verification through a separate and dedicated biometric system.



		Odour

		This biometrics remains for the moment at a low technology readiness level. Developing an electronic nose with the chemical analytical capacity to identify a person despite the presence of deodorant or perfume is a significant challenge. This biometrics could play a limited role for forensic purposes or standoff identification.





		DNA

		DNA is not universally recognized as a biometrics because its analysis is non-automated and lengthy; causing significant delays in the analysis of samples and their exploitation. However, progress is being made in the development of a technology for rapid automated analysis of DNA. DNA is for the foreseeable future limited to forensic purposes. In comparison to other biometrics it raises more issues of privacy (revealing genealogy and health-related information). Finally, it would not allow for distinguishing between identical twins.





Sources: adapted from material in [7, 11, 12], except otherwise noted.


Because so much of the challenges surrounding biometrics revolve around the sensing, extraction, processing, and management of data and information, this field of science and technology has developed over the years strong affiliations with the related fields of sensors development and information technology and systems.


The present assessment excludes technologies or scientific areas that exploit human biological signatures or processes without being focused on individual identification, such as emerging technologies designed to detect lies or malignant intent through physiological or behavioural indicators [15, 16, 17]; sensors capable of detecting and classifying humans through material barriers [18, 19]; and techniques that can exploit the human body’s property of accumulating residues to demonstrate contact with or consumption of certain substances, or evidence consistent with a recent presence in certain regions of the world [on the latter technique see 20, 21]. These technologies or techniques certainly exhibit elements of “disruptiveness”, and they deal with information gained from human biology; however, they do not fit conventional definitions of biometrics and integrating them into the assessment would have led to a too heterogeneous object of study.

As indicated in the introduction, the past ten years have been auspicious to biometrics. The technology has been perceived as a key component of security solutions in the aftermath of the 9/11 terror attacks, attracting private capital and government support and leading to new markets and technologies. In the specific realm of military operations, US and coalition forces operating in Iraq and Afghanistan became confronted with significant identity problems in their interactions with local populations and this propelled into rapid development and deployment portable biometric systems that had been until then only the object of relatively obscure technology demonstration—e.g., the US Biometric Automated Toolset (BAT) developed as early as the late 1990s as an Advanced Concept Technology Demonstration. As a result, a unique set of historical conditions were put in place to make the technology “potentially disruptive”.


Nearly ten years later what is the state of biometrics? What trends have emerged in the industry? Fingerprints in their various modalities remain the dominant biometrics as measured by industry’s revenues. They generated about two-thirds of the industry’s total revenues of US$ 3,422 million for 2009, with other biometrics trailing far behind (see Table 2). Market analyses for biometrics [see for example 22, 23, and 24] predict for the near future continued significant growth with fingerprint continuing to dominate the market; but with increasing shares going to iris and face recognitions, with one analysis forecasting that by 2017 these two biometrics combined would start to equal in percentage of revenues the AFIS / Live Scan biometric modality [23]. This growth however has been and remains evolutionary rather than disruptive as summarized by Acuity Market Intelligence:


“Biometrics as a class of disruptive or discontinuous technology has not moved completely through its revolutionary market development cycle and yet is now subject to significant evolutionary or continuous innovation. In other words, just as biometrics are beginning to stabilize and deliver on past promises, current expectations continue to be driven by “next generation” technologies. It is therefore likely that although there may be instances where specific markets and/or regions experience accelerated growth, the overall market will experience sustained linear growth rather than the exponential growth most readily associated with the "hockey stick" growth curve of innovations such as mobile phones or the Internet. Biometrics adoption will mimic the growth curve of ATMs, which achieved roughly 80% adoption through linear growth over a period of 20+ years.” [23]


The evolutionary growth of the industry is probably a reflection of its underlying structure. We are not here in the realm of the Google, Facebook, Twitter and other businesses that achieved from scratch exponential growth and “disruptive” impact in the economy and society in a matter of a few years. The pattern of innovation and growth in the biometric industry is characterized by a more stable structure involving research communities, businesses of various size, and governments. The centre of gravity in terms of mass is industry; but this industry has been sustained in the past ten years by government business and programs designed to stimulate innovation and it has been fuelled by innovative ideas developed by researchers. In this respect, the United States stands out because its federal government has produced guidance to identify challenges and research focuses for biometrics [25] and has put in place vendor tests and “grand challenge” competitions to stimulate innovation—e.g., notably for fingerprints and face recognition. This might explain why the United States remains the leading nation in biometrics in facts and perceptions [26, p. 19, and Table 3 below].

Table 2: Share of Revenues from Biometrics Industry, 2009.


		Share (%)

		Biometric Technology



		66.7

		Fingerprint. This share includes fingerprints (28.4%) and Automated Fingerprint Identification System (AFIS) / Live Scan (38.3%)



		11.4

		Face recognition



		8

		Middleware (e.g., identity management software)



		5.1

		Iris recognition



		3

		Voice recognition



		2.4

		Vascular recognition



		1.8

		Hand geometry



		1.6

		Other biometrics





Source: [22]


Within the industry, the last ten years have seen a dynamic landscape with mergers and acquisitions as small innovative start-up companies, or middle-sized businesses, get acquired by larger businesses. Market analysis forecasts that the biometric industry will increasingly see its market opportunities shift from North America and Europe to Asia; with one forecast assigning up to 32% of global revenues, and the first place, to the Asia/Pacific region by 2017 [23]. The likelihood of this shift in market can easily be appreciated when one considers the immense markets for biometrics in both commercial and government applications in India and the People’s Republic of China alone [27, 28]. The deployment of the technology appears to face fewer obstacles of a political or legal nature in this region of the world
, and the technological expertise exists or can be developed through knowledge/technology transfers.


Table 3: Major Biometric Industrial Players by Country/Region.


		Country/Region

		Main industrial players



		East Asia (Japan and Korea)

		Hitachi, Fujitsu, LG Electronics, NEC



		Europe

		Cognitec Systems, SAFRAN/Motorola, Schlage/Ingersoll Rand Security Technologies (also United States), Precise Biometrics



		United States

		AuthenTec/UPEK, Cogent Systems, Daon, DigitalPersona, ImageWare Systems, L-1 Identity Solutions, Lumidigm, Nuance, Schlage/Ingersoll Rand Security Technologies (also Europe)





Source: Adapted from [22]

4.0
promising markets and applications


While we are interested in the impact of biometrics on military capabilities and operations, it is important to understand that this “market” is not likely to be the driver of the broader field of biometrics. There are far more revenues to be generated from commercial or government services applications of biometrics than there are from military or security applications. Even within the combined security/military market, the segment associated with the application of biometrics to transport, infrastructure, building, and homeland/domestic security will dwarf the narrower military segment of the market. In that context, disruption can be hypothesized to be more likely in areas where the military would rely on a rapid adoption, or adaptation, of solutions developed for civilian markets, than it is likely to come from a dedicated military-specific biometrics effort. How much disruption can be envisaged if one adopts this hypothesis? My answer would be that in the context of the military “riding the civilian wave of biometrics”, the level of impact will be similar to the one quoted earlier in the context of the whole field of biometrics, that is a steady linear growth of capability followed by a plateau rather than a rapid disruptive effect. This forecast is based on the corollary hypothesis that, in the future, biometric technologies will reach a level of maturity that answers the bulk of the requirements for identity applications in civilian government, industry, and commerce. At that point further innovation and growth may be constrained by applications that face more technical hurdles and that target smaller markets. To give a sense of the resulting progress that could be expected one could envisage that a stability or counter-insurgency operation conducted in a horizon of ten to twenty years would see NATO or coalition forces performing identify operations far more easily than now due to the widespread implementation by national authorities of identity documents with embedded biometrics. This situation—which assumes that a number of important issues of interoperability and legal access to national databases have been resolved—would represent a significant improvement in capability for the intervening military; but whether or not it would prove disruptive in countering insurgents and terrorists is less certain as we will see later in this paper.


Of course, there will always be some exotic applications of biometrics for which only some elements of the military or security/police establishments will have a requirement and for which no commercial solutions readily exist. In these cases, defence and security establishments will have to play a greater role in stimulating innovation and industrial development if they want to see their requirements met. An example of such a narrow requirement would be the search for a standoff biometric system that could operate in the dynamic environment associated with military or counter-terrorism operations, that is, capable of working in various light conditions, through atmospheric degradation, and packaged in a portable and ruggedized device [29, 30]. The production of such a biometric system would require significant research and development.


If market trends are one relevant indicator to look at for potential disruption in the context of a commercially-driven technology, the other important indicator is represented by trends in the technology. One of these trends is the increased reliance on multi-modal biometric systems. By incorporating multiple modalities of a single biometrics or multiple biometrics into a single system, designers attempt to develop system more resistant to identity fraud/spoofing and that may have increased overall recognition performance [5, 7, 30, 31]. Such biometric systems have already been fielded by US and some coalition forces in Iraq and Afghanistan—e.g., the BAT system and the Hand Held Interagency Identification Device (HIIDE) work with fingerprint, face and iris biometrics [32]. In fact, this is one area—portable multi-modal biometric systems—where military demand has led to technological solutions that are now being transferred to the civilian world, namely for police application [33]. 


Another trend that is discernible in the technology is improved capture and processing of well-established biometrics such as fingerprints and face recognition. Fingerprints, for instance, can be captured and read with multispectral imaging, which increases the range of conditions under which fingerprints can be easily captured and read and can reduce attempts at spoofing the sensor [34]. In the realm of face recognition, 3D facial recognition is gaining momentum for its ability to increase face recognition under a broader range of perspectives; thus opening the possibility of identifying individuals in more dynamic environment and at standoff distance [30, 35]. More trends could be added dealing with related technologies—e.g., biometrics and smart cards, biometric sensors embedded in more products from smart phones to military firearms, and new algorithms and analytical techniques to improve the processing of biometric information—however most of these trends will at some point face some of the same problems that have slowed down innovation in other technologies that require large-scale investment and implementation; namely, as businesses and governments make significant investment in certain biometric solutions and standards their incentives to adopt new ones later will decline as the costs of switching to superior technology could prove prohibitive.


5.0
Is this a truly disruptive technology from the standpoint of military operations?


To some extent all what preceded was a long introduction to biometrics as a way to provide context to the following question: Is biometrics a disruptive technology from a military perspective? The short answer to this question is: it depends on how you define disruption and on your point of comparison. The following section will therefore address the question through a series of perspectives of increasing critical tone. The intent is not to dismiss the value of biometrics, but rather to assign to it a more realistic set of expectations, in particular with regard to its impact in stability and counter-insurgency operations.


The easiest test of “disruptive potential” that biometrics should pass is to meet the standard of “disruption” set by Professor Clayton Christensen from the Harvard Business School. Christensen introduced the concept of “disruptive technology” and its importance to a generation of technology and business managers [36, 37, 38]. In Christensen’s view a technology is disruptive when an apparently inferior technology establishes a small market and then rapidly overtakes the established technologies in their established markets. A detailed example given by Christensen in the context of the IT industry is how the dominant industrial players in the hard-disk industry were repeatedly displaced by competitors introducing apparently inferior technologies—from the perspective of the established markets—only to see these new technologies overtake most of the market over a short period of time —that is, the rapid passage in hard-disk drive from 14 inches to 8 inches, 5.25 and finally 3.5 inches. Other examples of disruptive technologies in the IT sector (and the displaced/threatened technologies) include: personal computers (minicomputers and mainframes), LCD screen technology (CRT screen technology), and USB flash drive (floppy and CD/DVD drive technologies).


Does biometrics fit Christensen’s pattern of disruptive technological innovation? A valid case can be made that it does in the sense that it is highly probable that biometrics will displace or marginalize in the near to mid-term some established identity verification/authentication solutions, namely the combination of identification number or user name and password used to access buildings, ATMs, computer systems, personal electronics. We are rapidly reaching a saturation point where the passwords we have to manage either overwhelm our mnemonic capability or lead to unsafe password practices. With the increasing reliance on distributed and remote services, including the rise of cloud computing, the requirements for strong identity credentials will only increase. In that sense, biometrics should be perceived as a disruptive technology to all managers of enterprise-wide IT or identity systems; even it does not match the initial low-cost niche market characteristic that Christensen generally associates with disruptive technologies in their initial phase of market penetration.


The second perspective on “disruptive potential” that can be used to assess biometrics consists in a comparative one. The argument is the following: the world is rife with potentially disruptive technologies, but resources to pursue them are limited, how do we know that biometrics has a greater disruptive potential than, say, nanotechnology? A review of the literature conducted as part of this research found only two studies that adopted such a comparative perspective. One study summarizing the evaluation of 58 foresight studies dealing with the potential of biometrics in the years 2010-2020 came to the conclusion that biometrics was a technology progressing incrementally and that it had less of a revolutionary potential than nanotechnology for society and security [39]. A similar assessment—that is where biometrics was assessed in the context of other emerging technologies—conducted by the RAND, also came with a relatively conservative forecast on the progress and impact of biometrics by 2020 [40]. From a comparative perspective, therefore, biometrics does not seem to have a clear disruptive potential in comparison to some other emerging technologies. That being said, this does not mean that it is not worth pursuing. A technology can be very useful even when it is not disruptive.


The third perspective brings us to the usefulness of biometrics in the recent stability or counter-insurgency operations carried by US and coalition forces in Afghanistan and Iraq. These operations have seen the deployment of significant biometric resources and of new biometric systems that until then had no real equivalent in civilian biometric applications. These operations offer a critical case study for evaluating the impact of biometrics in support of military operations because in contrast to conventional war operations, these operations do not involve confrontation against recognizable military personnel and systems, but against adversaries that carry little or no distinctive identity markers as combatants and who often rely on dual-use technologies—e.g., fertilizers and consumers electronics turned into improvised explosive devices (IEDs)—to target military and security forces. In that context, advocates of biometrics have made the case that the technology is critical and is making a difference in identifying the “bad guys”, whether they are active insurgents or terrorists, or the network of supporters that enable their activities.


Evaluating the impact of biometrics in the context of recent operations in Afghanistan and Iraq is not an easy task. Most of the evidence is anecdotal or represents partial statistics and it generally comes from sources that have an interest in presenting biometrics in a positive light. The following are representative of this body of evidence. In 2007 a briefing on the BAT and HIIDE reported that the former had been deployed in over 2,000 systems that had led to over 560,000 biometric enrolments [32]. In 2008, an open-source account on the use of biometrics reported that in a period of two years in Iraq 28,000 biometric submissions had resulted in 1,722 positive matches linking individuals to IEDs and that biometrics in the context of the Global War on Terror had “directly led to 379 of the most dangerous terrorists being ‘taken off the street’”[41]. Another source referring to activities conducted in Iraq over a period of one year ending in September 2008 stated that biometrics had led to the arrests of “400 tier-one high-value individuals” including insurgent snipers and leaders [42]. In early January 2009, a report indicated that more than 1,000 BAT kits had been deployed to Iraq and nearly 7,000 HIIDE in Iraq and Afghanistan and that biometrics had prevented some Iraqis with biometrics matching those of identified terrorists, insurgents, or individuals with criminal records in the US from enrolling in the Iraqi Police Academy [43]. With greater US military presence on the ground in Afghanistan and with the Afghan government on the cusp of deploying identity cards with embedded biometrics, military officials estimated that the 20 to 25 Afghans a week who were being caught in biometric sweeps would be likely to increase further in 2010 [44]. All these figures represent some evidence of progress and impact of biometrics in military operations. However, in the absence of more contextual information—for instance, how much impact hundred of arrests represent is dependent on the rate of recruitment and leader replacement of an insurgency—it is difficult to take these figures as indication of disruptive or “game changing” impact.


The lack of evidence on the disruptive impact of biometrics in military operations is also related to security issues. There are issues relating to biometrics that cannot be easily discussed in open forums
. While some will interpret this cloak of secrecy as an indication that the actual capabilities of biometrics must therefore be much higher than what can be inferred from open sources; an alternative hypothesis that merits as much attention is the possibility that the secrecy is designed to deny to adversaries knowledge of the limitations of the biometric capabilities available to US and coalition forces. Of course, there is also the third possibility that the secrecy hides a situation mixing elements of both hypotheses. In any case, the secrecy surrounding some of the capabilities and use of biometrics cannot be taken as evidence of disruptive potential as if we were dealing with some sort of 21st-Century equivalent of the Manhattan Project that led to what is perhaps one of the few military technologies around which there is a relative consensus on its disruptive potential.

What can we rely on, then, to assess the impact of biometrics in recent military operations? In the context of this research the author decided to rely on the following sources and logic of evidence to evaluate the disruptive potential of biometrics. First, does the technology emerge as a “game changer” in open-source analysis of operations in Iraq or Afghanistan, in particular in accounts that take a broad view of these campaigns? Second, has the technology reach a level of recognition by the military that its employment is mentioned in doctrine manuals that describe best practices to conduct such operations? Third, does the technology fundamentally address or resolve some of the problems it was claimed it would fix?


Has biometrics emerged as a “game changer” in open-source analysis of operations in Iraq or Afghanistan, in particular in accounts that take a broad view of these campaigns? In order to answer this question, the author searched a database of over a hundred electronic publications he had accumulated in recent years on operations in Afghanistan and Iraq with the search term “biometric” in order to capture all references to biometrics and related terms. The results were the identification of about fifteen publications where biometrics was discussed. In an overwhelming number of instances the subject was treated in the context of the recruitment and vetting of local security forces (army and police units) and marginally in the introduction in the general population of identity documents with embedded biometrics. The marginal place of biometrics in high-level assessments of the operations in Iraq and Afghanistan is not surprising. In fact, the results could probably be extended to most other technologies. This relates to a more fundamental point about the nature of these operations, namely that they emphasize issues—of governance, institution-building, economic development, security forces ratio or density—that are not easily solvable with technological solutions. As a result, high-level accounts of these operations do not point out to the importance of some “war-winning” weapons, technologies, or technology/force combination as have been the case in the 1991 Gulf War, the opening stage of the operations in Afghanistan in 2001-2—with the apparent success of the combination of special forces and airpower in support of local anti-Taliban forces—or the 2003 Iraq War. In short, searching for “technological disruption” in the context of counter-insurgency or stability operations is probably a false premise. Technology can assist in these operations; but it will not prove to have the “war-winning” impact it can have in more conventional wars.


When one considers the presence of biometrics in doctrine dealing with counter-insurgency or stability operations one can see that the technology is starting to be recognized by the military as valuable enough that it deserves to be integrated in its “best practices”. The author reviewed a number of doctrine manuals from Canada, the United Kingdom and the United States to determine how the employment of biometrics was envisaged by these military establishments [45, 46, 47, 48, 49]. The results are that biometrics generally gets mentioned more often in the most recent publications than in those written only a few years ago, with the Canadian Army manual being silent on the subject, the US publications offering a very brief treatment, and the more recent British publications offering the most comprehensive discussion of the range of employments. This might be a reflection of the increasing awareness of biometrics among the military as biometric systems deploy in larger numbers in theatre and are tied to local biometric census and national or local biometric databases. What emerges from a review of the doctrine manuals is that biometrics is seen as a valuable tool in support of force protection and counter-intelligence, and more specifically the screening process that controls the access of civilian employees and host nation forces to bases and installation while minimizing the risk of hostile-force infiltration. As well, biometrics is seen as part of the set of population-control measures—including curfews, checkpoints and barriers limiting the access to communities—designed to increase local security. The latter measure is a significant improvement on historical counter-insurgency practices in terms of population control which often consisted in displacing and concentrating the population away from their homes in order to separate them from insurgent elements. The creation of access-controlled communities enabled by biometrics represent an improvement in terms of humane treatment of civilian populations in operations that have been traditionally difficult to conduct from a humanitarian-law perspective.


Preventing hostile forces from penetrating friendly forces’ installation and infiltrating civilian collaborators and local security forces and to assist in the identification of insurgents are two crucial contributions expected from biometrics in doctrine. This is also a recurrent element in the pro-biometric literature [see 50, for example]. Does the technology fundamentally resolve these issues? Let us consider each of them, starting with the prevention of infiltrations by hostile forces. The formative event for the deployment of biometrics in support of force protection appeared to have been the suicide attack on a US base in Mosul in December 2004 [31, 42]. In that incident a suicide bomber gained access to the base under a false identity—passing for a member of local security forces—and triggered his explosive vest in the mess tent killing 22 and injuring 72 persons [51]. This incident drove home the need to better secure installations and prevent infiltration of hostile forces. More than six years later have we solved this problem with biometrics? Not really, hostile forces may not get into bases as easily as before, but there are still enough hostile forces with no fake identity and proper biometrics to mount attacks as evidenced by the suicide attack that decimated a CIA forward detachment in its base in Afghanistan in December 2009 [52] and the incidents where Afghan security forces recruits and members have turned their weapons on their trainers or mentors
.


Does biometrics allow a breakthrough in pulling out the insurgent fish out of the population water [5]? Again, there are reasons to be doubtful of such a proposition. Yes, “bad guys” can get caught at the tactical level because their biometrics get associated with criminal, insurgent or terror activities; but this misses the more fundamental problem of identity in the context of counter-insurgency and stability operations. The fundamental problem of identification in these operations is not so much the confirmation of the physical identity of a person than knowing if this person supports the effort of the local government and coalition or is against them, or play on both sides. This issue has been well captured in an essay on intelligence in the context of counter-insurgency by a contemporary expert and practitioner of these operations, David Kilcullen, when he explains that “enemy-focused intelligence” in counter-insurgency is problematic because “understanding which players are ‘enemy’ is complex, and contingent on the situation” [54, p. 143]. He further adds: “populations in insurgency negotiate a complex process of continuously morphing contingent identity, where each person’s or group’s status (friend, enemy, neutral, ally or opponent, bystander, sympathizer) changes moment by moment, depending on the nature of the group with which it is interacting” [54, p. 144]. Only when one understands the plasticity of identity in these conflicts does one start to make sense of situations such as the one reported by the US House of Representatives where the protection of US supply lines through local contractors in Afghanistan was suspected of being a source of financing of the insurgency, or the one where a local Afghan warlord appeared to enjoy relationships with US special forces, drug dealers, and insurgents while being in tense relations with the Afghan government [55, 56]. No biometrics now or in the future will assist in identifying friend and foe in such complex situations.


A final aspect of the assessment of a disruptive technology requires that the technology be assessed from the “red force” perspective. Is biometrics a technology of more use to our adversaries than it is of use to us? Are the employment scenarios a mirror image of blue-force employment, or do they include different or asymmetric use of the technology? It is useful in answering these questions to differentiate between state and non-stare actors. For non-state actors such as criminal, insurgent, or terrorist groups the benefits of biometrics are limited. Essentially, their “force protection” and “counter-intelligence” problems are similar to the ones just discussed. In other words, in most cases these non-state actors would be faced with the threat of double-agents and infiltrators, cases where the biometric identity of the individual is generally valid but his true group affiliation is hidden. Biometrics would not help in resolving this friend or foe identification problem. On the other hand, there is a potential for hostile-force exploitation of biometrics if coalition forces were to carry out a biometric program limited to their local collaborators. In that case, hostile forces could spread terror by threatening to maim the biometrics subject to enrolment by the coalition.


In the case of state actors an interesting “red force” employment of biometrics would consist in tying biometrics collected on foreigners at ports of entry with extensive video surveillance systems, in particular in dense urban areas, leading to an ability to track military personnel and diplomatic or government officials. At least two US sources have pointed out at how the deployment of biometrics could hamper the operations of special forces when they require clandestinity [57, p. 33; 58, p. 131]. A glimpse of that future employment scenario can be found in the investigation following the assassination of a Hamas cadre in Dubai in early 2010 in which the local police authorities were able to reconstruct the various stages of the operation through video surveillance systems and biometrics obtained at the ports of entry on individuals presumed to be Israeli agents [59]. Not all cities have the density of video surveillance systems found in Dubai or London, and it is not yet the case that these systems have reached a level of performance that they can fuse biometrics and video surveillance into an automated process of near real-time identification—as opposed to a process of forensic reconstruction by humans as observed in Dubai, or in London after the 7 July 2005 bombing [12, pp. 92-93]. Yet, it is an area where some progress can be expected and which could affect both counter-terrorism and intelligence activities at home and abroad.

6.0
CONCLUSION


This paper has made a case for being skeptical of the potentially disruptive impact of biometrics on the basis of the following factors:


· The structure of the biometric industry points toward an evolutionary model of innovation; rather than to the disruptive model seen in some other IT sectors and that have come to characterize the expectations with regard to “technological disruption”.


· As large-scale investments in biometric systems are made for civilian applications, the technology will increasingly lock-in on certain solutions and standards; this will make subsequent waves of innovation more likely to be “sustaining” rather than “disruptive’ in character to use Christensen’s terminology. Governmental and private sectors will not want their biometric solutions to be re-invented every few years with the attending costs and disruption in their operations.


· The markets driving biometrics are prominently civilian in applications. In a context where innovation is driven by civilian applications, the military sector is best placed to benefit from it if it can ride the wave of civilian innovation by adopting or adapting commercial-off-the-shelf solutions. However, this approach will only give a steady linear growth followed by a plateau of capability performance in a military context because biometric technologies will reach a level of maturity that answers the bulk of the requirements for identity applications in civilian government, industry, and commerce. At that point further innovation and growth may be constrained by applications that face more technical hurdles and that target smaller markets (e.g., the requirements for portable standoff biometric systems).


· The disruptive potential of biometrics when assessed in comparison to other potentially disruptive technologies is not evident; at least in the few studies that take such a comparative perspective.


· Biometrics has proved useful to counter-insurgency and stability operations in Afghanistan and Iraq. However, there is no evidence that the technology is a “game changer” in the overall conduct and success of these operations.


· The non-disruptive impact of biometrics in counter-insurgency and stability operations in Afghanistan and Iraq is not due to the level of performance of current systems or the scale of their deployment but to the nature of these operations and the fundamental problem of friend/foe identification rather than physical identity.


That being said, investment and R&D activities in biometrics for military applications remain valid. The technology offers improvement in enterprise-wide identity operations relating to physical and virtual access to facility, equipment and data. Even in the context of counter-insurgency and stability operations, where its impact is not likely to be decisive, it offers an improved capability to physically identify individuals, in some instances to the point of providing judicial-like evidence of their ties to criminal, insurgent or terrorist activities. In addition, in conjunction with other measures, it offers a more humane way of controlling populations than the historical practice of displacing and concentrating populations away from areas of insurgent activities.


There is a maxim about emerging technologies by the futurist Roy Amara that says: “We tend to overestimate the effect of a technology in the short run and underestimate the effect in the long run” [60]. It is clear that the assessment offered in this paper is not making the former error, but is it possible that by being overly critical of the current or near-future state of the technology it underestimates its long-term potential? This is a question difficult to answer since the future remains undetermined particularly as one forecast further into time. However, what this paper did was to identify a number of factors that are likely to affect the development and impact of the technology one way or the other. These factors are not based on the intrinsic potential of the technology—as the technologist can envision it by limiting himself/herself to only our knowledge of physics and mathematics—but rather on factors that have recurrently impacted the development of technology in society.
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� In the context of this paper there is no need to go into the nuances between stability, stabilization, and counter-insurgency operations, each term can have a slightly different meaning in the context of a country’s military doctrine; the emphasis here is on common features involving military operations among civilian populations in which a potential for significant violence exists.


� The error rates discussed in the context of biometric systems are generally the false match rate (FMR)—the probability that a person is recognized by a biometric system while it is not that person (false positive)—and the false non match rate (FNMR)—the probability that a person is not recognized by a biometric system while it is that person (false negative). For a discussion of the statistical implications of the focus on FMR and FNMR on the evaluation of the performance of biometric systems see [12, pp. 36-47]


� A modality in the context of biometric systems is a combination of biometrics, sensor type and algorithms chosen to design a system [12, p. 31]. A single biometrics can therefore be the object of a variety of modalities.


� This is not a cultural argument about Asians being less democratic or concerned by human rights; but rather a statement to the effect that the deployment of biometric systems in Western Europe and North America has often been hampered or blocked by reference to legal and ethical arguments, and historical/cultural references specific to these societies and their history. Critics of biometrics in Asia have not yet been able to identify and leverage equivalent references or arguments to slow down or block the deployment of biometrics in their respective countries.


� The level of secrecy to which biometric issues are submitted is variable across NATO nations. For example, the use of biometrics for the forensic exploitation of IED incidents and IED-related investigation is discussed in US open sources; while it is a sensitive subject in Canada.


� 	Since March 2009, recruits and members of the Afghan security forces have killed at least 38 military and police personnel from NATO countries [53].
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Abstract 


Future crisis management operations will have to operate in an environment of efficient collaboration and informed decision making in a value network. Exploiting the network-enabled information flows turns out to be the only effective way to meet the challenges and threats we face in this modern, interconnected world. Enhanced inter-agency and inter-company communication and collaboration has been defined as the capability to deliver information superiority when required to enable agile and informed decision making to underpin effects-based operations: delivering the right effect, at the right time, to achieve the outcome required.


Challenges and threats in our modern world are global and multi-faceted requiring complex responses: governments and corporations buoyed by the realization that the interests of both are mutually engage, are pursuing joint corporate social responsibility to make life and business conduct safe and sustainable. One outcome is increasing openness: organisations increasingly publish data and knowledge in open formats and open spaces and (others) provide tools to gain insight from this open and accessible data. Network enablement increases inclusion and participation of people in all domains of private and public life; internet-enabled social networking contributes to data available for analysis and better understanding of human factors.


This case study summarizes the corporate social responsibility trends and examines how emerging analytics technologies can be applied to gain new insights.

The Problem Space


Collective endeavours (to achieve a specific goal or end-state) require the interaction and coherent cooperation between governmental, non-governmental and commercial organizations. Coherency relies on the continuous and real-time sharing of situational awareness between all participants in the value network.  As we move forward into the decade of the “smarter planet”, increasingly instrumented, interconnected and intelligent, data volumes which underpin decision making will double every two years. A large percentage of that data already is accessible freely in the internet e.g. in social networks. The ICT challenge is three-folded: how can relevant data be found, how can it be assured and what insight can be gained?


Linked Open Data


Within the semantic web, data is identified and accessed via Uniform Resource Identifiers (URI). Coding, referencing and linkage between data resources can (and should) be done using the Resource Descriptor Framework (RDF, [1]). Linked Open Data (LOD) is defined as the “cloud” of freely accessible data defined and linked via these open standards. Figure 1 depicts one initiative to populate this knowledge base in a W3C community project ([2]) and shows the current topology of the included network of open datasets.



Figure 1: Linked Open Data – W3C datasets.

Open Government Data


Open Government Data ([3]) is the LOD subset made available by governmental institutions for free and for potentially even commercial use – in and via the internet. Openness in public sector comes in different flavours:


· Machine readability and technical accessibility: even open standards like “pdf” or “html” are often difficult to interpret. Publishing textual data in descriptive formats like “csv” (comma separated values) or providing application programming interfaces (APIs) to original data sources are preferable options.


· Free access enables evaluation and experimentation with data and helps to create more and more datasets within LOD.


· Reuse permitting licensing: open data that is commercially exploited i.e. that is used in chargeable applications or web services offered by third parties can be billed by the original publisher.


· Discovery: data creation and maintenance (by the owner and publisher) and data consumption (by the public) should be decoupled. Publishing data in a “public data catalogue” using open standards such as Web Service Description Language (WSDL) and Universal Description, Discovery and Invocation (UDDI) are good best practices to ensure data quality and improve the retrieval success of “open data as a service”. 


· Semantics and Linkage: ontologies within and between the open datasets complete the growing knowledge base.


Open Data Policy


The “Re-Use of Public Sector Information (PSI) Directive”, 2003/98/EC ([4]), encourages and strives for extensive publication and opening of open government data – and therefore also recommends a fundamental change of paradigm and policy from the “need-to-know” to the “need-to-share” principle fundamental for network enabled capabilities (NEC) and successful engagements in collective endeavours:


· Publicity:


· Old: everything is classified if not explicitly marked public


· New: everything is public by default.


· Scope:


· Old: the creator can decide the amount and date of his data to be published


· New: all data that does not carry security or privacy tags is proactively published.


· Usage rights:


· Old: published data is for private information only


· New: published data can be exploited for any purpose. This includes the analysis and further dissemination of data and derived insight.


Corporate Social Responsibility


The Digital Agenda Europe ([5]) sets the policy and implementation targets for a unified digital society and an integrated single market within and beyond the member states of the European Union. The European Commission in particular promotes the adoption of Open Data and the realization of the intelligent future internet (FI) of people, things and services (IoPTS). As these political mandates are not specific to Europe and the European Union, the recent IBM Corporate Responsibility Report ([6]) acknowledges that more and more the concept of corporate citizenship is realized as an opportunity to create business value: 


“Organizations today are embracing a more sustainable approach to business – one that takes into account the environmental and societal impact of their activities. By factoring this accountability into their strategy, they implement new ways to source, manufacture and distribute goods in a more sustainable manner, often while simultaneously lowering costs. And, based on more transparent and proactive engagement with employees, consumers and the communities where they operate, organizations are becoming better equipped to create products and services for a smarter planet”.


Figure 2 shows a few examples of critical infrastructure domains and their sustainability challenges.
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Figure 2: Sustainability on a Smarter Planet.

Each of these scenarios is truly multi-disciplinary: characterized by facts, measurements and events from different domains.   For example, weather, resource availability, human factors and socio-economic behaviour of populations all influence the ecosystems.
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Figure 3: IBM Cloud-Based distributed Science Research.

Through the Smarter Planet Initiative, IBM is driving solutions to deliver the social and economic benefits of our ability to exploit information and is already witnessing the convergence of business strategy and citizenship strategy. The issues being addressed as a result, and shown in Figure 2, range from clean water, to safe food, to sustainable and vibrant cities, to smarter work and to empowered communities.  These are not a choice of either strategy driving the other; it is the alignment of both. This alignment of citizen and business strategies, is not only a recipe for economic growth, it also enables expanded economic and societal opportunity.   Figure 3 depicts the natural and medical science research programs supported by IBM global research programme, which maps the human genome supported by unused computer capacity around the world captured with advanced virtualization and load balancing technologies.


But of course, building sustainable ecosystems and protecting and maintaining the interdependent critical infrastructure networks requires enhanced capabilities to detect events, to monitor behaviour, to gather and interpret data and to share, aggregate and fuse the information pieces into actionable intelligence.  


IBM City Forward


City Forward, launched on December 13th, 2010 ([7]), is a donation to cities’ and city subsystems’ stakeholders. It is a one-stop shop for elected and appointed officials and citizens of cities for ongoing analysis of city information and the city’s current state. It encompasses an aggregation of global best practices and provides the kind of community knowledge repository which can be further populated by using LOD as raw data input.


City Forward is a tool for helping cities or city-like entities such as an airport, become smarter; it provides:


· Predictive modelling and simulation and decision support for future policy


· Comparison to an ideal smarter city (model)


· Exploration and visualization tools that allow subject matter experts from academia, government and industry to illustrate ideas and trends and encourage discussions of their validity and potential impact


· Illustration of a city’s journey via historical snapshots of its data


· Best practices information and lessons learned from other geographies


· Social media and collaboration tools to engage citizens in city decision-making


· Interrelated and integrated information from sources ranging from real-time social sensors to decennial censuses providing ad hoc situational awareness and a foundation for new insights.   


The City Forward rationale is to provide tools to create a consolidated source of information to enable city, state, regional or national leaders to collaborate with citizens in priority setting to make their cities smarter. Participation and inclusion of citizens in policy setting is considered not only to be a way of becoming more efficient and effective in a municipality, but also make the city a safer place to live in.  


Whereas IBM commercial offerings typically focus on operational, tactical analysis, City Forward focuses on analytics and correlation at a high (strategic) level. Potential benefits include: 


· City agencies can cooperate and integrate between themselves and with their citizens


· Cross-views of city subsystems and understanding of interdependencies can be achieved


· Current state analysis across all subsystems


· Decision support tools enable cities to assess what is needed to become smarter


· Involvement of citizens in priority-setting and policy-making


· Learning from other cities’ success stories


· Promotion of data transparency and public engagement


· New and unexpected insights by using powerful interactive visualization tools


· Insight gleaned from analyzing the data can force us  to rethink the physical, commercial and governance structures that orchestrate life in cities


· Opportunity for “network empowered governance”


· Ability to simulate scenarios for smarter planning


· Development of a roadmap towards a smarter city


· Collection of useful insight for future decision making


· Better use of scarce resources in tough economic conditions


· Encouragement of transparency and accountability of open government


· Access to newly published datasets (e.g. LOD) and data sources


· Validation of other sources of data.


City Forward can be considered a cloud-based showcase for the IBM premier analytics software capabilities as illustrated in Figure 4.

SPSS




Figure 4: IBM City Forward Architecture.

Examples for city subsystems are:


· Government services


· Healthcare


· Traffic


· Energy and utilities


· Education 


· Public safety


This leads to the initial set of data categories shown in Figure 5.



Figure 5: IBM City Forward Data Categories.

Why is this important? The current explorations listed below speak for themselves – they are the same questions that every government organization is struggling to answer: 


· New York City graduation rates and education costs on the rise


· Are toll increases reducing traffic congestion


· New York bridge and tunnel traffic patterns


· Recession hits cities in different ways – a look at Baltimore, Chicago, Detroit and Phoenix


· Will the USA avoid the stagnation of Japan’s lost decade


· Food costs and spending behaviour in different cities


· Water usage patterns in Chicago counties.


Behaviour and Business Analytics Solutions


Open platforms like City Forward can only prepare the ground for decision support including human factors and social behaviour analysis – a domain in collective endeavours where communication and collaboration in the value network at hand is most needed.


The City Forward knowledge base functions as sensors complementary to corporate business intelligence platforms and contributes to the intelligence aggregation, correlation and fusion process which provides real-time situational awareness in a competitive situation; Figure 6 illustrates the end-to-end process to generate a low-latency operational picture for all parties in the value network – including the use of open data sources such as the internet to provide the decision makers with a complete situational awareness.
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Figure 6: Situational Awareness Creation using innovative Stream Computing ([8]).

Whereas Figure 6 depicts the process flow in which different data cleansing and analysis tools are applied, Figure 7 shows why tool like stream computing and recent advances in analytics which understand the importance of links and relationship in vast quantities of information can make such a difference to situational awareness.  




Figure 7: Scan – Focus – Cue to enable a scarce Resource.

This methodology generates a bi-folded benefit: more data can be scanned and the data passed on to decision makers is more relevant. This effect cannot be achieved with only one step in the process; it takes the combination of all three:


· Scan digests vastly greater quantities of information (“raw data”) and such increases the “take”


· Cue creates and leverages Linked Open Data to ultimately


· enable Focus onto material relevant to commanders.


Using the same technologies as in the City Forward cloud, IBM offers a variety of accelerated solutions across the whole value chain from data collection to status visualizations. Examples for intelligence solutions in (semi-) closed networks that can play an important part in collective decision making include


· Crime Information Insight for Public Safety and Security: IBM offers a performance measurement solution for law enforcement and policing agencies aiming to gain more insight into their operations. It includes planning support, score-carding, dash-boarding and reporting to maximize effectiveness.


· Performance Management for Governments who are often data-rich but information-poor. Business analysis can help governments to establish a strategic view of what they want to achieve – independent of reactive or election-driven agenda. Moving towards open government, the envisioned transparency makes performance management critical and potentially provides the citizen clear information against which to measure the performance of their governments.


· Business Analytics for Smarter Cities: IBM solutions provide municipal government leaders with a data-driven, consistent and real-time framework for defining and achieving strategic goals. By tracking work groups, departmental, agency and government-wide performance against goals, intervening when necessary before an issue becomes critical and continuing to drive toward positive outcomes, city leaders can better manage in agile environments, improving service levels to citizens and enterprises, managing budgets and day-to-day operations while identifying and correcting undesirable and unexpected trends leading to improved outcomes. 


· Crime Prevention and Prediction: many legacy crime information systems are incompatible, silo-like systems making pattern recognition a manual paper-based task. Coupled with tools to extract facts and relationship from unstructured information, IBM SPSS analytics solutions provide the capability to analyze crime data, understand events that trigger and enable crime and better predict upcoming criminal activity to facilitate effective deployment of personnel. 


Visual Analytics of Spatiotemporal Data


Spatiotemporal data involve geographical space, time, various objects existing in space and multidimensional attributes changing over time, as depicted in Figure 8.




Figure 8: Dimensions of Spatiotemporal Data.

This complexity poses significant challenges for analysis; however, it also enables the use of the data for many purposes:


· To study the properties of space and places


· To understand the temporal dynamics of events and processes


· To investigate the behaviour of people and objects.


Visual Analytics is the science of extracting information from large, homogenous, multi-modal data sources. It relies on the smart combination of automatic algorithms and interactive visualization. 


The objective of IBM research is to develop a web-based platform that enables people to access, explore and analyze information in a visual and intuitive manner:


· Consumption and integration of the relevant (LOD) datasets, possibly requiring data curation, semantic mapping and reconciliation 


· Interactive visualization capabilities of time-variance and geospatial attributes of the datasets


· Consumable representation of the underlying data and its complexity; an example is given in Figure 9.





Figure 9: Spatiotemporal Event Analysis.

This example illustrates the volume of tourist pictures being taken in the Zurich, Switzerland, region and published in Facebook during the various seasons in five consecutive years. Potential business benefits include: 


· Anticipating tourist numbers and planning for accommodation capacity


· Urban and rural development planning


· Infrastructure protection conceptualization


· Event planning to maximize impact.


Another example is the analysis of movement of tourists between major cities in Switzerland which can be extracted from linked open data sources and visually represent as shown in Figure 10. Route similarities are shown in a summarized form and the popularity of a route is mapped to arrow thickness.




Figure 10: Spatiotemporal Movement Analysis.

Finally, a third use case of this emerging technology is about minority integration policy support. The ethnic composition of a city changes over time and therefore integration policy has to change accordingly. Data from a statistics agency provides information (see Figure 11): residential buildings (~1700 points), public buildings (~1000 polygons) and administrative districts (~400 lines). The analytic aim is to answer two questions:


· How is integration / segregation defined as part of ethnic residential change?


· Where are integrative / segregative areas in the city?



Figure 11: Urban Minority Distribution.

The selected area represents locations which are shared by minorities and majorities. Integration, however, has to take the time period and the change of ethnicity over time into account. Therefore, the analyst conducts temporal clustering in order to assess the speed and dimension of change at every location, samples being illustrated in Figure 12.



Figure 12: Minority Distribution temporal Clustering.

Figure 13 gives an overview of the framework bringing the technologies together in business intelligence applications to understand change and human factors in different scenarios.
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Figure 13: Spatiotemporal Analysis Framework.

Experimentation 


Within the Linked Open Data, Open Government and the Connected Smart Cities ([10]) network, several laboratories and test beds are emerging. To facilitate such activities, IBM is offering the Smart Business Test and Development Cloud ([11]) enabling distributed communities to share a common infrastructure to host development, test, validation and experimentation of capabilities in a production-like, secure and trust-worthy manner.


One example for such experimentation are the smart cities projects funded by the European Commission ([12]).
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Figure 14: European Platform for Intelligent Cities

EPIC was launched November 1st, 2010, and will build a sustainable cloud- and Government Industry Framework (GIF) enabled SOA foundation for information and web services to be shared and governed in a global environment. This platform could, and should, also be used for experimentation in the area of collective decision making in prototypical value networks and for the establishment of best practices for good governance.


Summary


In this paper, we have introduced the emerging concepts and technologies for Linked Open Data and Open Government which will become of increasingly greater importance for the effectiveness of collective endeavours.  


Intelligence in collective endeavours is a matter of controlled information fusion and sharing of data from a vast variety of sources from different security and trust domains – from open to highly classified. But computing has moved beyond filtering and aggregating information to deliver reports; we are now in an era where computing can make sense of linkages and relationships across data sources and open datasets and point decision makers to relevant information.


In a globally-integrated world, corporate social responsibility becomes a major factor for common business growth and prosperity. IBM is taking a leadership role with a comprehensive Smarter Planet initiative.


Whereas information and communication technologies are mature, policy and rules for information and capability sharing need to be established for the different mandates of collective endeavours.  A test bed for experimentation could, and should be provided to enable “public-private-partnerships” to exploit information better.  The benefits are potentially a leap forward in democracies ability to deliver good, open government while securing public safety.
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Abstract


As the 21st century unfolds, we find ourselves having to control, support, manage or otherwise cope with large-scale complex systems to an extent that is unprecedented in human history. Whether we are concerned by issues of food security, infrastructural resilience, climate change, health care, financial stability, or security, we face problems that combine scale, connectivity, dynamism, and criticality, and can only be fully characterised in terms of complex networks of networks of networks.


In the rush to characterise these networks, one central shared aspect has often been overlooked – their spatiality. Whether biological, ecological, financial, or socio-technological, these real-world target systems are typically subject to constraints imposed by physical space: not every component part can be near to every other component part; in order for some parts to be central, others must be consigned to the periphery. The distances that separate the component parts of such systems (be they microchips, cells, military operations or world-wide political movements) impose inherent communication and co-ordination costs that must be paid in terms of time, energy and money. Typically it has been attractive to invest in the resources and technologies that are necessary to attenuate these operational costs infrastructure, telecommunications, rapid transit, centralised control architectures.

But is this always the right approach? Here it is argued that embracing spatial constraints can sometimes enable and promote complex co-ordinated behaviour that would be harder to achieve in its absence. Examples from the natural world are presented and their relevance to security context explored. Example issues include: trading off the maintenance of centralised situational awareness against the agility of deployed forces; understanding the potential for inherent strengths in spatially constrained organisations held together without sophisticated telecoms; maintaining logistics operations and supply chains that span continents but must be co-ordinated at the micro and macro scales. Insights into these types of “systems question” are being provided by the emerging field of complex systems simulation. Here, fundamental work on a measure of neural complexity is presented, suggesting a way in which spatial embedding might scaffold interaction complexity in dynamic networks through imposing useful topological structure “for free”. 
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Abstract


This paper presents an overview of the Innovation, Collaboration and Exchange Environment (ICee), a novel web-based knowledge management tool. ICee was developed as part of the Soldier Systems Technology Roadmap (SSTRM) project, which aims at enhancing future soldier capabilities and the preparedness of Canadian industry for the Canadian Forces Soldier Modernization Effort (CFSME). The SSTRM project is the first initiative of this nature in Canada, where technology roadmapping approaches and techniques are broadened to benefit from a unique web-based collaborative tool to facilitate the exchange of information and to reinforce and enable open collaboration and innovation aspects. Through the roadmapping process, government, industry and academia have been involved in identifying emerged and emerging technologies, including the disruptive ones, which have the potential to address the defined capability visions and the identified gaps. The ICee tool is also designed to capture relevant knowledge on technology availability and the various readiness levels, thereby enabling the dynamic refinement and alignment of future soldier systems requirements.

1.0
introduction


The Government of Canada’s Canada First Defence Strategy (CFDS) [1] provides a planning framework for rebuilding the Canadian Forces as a state-of- the-art military organization. It also opens up new opportunities for Canadian industry and academia to participate earlier in the research and development (R&D) process in ways that will better support the Canadian Forces (CF) long-term capabilities and position Canadian defence and security organizations and firms for global excellence. 


The CFDS supports the CF transformation plan to advance towards the Objective Force 2028 vision [2]while addressing the various challenges of the anticipated future security and operating environments [3]

 REF _Ref291762000 \r \h 
 \* MERGEFORMAT [4]. For the Army, the Land Force vision and strategy unfolds over three time horizons: the Army of Today, the Army of Tomorrow (AoT), and the Future Army 2040 [5]. For the AoT, a new force employment concept called Adaptive Dispersed Operations (ADO) [6] was developed. The ADO seeks to increase mission effectiveness through a better integrated, agile and digitized force using the future integrated soldier system as a force multiplier.


At the soldier level, the AoT is implemented through the Canadian Forces Soldier Modernization Effort (CFSME). The CFSME focuses on enhancing the overall capability of the future soldier to accomplish his missions across more complex and diverse sets of terrain and battle spaces, while increasing survivability against asymmetric threats. Canada is not alone in addressing future soldier needs. Many nations have soldier modernization programs for equipping future soldiers with fully integrated, state-of-the-art technologies, in view of improving the combat effectiveness of the dismounted soldiers
 [7]
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 \* MERGEFORMAT [8]
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 \* MERGEFORMAT [10].

In 2004, the Department of National Defence (DND) initiated a mind mapping exercise to identify and map the technologies that could address the CFSME envisioned future capabilities. Over 900 technologies were captured along with their estimated technology readiness level (TRL). However, the question regarding the when technologies would be ready for fielding and meet future capability requirements remained not fully answered. Upon examining various options to address this issue and to complement the capability-based planning process underway [11]

 REF _Ref291762309 \r \h 
 \* MERGEFORMAT [12], DND found out that a foresighting method known as “roadmapping” was the most promising mechanism for linking all pieces together. In 2007, the Department of Industry - Industry Canada (IC) - was approached by DND to tap into its extensive expertise in working with industry and academia on technology roadmaps. This has led to the creation of the Soldier Systems Technology Roadmap (SSTRM) project.


2.0
technology roadmapping


Roadmapping is a collaborative strategic planning process for developing innovative products and processes to meet future demands. It is designed to help identify and prioritize the technologies that would be needed to support future R&D, marketing and investment decisions and efforts. The roadmapping methodology dates back to the 1980s when Motorola first developed and used the process [14]. Up to now, it has been further developed and studied by various organizations [15]

 REF _Ref291762366 \r \h 
 \* MERGEFORMAT [16]. The methodology has also been used more recently in the defence domain [17]

 REF _Ref291762381 \r \h 
 \* MERGEFORMAT [18].


In Canada, since roadmapping was initiated in 1995, over 35 technology roadmaps have been completed. Industry Canada, in particular, has considerable experience in TRM and has applied the process at the industry sector level. The Industry Canada TRM process [19] typically brings together industry, academia and government representatives in a series of workshops, formatted to identify knowledge barriers to competitiveness and to discuss ways to best meet future market demands and needs. This knowledge exchange is driven by key questions relating to “why,” “what,” “how,” and “when” market and technological changes (incremental or disruptive) might take place. The process allows for combining the aspects of technology pull and technology push and is intended to improve decision-making about technology development. It also helps synchronize the future transition of incremental/disruptive technologies with the anticipated future market demands and technological needs (Figure 1 below). 

Open collaboration and voluntary participation are fundamental characteristics of technology roadmaps as the dynamic knowledge exchange process allows for enhanced partnering and cooperation among the participants, which have the opportunity to discuss the future visions and requirements and are also encouraged to align their R&D efforts with the high-priority needs identified in the roadmap. Intellectual Property (IP) is not a major issue for TRM as the focus is on mid-term and long-term time horizons, which involve mainly technology at the pre-competitive levels.




Figure 1: Incremental/Disruptive Technology Transition vs. Availability.

3.0
THE SSTRM PROJECT


The SSTRM project is a multi-departmental initiative involving government, industry and academia to develop a comprehensive roadmap supporting the Canadian Forces Soldier Modernization Effort (CFSME). The SSTRM project has two main objectives: 1) to bring Government of Canada defence planners together with researchers from the academic and industry sectors (both private and not-for-profit) from Canada and abroad to exchange knowledge on future Army key capability areas related to the CFSME, and 2) to explore and support the development of technology options for addressing the key capability gaps identified.


3.1
SSTRM Development Phase

The SSTRM project, launched in May 2009, includes two main phases, i.e., development and implementation. The development phase, completed in March 2011, resulted in the development and generation of the capstone report and action plan, referred to as The Soldier Systems Technology Roadmap: 2011-2025. For this phase, seven facilitated workshops took place over 18 months across Canada, and which gathered over 1,500 participants from industry, government and academia. During the workshops, participants explored together the “art of the possible” for the SSTRM technical domains:  power and energy, weapons effects, C4I
 and sensors, survivability, sustainability and mobility, and human / system integration. All the information for each workshop (i.e. agenda, presentations, proceedings) is available on the collaborative tool (ICee). Following the workshops, a number of technical sub-committees meetings were held to review, synthesize, and complement, when needed, all the information, which got compiled and included in the capstone report.


3.2 
SSTRM Implementation Phase


The implementation phase, which has just been initiated, will provide the framework for delivering the action plan and supporting the initiation of R&D efforts for the development of the emerging technological opportunities identified in the roadmap that are well aligned with the CFSME vision and needs. The related S&T investments would also open options that could counter and create strategic outcomes. Government, industry and academia will remain engaged through technology networks in the refinement of the requirements for the various capability domains and the development of technology standards. In the long term, improved equipment and soldier systems will emerge, which will be synchronized with future technology insertion opportunities. Ultimately, this could also accelerate the delivery of future operational capabilities that are essential to maintain our technological superiority on the battlefield while minimizing technology transition time and risks.


3.3 
Emerging Technologies Importance for Future Soldier Systems


Developments in information technology, micro-electronic, robotic, biotechnology and nanotechnology domains will provide the key building blocks for future soldier systems capabilities [20]

 REF _Ref291762608 \r \h 
 \* MERGEFORMAT [21]
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 \* MERGEFORMAT [23].The fact that significant advances in these technological domains are being driven more and more by the nongovernmental S&T communities and by the commercial demand —on a global scale— versus military investment, reinforces the need to establish and enable a good collaboration with industry/academia such as to provide a better understanding and anticipation of future technology trends. The adversary’s exploitation of commercial technologies is also becoming a threat on the battlefield that can only be countered by the faster development and fielding of enhanced technologies.  Many efforts [24]

 REF _Ref291762649 \r \h 
 \* MERGEFORMAT [25]

 REF _Ref291762650 \r \h 
 \* MERGEFORMAT [26]

 REF _Ref291762652 \r \h 
 \* MERGEFORMAT [27]

 REF _Ref291762653 \r \h 
 \* MERGEFORMAT [28]

 REF _Ref291762655 \r \h 
 \* MERGEFORMAT [29]

 REF _Ref291762656 \r \h 
 \* MERGEFORMAT [29]

 REF _Ref291762658 \r \h 
 \* MERGEFORMAT [31]

 REF _Ref291762660 \r \h 
 \* MERGEFORMAT [32]

 REF _Ref291762662 \r \h 
 \* MERGEFORMAT [33] are being made to track the development and potential impacts of emerging and disruptive technologies, which have been receiving a lot of attention nowadays.

4.0 
INNOVATION, COLLABORATION AND EXCHANGE ENVIRONNEMENT (ICEE)


4.1 
Wiki Origin

Over the past decade, the World Wide Web has evolved to offer a multitude of applications that facilitate interaction and information sharing among its users. Chief amongst Web 2.0 collaboration solutions are wikis, which allow easy creation of content by anyone interested in sharing their knowledge. A Wiki is defined as a collaboratively created and iteratively improved set of web pages, together with the software that manages the web pages [34]. Wikipedia is certainly the most renowned wiki that currently exists. In the defence and security domain, many wiki applications such as Intellipedia and DoD Techipedia are now being used for knowledge, technology and innovation management [35]

 REF _Ref291762714 \r \h 
 \* MERGEFORMAT [36]. Although wiki technology has begun to be adopted within corporations, the potential of their impact is not always fully exploited. Where wikis have been initiated, their use has seen significant success. Many key factors have been shown to impact the adoption and usage of wikis, such as enhanced reputation, work made easier, improved organizational processing, open collaboration and knowledge management [37]

 REF _Ref291762732 \r \h 
 \* MERGEFORMAT [38]. 

4.2
 ICee the Technology Knowledge Hub


ICee is a password protected web-based solution (technology database and wiki), which was developed to support the SSTRM project and to foster the exchange of information and collaboration amongst the SSTRM participants. This novel tool combines the power of a database with precise taxonomy and a wiki with all related features to allow enhanced knowledge management.


ICee was launched in October 2009 and counts today 525+ registered users and over 250 items pages created. The latest version of ICee, V2.5, was released in March 2011 and includes a preliminary generalization of the Soldier Systems tool concept. It includes new database item type classifications, migration of the wiki component to the new wiki enterprise suite Confluence 3.4, and  major improvements to usability and common look and feel.

ICee is the first public-facing wiki within the Government of Canada. The innovative nature of the ICee was recognized when the team received an honouree distinction at the Government Technology Exhibition and Conference (GTEC) 2010, in October 2010. The vision of the ICee tool is to become a virtual technology knowledge hub aimed at providing full awareness and knowledge about everything related to the CFSME, including emerged and emerging technologies that could contribute in creating products and sub-systems that will enhance future soldier operational effectiveness. ICee enables individuals, organizations and companies anywhere across Canada and abroad to remain engaged in the TRM process. It also creates and supports a community of practice for the open exchange of concepts, ideas and information. ICee is also designed to enable the open innovation concept, which assumes that useful knowledge is widely distributed, and that even the most capable R&D organizations must identify, connect to, and leverage external sources of knowledge [39]. Such a tool also reinforces the openness, fairness, and transparency aspects of the technology roadmapping process.

4.3
 ICee Development and Architecture

The ICee tool was developed and hosted by Industry Canada’s Chief Information Office (CIO). It is co-managed by IC and DND administrators who control user access and related privileges. ICee comprises two main components: a front-end database (Figure 2), to capture specific structured information known as “database items,” and a wiki, where registered users can collaborate on database items created by themselves or by other users. These two components are linked so that database items can be used to create corresponding wiki pages. The wiki component was developed using Confluence™, an enterprise wiki software tool from the company Atlassian. This architecture provides the benefits of both worlds: i.e. the structured database and the unstructured wiki. ICee also includes a powerful search engine for use in finding database items, and a reporting tool for exporting data and creating reports in Excel.



Figure 2: ICee Tool Dashboard.

Within ICee, the Roadmap Report Material section has been created to post relevant material from all the TRM workshops (agendas, presentations, reports) and to develop the SSTRM capstone report collaboratively. All workshop participants were invited to collaborate on the sections related to their domain of expertise. ICee allows the roadmapping process to extend its reach to subject matter experts no matter where they are located and whenever they are available. ICee also provides a private area — known as the Private Space — that is accessible only to government personnel. Users from different government departments and agencies can access the space to share CF modernization documents and develop related articles and reports collaboratively. 


4.4
 ICee Content


To respect all legal issues, only non-confidential, non-classified, non-controlled and non-personal information should be entered in the ICee. Still, a wide variety of relevant material can be entered and developed through collaboration. There are three main types of database items: 

· Need / requirement – To express the capabilities that could be needed by DND for the CF modernization effort; 


· Offer – To express the capabilities offered by users in response to the identified needs and requirements; and, 


· General – To express general information that might be of interest to the CF modernization effort, such as conferences and projects. 


Within these main types, a database item can be assigned to a more specific subtype to further describe it: e.g. capability, system/sub-system/product, technology, R&D, capability program, technology review, standards, lessons learned, events, R&D support program. Database item creation follows a simple five-step, wizard-like process to assist the user in ensuring that key information is entered and to minimize potential errors. There are two main information sections in the database component: the first contains all mandatory fields used to describe and classify each item, and the second comprises other information such as project-related information (e.g. milestones), key performance parameters and Technology Readiness Level (TRL).

4.5 
Technology Maturity Assessment

Technology Maturity Assessment (TMA) scales are a common measure and standard used to assess the maturity of evolving technologies. An important issue for developers and adopters of new technologies is to successfully communicate their completed or expected stages of technology development and readiness for manufacture. There has been a wide body of work completed in the area of technology maturity assessment and a number of different systems have been developed to measure the different aspects of technology maturity [40]
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 \* MERGEFORMAT [41]
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 \* MERGEFORMAT [44]. The most used TMA metric is the Technology Readiness Level (TRL) scale, which was first developed by the National Aeronautics and Space Administration (NASA). This scale has been implemented and modified since the early 1990‘s in many government programs to help manage resource allocation for technology development programs. Other TMA metrics include Manufacturing Readiness Levels, Integration Readiness Levels and System Readiness Levels, which can all be captured in ICee. These metrics are also used to assess the risks associated with the development and transition of technologies and systems. To make TMA more objective, calculators programs have also been developed [45].

4.6 ICee Functions


ICee offers a range of valuable functions to technology planners, developers and users, i.e.:

· Knowledge Management and Open Collaboration — With password-protected access (a reference is required), ICee is opened to all parties interested in the CFSME from industry, academia or the government. 


· Technology Watch and Archiving — ICee enables ongoing technology watch and offers a flexible platform as a repository of technology information. 


· Multiple Authoring — With its editing capability, ICee facilitates the development of scientific articles and reports by multiple authors, and allows their instant publication to the wiki.


· Matchmaking — ICee can also be used as a knowledge base for matchmaking, helping users to find either a need for their proposed solution or a partner, a support for R&D projects or technology licensing opportunities. 


· Linkages, Synthesis and Reporting — The structured information collected in the database allows users to easily search, produce detailed reports and export them to Excel for further manipulation, if necessary, and use in decision-making. Other ICee wiki features include a dynamic calendar, Really Simple Syndication (RSS)
 feed, Favourite pages, Featured Database Item section, and a sophisticated search engine (see Figure 3).




Figure 3: The ICee Wiki Home Page.

5.0
CONCLUSION

The SSTRM project is an innovative initiative to enhance collaboration among government, academia and industry players within the soldier systems community of interest. The integration of the web-based ICee adds a unique dimension to the project, making it possible to broaden participation and to conduct a complex technology watch, including tracking of emerged, emerging and disruptive technologies, and synthesis of information across a range of industrial sectors. ICee is particularly powerful as a vehicle for cross-sector collaboration, a factor that will be increasingly important as the SSTRM project moves into its implementation phase with government, academia and industry partners, as it combines strengths to find novel ways to fill the technology gaps identified in the SSTRM development phase.


All parties are benefiting from the knowledge exchanged and relationships built through this initiative. DND is accessing up-to-date information on technology readiness and emerging technology options. Industry and academia are gaining a clearer understanding of DND’s needs for soldier modernization and are better able to position their R&D efforts to meet these needs. This opportunity is of particular benefit to smaller niche-market firms seeking to enhance their position in the global market.


Ultimately, the SSTRM project will help strengthen Canada’s security and defence capacity through better technology planning, development and insertion leading to state-of-the-art integrated future soldier systems for the Army of Tomorrow. This will be achieved by effectively engaging the resources of a world-class, innovative Canadian defence and security industry
.
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� The concept of the dismounted soldiers is considered as a system of systems where each new development aims to enhance soldiers’ capabilities.


� C4I: Command and Control, Communications Network, Complex Systems and Intelligence


� RSS is a family of web feed formats used to publish frequently updated works, such as blog entries, news, etc.


� Link to SSTRM web site http://soldiersystems-systemesdusoldat.collaboration.gc.ca/
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Abstract 


Various considerations about the present and future of quantum cryptography together with a security analysis are discussed in this paper. We also present a free-space GHz-clocked QKD system designed for urban links.

1.0 INTRODUCTION

Quantum cryptography or more precisely Quantum Key Distribution (QKD) [1] allows two remote parties to share a key with absolute secrecy. QKD was born as an alternative to public key cryptography, which currently protects the vast majority of our information, but it is seriously threatened by the future development of a quantum computer.


QKD is based on the laws of Quantum Mechanics compared to current public cryptography, whose security has yet to be mathematically proven. In particular, the two cornerstones sustaining the security of QKD are the Heisenberg Uncertainty Principle and the No Cloning Theorem, which both protect the secrecy of the transmission of a key that will be later used for encryption. This key will be shared by two remote parties - commonly referred to as Alice and Bob - by using properties of single photons that follow an uncertainty principle such as two linearly polarized non orthogonal states. The Uncertainty Principle guarantees that tapping the quantum channel by an eavesdropper will cause a disturbance that sender and receiver can detect. On the other hand the No Cloning Theorem forbids perfect copies of an unknown quantum state, which prevents an eavesdropper from cloning the quantum states.


In any QKD protocol the so-called quantum channel is used to transmit the quantum states encoding the binary values of the cryptographic key. This channel is usually free space or optical fiber and this selection divides the two main types of QKD systems. The progress in both approximations since this technology was born 25 years ago has been outstanding, although it must be said that there are still great challenges to overcome. In free space systems the first implementation was over only 30 cm of air in 1991 and was later extended to 150m, 1km, 1.6km and finally in 2002 quantum keys were successfully exchanged between two mountains in Germany at a distance of 23 km [2]. The world record to date is 140 km between La Palma and Tenerife in the Canary Islands in 2007 [3]. The first transmission in optical fiber was realized in 1993 and only three years later the distance was increased to 23 km through standard telecommunications fiber of the telecommunications provider Swisscom. This distance has been further enhanced to 150 km [4] by Los Alamos National Laboratories and to 200 km [5], which currently holds the world record by collaboration between NTT, NIST and Stanford University.

The rest of the paper is organized as follows. Section 2.0 includes a comparison between the different approaches of QKD systems regarding the quantum channel. Present and future trends in QKD are discussed in section 3.0. Section 4.0 briefly outlines the application areas and mentions the centre of gravity of the research concerning quantum cryptography. The study of QKD as a disruptive technology and a security analysis are presented in section 5.0. Section 6.0 includes a brief explanation of our experimental free-space QKD system and finally, conclusions are derived in section 7.0. 


2.0 Comparison between the two main approaches: optical fiber or free-space QKD systems


We will briefly expose the differences of using optical fiber or free space as the transmission channel of a QKD system. On one hand the atmosphere is non birefringent, no dispersive and transmits well in the first and second telecommunications windows. Optical fiber, on the other hand, is a dispersive and birefringent medium and it needs of compensating techniques to overcome these effects. Free-space optics also constitutes a portable technology, which means that it can be transported to different locations depending on the user’s needs. This constitutes an enormous advantage when compared to fiber optics channels, as once fiber cables are installed they cannot be moved, which becomes a sunk cost. Moreover it is more expensive to acquire the spectrum licenses for optical fiber than for free-space optics. However there are not only advantages associated to free-space systems: they also need an open line of sight between the transmitter and receiver, they are weather dependant and they suffer from performance degradation due to scattering and turbulences in the atmosphere.


However, as previously mentioned, the two approaches will be likely used together to achieve global QKD. It must be stressed that the maximum transmission distance of QKD systems is limited today by the impossibility of using quantum repeaters. However a huge amount of research is currently focused on the development of these devices, and although there is still considerable work to do, progress is continuously being reported. Global QKD will be achieved mainly by two means. The first involves the development of the mentioned quantum repeaters, which will amplify the quantum signal, and the second requires the aid of a low-orbit satellite which will retransmit the keys to any desirable location on the globe.


3.0 Present and future of QKD

Quantum cryptography is moving from point-to-point links to optical networks. However, this transition is not simple as some of these networks contain active components that can influence the delicate quantum states carrying the key. On another matter, although QKD is secure in theory, side channel attacks exploit the vulnerability associated with the non ideal nature of the devices composing a QKD system. One example of this sort of attack is the photon number splitting (PNS) attack, whereby the attacker exploits the multiphoton emission of the attenuated laser sources that are used as an approximation of a single photon source in most systems. Fortunately this attack can be counteracted by a new protocol employing additional signals states designed specifically to detect this attack: the so-called decoy states. Using these protocols absolutely secure distances have been increased to a few tens of kilometers. However, for hundreds or thousands of kilometers quantum cryptography faces serious challenges. Equally the search for higher rates also constitutes a considerable challenge, since exchange rates of most experimental implementations are not sufficiently competitive when compared to conventional cryptographic algorithms.


To increase the transmission distance, future developments to be expected include the implementation of reliable and efficient quantum repeaters and/or the development of earth-to-satellite links, as mentioned in the previous section. On the other hand, on the search of GHz clock rates, faster electronics and efficient synchronization need to be accomplished. 


As mentioned earlier side channel attacks profit from the non ideal behavior of physical devices. Therefore if protocols that are secure - even when using imperfect technology - were to be designed, quantum cryptography will be absolutely secure in any scenario. This is currently still being studied (Device independent security proofs X[6]) and experimental demonstrations have yet to be carried out.


The main European groups working on fiber-based systems are N. Gisin and H. Zbinden (Geneva, Switzerland), A. Zeilinger (University of Vienna, Austria), A. Shields (Toshiba Research Europe, Cambridge), P. D. Townsend (Tyndall Institute, Ireland), P. Grangier (Institute d’Optique, France).Working on free-space systems, A. Zeilinger (University of Vienna, Austria), H. Weinfurter, (LMU University, Munich), J.Rarity (University of Bristol, UK).

4.0 Application areas and centre of gravity of the effort

As mentioned above, disruptive technologies such as Quantum Computing could pose a threat in the future to current encryption techniques and therefore endanger worldwide data protection. In the face of such scenario, QKD would be an ideal candidate to meet the defense requirements of information security. However, not only government, military agencies and research institutes constitute clear recipients for quantum encryption technologies, but also several commercial entities including financial companies, police, gaming houses, public utilities, airports and law firms can profit from the benefits of QKD to establish secure links for their transactions X[7]X.

The majority of the experimental and theoretical research and development concerning QKD is being driven mainly by academic researchers and increasingly by industrial institutions worldwide. Among the leading market participants active in the field are id Quantique and MagiQ Technologies, which have already entered the commercialization phase.

5.0 Is QKD truly disruptive? Security analysis

QKD has proven to be truly disruptive since unlike any other encryption methodology it offers unconditional security for the distribution of cryptographic keys between two parties that wish to communicate in absolute secrecy. Since there are no technological assumptions inherent in QKD but its security relies on the laws of physics, even advancements in quantum computing cannot break quantum cryptography. However imperfections of the devices used in current experimental QKD systems can pose a threat X[8]X, and must always be carefully considered.

In this line, there are still some implementation considerations that must be taken into account for QKD to become a truly competitive technology in the security market. One is the need of improving the robustness of physical devices such as single-photon sources and single-photon detectors. It is also of utmost importance to enhance the data rate and to increase the distance over which a QKD system can work, reducing at the same time the cost of applying new materials and technologies to achieve these purposes. Another challenge is to integrate QKD with existing technologies, which is also a subject to current studies. The miniaturization of quantum cryptographic modules would also permit the delivery of secure communications directly to a pilot in the air or a sailor underway. Moreover, this miniaturization would increase the flexibility and redundancy of the QKD networks, diminishing enemy attacks to destroy communications infrastructure. Finally, earth-to-satellite links based on free-space technology will allow the enhancement of QKD applications, currently limited to point-to-point connections, to global quantum cryptography. 


For quantum cryptography to provide a significant improvement in military capabilities the mentioned implementation considerations must be firstly overcome. Even so, QKD involves satisfying what military commanders have always searched for, since it guarantees the security of communication links between tactical, operational and strategic echelons. Moreover, quantum cryptography brings to military missions an increase in the data reliability necessary to efficiently execute operations across the full spectrum of military responsibility X[9]X.

As already mentioned QKD security is built into and protected by the technology itself. Therefore potential adversaries owing the hardware or understanding the QKD protocols involved in a key transmission does not jeopardise any communication link that uses the same technology. In classic cryptographic systems open traffic can be intercepted and cryptographic keys can be captured allowing for the deciphering of the encrypted data. On the other hand due to the nature of quantum cryptography the interception of a quantum cryptographic key is completely ineffective since any disturbance of a quantum state modifies it, which discovers the existence of the eavesdropper to the legitimate parties of the communication. Damage or disruption of the QKD infrastructure can be the most plausible threat to the military’s communications. The disruption of satellite links or the damage to optical fibres can reduce the electronic facilities to execute military operations. However, redundant links can be deployed to mitigate such denial-of-service attacks. 

6.0 Our QKD system

As mentioned in section 3 high-bit-rate QKD constitutes a considerable challenge for experimental QKD implementations to become a practical alternative to conventional cryptography. Additionally, free-space links offer a more flexible and cheaper solution for urban-span applications than optical fibre. There is a growing demand for higher bandwidths in certain regions of metropolitan networks due to lack or poor connections. High-speed links using free-space optics constitute an attractive solution to this problem. Applying QKD to these free-space links security demands could be also satisfied. Since high-bit-rate QKD is a major challenge we are building a GHz-clocked free-space QKD system. For this purpose high-clock-frequency pulse generation together with high-speed laser modulation is being used at the emitter. Moreover optical synchronisation for temporal timing and Low Density Parity-Check Codes (LDPC) for high-speed error correction are being implemented. Preliminary prototypes of emitter and receiver have been already realised (Figure 1). In addition a custom-made two-high-precision-motor system has been designed and fabricated for the fine pointing and tracking of the system. GHz-clocked QKD systems have already been explored over a free-space link of less than 1 km [10]. Our system is being designed to operate at GHz clock rates over a quantum channel of several km in an urban area.


   

Figure 1: Photos of the emitter (left) and receiver (right) of the free-space QKD system.

Our experimental free-space QKD system is currently designed to implement the B92 protocol and we are improving the system to also implement BB84 protocol. B92 protocol uses only two non-orthogonal states of a quantum system as opposed to four, like in the BB84 protocol, since two states are enough to implement secure QKD. In practice, these two states can be two linearly polarised states at a nonorthogonal angle, as it is implemented in our system. The transmitter then encodes the binary levels ’1’ and ’0’ in the two polarised states, and sends them to the receiver. When the receiver performs projections onto subspaces orthogonal to the signal states, he can measure the bits with certainty at the expense of some loss. This loss is the effect of the Heisenberg Uncertainty Principle, as nonorthogonal states cannot be distinguished unambiguously without perturbation. After the transmission Bob tells Alice in which instances he detected a photon. In this case there is no need for reconciliation of basis sets between Alice and Bob to discriminate unambiguous measurements, as opposed to the BB84 protocol, which makes B92 protocol simpler and faster to execute. However, B92 protocol is particularly vulnerable to the “intercept-resend” eavesdropping attack when implemented in conjunction of a ‘lossless’ channel. An eavesdropper (Eve) can substitute the transmission channel for a perfectly transparent one and resend the photons to Bob, i.e., she uses this ’lossless’ channel to hide the loss she introduces in the measurement. This eavesdropping attack is especially harmful, as Eve would not introduce an additional error to the Quantum Bit Error Rate (QBER) - a measure of how ’secure’ the transmission has been. However, the problem of simulating a noisy channel between Alice and Bob while extracting information of it is far from trivial [11].


6.1
Description of the QKD Emitter: Alice


In our proposed QKD system the transmitter in Alice’s module is mounted on a 30 cm side square aluminium base plate (see Figure 1, left). This platform is mounted on a high-precision gimbal system, which will be used for the alignment of emitter and receiver. The emitter has two λ ~ 850 nm channels, used for the transmission of the key, and a λ ~ 1550 nm channel for the synchronizing signal. The three channels are combined by means of a 50/50 optical beampsplitter and a broadband pellicle, and the resulting beam is expanded with an output telescope formed by two lenses, producing a 40 mm-diameter diffraction limited spot. The expansion of the beam is made to allow a long-distance transmission without large beam divergences.


6.2
Description of the QKD Receiver: Bob


The receiver module, Bob, is placed at a distance of 40 m from Alice during the preliminary tests (3 km in the final system is expected) and, therefore, it receives a diverging beam. To efficiently detect the beam a Schmidt-Cassegrain telescope of 25.4 cm diameter, 2.5 m equivalent focal distance and fine-pointing capability is used. Bob’s optics has been designed to be coupled to the output of the telescope by using lightweight and compact mounts (see Figure 1, right). The outputs of Bob’s channels are connected to two single-photon avalanche diodes by using optical fibre. The optical synchronization pulse is detected by an avalanche photodiode. The outputs of all three detectors are connected to an electronic card which is able to measure the arrival time of the photons with high temporal precision. This information is then sent to Alice from which she can infer which key bits have been received by Bob and hence she can determine whether the transmission of the key has been secure or not, i.e. the QBER.

Especial care must be paid to one of the most critical parts of the system, the filtering of the solar background radiation. For this purpose, a combination of spectral, spatial, and software filtering are used. The spectral filtering consists of a band-pass filter at 850 nm. The spatial filtering is carried out by optical fiber. A good compromise of the diameter of this fiber must be found, as small diameters improve the filtering of the solar radiation at the expense of higher signal losses. In addition, if the diameter is too small the signal could be lost due to the beam wandering caused by the fluctuations of the index of refraction of the air. Finally, the software filtering discards all the photons lying out of a window centred on the time the photons are expected to arrive. 

6.3
Characterization of the System

The QKD system has been characterized in terms of polarization and losses and an estimation of the QBER has also been measured. The polarization extinction ratio (PER) of the polarization states has been improved by means of a half waveplate and two quarter waveplates, since the birefringence present in certain optical components degrades the linearity of the states. The error improves after the correction from 4% to 1.4%.


In the most coming future, several tests of the system at various distances between 0 and 3 km will be performed. Moreover an automatic tracking process with high-precision motors will be implemented so that relative deviations between both stations due to expansion and compression of buildings or turbulence in the atmosphere can be corrected. For that purpose two PCs will control the tip/tilt movements of the transmitter and receiver’s gimbals with the feedback information provided by two position sensitive devices (PSD) in the transmitter and receiver. The PSDs will detect any deviation from the position of a beacon laser shining between transmitter and receiver and parallel to the data beam and will order the motors to compensate for them. 

7.0 Conclusions

QKD offers the highest security of any encryption technique developed so far and a secure prospect of a future with quantum computers taking part of everyday life. However it still faces some challenges to become truly competitive in the present, such as higher distances, higher rates and more robustness against side channel attacks.  


A high-bit-rate free-space QKD system for urban-span applications has been also presented. The modulation of high-bandwidth laser diodes with a fast frequency generator in the transmitter, in conjunction with an optical synchronization at a different wavelength and detectors in the receiver that can be operated at high frequencies, will permit faster key generation than those currently achieved.
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abstract


Our work stems from the need to stretch the information that can be recovered from a highly pixelized image. Several sub pixel bias sources add up and degrade the overall accuracy in digital imaging, the biggest one being a systematic bias in the camera model itself. Our solution is a fully software image correction technique from a sub pixel calibrated camera. In the process, we uncovered several systematic biases in:


1. The camera model and calibration procedure


2. Sub pixel edge and corner extraction


3. 3D telemetry from a stereo camera pair or moving camera


Commercially available lenses show a typical 10% manufacturing tolerance on focal length f. Consequently, any Intelligent System (IS) using digital imagery requires the camera to be calibrated. We therefore needed a field usable calibration procedure, unaffected by changing ambient lighting conditions.


Furthermore, our finding has led us to extending our camera model for high accuracy zooming lens use. We are currently in testing and the zooming lens will be the subject of a forthcoming publication. 


1.0
Foreword


This is the account of a 10-year research & development program. This first international publication of our work gives an overview of the problem we solved, and explains from real test samples the impact of our major finding: “A systematic bias in the camera model/calibration procedure”. As pending patents get released, specific topics from the present article will get more detailed coverage and added articles will be released. 


2.0 
Definitions


Camera calibration seeks to create a mathematical model of how the image ‘prints’ through the lens on the camera surface. The procedure first uses a picture from a calibration target with accurately known tolerance, and extracts target elements from the image. Finally, a mathematical model relates the image information with the real 3D target information. Once calibrated, the camera can then be used to map real world objects using a scale factor, the focal distance ƒ. When working from off the shelf cameras and lenses, we need to calibrate the camera to compensate the tolerance on the lens focal distance in the order of 10%.

2.1
Lens Distortion



Figure 1: Lens Distortion [2].


Lens distortion introduces the biggest error found in digital imaging. 


The fish eye effect is called geometric distortion and curves straight lines. The coloured shading at the edges is called chromatic distortion and is caused by the splitting of light in the lens. (Figure 1) These deviations from ‘pinhole’ behaviour increase with the lens angle of view. Both distortions have to be modeled and compensated to obtain sub pixel accuracy, compensation achievable only through software. When geometric distortion compresses the image on itself, we call it barrel distortion; when the image expands, we call it pincushion distortion (Figure 2)



Figure 2: Barrel and Pincushion Lens Geometric Distortion.

2.2
Dithering


Dithering is the intermediate pixel color encountered when an edge goes through a given pixel and both neighbouring colors mix. The pixel color is a weighed average of adjacent color values, on either side of the edge, with respect to each color’s respective surface inside the pixel. (Figure 3)

In low definition images, edge dithering (shading at object edges) interferes with lens distortion, geometric and chromatic. From a black and white target image, coloured shading is chromatic distortion. In such images, dithering appears in grey shades as does geometric distortion. We therefore need to isolate geometric lens distortion from edge dithering.




Figure 3: Edge Dithering.

2.3
Camera Model


Modelling a camera requires a mathematical model and a calibration procedure to measure the parameters that define the behaviour of a specific camera/lens combination. 




Figure 4: Camera Model.

The camera model has three components (Figure 4)

1- External Model: Relationship between Camera Coordinates at Focal Point O, and World Coordinates


2- Internal Model: Camera Plane Coordinate System, where ZC is the lens axis


3- Lens Model: Lens Geometric and Chromatic Distortion formula


Focal point O is the location in space where all images collapse to a single point; in front of the focal point O is the Camera image plane. Lens axis ZC crosses the image plane at right angle defining the image centre location (CX CY).

2.3.1
Camera External Model (6 Degrees of Freedom)


From our work, this is the only part of the Camera Model that shows accurate throughout the literature. Defining two coordinate sets, 


1- World (XW YW ZW) with origin set at (0,0,0)


2- Camera (XC YC ZC) at focal point O


The camera coordinate set starts with the lens axis ZC and the focal point O as the origin, XC is selected lining up with the camera image plane’s horizontal axis. Geometrically, the YC vertical axis should complete the set using the right hand rule. Therefore, the external model writes as matrix [R3x3׀ T3x1].

The external camera model expresses the rotations (κ φ Ω) and translations (TX TY TZ) needed to ling up the Camera set with the World set of coordinates, and bring focal point O at the World origin (0,0,0).


2.3.2
Camera Internal Model (5 Degrees of Freedom)


If the image plane were perfectly square with the lens axis ZC, the scale factor between world measurements XW YW and camera XC YC is ƒ in both directions. To account for the loss of squareness between the lens axis ZC and the image plane, the research community introduces the tilted axis assumption: (Figure 5) various formulations exist, essentially

· vertical axis is tilted by skew parameter s 


· vertical scale is shortened to b  




Figure 5: Internal Camera Model.

With the image center (CX CY), the point where the lens axis ZC intersects the image plane, a b and s are the 5 internal camera parameters.


This is where we start changing widespread knowledge. In our working hypothesis, the camera plane pixel array should be considered as a calibration grid. During the calibration procedure, for a square camera pixel, we should retrieve a = b = ƒ, with s = 0.


In our model, the image center (CX CY) is still the intersection between the lens axes ZC and the camera plane. Our accuracy criteria becomes the error on ƒ, ε = |(a-b)| or |s|.


2.3.3
Lens Model


Many lens geometric distortion models were published. Some authors claim 1/20 pixel accuracy in removing geometric lens distortion. Overall, their basic criterion is more or less the same: Lines that are straight in real life should appear straight in the image once geometric distortion is removed. Very few authors consider chromatic distortion in their lens model. When we measured from our lab setup chromatic distortion at ± 1/2 pixel, we looked into changing the lens model, and eventually found out several more bias sources.


Table 1: Shawn Becker’s Lens Geometric Distortion Model.



Authors in [2] introduce a radial correction for chromatic distortion. Their results show a model origin offset on chromatic correction between Red, Green and Blue signals. It is in contradiction with lens behaviour since chromatic distortion should be zero at the image centre: A radial chromatic model should start at (0,0) with respect to the image centre. Our investigation concluded that a calibration error on the image centre (CX CY), caused by a model bias, is to blame for their model discrepancy.


Most lens distortion models were able to straighten curved lines. Modeling errors appeared when recovering 3D positions from a calibrated stereo pair. Straight lines’ looking straight is an insufficient criterion to guarantee accurate geometric distortion correction. Wrong perspective will cause a measurement error across the image. 

Our modification of the camera model enabled us to increase calibration accuracy and reduce the lens geometric distortion model complexity. We kept only parameters k1 and k2, and Shawn Becker’s two equations reduce to only one: 

r' = r + k1 r3 + k2 r5, find r knowing r' from a fully radial displacement model. 

Even from a LUT, it reduces computation by 4:1, uses significantly less memory, making our model much better suited for real time computation. Even with this simplified model, from a 640x480 Bayer Pattern 1/3 CCD color camera with a ƒ= 4mm micro lens (angle of view ≈ 90˚), we retrieved the focal distance ƒ to an accuracy of 10-10 mm. This result is 1 000 000 times more accurate than with any competing camera model tested.

Once the true image center is known, chromatic distortion can be modelled from a single image centre as we will show later on from an example.

3.0
Calibration


Calibration models the 3D to 2D image creation process. From two calibrated cameras, the 2D to 3D stereo pair inverse operation is used to validate model accuracy. 

3.1
Experimental Setup


Our setup is intended to be field usable, even with low resolution SWIR imagers. On two 90˚ planes of black anodized aluminium, we engraved two circle grids, changing the surface emissive properties in the SWIR spectrum, and providing black and white information for color calibration. (Figure 6) 


Some published approaches use the center portion in the image to avoid distortion and isolate some camera parameters. Unfortunately, it also creates a parameter estimation bias. In our approach, any ellipse center taken anywhere in the image should fit the model. Therefore, our model is accurate across the entire image, even for a wide angle lens.


Once the ellipse centers are measured from the image, we have a data set that relates 3D real world target positions with their 2D location in the image. Using a camera model to correlate them, we use a Levenberg-Marquardt search algorithm to compute the model parameters. Our accuracy improvements allowed us to use a least square sum of error criteria without bias. The error is defined as the image predicted target position from the model and 3D data set, minus the corresponding real image measurement in 2D.




Figure 6: Calibration Target.

Calibration target uses 1” diameter circles at 2” center to center spacing. Using circles ensures that no corner should be detected even with a highly pixelized image. (Figure 8)

Each circle gives a local estimate of the camera behaviour, without bias or any preferred edge orientation. We are more concerned with accurate ellipse center location accuracy than S/N ratio on edge detection. Significant work was needed to test various techniques for ellipse modelling and avoid a center bias estimation. Since the image is highly pixelized, we restricted the edge detector footprint to a 3x3 pixel area





Figure 7: Micro Lens Test Camera.

Since we intend to use our technique on low resolution cameras, we chose a 640x480 Bayer Pattern Point Grey Research Firefly color camera, with its supplied ƒ = 4mm micro lens for testing.(Figure 7)


Sub pixel ellipse edge extraction has been a major headache. We eventually concluded that moment techniques are unable to deal with glare and reflection, therefore unusable for field calibration. We found 1/4 to 1/2 pixel center bias in several cases. Those errors being so small, extensive mathematical analysis was required to remove them from the shape recovery process; they are invisible to the human eye.

Edge gradient sensing techniques, on the other hand, exhibited a sub pixel location bias when the edge orientation did not line up with the horizontal or vertical image plane axis. In the end, we used our own sub pixel correction on the ‘Non Maxima Suppression’ sub pixel extension by Devernay [1]. In a two step process, step 1 recovered an initial estimate for the edge points, adding compensation for edge orientation bias. On that initial set, a first estimate of the ellipse geometry is computed. In step 2, the initial ellipse fit is used to estimate local curvature and correct the edge location.



Figure 8: Target Extraction.


3.2
Calibration Result


Using the same experimental data, we compare the parameter estimation for two camera models.


Table 2: Compared Parameter Estimation for Two Camera Models.




The leftmost camera parameter set is obtained from the most accurate model published, tested on our own experimental data. The rightmost set was computed from our own model, where we modified the lens model and internal camera model. 


The first 6 lines are the external camera parameters, 3 angles and 3 positions needed to compute [R3x3 ׀ T3x1]. The next 5 lines are the internal camera parameters; we modified our parameter representation to fit the generally used model from figure 5. Our degrees of freedom use a different mathematical formulation. Then, the remaining two lines show the major lens geometric distortion parameters k1 and k2. These two are present in most models and account for most of fish eye geometric distortion.


From a, b and s, as we wrote in 2.3.2, we consider a = b = ƒ with s = 0 as expressing camera pixel squareness, and the error on focal distance ƒ. If a pixel is square, height should be equal to width and both should be perfectly at right angle.


Switching to our model, the error on ƒ reduces from 10-3 mm to 10-10 mm. Initially, focal distance ƒ was wrong by 0.03 %. Although it seems small, the model bias shifted the image centre (CX CY) by close to two pixels mostly in the Y direction. At the same time, all external parameters have shifted. All the angles are changed, and object distance TZ is wrong by 0.3%: An error on range measurement amplified 10 times with respect to the error on ƒ. It’s a systematic range measurement error: A 3 mm error at 1 m distance would scale to 30 m at 10 km distance. Error percentages on TX and TY are even worse, indicating that the model seeks to preserve distances along lens axis ZC. From a calibrated stereo pair, 3D recovery shows an error equivalent to 2 pixels at the image scale, the same order of magnitude of 0.3% as for range TZ (see 4.1).

Considering distortion parameters k1 and k2, (the minus means barrel distortion) we notice that both are under estimated. There is some residual curvature as we go away from the image centre. It may be smaller than a pixel, but curvature would build up if we tried to stitch images to create a map from multiple pictures.


4.0
Model/calibration bias impact

The major model bias impact shows on 3D telemetry from a stereo pair. The same conclusion holds true for a 3D extraction from a moving camera since basically the mathematical triangulation process is the same.


4.1
Recovering 3D from a Stereo Pair


As mentioned previously, neglecting our correction on the camera model creates a 3D triangulation systematic error. Figure 9 shows a stereo pair typically used for measuring objects in 3D, using 2 simultaneous camera images.

O and O’ are the optical centers for the two cameras, and both lens axis project at right angle on the image planes at the image centers, respectively (CX CY ƒ ) and (CX’ CY’ ƒ ’). (Not shown for clarity, (CX CY) is the origin of the image plane, and ƒ the distance between O and the image plane, refer to Figure 4)

Both cameras are seeing a common point M on the object. M projects in both camera images as m and m’.


To find out where M is in space, we stretch two lines starting from O and O’ through their respective camera image points m and m’. M is computed where both lines intersect.




Figure 9: Triangulation.

3D accuracy depends on the accurate knowledge of


1. Optical centers O and O’


2. Focal distances ƒ and ƒ ’


3. Image centers (CX CY) and (CX’ CY’) 

4. Lens axis orientation ZC

5. Accuracy on image points m and m’


6. Intersection for OM and O’M


The first four requirements for 3D telemetric accuracy are found trough camera calibration, the fifth from sub pixel image feature extraction. The last is the triangulation 3D recovery itself.

The first four error dependencies from the previous page are subject to the camera model bias we discovered.


A very small error on focal distance ƒ will generate a huge bias on image center (CX CY) and focal points O and O’. Since O and O’ are out of position, the triangulation to find M gives a systematic 3D error
. From our calibration example, the 2 pixel error on the optical centers dominate any measurement error on image points m and m’ since we were able to retrieve them to 1/4 pixel accuracy.


Feature point extraction (m and m’) is subject to the edge orientation bias, and corner detection bias we had to deal with in calibration. 


And finally, triangulation, we resorted to a classical SVD approach for its stability and speed. Nothing ever guarantees that two lines will intersect in space. We therefore seek M as the point in space where both lines are closest.

Over the course of our investigation, we measured several bias sources affecting accuracy, with the camera model bias being the major contributor. 


· Camera/lens model


(2 pixel error on image centre (CX CY))


· Sub pixel edge orientation bias

(1/4 pixel edge shift )


· Sub pixel corner detection bias

(1/4 pixel corner offset)


· Unaccounted chromatic distortion 
(1/2 pixel edge shift with respect to color)


· Under compensated geometric distortion (1/2 pixel residual curvature easily undetected)


· JPEG image filtering at sub pixel level
(variable with JPEG quality parameter )


Each of those could be the subject of a separate analysis report. Aside the camera model’s bias most will result in feature point extraction errors. Our main goal here is to attract the reader’s attention to their existence and the cumulated benefit of removing them. Achieving ƒ accurate to 10-10 mm even from a low resolution Bayer pattern camera using a wide angle micro lens shows a major improvement, and explains why an accurate zooming lens model was impossible until now.

4.2 
Model Bias: Overall and the Zooming Lens


Every lens parameter is ‘polluted’ by the camera model bias.


In 3D triangulation, either from stereo or from a moving camera, the impact is obvious.


Our example also shows that lens distortion parameters are under evaluated. (The minus sign on k1 means barrel distortion) When stitching multiple images to create a map, it results as curvature buildup from image to image.


Range and aim measurements are also biased and related to the error percentage on focal distance ƒ since a camera gives a scaled measure.


It also prevents the accurate modelling of the zooming lens camera. In a zooming lens, focal point O moves along the lens axis ZC. From calibration, O is found by knowing image center (CX, CY), ƒ away at right angle with the image plane. Our example shows a systematic bias in those parameters. It gets even worse when considering run out in the lens mechanism since it moves the lens axis ZC.

Without our modification to the camera model, it becomes impossible to model a zooming lens.


Modeling of the zooming lens camera requires plotting the displacement of focal point O in space. An ideal zooming lens would have O moving in a straight line on lens axis ZC. As soon as mechanical assembly errors occur, the linear displacement relationship for point O breaks up. The only way to evaluate the mechanical quality of the zooming lens therefore depends on the accurate knowledge of image center (CX, CY) and ƒ.


Mechanical quality behaviour is also the zooming lens trade off: zooming in to gain added accuracy when needed, at the cost of losing accuracy for assembly tolerances in the lens mechanism.


We are currently testing the zooming lens model/calibration procedure. We use a PTZ (Pan-Tilt-Zoom) setup to measure the focal point O displacement in space.

4.3
Geometric Distortion Removal Example






Before Correction

After Correction



Figure 10: Distortion Correction Sample.

Using our previously calibrated test camera, notice that chromatic distortion is not visible in the ‘Before Correction’ image. From our algorithms, it can nonetheless be measured at ±1/2 pixel. 

4.4
Chromatic Distortion


Once the true image center (CX, CY) is known, chromatic distortion can be modelled. In most images, chromatic distortion is hardly visible, unless the subject is in full black and white. 





Figure 11: Chromatic Distortion From a ƒ = 4mm Cosmicar C Mount Lens. Colour 
Camera Bayer Pattern, resolution 1024x768, distortion amplified 50 times.

The visible spectrum spread pushes the Red target centres outwards, and the Blue target centres inwards with respect to Green. The graphic shows a mostly radial behaviour. The imaginary lines joining Red Green and Blue centers for any given target location tend to ling up and aim towards the image center indicated by +. 


The next two graphics (Figures 12 and 13) show that both Blue and Red chromatic distortions are zero at the image center, starting at ordinate origin (0,0) as expected. As the lens theoretical behaviour predicts, chromatic distortion should be zero at the image centre.


Both chromatic Blue and Red distortions have their peak values at different radial distance from the center. 


From over ±1/2 pixel, chromatic distortion can be brought down to less than ± 1/8 pixel.





Figure 12: Red Distortion, Radial Correction dP vs Distance from Image Centre (pixels).




Figure 13: Blue Distortion, Radial Correction dP vs Distance from Image Centre (pixels).

In radial coordinates taken from the image center (CX, CY), unaccounted chromatic distortion creates a ± 1/2 pixel error on edge location with changing object color, or changing light source spectrum. It stresses the need to be extra care full in extracting RGB from a Bayer pattern color image since edge sensing is biased with color.  

4.5
Bayer Pattern Recovery





Figure 14: Bayer Pattern.

Bayer Pattern color cameras give a single color signal for each given pixel. Missing color information is interpolated using neighbouring pixel information. 


The most accurate Bayer pattern interpolation schemes use edge sensing to recover missing RGB information. We can not interpolate across an edge since we have to avoid discontinuities.

In a two step process, we first compute the missing G pixel values on B and R pixels


Ex.: 
On red pixel R13, the missing G13 value is computed as 


(G12+G14)/2   if the edge is horizontal 
(R13 > ( R3 +R23)/2)


( G8 +G18)/2    if the edge is vertical
(R13 > (R11+R15)/2)


(G12+G8+G14+G18)/4


otherwise


In step two, we compute missing B and R values using known G for edge sensing.


Since the lens introduces chromatic distortion, Bayer pattern recovery requires adapting to compensate for ‘color shifting’ edge location as we scan from B to G to R pixels.

4.6
Optical System Design Trade Offs

For surveillance and optical tracking systems, we demonstrated the need to eliminate the camera calibration bias, which qualified us for the Light Armoured Vehicle LAV upgrade bidding process by DND Canada. Other key assets for the technology were


1. Software approach creates an open integration architecture


2. Ability to use wide angle lenses, reduce lens size, without loss of accuracy allows miniaturization and eventually the use of a zooming lens camera

3. Added computation speed and added lossless image compression


All concur to give added silent mode battery operated autonomy.

We stress that software is in fact the only strategy to increase the accuracy beyond the capabilities of the camera hardware. As an enabler, the technology allows

· The use of wide angle lenses to increase the camera angle of view without loss of accuracy. A 1/3 CCD f = 4mm combination gives a 90 degrees angle of view.


· To compensate SWIR (900 – 1700 nm) cameras’ low resolution by adding chromatic distortion modelling and sub pixel edge measurement across the spectrum.


· Miniaturization: We achieved calibration using a micro lens and focal distance evaluation is accurate to 10-10mm, roughly the size of a hydrogen molecule.

· Sensor fusion between SWIR-Color-synthetic images: Achieving sub pixel calibration accuracy even from low resolution cameras makes fusion a simple cut and paste operation.


Constraint: The image may not lag by more than 250 msec making our geometric distortion removal 4:1 simplification a must have. Testing vision amplification for soldier vision concludes that synthetic imaging lagging by more than 1/4 sec on reality can make a human observer nauseous.

Since the solution is software implemented, it becomes cross platform independent.

On low resolution images, sub pixel edge extraction and plotting helps the human brain in interpreting the image. SWIR can fuse with higher resolution color images.


In augmented reality, the computer generated image has ideal perspective and known focal length. Since a computer generated image is perfectly pinhole, created from set value for ƒ, it stands from reason to correct the camera image and fit it to the same scale.


This is our core proposal for the Soldier System Technology Road Map (SSTRM) by DND Canada, for which we became a featured technology in September 2010. Targeted use includes ENVG, Fused Sight, Drone, Multi Function Binocular … 


In earth observation and surveillance from satellite, any lens system will exhibit distortion at some level. The earth’s atmosphere also adds distortion which can only be compensated for when the lens distortion is accurately known. When stitching images, under compensated geometric distortion will build up curvature, and lens axis orientation bias will create a shape alteration: loss of squareness, loss of verticality …


Sub pixel edge extraction is by far the most efficient means of image compression. Correcting the image for lens distortion and through a modification of JPEG, we also demonstrated an added 30% lossless image compression in June 2009.

Our approach is the only possible solution for zooming lens telemetry, wide angle lens application, and system miniaturization.


It provides the best trade off for accuracy, speed, cost, bulk, weight, maintenance and upgradeability.


5.0
Conclusion

No automated system is more accurate than its instrument. The use of digital cameras as measuring tools in Intelligent Systems (IS) requires the camera to be calibrated.


Added accuracy is achievable only through software since commercial lenses have a 10% tolerance on focal distance ƒ, and software is the only way to compensate lens distortion at sub pixel level.

In order to achieve our goal, we had to track down several bias sources smaller than a pixel, therefore invisible in the image for a human observer.


The major bias source proved to be the camera model itself. Its major impact shows on 3D triangulation since the image center is out of position. In our example, the 2 pixel image center bias dominates every other error in the triangulation process since image features can be extracted to 1/4 pixel accuracy. We corrected systematic errors found in every camera calibration model and technique published.

Sub pixel bias sources are:


· Camera/lens model


(2 pixel error on mage centre)


· Sub pixel edge orientation bias

(1/4 pixel edge shift )


· Sub pixel corner detection bias

(1/4 pixel corner offset)


· Unaccounted chromatic distortion 
(1/2 pixel edge shift with respect to color)


· Under compensated geometric distortion (1/2 pixel residual curvature easily undetected)


· JPEG image filtering at sub pixel level
(variable with JPEG quality parameter )

Using our technique as a software lens correction algorithm, we demonstrated to National Defence Canada*



8:1 higher measurement accuracy (image or 3D telemetry)



4:1 faster computation time removing lens distortion


30% added lossless video compression


Stable sub pixel edge detection from open source reconfigurable software












*(June 2nd 2009)


Even from a low 640x480 resolution micro lens camera, we achieved 10-10 mm focal length ƒ identification, a typical resolution for SWIR imaging.


Our software correction approach is the only possible solution for zooming lens telemetry, wide angle lens application, and system miniaturization. We also demonstrated that our software model/calibration is the only technique improving camera performance beyond hardware limitations. It provides the best trade off for accuracy, speed, cost, bulk, weight, maintenance and upgradeability.


We provided a general account of the overall research work accomplished by our team over the last years. Added publications are to be expected on specific topics mentioned in the current article.

Among such, a zooming lens model extension of our work is currently being tested and will be the subject of a forthcoming release. 
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Shawn Becker’s Lens Geometric Distortion Model (MIT & NASA, OpenCV…) [3]


x' = x + x (k1 r2 + k2 r4 + k3 r6) + p1*( r2 + 2 x2) + 2 p2 xy �y' = y + y (k1 r2 + k2 r4 + k3 r6) + p2*( r2 + 2 y2) + 2 p1 xy , r2=x2+y2


(x', y' )  represents the new location of point (x, y), computed with respect to image center (CX CY). � HYPERLINK "http://alumni.media.mit.edu/~sbeck/results/Distortion/distortion.html" ��http://alumni.media.mit.edu/~sbeck/results/Distortion/distortion.html�


Calibration retrieves numerical values for parameters k1 k2 k3 p1 p2.


Image analysis gives (x' y').


The undistorted (x y) position is found solving the two equations using a 2D search algorithm.





























� No accuracy can be gained by using the epipolar constraint [5]. Since O and O’ are wrong, the epipoles e and e’ are useless. Our testing shows that 3D results can even lose accuracy when using this added equation to constrain the solution.
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abstract

Liquid crystal properties make them useful for the development of security devices in applications of authentication and detection of fakes. Induced orientation of liquid crystal molecules and birefringence are the two main properties used in security devices. Employing liquid crystal and dichroic colorants, we have developed devices that show, with the aid of a polarizer, multiple images on each side of the device. Rubbed polyimide is used as alignment layer on each substrate of the LC cell. By rubbing the polyimide in different directions in each substrate it is possible to create any kind of symbols, drawings or motifs with a grayscale; the more complex the created device is, the more difficult is to fake it. 


1.0
INTRODUCTION

In recent years, liquid crystal displays (LCDs) are used in many kinds of appliances, mobile telephones, notebook PC and TV monitors; they play a major role for the application of flat panel displays. But the optical properties of liquid crystals, handled the right way, can also be used to achieve different effects on the light that goes through unplugged passive devices; these effects are easily verifiable with the naked eye or with the help of simple optical devices. Taking advantage of LC orientation properties and birefringence, it is possible to fabricate devices with permanent motifs that vary depending on the orientation of the cell or the substrate where the light impinges from. This opens the opportunity of developing a new security and authentication system1, 2 to be applied in banknotes, checks, document identification, credit cards and other valuable documents in general, based on liquid crystals doped with dichroic dyes.


2.0
Operating principle


Liquid crystal twisted nematic (TN) structure is one of the most common in displays. In this work, TN structure with multi-domains is used to create an LC alignment patterning to be applied in optical security devices with no voltage required3. Applying different alignment conditions on the opposing glass substrates (combined with several photolithographic processes) makes it possible to create different latent images on each side of one single device. The alignment patterning is carried out by mechanical rubbing that is used in large and small areas and multi-domain patterning. Varying rubbing directions a pattern of LC alignment in different directions can be created through a relatively simple manufacturing process.


This device4 allows seeing different motifs with the simple aid of polarized light, generated either from a polarizer, a standard LC display (used as backlight) or even an oblique reflection of a dielectric reflecting surface. By varying the alignment conditions of the glass surfaces that confine the liquid crystal, different easily recognizable drawings can be created, whether saturated monochrome B/W or grayscale. The manufacturing system presented allows us to obtain independent images on both sides of the device and also several images on each side; these images are seen in negative when rotating 90 degrees the polarization axis of the light used for verification.



Figure 1: A sketch of a simple LC security device. The alignment layers have been conditioned to induce different orientations on the LC molecules generating the desired motifs.


Combining orientations on either glass plate, different twist and parallel alignment regions are defined on the liquid crystal layer doped with dichroic dye. The molecules of the dichroic dye are elongated, allowing the dopant (in small concentrations) to orient parallel to the neighboring LC orientation. This results in a dichroic absorption of the incoming light, being maximum for light polarized parallel to the LC director (hence, parallel to the long axis of the dye), and minimum for the light polarized on any direction lying on the plane perpendicular to the director. Intermediate directions between the long axis and the perpendicular directions give partial absorption that may be used to create a grayscale. 


Figure 2 shows the operating principle of these devices. In the parallel cases (a and c) both components of light will continue in the same direction while in twist cases (b and d), both components of light will rotate following the LC molecules. 



Figure 2: Schematics of the security device operating principle. Dichroic dye absorbs the 
light depending on the orientation of the LC molecules and the polarization of the light. 
The situation of the polarizer determines which of the two latent images is visible. 

In the first four cases light impinging from left is vertically polarized. In the case a), vertically polarized light remains vertical and is absorbed by the colorant, obtaining a dark state. In the case b), light is rotated by the twist structure following the LC molecules and, in the same way, staying parallel to the dye molecules; light is absorbed by the colorant and a dark state is obtained. In the case c), vertically linear polarized light does not rotate and goes out vertically polarized, obtaining a bright state. In the case d), light polarization is rotated and travels all the way perpendicular to the LC and colorant molecules, obtaining a bright state at the exit with horizontally polarized light. For the four cases (unpolarized light impinging from left), the light component that is parallel to the LC molecules will be absorbed by the colorant so, at the exit of the device (before crossing the linear polarizer) we will have a unique linear polarized light component, horizontal in cases a) and d) and vertical in cases b) and d). Placing a vertical linear polarizer at the exit, a dark state is obtained for cases a) and d) and a bright state for cases b) and c). Again, as in the previous four cases, a state shall be clear or a dark depending only on whether the polarizer placed in the corresponding surface is perpendicular or parallel to the LC. This makes it possible to generate different latent images on each face of the device; these images can be seen independently. 

3.0
MANUFACTURED DEVICES


Figure 3 shows the visual effect that is achieved depending on where the polarizer is placed, either in front of the device or behind it. Entrance surface absorbs light in each case so dark and clear states are generated. Different images are seen in either case. Figure 3 (a) shows two images visible when a polarizer is placed in front of the LC cell. The second image is shown by rotating the polarizer 90 degrees obtaining the complementary image. If the polarizer is placed behind the LC device the other set of images corresponding to the other surface will be visible, as shown in Figure 2 (b). If no polarizer is used, no image is visible but a homogeneous color corresponding to the dichroic dye used. 




Figure 3: Pictures of a device when the polarizer is placed in front of the LC cell (a) and 
when the polarizer is placed behind the LC cell (b). Complementary images 
are obtained when the polarizer is rotated 90º.

These kind of security devices are designed and manufactured to authenticate and to certify the value of multiple articles. It can be embedded in all kind of valuable documents, ID cards, labels, credit cards, etc. It is an easy and quite cheap system to check the authenticity of those and, at the same time, it is a brand new technology that increases the value of what it is embedded in and makes it really difficult to be falsified. It is not really necessary to use the polarizer to check the latent images; it is enough to watch the device with partially polarized light, for example, from a reflection of the floor or a table with enough grazing angle on a dielectric surface. It is also possible to observe the latent images using light outgoing from any liquid crystal display, like those in computers or mobile-phones; that could help the massive deployment of these devices as security element.


It is also possible to achieve continuous grayscale latent images using of same principle of bi-directional rubbing. This protocol makes it possible radial and circular (or tangential) rubbing, as shown in Figure 6 (a1) and (a2), and is based on the design and manufacture of a goniometric gradual-step system and on a circular rotation rubbing equipment. The circular rubbing creates a tangential alignment from the center. The alignment generated by radial rubbing varies the orientation of the molecules from grade to grade (continuously varying spatial alignment between 0 º and 360 º) to complete the circle. The alignment direction of LC molecules at any given point is slightly rotated compared to the direction of the molecules at an immediately adjacent point. 




Figure 4: Continuous grayscales achieved. Picture (b1) corresponds to circular rubbing, 
(b2) is a combination of radial and circular rubbing. Pictures (c1) and (c2) show 
a combination of linear standard rubbing and circular rubbing.
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Abstract


The robotics revolution will be the next great industrial transformation where information technology extends into the physical domain. The ramifications of this are enormous both for society at large and for military affairs. Progress in robotics is, however, hampered by the lack of integrating standards. A plug-and-play standard for robotics would catalyze dramatic growth by transforming the structure of the industry from vertical integration to horizontal integration analogous to the personal computer revolution of the early 1980s. This paper offers an historical perspective on standards as catalysers of industrial transformations describes the leading emerging standards in robotics and discusses the consequences of establishing a global standard for plug-and-play robotics.


1.0 The Robotics transformation


Robotics will eventually utterly transform military affairs. Autonomous missiles have a long history and robots are increasingly used for surveillance, auxiliary tasks and armed combat (usually controlled by human operators). From a technical point of view, existing and emerging robot technologies have the potential for rapidly replacing manned platforms with superior autonomous systems in all arenas. Yet, we are still in the early days of the robotics revolution.


One of the main hurdles of the robotics transformation is the lack of integrative standards for robotics. A global standard for plug-and-play robotics would be instrumental for transforming the structure of the industry and dramatically reduce costs thus facilitating the application of robotics to all domains of modern society. Establishing a standard could be the starting point of a dramatic expansion of the robotics industry and market. The power or combination of powers that first succeeds in establishing a plug-and-play standard encompassing a sufficiently large industrial basis would surge far ahead of competitors. Leadership in robotics would quickly translate to tangible economic and military advantages. A plug-and-play standard for robotics is a truly disruptive technology.


To exemplify the application of plug-and-play robotics consider a military task force wishing to deploy robotic scouts for operations in mountainous terrain. Ideally, commanders should be able to ask a provider to quickly assemble customized units from off-the-shelf parts.  The integrator would select a six-legged locomotion module from manufacturer A, a communication module from manufacturer B, a power system from manufacturer C, weapons from manufacturer D, sensors from multiple manufactures and a robot operating system from any of a host of providers. As the hardware and software modules are connected to the system they would automatically be integrated in the plug-and-play fashion that we are used to expect from computer components, software and peripherals. The main work of the provider would be to verify that the pre-tested modules are integrated correctly and perhaps to assist war fighters in configuring the on-board AI for the relevant mission profiles. The cost of the hexapod robot scout would be far lower than present expectations since multiple companies compete for providing parts that are produced in large volumes for a bourgeoning international and mostly civilian market. A plug-and-play standard for robotics would in summary make the robot market of tomorrow operate like the computer market of today in which relevant hardware and software quickly can be assembled for solving the task at hand. Military users would in particular benefit from that components can be replaced in the field and that the same modules can be used in multiple systems. 


In section 2 we delve further into catalysing role of standards using the personal computer industry as an example to be contrasted to the present state of the robotics industry. Section 3 describes the scattered landscape of emerging plug-and-play standards for robotics. Conclusions on the present standardization efforts, the way forward and the risks and benefits of the robotics revolution are offered in the last section.


2.0 Standards as CATALYSERS 


The right kind of technical standards may catalyse industrial transformations with paramount consequences for society, life style and economic growth. Major examples in recent times are personal computing and telecommunications. The critical standards can be de facto standards as common in the computer industry or de jure standards as predominantly in telecommunications. The effect of such disruptive standardization is to replace vertical integration with horizontal integration. Vertical integration means that a single vendor develops the total product that is offered to customers e.g. as Boeing develops aircraft for airline operators. This makes for slow development, expensive products and consumer lock-in. Horizontal integration means that a vendor produces large amounts of similar components that via standardized interfaces can be combined into many different end-user products. End-user products consist of many commoditized components. A personal computer includes e.g. operating system, motherboard, graphics card, keyboard and hard drive. All these components are produced by many manufacturers with little qualitative differentiation and are easily integrated to a complete system by an integrator company or even a consumer. Horizontal integration leads often to rapid development of inexpensive mass-market products and consumer empowerment. The transition of an industry from vertical integration to horizontal integration is therefore also often a shift from linear growth to exponential growth. A prerequisite for the emergence of a horizontally integrated market is a foundation of components, prototypes and proof-of-concepts. The transition is catalysed by the emergence of de jure or de facto standards that enable sufficiently easy integration of total products that satisfy pent up demands. In this section we study an example of this kind of transition and examine the present status of the robot industry with respect to standardization.


2.1
The Personal Computer Transition

Many components and functions of what we now recognize as a personal computer (PC) were in place in 1980. The Commodore PET had a screen, keyboard and a tape recorder for data storage integrated in a single unit [1]. Other vendors had similar products. Yet sales and consumer acceptance were slow. A worldwide total of 724,000 personal computers were shipped by about two dozen companies 1980 [2]. The turning point for the personal computer was when IBM 1981 released an open PC architecture that quickly became the de facto standard. A few years later a host of firms shipped IBM PC clones largely built from third-party components. PC worldwide shipments reached 280 million units in 2009 [3]. Almost half of the homes in highly developed countries have a PC. 

The key driver for the rapid PC market penetration was the inadvertent establishment of a de facto standard for hardware and software. Personal computing was before 1981 a jungle of mutually incompatible products where core hardware, peripherals and software largely were specific for each platform. Software applications had to be crafted specifically for each platform. Few applications were hence available. All this changed when the industry leader IBM rushed to launch a PC and cut some corners in the development process by using an open hard-ware architecture and an operating system that also was available to competitors. Soon many competing products implemented the PC architecture that would become a de facto standard. A new software industry thrived on the expanding market for IBM PC compatible programs and transformed the PC to a ubiquitous and genuinely useful tool for work, communication and entertainment. Standardization also enabled a burgeoning industry of computer peripherals for gaming, communication, printing and many other purposes. In spite of the rapid increase in performance, ease-of-use and applications the cost of owning a PC actually decreased. 

From a consumer point of view standardization is noticeable as plug-and-play performance meaning that a new piece of software and hardware works with little or no configuration once it is installed. Because of plug-and-play integration even consumers lacking specialized knowledge and training can build a PC in a few hours – feat that would have been impossible without a standard. Military forces use PCs for many different tasks and benefit also from the reduced cost of information processing that ultimately is due to the personal computing revolution. To appreciate the power of standards-driven horizontal integration, consider how expensive a modern PC would be if hardware, operating system and applications had been developed by a military contractor according to the vertically integrated business model.


2.2
Robotics


The robotics industry of today resembles the computer industry before the 1980s. Multiple providers of vertically integrated systems offer incompatible and expensive problem-specific solutions. Architecture and interfaces are often closely guarded secrets. Any modularization applies typically only to the present provider’s portfolio. Customers suffer from systems that are hard to maintain and expand because of technical lock-ins. There are about 30 providers of industry robots but no integrating standard. The need for standardization is equally obvious for military, service and entertainment robots. 


Yet there are no fundamental technical reasons for not implementing a generic plug-and-play standard for robotics. Robots are similar to computers in that they include sensors (input devices), actuators (output devices), information storage and processors. Robot sensors overlap partly with computer and game console sensors but are more diverse with e.g. radar, ultrasound and tactile sensors. Robot actuators are also more diverse with complex arms for industry assembly robots, many types of locomotion for mobile robots and weapons for combat robots. Computer sensors and actuators are, however, also increasingly diverse and there is nothing in the broader span of robotic output and input devices that fundamentally prevents the application of plug-and-play technology. Robots must handle real-time operations but real-time operating systems and real-time applications are common also for computers and provide no insurmountable barrier against standardization.

The need for standards in robotics has often been pointed out by experts [4] [5]. So why is the robotics industry locked in a horizontal integration state that obviously hampers growth? One reason may be that the robotics industry, until recently, mainly catered to corporate customers that willingly pay premium prices for industrial robots that replace even more expensive human labour. The computer industry transition occurred when consumers and small businesses became an important market. In robotics we have just recently seen a rise of consumer service robots (e.g. vacuum cleaners) and entertainment robots that might herald that the robotics business is close to a similar transition point as the computer industry in the beginning of the 1980s. Secondly it might have been an accidental circumstance that an industry leader launched open PC architecture at the right moment. Robotics lacks a dominating industrial player that can enforce a de facto standard.


3.0 Emerging standards in Robotics


There are many types of standards that are relevant for robotics. The International Organization for Standardization (ISO) provides e.g. a. safety standard for robots in industrial environments [6] and the NATO Standardization agency supplies standards for UAV airworthiness (STANAG 4671) [7]. This section will, however, focus on representative standardization initiatives that address the key issue of plug-and-play integration of robots.  For the sake of brevity we overlook several important standardization and code reuse efforts including the Carnegie Mellon Robot Navigation Toolkit (CARMEN) [8] and the open-source project Player [9]. The seven emerging standards discussed in this section include major open-source projects, corporate initiatives, broad industrial collaborations and initiatives from the defence sector.


The Robot Operating System (ROS) [10] is an open-source framework for mobile robots. ROS emerged 2007 from a Stanford research framework and the driving force is California-based robotics start-up Willow Garage supported by more than twenty partners. ROS includes a peer-to-peer communication system connecting multiple heterogeneous nodes and processes and means for discovering and using services provided by processors, sensors and actuators. An expandable library of packages for relevant functions such as motion tracking, planning, locomotion and grasping ensures a continuous growth of functions. The main thrust is on UNIX-based systems but a broader support of other platforms is in the pipeline. There seems to be a considerable momentum for ROS in the open-source and academic communities and a recent review of U.S. robotics mentions ROS as the most promising emerging standard [4].


Orca is an open-source framework aiming at promoting re-use of robotics software [11]. It is agnostic of programming language, operating system and architecture. The Internet Communications Engine (ICE) [12] is used as a communications layer, for setting up a registry for service discovery and for managing components. Full Linux and partial Windows and MacOS support are available. The followers are mostly academic but include a few industrial users. The architecture independence and the policy of maximizing cross-platform interoperability at the expense of efficiency makes Orca more of a managed library of re-usable software components and less of a plug-and-play standard.


Sony has since 1997 touted OPEN-R as a standard for entertainment robotics [13]. OPEN-R is a centralized layered architecture where each component carries data describing its function, status and interfaces. Components register automatically with the central CPU thus allowing the robot to discover the present sensor, actuator and software configuration. Sony has since the launch vacillated between openness and protectiveness. This and the basically proprietary nature of OPEN-R have barred any wider industrial adoption.


The Microsoft Robotics Developer Studio (MRDS) [14] facilitates writing programs that concurrently handles multiple sensors and actuators in real-time. MRDS includes a visual programming environment and simulation tools for testing and visualization. Developed programs can be uploaded to robots provided that they run on-board Microsoft operating systems such as Windows CE. Means for hard-ware integration are not provided. This and the limited choice of operating systems discourage industry-wide adoption. The programming and simulation tools are the main benefits and MRDS are therefore presently mainly used for research and by hobbyists. MRDS could, however, be a forerunner of a Microsoft-based generic robotics platform.


The Object Management Group (OMG) develops enterprise integration standards including the Unified Modelling Language (UML) and the Model-Driven Architecture (MDA). The over 800 members include, Hewlett-Packard, IBM, Lockheed Martin, Microsoft, Nortrop Grumman, THALES and Unisys. The Robotics Domain Task Force (DTF) of OMG aims at extending OMG standards to robotics including both software and hardware and to increase interoperability in robotics by collaborating with other standardization organizations. The OMG program is supported by leading Asian players such as the Japan Robot Association (JARA) and The (Japanese) National Institute of Advanced Industrial Science and Technology (AIST). AIST has developed an open implementation of the OMG specifications [15]. The OMG Robotic Technology Component Specification describes a component model consisting of a platform-independent part and several platform-specific models. The platform-specific models include a model where components communicate directly and a distributed model employing CORBA-based middleware. DTF develops presently a standard for dynamic deployment and configuration of robotic technology components that will bring it even closer to the plug-and-play objective.


Space Plug-and-Play Avionics (SPA) is a set of standards primarily intended for rapid integration of satellites [16]. SPA is developed by the U.S. Air Force Research Laboratory and has been proposed for standardization to the American Institute for Aeronautics and Astronautics (AIAA). Each component in an SPA system includes a data sheet (xTEDS) containing a description of all commands that can be handled and all messages that can be produced by the component. The xTEDS is essentially a machine-readable manual for using the component. The components are connected with data transport means selected from a standardized set of specifications that includes the Universal Serial Bus (USB). A new component (e.g. a radar sensor) that is connected to a SPA system is automatically recognized by the other modules. An on-board processor could read the xTEDS of the new component, send commands to the sensor and subscribe to data generated by the sensor. The ontology supporting interpretation of component data sheets is presently limited to satellites but could be generalized to robotics. The SPA specifications are freely available with the exception of the ontology (Common Data Dictionary) that is needed for writing and interpreting xTEDS. Participation in standard development is, however, restricted to U.S. organizations and a few international partners working under bi-lateral agreements. From a technical point of view SPA has the potential to expand to a generic plug-and-play standard for robotics. Satellites include sensors, actuators, locomotion, navigation, on-board computing, energy management and communication just as advanced mobile robots. A broader ontology is needed and possibly an expanded set of communication specifications. The main hurdle is the restricted set of participants and the limited scope of the present effort.


The Joint Architecture for Unmanned Systems (JAUS) [17] was initiated by the U.S. Department of Defense and is presently developed by the Society of Automotive Engineers (SAE). JAUS takes a top-down service-oriented approach and covers presently two different levels of integration. The highest level specifies communication protocols between system components such as unmanned vehicles, payload and command and control systems. The second level handles interoperability between major subsystems of a mobile robot where each subsystem is understood to be a processing platform e.g. locomotion, sensor array and planning module. JAUS does not specify anything about architecture or implementation but is essentially a message-based protocol. Many extensions including human-machine interfaces and manipulation services are drafted. JAUS has a large footprint in U.S. and NATO military robotics but is not applied extensively in other industrial or in academic contexts.


4.0 Conclusions


From this brief review of current standardization initiatives it is obvious that the robotics community is well aware of the need for standardization and that many relevant efforts are in progress. There is, however, no leading candidate for a global plug-and-play standard. No industrial player is in the position of establishing a de facto standard as IBM once did for the PC market. Sony is too proprietary and Microsoft has at best a partial solution. Open source groups like ROS and Orca cater mostly to academics and fail to attract substantial groups of industrial users. OMG´s Robotic Domain Taskforce and Space Plug-and-Play Avionics are both focused on component-level interoperability. The former is more abstract and address the global robotics industry including major players in Asia while the latter is technically more specific but limited to satellites and avionics. JAUS focuses on system-level integration and impacts mainly on U.S. and NATO military robotics.


Several of the emerging standards could be merged to form a more complete and powerful option. The JAUS high-level approach could be combined with the component and hardware oriented Space Plug-and-Play Avionics. Alternatively JAUS could be united with the OMG standards as suggested in [18]. 


Few computer scientists would claim that the IBM PC-architecture is optimal or even was the best option at the onset of the PC-revolution. Yet it transformed the industry and changed society with consequences that still reverberates. Similarly we should note that a plug-and-play robotics standard does not need to be technically optimal or respect all particular interests and opinions. Many divergent forces resist standardization. Robot manufactures that are organized according to the vertical business model guard proprietary technologies. Academics are prone to prioritize technical optimization and will find faults in any proposed standard. Different industrial segments including space, defence, service, industrial and entertainment robotics have different requirements and traditions and there will always be arguments for specialization and adaption to the idiosyncrasies of the segment. Yet all parties would benefit enormously from a common standard. A strong integrative force such as government initiative might be needed for overcoming the diverging forces and catalysing a global standard spanning all relevant domains.


Establishing a robotics standard would not remove the need for hand-crafting military systems. For computers there is a segment for hardware and software that fulfils special military requirements of security, reliability, robustness and electromagnetic compatibility. Similar concerns will extend to robot components and systems. Antennas and other electromagnetic emitters must be integrated with care and knowledge because of electromagnetic compatibility issues. Flying and sea-going robots must comply with aerodynamic and hydrodynamic constraints. In spite of these and similar concerns it is obvious that a robotics plug-and-play standard would be instrumental for reducing cost and development time for advanced autonomous military systems. 


Military robots are presently mainly operator-controlled and used for surveillance, de-mining and for combat in low-intensity conflicts. Driven by a rapid evolution of generic robot technology military robots will be increasingly autonomous, capable, affordable and available. This could well trigger an arms race and destabilize the present world order by enabling an unpredictable development and spread of innovative military technology. Aggressive second and third tier powers could, as demonstrated by plentiful historical examples, lead the march into the new era. The robotics transition in military affairs appears to be inevitable but perilous and could increase the risk of armed conflicts. Ethical concerns related to the new technology are also significant [19].
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Introduction

Liquid crystal devices are being used in many non-display applications in order to construct small devices controlled by low voltage electronics without mechanical components.

In this work, we present a novel liquid crystal device for laser beam steering. In this device the orientation of the liquid crystal molecules can be controlled. A change in the liquid crystal orientation results in a change of the refractive index. When a laser beam passes through the device, the beam will be deviated (Fig.1) and the device works a prism.




Figure 1: Liquid crystal graded profile and laser beam deviation.


The main difference between this device and a prism is that in the device the orientation profile of the liquid crystal molecules can be modified so that the laser beam can be deviated a required angle: the device is tuneable. 


1.0
THE DEVICE

1.1
Manufacturing

The device consists of two patterned Indium-Tin Oxide (ITO) coated glass plates assembled in a sandwich-like cell filled with a nematic liquid crystal. 


The pattern is made up of high density (in the order of hundreds) transparent conductive ITO electrodes. The high resolution area is covered with a high resistivity coating (PEDOT), so interference problems are avoided.


Antiparallel homogeneous alignment is conditioned with rubbed nylon. Several cell thicknesses where tested. Although large steering angles can be obtained when thickness is high, the performance of the device becomes slower. The choosen cell thickness was 30μm, where good steering angles are obtained as well as good rise times. Thicker cells were also tested (60 and 150μm). 

Aligning the switching plane with the polarization plane of the incoming laser light, the LC orientation profile will deviate the laser beam towards the desired direction (Fig 2).




Figure 2: Scheme of the finished device.

1.2
Performance


A voltage gradient on the substrates generates a graded switching profile in the LC across the cell, and hence a graded refractive index profile. 

The profile becomes visible by placing the sample between crossed polarizers and visualizing the pattern interference colors. Liquid crystal orientation profiles are seen between crossed polarizers (at ±45º). 

In the laser beam steering setup only one polarizer is employed. The position of the ground voltage can be shifted along the plate so that the prism can be shaped differently, therefore obtaining a range  of deviation angles. 


If the device is manufactured with one patterned electrode and a backplane, it shows a beam deflection across one axis.

When two glass plates are patterned and aligned perpendicularly to each other, the beam steering may work in 2D (Fig 3).


		

		





Figure 3: The device using a single glass plate (left), two glass plates (right).


2.0
2D Laser Beam Steering Results

A range of different voltage gradients will result in a set of colored interference patterns to the device (Fig 4). When applying a gradient in a horizontal direction, a pattern of vertical bands will become visible and the laser beam will be deviated in the horizontal and vice versa.




Figure 4: Liquid crystal orientation profiles and laser beam deviations for a 30 μm thick device.

Fig 4. shows the different patterns that were obtained. Measured angles for the 30 μm working devices are about γ≈0.25º for each direction, i.e. γ≈0.5º in the whole range. 150 μm thick device are able to steer larger angles: γ≈0.9º for each direction, i.e. γ≈1.8º in the whole range.


One of the most appealing features of this device is that not only the laser beam can be deviated in horizontal or vertical directions but also that combining several voltage gradients different diagonal patterns can be also obtained. The figure also shows the laser beam deviations depending on the voltage gradient applied in each case.


An improvement for the future would be modifying the  pixelated structure, that will also allow for adding more electrodes which would make the switching profile tunable, which means the device could be employed as a lens as well. 

3.0
Applications

The device offers a high accurate control of the laser beam angle in two dimensions with low voltages (~10 V). Since it is an analog device, the maximum angular resolution achievable is only limited by the electronics. It has the great advantage of being all-electro-optical instead of the mechanical FSM, frequently used for fine pointing. 


The device will also allow the addition of a tunable lens function, so that the beam-divergence control can be integrated with the fine pointing, being the system a fully non-mechanical one. Such a device has a great potential in space applications and will be demonstrated within this project to test its capability within an actual free-space communication system or also an adapted device to be employed in a sun tracking system for solar cells in the solar energy industry.
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Introduction


Visual analytics is the science of analytical facilitated by interactive visual interfaces [1]. Visual analytics combines automated analysis techniques with interactive visualizations to facilitate reasoning and making sense of large and complex data sets [2]. A key component of visual analytics is information visualisation, which is the communication of abstract data through visual representations that simplify, aggregate and reveal important relationships [3]. However, information visualisation is just one part of the equation that is visual analytics. The ability to manipulate the data directly and to query and initiate analytic processes through that manipulation with the resulting information is the other major component of visual analytics [1]. Together, interaction, visualisation, and analytics, combine to create powerful tools for supporting the analysis and reasoning with large, mix-format, multi-source data sets.


We are interested in the application of tactile reasoning to visual analytics. We define tactile reasoning as an interaction technique that supports the analytical reasoning process by the direct manipulation of information objects in a graphical user interface (GUI). In a study by Maglio et al [4] they found that participants using scrabble pieces (individual alphabets on tiles) generated more words when they were allowed to manipulate the scrabble pieces than when they are not allowed to interact with the pieces. The act of tactile manipulation of the scrabble pieces, i.e. the ability to rearrange them, allowed the participants to form words that they could not form without interaction. Tactile reasoning, we therefore hypothesise, enables individuals to see patterns in visually presented data sets they might otherwise not see through the manipulation, rearrangement and other interaction with the information objects.

In this paper we describe the concept of tactile reasoning in the context of visual analytics, and the adaptive architecture needed to support it during real-time manipulation. We conduct our investigation through a lab prototype – INVISQUE – Interactive Visual Search and Query Environment [4,5]. INVISQUE provides an information visualisation interface coupled with a “reasoning workspace” that facilitates tactile reasoning. INVISQUE was funded by JISC to provide an alternative interface to improve information search and retrieval and sense-making in electronic library resource discovery systems such as the Emerald and ISI electronic journal databases. We have developed an adaptive architecture which underlies INVISQUE and supports the sense-making by providing the system with the capability to rapidly adapt to changing circumstances [6].


Originally intended to support tactile sense-making in the context of information discovery within the digital library space, INVISQUE and its tactile reasoning concepts can be redeployed to other domains that share characteristics such as complex, mixed media, multi-source data. Intelligence analysis is one such domain that in addition to the above, embodies the problem of uncertainty by being incomplete, out of sequence, of dubious reliability and contradictory.


The concept of a reasoning workspace within the domain of intelligence analysis speaks directly to the Pirolli & Card [7] model of intelligence sense-making (see Figure 1). Tactile reasoning techniques can aid in sense-making tasks such as shoeboxing, evidence filing, as well as the higher order abstract tasks of hypotheses formulation by allowing for dynamic manipulation of information to reveal hitherto unknown patterns, relationship between information or by showing a different facet of the information.




Figure 1: Pirolli & Card Model Of Sense-making [7].

The disruptive technology reported in this paper is the concept of tactile reasoning as we have applied it in the context of visual analytics. Tactile reasoning is best demonstrated though an interface such as INVISQUE as the interface allows the discovery of new patterns of relationship among the information that promotes sense-making. Relating back to the Pirolli & Card model, tactile reasoning has the potential to assist schematisation by assisting in logical reasoning by exposing patterns contains within the information that would not be visible but for manipulation. In other words, the technology and techniques so far has been mainly focused on the foraging loop of the Pirolli & Card model, by embodying the concept of tactile reasoning we are attempting to build technology and develop technique that allow us to support the sensemaking  loop of the Pirolli & Card model, as well as the foraging look.


The adaptive software architecture underlying INVISQUE is what allows us to quickly and dynamically adapt INVISQUE to work not only with different datasets but also in different domains. The chief benefits of the architecture is its ability to rapidly adapts to changes in dataset – both type, quantity, as well as incorporate wholly new types of datasets, add new functionality at runtime and also adapt to different requirements for presentation, as an important aspect of visual analytics is the ability to produce, present and disseminate the results of the analysis to communicate the information in the appropriate context to a variety of audiences [1]. As illustrated in Figure 2, in relation to the Pirolli & Card model, the adaptive architecture can strongly support the tasks involving external data sources, shoebox, evidence file and presentation. 
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Figure 2: How The Architecture Supports Sense-making.

The application of INVISQUE to other domains, including intelligence, is still at its infancy. Therefore, in this paper, we will focus on the application of INVISQUE in the domain of digital libraries.


The State of the Art


There are a number of information visualisation and visual analytics tools available today that aim to help users make sense of data. Commercially, companies such as I2 [8], Distillery [9] provide analysis tools Analysts Notebook and Analysts Desktop respectively, aimed squarely at the intelligence analysis. Other companies such as Tableau with Tableau [10], Visikio with Omniscope [11] and LiquiLight with LiquiMap [12] provide tools for information visualisation so new insights can be gained from altered perspectives for a more general audience such as retailers and even the general public. In addition, from academia come Georgia Institute of Technology’s JIGSAW investigative support visual analysis tool [13] and the Open University’s Cohere visualisation tool [14].


The software’s provided by these companies and institutions have two parts to them. The main emphasis for these tools is at the interface level where the information visualisation takes place and which allows users to interact with said visualisation to perform analytics. The second part is the architecture underlying the system that connects the usually self-contained, monolithic, information visualisation and analysis interface with data sources that supply the information for visualisation and analysis. The concentration of intelligence is also mainly at the interface level. All these tools have different visualisation and analysis interfaces, with each having their own advantages and disadvantages that cannot be readily compared without a proper study. However, the architecture of underlying these systems is much more easily explored.

The majority of existing software use the standard client-server architecture, which is a tiered architecture with a client (interface) and server (backend) [15]. The server side of the architecture can be further sub-divided and usually is to create n-tier applications [16]. Example of the use of client-server architecture include I2’s Analysts Notebook [8] when combined with I2’s iBridge or iBase data connectivity modules [17], LiquiLight’s LiquiMap [12] and Tableau [18]. 


On the other hand, Distillery Software’s Analysts Desktop uses an enterprise webservice model, i.e. a Service Oriented Architecture, for their forensic analysis tools [9]. Service Oriented Architecture (SOA) is a software architecture where functionality is grouped around business processes and packaged as interoperable services [19]. Variation of the SOA model includes Semantic-enabled SOA, which combines SOA with semantic technology such as ontology and proposition logic [20]. Open University’s Cohere visualisation tool has Semantic-enable SOA augmentation [21].


Unlikely the others, JIGSAW is built on the Model-View Controller (MVC) architecture [13]. MVC separates the model of business from the “view”, i.e. the interface, and the controller that allows that manipulation of the “view” [22].  As such, the underlying paradigm of the MVC architecture is idea that “model” has a longer life-span then the interface that is used to interact with the model [22]. As a result, separating the model from the view and then using the controller to manipulate the view enables the view, aka the interface, to be more easily altered and upgraded [22].


Client-server, SOA and MVC architectures are all modular architectures with SOA being a distributed architecture that strings together functionality from diverse sources. However, they are also static architectures. Even MVC largely only promotes the changing of the “view”, i.e. the interface, and that cannot be done at runtime. The approach being proposed in this paper differs from existing tools in being supported by an adaptive architecture. An Adaptive Software Architecture is an architecture that changes its structure based on use and demand [6]. Adaptive Software Architecture from the basis of self-adaptive software [6]. Advocates of the architecture propose adaptive software based on adaptive software architecture to be the key to achieving the goal of retaining full application plasticity throughout the software’s lifecycle and that are as easy to modify on the field as they are on the drawing board [6]. This allows for the overall system, and not just the interface, to be intelligent and support the user in their sense-making process.


Tactile Reasoning & Reasoning Space


Tactile reasoning is a term that we coined to embody the concept of supporting analytical reasoning through tactile manipulation of information objects in a GUI. As stated in the introduction, past research with scrabble pieces has shown that tactile manipulation can lead to better sense making and reasoning [23]. Significantly, the findings of previous scrabble experiments indicate that manipulation assists in greater word generation in sets that are marked low frequency [23]. To generalise this finding, manipulation assists in finding patterns among information in situation where the patterns are not obvious. In other words, tactile reasoning and interaction offer a visual context for triggering associations based on ones frame of reference [24], “Frame” - a data-structure for representing a stereotyped situation that is stored in the users memory [25], as well as the users mental model [26] and perceptions based on said mental model [27]. However, tactile reasoning requires a “reasoning workspace” on which the pieces of information that are being used for reasoning can be interacted with. For example, a table top on which rests the pieces of the jigsaw puzzle the person is trying to solve. Shown in Figure 3, our tactile reasoning space is INVISQUE. 



Figure 3: INVISQUE Interface With One Information Cluster.

As mentioned in the introduction, while applicable to different domains, the current domain of application for INVISQUE is the digital library domain. Within this domain, INVISQUE represents a departure from traditional methods of displaying retrieved information from simple keyword search and an equally radically different method of interpreting, exploring and making sense of the returned result set to discover the required piece of information. 

Within the scenario of a library, the required piece of information would be one or more information resources such as journal articles and books, with the purpose of the search being to discover relevant information that is not mere recall and retrieval, as characterized with knowing that a paper exist and simply locating it, but the more complex task of information discovery with an imperfect or no understanding of what is available [28]. There is an added caveat that while the information seeker is not aware of what is available, they do have a perspective [27] and frame of reference [24] which informs their information seeking. They are, in other words, looking for particular pieces of information and will not accept just any piece of information. It is because of this latter situation where the tactile reasoning space provided by INVISQUE is of paramount importance.


Currently, the result of information searches in both the library space is presented as a list on which the only manipulation possible is sorting. INVISQUE departs from the status quo of information retrieval interfaces by displaying the “list” of returned results as a series of cards that at a glance present a highlight of relevant information. The cards can be rearranged spatio-temporally along X-Y axis (with the Z axis to come), dragged and dropped to be rearranged in new groups or clusters, they can even be removed from the screen entirely if deemed irrelevant or marked as being highly relevant. All these manipulation assists the user the in the sense making process and facilitate information discovery in the digital library domain with the underlying architecture coming into play to make the overall INVISQUE system more dynamic and adaptive to changes. 

The Adaptive Architecture


The key component of the INVISQUE Adaptive Architecture is the Architecture Control and the Rules Engine that dictates the behaviour of the Architecture Control. This is what gives the architecture its intelligence. The system dynamically changes structure by the Architecture Control selecting needed modules from the module repository and orchestrating them either on the Data Visualization and Analysis Layer - to provide information visualization and analysis capability, or the Data Connectivity Layer - to provide access to a required data silo. The two layers are linked by the Transient Homogeneous Data Pool, which frees the Data Visualization and Analysis Layer and the Sense Making Space from having to concern themselves with the structure (or lack thereof) of the data as it sits within its native data silo. However, the data pool connecting the two layers is “transient” and is designed to be able to give direct access to the data in its native form, as it sits within its native silo, should it be required to do so for any reason. The INVISQUE architecture is illustrated in Figure 3
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Figure 4: INVISQUE’s Adaptive Architecture.

This adaptive structure makes the system dynamically scalable and gives the overall system the ability to adapt to changes in data load, data characteristics and most importantly, dynamically adapt to incorporate new functionality such as the ability to read new types of datasets and present the results of analysis in novel manners that may be required by new demands being placed on the presentation of the result of the sense-making process. 


In addition, the embedded intelligence has the potential to track conclusion pathways, paths taken to arrive at the conclusion as well as the path that lead to dead-end. The system can track and compile provenance information that can be used to create the ‘conclusion pathways’ that trace the way information is used in the evidential reasoning process and in each conclusion. These conclusion pathways are audit trails based on provenance information, and will be able to provide answers to the question “How did we get here?” by re-tracing or re-playing the steps in the reasoning process.  This is a question often asked in the intelligence community, where how an analyst arrived at a conclusion is as important as the conclusion itself. 


The adaptive architecture does not create a recommendation system and will not guide the user in this respect. It is, however, a form of intelligent system that creates a feedback loop between the system and the user that enable the whole system to change in response to the demand the user places on them. For example, going back to the digital library example, at the beginning of the information seeking process – a PhD student might start by performing a search on the name of their supervisor. From there, the student would slowly start expanding their search by searching on the co-authors of their supervisor, the authors who their supervisor cited, the authors cited by the authors cited by their supervisor and before long, as illustrated in Figure 5, the student has a number of clusters of information and is seeking to explore relationships between them.




Figure 5: INVISQUE with Two Information Clusters.

In Figure 5, we are just showing two clusters of information on the INVISQUE reasoning workspace with the fade, focus and a purple outline showing the relationship of objects within the two clusters. However, embodied in the INVISQUE concept is the idea of an infinite canvas on which records of the order of magnitude of 120 million can be displayed. This type of dynamic scalability requires a system that can dynamically adapt to the demand of going from 8 records to 120 million records.

Conclusion


In this paper we have outlined INVISQUE, a reasoning workspace with an adaptive architecture through which we are exploring the concept of tactile reasoning in the sense-making process. INVISQUE has been applied to the digital library domain. We are currently investigating how INVISQUE can be used in intelligence analysis. We believe that the concept of tactile reasoning, supported by a reasoning workspace with an adaptive architecture supporting steps in the Pirolli & Card model would benefit the intelligence community by devising new methods and tools for investigative analytical reasoning. We are currently investigating the validity of this hypothesis.
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Abstract 


Identification and tracking of objects in specific environments such as harbors or security areas is a matter of great importance nowadays. With this purpose, numerous systems based on different technologies have been developed, resulting in a great amount of gathered data displayed through a variety of interfaces. Such amount of information has to be evaluated by human operators in order to take the correct decisions, sometimes under highly critical situations demanding both speed and accuracy. In order to face this problem we describe IDT-3D, a platform for identification and tracking of vessels in a harbour environment able to represent fused information in real time using a Virtual Reality application. The effectiveness of using IDT-3D as an integrated surveillance system is currently under evaluation. Preliminary results point to a significant decrease in the times of reaction and decision making of operators facing up a critical situation. Although the current application focus of IDT-3D is quite specific, the results of this research could be extended to the identification and tracking of targets in other controlled environments of interest as coastlines, borders or even urban areas. 


1.0
Introduction


The growing terrorist threat, illicit use of infrastructures, cargos theft under low surveillance conditions or the uncontrolled entries and departures of ships along coastlines are some examples of critical events requiring a continuous monitoring and identification of targets. In particular, research actions regarding this last issue have been classified as a priority by the European Programme for Surveillance of Borders, Coastlines and Harbours (SOBCAH [1]). 


This is also the case of leisure, commercial and especially, military ports where precise information about specific events is required to support decisions and define responsibilities. Currently, anomalous behaviours in this kind of environments have to be detected and evaluated by operators using a large number of systems, such as video-cameras, radars and AIS track data. Research activities and system developments intended to improve the management and control of ships traffic and moorings are, therefore, extremely valuable. 

Previous approaches to this problem aiming to provide a unified representation of critical events (e.g. in a coastline environment [2]), can be found in literature. A common weakness, however, still remaining in available solutions is the lack of an intuitive 3D user interface (the most advanced of them are based on quite limited 2D GUIs). 


The feasibility of applying advanced 3D user interfaces in order to manage and efficiently visualise real-time events and environments has been previously studied by the authors in [3]. Through the research described in this paper, the authors aim to continue reinforcing the assumption that real-time visualization of fused data over intuitive and user-friendly 3D interfaces enables an increased situation awareness over critical events involving a great amount of variables and reduces the related times of reaction and decision making.


We therefore purpose IDT-3D, an integrated platform aimed to automatically identify and track a set of events and targets of interest that take place or move within a controlled environment. For the visualization of these events, a unified 3D user interface has been implemented based on the virtual representation of the environment. The dynamic virtual scene is built (and continuously updated) over fused data collected from two major sources: the Automatic Identification System (AIS [4]) and the video surveillance system, which comprises a set of cameras deployed across the monitored area. 

In order to provide a comprehensive description of IDT-3D functionalities and components, we have structured this paper as follows: Section 2 presents the initial requirements considered to accomplish the design and development of IDT-3D. Section 3 introduces the platform architecture. Sections 4 to 6 describe in detail the three major components of IDT-3D: the monitoring, information management and 3D visualization modules, respectively. Finally, some conclusions and future challenges are discussed in Section 7 and Acknowledgments and References are presented in Sections 8 and 9, respectively.


2.0
INITIAL REQUIREMENTS


The objective of the research project supporting the development of IDT-3D was to provide a unified, intuitive and realistic real-time representation of targets and events moving/taking place within a controlled environment (i.e. infrastructures, refineries, seaports, security perimeters...), in order to increase the situational awareness of security operators over the monitored area. In consequence, the platform was aimed to: 


· gather and process a wide variety of distributed multi-sensor data; 


· coherently correlate and fusion the multimodal data received; 


· identify and classify targets, detect critical events from the analysis of fused information and generate the corresponding warnings and alarms; and, 


· provide an enhanced real-time 3D visualization of the monitored scene through a Virtual Reality user interface accessible from any point of the network. 


In the project, a demonstrator based on a shore scenario that accurately represents the harbor of Cartagena (Spain) and its surrounding relief was implemented for validation purposes (see Figure 1). 



Figure 1: Harbor of Cartagena: (a) Aerial view, (b) 3D model. 


The following set of initial conditions was defined:


- Track data sources: Two data sources have been considered: (1) The AIS system (Automatic Identification System), that allows ship vessels to communicate their position and other specific data in real time; and, (2) A video surveillance system made up of a set of long range high resolution fixed cameras distributed along the coast (strategically situated to maximize coverage over the area of interest). 


The first source is intended to be used to obtain specific data of the targets (e.g. size, speed bearing, etc.) and the second one, to provide the video stream image that will be further processed and analysed for detection/identification of critical threats (e.g. unidentified targets, risk of collisions,...), incoherencies, etc.


- Ship classification: a general catalogue of ship vessels categories based on international European standards was adopted for classification (see Table 1). Two sequential levels are available: the first one allows a gross classification considering the general purpose of the vessel while the second one provides more detailed information about its type, shape and specific activity. 


Table 1: Ship classification levels.

		Classification Level 1

		Level 2



		Type 1

		Merchant

		Cargo ship



		

		

		Tanker



		

		

		Tanker (Dangerous cargo)



		Type 2

		Passengers

		Passengers



		

		

		Passengers – high speed



		

		

		Leisure



		Type 3

		Fishing

		-



		Type 4

		Services (including port services) 

		Tug boat



		

		

		Port Services



		

		

		Save&Rescue



		

		

		Offshore 



		

		

		Special-purpose



		Type 5

		Gobern / Academy

		Militar - Navy



		

		

		Militar - Submarine



		

		

		Coastguard



		

		

		NOAA



		

		

		Research (hydrographic, ocean, etc.)



		

		

		Nonprofit (Hospital entertainment, activist)



		Type 6

		Unknown

		-





- Critical features: a set of ship features of interest for identification and security purposes were defined to be enhanced through the 3D user interface. These features are considered to provide relevant information about vessels in terms of security and, in consequence, must be evaluated with precision and in a short time interval by the human operator (see section 5). These critical features include ship position, bearing, speed, color, dimensions and nationality. 


- Other features of interest: detailed information provided by the AIS system is also displayed by request (as required by the operator) using a contextual menu.


3.0
SYSTEM architecture


IDT-3D architecture comprises three main elements (see Figure 2): the Monitoring Module, the Information Management Module and the 3D Visualization Module. The communication among system modules has been implemented following the publishing&subscribe model oriented to application services. In particular, the framework used has been the Windows Communication Foundation (WCF [5]) that enables secure transactions between the different components [6]. This scheme makes possible to easily expand the platform in the future to include other type of scenarios and functionalities. 



Figure 2: IDT-3D architecture.

The most relevant functionalities and components of IDT-3D modules are described as follows:


- Monitoring Module: This module is responsible for collecting and preprocessing the data coming from each source in the real scenario. As it has been previously stated, AIS and video surveillance systems are currently used in the platform for track data acquisition.

- Information Management Module: This module processes and fusions the information data coming from the different elements of the Monitoring Module. Grid computing techniques have also been applied to improve user comprehension of valuable information concerning the controlled environment (a previous work successfully applying this technology to vessels monitoring is described in [7]).

This module is comprised of two major components:

· The analysis, estimation and alerts system aimed to detect critical events; and,


· The data fusion system oriented to integrate information data associated to each target being monitored through different sources. Afterwards, this fused piece of information can be visualised in a unified way with independence of its original source.

Data tracks coming from the AIS and video surveillance systems can reach the information management module at random intervals. In contrast, the information management module has been designed to provide fused update messages containing all the available information related to ship features and alerts at regular intervals.


- 3D visualization Module: This module generates the 3D model aimed to represent the real environment providing the baseline scenario for the unified visualization of monitored targets and events. The visualization is intended to be dynamic, both in real time or using stored data for retransmissions and to provide additional valuable information and critical data concerning those targets and events in an intuitive and graphical way. The main components integrating the 3D Visualization Module are:

· Base scene, comprising the 3D representation of the maritime environment, the earth infrastructures and the surrounding relief of the harbour of Cartagena (Spain).


· Dynamic object-relational database, containing 3D objects and scripts associated to each type of monitored target and critical event, plus generic objects/animations used to represent targets unidentified or pending of characterization.


· Rendering and modeling system, whose functions are: to receive and process output data from the fusion and analysis, estimation and alerts system; to guarantee the coherence and synchronization between real targets, events and critical characteristics and their corresponding representation in the 3D model;  and, to support on-demand visualization of off-line sequences, contextual information, alerts and alarms.

The following sections provide a detailed description of each IDT-3D module and their most relevant components.

4.0
MONITORING MODULE 


As mentioned before, two monitoring frameworks are responsible for collecting track data in IDT-3D: the AIS communication system and the video surveillance system. Both of them work in an independent way to capture and provide relevant features concerning the monitored targets. In this section, a brief description of the monitoring technologies involved is provided. Some considerations regarding the final implementation and integration with the complete platform are also discussed.

4.1
AIS Communication System


AIS devices are on board broadcasting systems that allow ships to communicate their position, among other relevant data, in real time. They act in a similar way to a transponder, transmitting the information in the maritime VHF band with a capacity of over 4500 reports per minute and updates every two seconds.


One of the main features of AIS technology is the message delivery protocol. This system sends different type of messages depending on the data to be updated, increasing the difficulty of the fusion module to count on a queue of historic messages during the operation process. In order to guarantee the scalability of the platform in terms of the integration of new types of information sources, in IDT-3D the functionalities of the AIS system have been encapsulated into a control driver providing a unified data model. This solution also allows working with more than one AIS system simultaneously, as it is shown in the next diagram (see Figure 3).
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Figure 3: AIS system integration in IDT-3D platform.

The information gathered from the AIS system is transmitted to the information management module using the publication&subscribe model. From this data, some of the most important fields are the MMSI (Maritime Mobile Service Identity), the ship type code and several course-related parameters to be updated in real time in the virtual scene (e.g. latitude, longitude, speed, course, etc.). 


4.2
Video Surveillance System


The video surveillance system comprises a set of cameras strategically deployed to cover the controlled environment. The gathered video signals carry a great amount of information that can be extracted using a variety of image processing techniques. The majority of these existing techniques are aimed to detect movement and presence, not taking advantage on the rest of features available in the image.

A major challenge in IDT-3D has been to provide a platform able to work efficiently under heavy load conditions. In order to overcome the limitations imposed in this sense by the resource and time intensive video signal processing required for features extraction, we have divided the work load into separated processes called graphs, which are executed in different computers (see Figure 4). 
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Figure 4: Graphs communication diagram.

We have also implemented a ‘sender’ and a ‘receiver’ filter over a DCOM (Distributed Component Object Model) in order to support data communications among graphs. The first one allows graph 1 to transmit the video stream to the network while the second one is responsible for receiving the signal in graph 2 to continue the video process.


The different filters taking part in the video signal processing have been implemented using Microsoft DirectShow multimedia framework. This technology is built upon the mentioned DCOM model and is directly supported by both the operating system and hardware manufacturers through their API interfaces. This issue is very important to guarantee scalability and maintenance in the future and has shown to behave efficiently during the different tests performed within the project.


4.2.1
Video Signal Processing


The video captured by the surveillance cameras has to be treated conveniently so relevant data and features can be extracted from it. In this phase, one of the most important challenges faced during the project was the insufficient quality of the image resulting from the important degradation effects introduced by adverse atmospheric conditions restraining visibility in the monitored area.


In IDT-3D we implemented the following filters in DirectShow framework in order to improve image quality:


· Genetic algorithms: from the multiple techniques and filters developed during the last decades to improve image quality, it was necessary to find the most suitable configuration providing the best results at every moment for the specific conditions of our application. After a comprehensive evaluation, we have selected a genetic algorithm to achieve this goal. During the process, the image is classified using a quality function and the best configuration of filters (genetic operators) is chosen depending on the final score (see Figure 5).

· Vibration stabilizer (Deshaker): cameras are forced to work under difficult conditions that produce vibration in the captured image, mainly because of wind presence. To solve this problem, a filter aimed to stabilize possible vibrations has also been implemented. The filter compares consecutive video frames to automatically detect the amount of vibration produced and generate a panoramic image of the scene surrounding the objects. Extracting features from a video stream pre-processed with deshaker has resulted much easier and given more accurate results than without the filter.  



Figure 5: Image enhancement with genetic algorithm.

4.2.2
Univocal Detection


Once the image has been processed using the previous filters, every frame is analysed in order to detect and classify each vessel. As a result, a set of objectives are identified within the field of view of each camera, bearing in mind that one objective can be seen by multiple cameras at the same time. The collected data corresponding to each of these objectives is stored in objects called tracks.


The detection is accomplished by a DirectShow filter called Track Generator following the workflow shown in Figure 6. The video image coming from the camera is filtered (ItemsDetector) to separate a set of characteristic points (foreground) from the rest of the scene (background). To solve the problem related to the different image sizes for each camera involved, the stored position in 2D coordinates is then converted to relative percentages of the image by the TrackCreator block.  
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Figure 6: Block diagram of the TrackGenerator Filter.

As soon as all the objectives and associated tracks have been identified, they are sent by the TrackSender block to the multi-camera tracking module to calculate the spatial coordinates. Optionally, they can be highlighted and visualised directly in the video image as seen in Figure 7.



Figure 7: AIS system integration in IDT-3D platform.

The procedure used in the TrackGenerator filter for classification and detection has been implemented in three separate phases:

· Highlighting: image noise and redundancy is reduced using highlighting techniques. The applied techniques are decided using genetic algorithms that can vary from contrast stretching, equalization and filtering, shadow correction and noise reduction.  


· Feature Detection: the image is analysed to find relevant patterns that help to determine regions of interest (ROI). This way the available information to optimize the classification process is reduced. For this task, the SURF (Speeded Up Robust Features) algorithm has stood out to be the most appropriate in terms of speed and efficiency.

· Pattern classification: the detected objet is compared with a database of previously identified ships. When a match is found, the detected object is grouped in a ship category accordingly. The classification method is based on using random trees optimized with boosting techniques that assign a probability value to each possible candidate.


4.2.3
Multicamera Tracking

This task is focused on tracking the ships that have been detected in the video signal coming from one or more cameras of the surveillance system. Within the general architecture, it has been implemented inside the Optronic Driver (see Figure 8). The most important functionalities of this driver are:

· Communicate with each camera to receive the tracks associated to the detected objectives. 


· 2D track data coming from the univocal filter attached to the cameras are converted using triangulation techniques to 3D world coordinates of latitude, longitude and altitude for every objective detected.


· Organize and store tracks. At this point, several camera tracks can be related to the same objective, so this filter has to verify and arrange the detected objectives for each camera track.


· Send the resulting tracks so the new information can be considered by the rest of the modules of the architecture.
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Figure 8: Video surveillance system integration in IDT-3D platform.

5.0
INFORMATION MANAGEMENT and data correlation


The architecture of IDT-3D is based on the “net centric” concept, where data can be physically located at any point of the network at a given time. The basic element of this architecture is the concept of driver, which is responsible to obtain the data from the sensors and to distribute it in a unified format among the nodes of the system. 


The fusion driver is responsible for receiving the data from the different information sources and for merging that information so that it can be published to be used and visualised by the rest of the platform components. A great effort in this project has been made to support the integration with new sensor providers, so for the task of fusing the physically distributed data, a regular algorithm based on Euclidian distance has been used. The following diagram shows the communication established between sensors and the fusion driver in IDT-3D platform.
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Figure 9: Video surveillance system integration in IDT-3D platform.

The other major functionality of the information management module is to analyze the consistency of the data received by the driver and generate alerts in case a critical event is detected. For this purpose, a list of sensible events to be identified by the platform has been implemented in IDT-3D:


· Collisions: given the current state and course of two identified vessels. 


· Tracking failures: caused by losses of coverage of an objective from a sensor (sensor failure or out of range) and its automatic recovery.


· Course estimation: for any objective the future course it would take based on the current speed and bearing (example, detect the disembark area).


· Access to restricted areas: in case a ship is found to enter or exit a special region previously classified with restriction access.


· Inappropriate speed: or velocity to be found out of range.

As not every stated event has the same need of situational awareness, depending on the generated alarm the functionality was finally decided to be implemented whithin the information management module or the motoring module. For instance, collisions detection, access to restricted areas or inappropriate speed need to operate with all the information available from sensors, so it is reasonable to implement these functions at the fusion driver. On the other hand, tracking failures has been developed within the monitoring module in order to provide the necessary intelligence for avoiding duplicating objects that could have temporally disappeared from the system database for any reason.


6.0
3d Visualization MODULE


The 3D visualization module comprises the following elements: the base scene made up of the virtual 3D model of Cartagena seaport, its surrounding relief and the water plane; the dynamic object-relational database containing a variety of 3D objects and scripts representing each type of vessel and its associated features; and, the rendering and modelling system, aimed to represent the monitored targets and events in real time through the 3D visualization interface. The following sub-sections describe the implementation details and functionalities of these three elements supporting the 3D unified real-time visualization of the monitored targets and events.


6.1
Base Scene


The 3D model representing the real environment of the harbour of Cartagena was created using 3DStudio Max 9 (Autodesk), an advanced design tool supporting the creation of 3D contents. The modelled objects can be exported using a plugin provided by 3DStudio, in a compatible file format suitable to be imported from Virtools, a powerful 3D visualization and development tool.

The scene consists of three main elements: the water plane, the harbour infrastructures and the surrounding relief and shore. The first element has been developed using a 2D plane and applying to its material a set of textures and a shader. Using this technique, a very realistic result is obtained with a low computational cost (see Figure 10).




Figure 10: Water plane.

The other two elements of the scene have been built using cartographic maps and satellite images. The coexistence within the seaport of military and civil facilities conditioned the availability of high resolution orthoimages. Finally, lower resolution images had to be used for the military section of the harbour.


The original maps corresponded to a square area including the sea; therefore the next step was to remove the mesh of information with no interest. High quality textures were applied afterwards to the resulting mesh to generate a realistic composition, as shown in Figure 11.




Figure 11: Mesh simplification and texture details.

The same process was applied to the harbour. It was divided in sections to facilitate the adjustment of the high resolution textures, using UVW coordinate maps. The process is depicted in the next sequence of figures.



Figure 12: Harbour of Cartagena: (a) Mesh, (b) Sections, (c) Textures.

Finally, the three components of the base scene were integrated obtaining a realistic representation of the real environment, as shown in Figure 13.




Figure 13: Integrated 3D model of the base scene.

6.2
Dynamic Object-Relational Database

IDT-3D database is filled dynamically with the targets detected in the scene. Each row contains the following data: type of vessel, track ID, position, speed, course, name, dimensions, color, nationality and functional scripts associated to the type of vessel (see Table 1). 


Initially, the system has a table containing a list of ship categories and their associated features. This generic data will be replicated in the target database and updated every time a new element is detected in the scene. 


As a great number of targets can be present in the scene simultaneously, the 3D models representing them were developed as simple as possible in order to minimize the computational cost and to keep a good frame rate during execution. One specific 3D object representing each vessel category was modelled, plus a set of generic objects representing unidentified targets. To discriminate among vessels of the same category and represent a variety of visual features, the following graphic elements were implemented:


· Speed: a vessel speed relative to the fluid in which it travels is measured in knots, varying from 0 to 102 knots. In IDT-3D, a particles system effect is used to simulate the wake of the ship, increasing or decreasing its length and intensity according to the vessel speed (Figure 14).



Figure 14: Speed representation.

· Color: although every 3D element has more than one color, when the platform detects one predominant color the target database is updated and the texture applied to the model changes dynamically. A sequence of textures for each vessel type has been built (see Figure 15(a)).


· Nationality: another relevant parameter is the vessel nationality, identified within the platform with a flag number that is used to calculate the coordinates of the graphic representation inside a flag database. 


· Dimensions: once known, the size of a vessel is invariant and its representation in the 3D model will be scaled according to the observer point of view. However, the size of the flag attached to the vessel has associated a zoom effect, in order to allow the identification of nationalities of all the ships present at the scene from a panoramic view.





Figure 15: (a) Sequence of textures, (b) Nationality, (c) Flag resize.

Finally, as shown in Figure 16, is possible to select every 3D object in the scene in order to visualize in detail the associated relevant information stored in the target database. When the user points to a given element, a green mask is automatically applied indicating that the object can be selected. Likewise, a selected element is highlighted in red. The interface displays the contextual information using a pop-up window.




Figure 16: Vessel selection.

6.3
Rendering and Modelling System

The rendering and modelling system guarantees the correct real-time execution of the virtual scene implementing a set of algorithms that support the following functionalities: receive notification messages about new elements or features detected and parameters updates; update the database and the virtual scene according to the actual state of the composition; and, provide the required tools to support the navigation through the virtual scene. 

As can be seen in Figure 17, the system receives periodical tracks data and parses the information to be stored and visualised. If the elements belong to the target database then the system updates the information, otherwise a new element is created from the generic database and stored in the target database. Finally, the updated scene is displayed.




Figure 17: Diagram of elements representation and update.

On the other hand, the navigation through the 3D scene allows total interaction with the virtual model using different hardware inputs. According to the preferences of the user, the navigation can be accomplished through a mouse and keyboard, a joystick/PAD or any other control device available. 


6.4
The integrated 3D visualization module


The most relevant functionalities supported by the integrated 3D visualization module can be summarized as follows:


· Free spatio-temporal navigation and viewpoints: The user is able to navigate through the 3D scene as in a videogame; this allows visualising a target or event from any perspective, avoiding the “blind angles” of the video surveillance system. Additionally, the interface supports the definition of fixed viewpoints and the automatic selection of one of them in order to easily move from one sight to another. 


· Embedded video: The video cameras deployed across the monitored area have also been represented into the 3D model and the corresponding video signal can be visualised as desired, both in streaming or from a recorded sequence (see Figure 18).


· Detailed data visualization: A contextual menu providing a list of values and features associated to a selected target can be deployed at any time by the user (see Figure 16). 

· Warnings and alarms: The system is also able to generate warnings and alarm messages and to visualise them through the interface using graphical effects.



Figure 18: Video signal embedded into IDT-3D interface.

Figure 19 shows several perspectives of a 3D scene representing a hypothetic situation simulated during the in-lab validation of the 3D visualization module. Once accomplished the integration of the platform, current efforts are focused on its validation with final users.




Figure 19: Perspectives of a 3D scene representing a simulated situation.

7.0
Conclusions


This document has described the implemented functionalities and general architecture of IDT-3D, a platform focused on the identification and tracking of ship vessels in controlled environments. The emphasis is on the novel and advanced but also highly intuitive 3D user interface, aimed to represent the real environment and to visualize in a unified way fused information concerning a set of monitored targets and events.

The main goal of the project has been to study the major challenges and technical feasibility of this new approach for monitoring issues. In consequence, once completed the development and integration phases, current efforts are focused on the validation of the demonstrator with real users. Some preliminary results from this phase point to a simplification of procedures and a decrease in the number of steps to be executed by an operator in order to identify a given event requiring his attention. Likewise, this also suggests an impact in the times of reaction and decision making. 

IDT-3D functions are supported by an open and scalable architecture in which the AIS and video surveillance systems have been proved to work properly using WCF technology to communicate the different modules. This modular architecture can therefore be easily scaled up in order to integrate other sources of information such as traffic radars, sonar equipment or other control systems like GMDSS or Lloyd’s and to support almost any other kind of monitoring technology in the future. 


Likewise, the application of IDT-3D as a unified tool for identification and tracking of specific targets can be of interest to other controlled environments as refineries, frontiers, airports and sensitive infrastructures in general, as well as to secure military installations, controlled perimeters and in general, any surveillance application in which situational awareness and times of reaction and decision making be critical.
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Abstract

HUMINT reports, as well as all other kinds of texts, can be pre-analyzed automatically in order to identify those items containing information about a specific problem of interest. Automated pre-analyzing tools often use deficient techniques of keyword spotting. However, automatic text analysis supported by linguistic principles offers techniques leading to more precise results. In this paper we present such a system tailored to the pre-analysis of HUMINT reports for automatic threat recognition. The paper discusses the components of our system and how they meet the requirements of the military domain. As a conclusion we show how indicators and their triggers can be defined in the system to tackle the problem of scattered information pieces and information overflow. 


1.0
Introduction

The success of military operations of all kinds (battlefield, anti-terrorism, peacekeeping, disaster relief) relies on information [1]. Commanders must be aware of the current situation, they have to understand it, and they have to grasp a sense of how the situation might develop. In the past, critical pieces of information often were not available and today they are often hidden in the haystack of gathered sensor data, SIGINT data, HUMINT reports, and open sources. The huge amount of these data can no longer be processed solely by human reconnaissance specialists. It has to be pre-processed by automatic means in order to reduce the number of items the human experts check. This means that, given a specific problem, systems have to check for information pieces that may be relevant to tackle that problem. Then, the human experts can analyse the promising information pieces to find the pearls sought after. With respect to texts, which may be reports written by members of one’s own forces or web pages of possible opponents, the automatic pre-processing often is limited to keyword spotting. However, the field of computational linguistics offers tools that, when combined, allow a more potent and more precise automatic text analysis.


In this paper, we will present such an approach. We will discuss how to analyze texts and how to represent them formally by applying the techniques of “Information Extraction” (IE), and ontology-based “Semantic Role Labeling”.


Then we will show how ontology-based precise searches can be performed on the text representations to allow automated threat recognition. As a conclusion, we will discuss what was needed for those precise searches and how this approach might enhance searching in huge amounts of texts in general.

2.0
Information extraction


Automatic text analysis starts with a sequence of processes that constitute the so-called processing pipe of information extraction (IE) [2]. IE is the process of extracting limited kinds of semantic content from texts. The University of Sheffield provides a freely available open-source tool called GATE (A General Architecture for Text Engineering / http://gate.ac.uk/) [3, 4]. GATE offers a toolbox to build standard IE processing pipelines. These pipelines can easily be adjusted according to one’s needs. In our case those adjustments were carried out with military application in mind. Most of the texts to be analyzed are HUMINT reports and open sources that deal with operations or the region in which those operations are executed. In the following paragraphs, we will point out what we have done to adjust standard tools and algorithms to that field of application.


In general, an IE processing pipeline consists of at least the following processing modules: tokenizer, gazetteer, sentence splitter, part-of-speech tagger, recognizer for named entities, and a parser. A module for semantic role labelling can be attached at the end of that pipeline.


The tokenizer determines individual tokens of the text, i.e., single words, numbers, abbreviations, and punctuation marks. The gazetteer then compares the tokens to elements of several lists which contain names of various types. There usually are at least a list of person and organization names and a list of names for relevant geographic entities, e.g., countries, provinces, towns, villages, rivers and the like. Obviously, these lists have to be adjusted to the kind of texts to be analyzed. Tokens matching an element in one of the lists will be annotated with the respective type, e.g., “Oslo” might be listed in the list of city names. As a result, the word token “Oslo”, appearing in a text, will be tagged as “majorType = location, minorType = city” (cf. figure 1).



Figure 1:  Word token “Oslo” is annotated “majorType = location, minorType = city”. 

After dealing with single token and gazetteers entries, the IE process finds pieces in the text consisting of one or more tokens which belong together according to linguistic theory. First, sentences are determined by the sentence splitter. Next, word tokens are annotated by their syntactic category (e.g., for “the patrol stops”, “the” has to be tagged as determiner, “patrol” as noun and “stops” as verb). This is the task of the part-of-speech tagger (POS tagger). On the basis of the annotations provided by the gazetteer and by the POS tagger, the recognizer for named entities and the parser identify the larger pieces – constituents and the subordinate clauses – within the sentences. The recognizer for named entities combines elements annotated by the gazetteer. For example, in the sequence “Dr. Mohammed el-Baradei”, he gazetteer will provide the annotations title for “Dr.”, male forename for “Mohammed” and surname for “el-Baradei” so that the recognizer can annotate the whole sequence with the tags person and noun phrase according to its rules. The parser operates on the tags provided by the POS tagger and by the recognizer for named entities. For example, in “The patrol moves towards the airport”, “the” was previously labeled determiner and “patrol” as well as “airport” labeled noun. The parser recognizes a sequence of a determiner and a noun as noun phrase. So “the patrol” and “the airport” are annotated noun phrase. In addition, “towards” is labeled preposition. A preposition followed by a noun phrase constitutes a prepositional phrase (cf. figure 2 for more examples).




Figure 2: A text separated in verb groups (VG – purple), noun 
phrases (NP – red) and prepositional phrases (PP – green).

3.0
Chunker vs. parser


Parsers normally calculate complete parse trees which represent the syntactic structure of sentences. Parse trees contain the syntactic information we need for semantic role labeling. However, the complete and sometimes rather complex tree is normally not needed. It often is sufficient to know the verb group and the other constituents of a sentence as well as their sequence. Thus, a deep syntactic analysis is not necessary. Partial parsing does the job as well. The kind of partial parsing we applied is called “chunking.” It is the process of identifying and classifying the (non-overlapping) constituents within sentences by statistical or rule-based heuristics. Our system includes a chunker that operates with rules.


The major advantages of chunking are its robustness with respect to unseen words and possible ambiguities, its ability to provide at least partial results even if a full analysis is not feasible, and its speed. Deep syntactic analysis, on the other hand, requires that for each sentence the entire syntactic structure has to be calculated. It produces much more information than chunking (more than we need for our purpose) but it might fail because of unknown words and ambiguity. Additionally, deep syntactic analysis is on the one hand highly time-consuming and on the other hand computationally very resource-intensive.


Nevertheless, within the context of the work on Hecking’s ZENON system, an approach is being developed and implemented that uses a deep parser to calculate syntactic structures of report sentences and use these structures to assign semantic annotations. See [16] for details on the deep approach and [11] for a more detailed discussion on the pros and cons of both approaches.

4.0
semantic role labeling


The processing chain of the IE provides for each of the text’s sentences annotations that determine a) the verb group and b) the constituents. In addition, the constituents are syntactically annotated as noun phrases, prepositional phrases and some other things like conjunctions. The process of semantic role labeling (SRL) runs on the basis of that annotations. The task of SRL is to assign semantic roles to the constituents. Semantic roles have been discussed in linguistic theory under different perspectives, e.g., by J.S. Gruber (1965), Fillmore (1986) and Jackendoff (1972). Depending on the perspective and on the author in question, semantic roles are also called “thematic roles” or “theta roles”. In principle, a semantic role indicates the relation of the constituent in the sentence with respect to the denoted action or situation. For example, in the sentence “The patrol moves towards the airport”, the role direction might be assigned to the constituent “the airport”. The explicit name of a role depends on the set of semantic roles that has been chosen. We decided to choose the system postulated by Sowa (2000, p. 508ff.). 

Semantic role labeling starts by identifying the verb group within each sentence and the main verb within the verb group. For example, in the verb group “had been sold” the main verb is “sell”. This information has already been calculated by the IE process. SRL then uses the lexical information of the main verb to identify the set of roles that are compatible with or even required by it. For example, a verb that denotes an action that involves a movement, such as “move,” “advance” or “withdraw,” is compatible with the spatial semantic roles origin, path and destination or direction (e.g., “the company[agent] advanced from Wilderness Church[origin] towards Chancellorsville[destination] via the Orange Turnpike[path]”). In contrast, a verb that denotes an action that does not involve movement is only compatible with the spatial role location (e.g., “the army[agent] stayed at Stafford Heights[location]”). The roles that are compatible with the verb or even demanded by it form the verb’s frame. 


After calculating the frame, SRL uses syntactic information (particularly word order information), lexical information (e.g., from prepositions) and information about semantic constraints to fill each frame by assigning constituents from the respective sentence to that frame. For example, the role agent which is „an active animate entity that voluntarily initiates an action“ (Sowa 2000, p. 508) is assigned to the subject of a sentence in active voice (syntactic information) if it denotes an animated entity (semantic information). The role path is denoted to a prepositional phrase starting with preposition “via” (lexical information). Figure 3 provides another example of the result of the SRL process.




Figure 3: Example for the result of the SRL process.

Our version of SRL relies on a specific verb ontology. This ontology categorizes verbs in classes and represents the knowledge about their frames, e.g., the knowledge of which roles are demanded, allowed and forbidden by each verb (cf. figure 4). 



Figure 4: Detail of the verb ontology showing the frame for “advance”.

In addition to providing the verbs’ frames, the verb ontology also represents knowledge on semantic constraints, e.g., the ontology contains statements about which kind of object might fill out a specific role. For example, for the verb “to speak” it is represented that the noun phrase that fills out the agent role of speaking has to be a person. In order to get results from this kind of knowledge (semantic constraints), another ontology is needed. This second ontology has to be an object ontology that stores knowledge about the objects of the domain the texts are about. 

5.0
Precise Searching in order to Recognize Threats

The result of the IE and SRL processes is a formal representation of all sentences contained in a text. For each verb there is a frame of semantic roles to whose slots the constituents of the sentence are attached. This leaves the question as to how such a formal representation might help automatic threat recognition. In order to answer this, let us assume, for example, that a person X is known to be a member of organization Y that carries out terrorist attacks. Under keyword spotting as executed by search engines, a search happens that adds all those texts to the list of interesting documents in which X and Y (or only one of them depending on the search) appear together. All those texts then must be checked by the human expert. As we all know, in such a search false hits are common. For example, there might be a report saying that X “know member of Y” visited his mother’s birthday celebration. Such a report, although added to the list in question, most likely does not indicate a growing threat. However, a report that tells us that X bought some items necessary for IED construction is of interest. 


If the reports in question are represented formally after being processed in the pipe discussed, a search can be undertaken that no longer relies on simple keywords. Instead, indicators can be constructed that match precisely those hints for threats that the human experts are looking for. In our example, instead of searching for X and Y (or X or Y, as the case may be), we can construct an indicator which says to check for a text which contains an expression in which X is agent of a procure action and in which the theme of that action is an item needed for IED construction. Figure 5 shows a snapshot of an editor with which those kinds of indicators can be put together. 




Figure 5: Editor for indicators and their triggers.

The snapshot of figure 5 shows the construction of an indicator for IED construction. One possible trigger for that indicator is the procurement of an item used in IED construction. In order to define the trigger, the procure entry of the verb ontology is copied into the trigger (central panel of the editor). As a consequence, the frame of that verb, procure in our case, is copied into the right window which allows editing the restrictions to what the role should be assigned to. In our case, we set the restriction for theme to a constituent that has “fertilizer” as its head (the linguist term for the central word of a phrase, e.g., the noun of a noun phrase as “fertilizer” in “50 kg fertilizer”), cf. figure 6. 




Figure 6: The indicator editor; defined trigger “procuring of fertilizer”.

Of course, agent (or beneficiary, the role denoting the one who ends up with the procured object) can also be restricted, e.g., to X, the name of our suspect person.


In the process of indicator definition, the verb ontology is used again. By consulting the entry of the verb that denotes the action or situation we want to look for, we get the verb’s frame and the restrictions for filling its roles. These restrictions then can be tightened in order to get an indicator that precisely expresses what we are looking for. However, the ontologies, the verb ontology as well as the object ontology, help also during the matching process. During the search, we check which sentences (of which texts) match our predefined indicators. These are the texts that should be reviewed by the user, the information analyst. Matching means that the main verb of the sentence in question is identical to or is a hyponym of a verb in one of the indicator’s triggers. It also means that the constituents in the sentence comply with the restrictions, again either by identity or by hyponymy. The relation of hyponymy is the ISA relation. E.g., “to buy” and “to steal” are hyponyms of “to procure”, and “car” is a hyponym of “vehicle”, as one can say “a car is a (= ISA) vehicle”. With respect to our example, the sentence “During the afternoon, X bought 100 kg fertilizer at Marzak Adami Farming Supplies” would match the defined trigger as “to buy” is a procure action and “X” as well as “fertilizer” are mentioned in the expected roles, agent and theme, respectively.  


6.0
Conclusion


Obviously, the definition of indicators and their triggers does not depend on the application of automatic threat recognition. Thus, the techniques described can be applied to other problems and questions. It is quite easy to adjust the system if the basic components have been developed for one topic to look for in texts. So, it can be expected that this kind of technique becomes a standard for precise text searches, and thus forms a “disruptive” technology.


The key factor for this kind of precise text searching is the combination of the already mature techniques for information extraction and the emerging techniques of semantic role labeling with ontologies. In particular, the verb ontology is the resource that enhances the quality of the total system.
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Abstract


Frequency spectrum scarcity is currently one of the mostly discussed topics in wireless communications. When there is no free spectrum available, no new broadband communication techniques can be put into operation, which leads to disadvantages in competition and an impact on capabilities. The double use of already assigned frequencies on the other hand leads to interferences, which may result in a less robust communication.


A possible solution to this problem is Dynamic Spectrum Access (DSA), realized by the use of Cognitive Radio (CR) technology. Cognitive Radios have the ability to detect unused spectrum segments and to adapt to it dynamically. This adaptation does not only concern a change of frequency, but may also include changes in waveform, bandwidth, or whatever leads to an optimal communication link.


This paper gives an overview of the state-of-the-art Cognitive Radio approaches and points out opportunities offered by this technology to overcome the threat of spectrum scarcity.


1.0
Introduction


The demand for frequency spectrum has been increasing over the past years. New wireless communication systems required higher amounts of bandwidth and, as they were not compatible to existing techniques, they needed a designated spectrum band. Consequently, the frequency spectrum became scarce, but the utilization of the assigned spectrum only ranges between 15% and 85% [1]. However, conjoined with the technical need for more bandwidth, also the operational demands increased, as depicted in Figure 1. This figure shows the relative bandwidth demand relative to the Gulf War in 1991.




Figure 1: Growing bandwidth demand [2].

One of the main reasons for this growing bandwidth demand is that “information dominance […] is critical for the future force” [2]. New services are necessary that require huge data rates. This growing demand must be covered in order to guarantee the ubiquitous availability of information. Consequently, a growing amount of free space is required in the electromagnetic spectrum, but as explained above, spectrum is already scant.


A possible solution for this can be found in Dynamic Spectrum Access (DSA), which deals with the idea of sensing the spectrum for free space due to absence of an authorized user (primary user), dynamically allocating it and leaving it if the primary user starts to transmit again. In order to enable this dynamic access, an almost perfect knowledge of the spectral environment is necessary. For this purpose the spectrum must be observed, and unused bands, so called spectrum holes, must be identified. As there can be more than one unused channel, a decision has to be taken, which channel provides the best transmission conditions in terms of e.g. robustness, throughput, etc. According to this decision, the transmission must be started or continued on the selected channel. In order to implement those capabilities, a new class of radios was proposed, so called Cognitive Radios (CR).


Section 2 will give a more precise overview about the spectrum scarcity problem. The ideas of Dynamic Spectrum Access are explained in Section 3. Finally, Section 4 will describe how Dynamic Spectrum Access is implemented in a Cognitive Radio and how this can be used to lessen the threats posed by the spectrum scarcity problem.


2.0
Spectrum Scarcity Problem


Since the start of frequency regulations, it was expected that newly developed wireless systems may interfere with existing users of the radio spectrum. Consequently, each system has been given an exclusive license, defining the area, in which transmissions are allowed, the time and the frequency band. By now, nearly all frequencies up to 300 GHz are assigned to dedicated services [3].


Nevertheless, new wireless technologies are developed, often not replacing but complementing the currently used systems. As all frequencies are already assigned, the addition of new technologies leads to a double use of frequencies. And due to the fact that the techniques are not designed to coexist, interferences might occur. One example for this is the usage of both terrestrial Digital Video Broadcasting (DVB-T) and Long Term Evolution (LTE) mobile services in the frequency band between 790 and 862 MHz [4].


Moreover, very often these technologies require a larger channel bandwidth. In some cases this can be achieved by bundling existing channels, but in many cases new frequency bands must be allocated. If there is no free spectrum to allocate, the technology must be put into operation at frequencies already used by other systems. Consequently, the design of new technologies without shutting down existing systems always provokes a risk: Either there is a potential reduction of robustness due to interferences, or the new technology is not implemented at all, which leads to disadvantages in competition.

3.0
Dynamic Spectrum Access


Users of wireless communication systems are often classified into primary and secondary users. Primary users are legally authorized to use a fixed frequency band at a fixed region during a certain time. If a user wants to use a band, which is already possessed by a primary user, he can act as a secondary user for that band, time and region. In order to regulate the concurrent access to it, several approaches have been proposed [5].


The first one of them is called Dynamic Exclusive Use. According to this approach, there is always an exclusive use and no concurrency. The secondary user is allowed to use the primary user’s band due to a sub-license. This sub-license is either based on fixed times, which must be negotiated between primary and secondary user, or on temporal and spatial traffic statistics, which is more dynamic and thus enables a better spectrum utilization.


A second approach, Hierarchical Access, enables a secondary user to use the primary user’s band without his knowledge. This can either be achieved by only communicating when the primary user is absent or by transmitting despite his presence, but keeping interferences below prescribed limits. The first case requires a change to another free channel on the primary user’s return, the second case requires underlay or overlay techniques like spread spectrum or Dirty Paper Coding. In each case exact knowledge about the spectrum is necessary.


Open Sharing, the third approach, assumes that there are only peer users and license-free spectrum. For achieving communications free of interference, the actions of the radios must be coordinated. This can either be achieved in a centralized way, meaning that there is a central coordinator available, or in a decentralized way, requiring negotiations between neighbouring radios.


4.0
Cognitive Radio


A CR is a radio that is able to perform DSA in a user-oriented way, which means that its primary aim is to fulfil the user’s needs. In the ideal case, the user simply selects the service he wants to use (e.g. a file download, a video conference or a voice call), and the radio finds and uses the optimal transmission frequency, bandwidth, modulation type, etc. For this purpose the CR needs to have knowledge about the user’s request and about the current spectrum utilization at both transmitter and receiver. That information must be consolidated in order to set up a communication.


4.1
Cognition Cycle


Joseph Mitola III, who invented the name “Cognitive Radio”, described a process how to consolidate user needs and spectrum utilization in his Cognition Cycle (see Figure 2). Each step of the process is depicted by a logical state in the diagram. Inputs like the electromagnetic spectrum are part of the Outside World. Those inputs must be observed by sensors or spectrum sensing capabilities. The gathered data is then evaluated and prioritized, so that the CR is able to orient itself. In case no urgent or immediate reaction is necessary, as a next step possible alternative actions are planned and evaluated. The evaluation results in a decision, which is then realized in an action. The results of this action are observed and evaluated, so that the CR is able to learn from its decisions.




Figure 2: Mitola’s Cognition Cycle [6].

This cycle, also known by the acronym OOPDAL-loop, describes the tasks of a CR. Based on this loop, a basic architecture can be developed that fulfils all tasks.


4.2
CR Architecture


Similar to legacy radios, a CR uses the seven ISO/OSI layers to enable communication to other CRs. In order to be dynamically reconfigurable, transmission parameters must be changeable via software commands. Consequently, a CR must be based on Software Defined Radio (SDR) technology.


For being able to observe its environment, the CR moreover must be equipped with different kinds of sensors. First of all, there is a need for a spectrum sensing capability. This exceeds the requirements for the PHY and MAC layer in an SDR, in addition to the communications part also the reception of other signals including their analysis must be implemented. An exemplary architecture for this is depicted in Figure 3, derived from an architecture proposal by the Wireless Innovation Forum [7].


Also the user’s interactions must be observed and transformed into plans, harmonised with the options derived from the spectral occupation. This harmonization, which conjoins the user input with the spectrum sensing information under consideration of legal conditions, has to be executed in a central entity of the CR, the so-called Cognitive Manager (or sometimes also Cognitive Engine). Here all incoming information is collected, fused and evaluated. Plans are created, and in a decision process one of those plans is selected and returned to the radio part in form of new transmission parameters. As these transmission parameters may have influence on each of the ISO/OSI layers, they must be addressable separately. Consequently, there must be an interface between the Cognitive Manager and the radio part to enable direct access to each layer. Thus a cross-layer architecture is achieved, as e.g. information gathered by the PHY layer may result in changes in the networking layer.


ApplicationTransportNetworkLink / MACPHY


RadioSensing


InterfaceCognitiveManagerPolicyDatabaseKnowledgeDatabaseUserInputUserInteraction




Figure 3: Cognitive Radio Architecture.

In order to consider legal conditions, the CR must be aware of where it is allowed to transmit and which frequencies are forbidden, e.g. due to their use by local security organizations. Such regulations have to be known to the Cognitive Manager in form of policies, most probably stored in a policy database. As those policies may differ between different locations, the CR must have knowledge about its current location. For this purpose a CR must be equipped with a geo-location sensor, e.g. a GPS device.


Gathered knowledge must be stored internally and recallable for any decision. On one hand this requires a storage possibility, like a knowledge database; on the other hand the knowledge must be stored in a computer-manageable form. Joseph Mitola III proposed in [6] a solution for this, the Radio Knowledge Representation Language (RKRL).


Summarizing all those capabilities, the proposed architecture is able to fulfil the tasks assigned to Cognitive Radios.


4.3
Overcoming the Threat of Spectrum Scarcity

As described above, the implementation of new wireless technologies on already assigned spectrum bands always comes with the risk of interfering with existing systems, if there is not a dedicated compatibility. For avoiding those interferences, it is essential to be informed about transmissions of the other systems. This either requires some kind of interoperability with those systems to exchange this information or a spectrum sensing capability to detect current transmissions. The latter solution is exactly what a CR does. A detected spectrum hole can be used by the CR for own interference-free transmissions. The existing technologies are considered as primary users.


If any of the primary users starts to transmit again, which determines the end of the spectrum hole, the CR does not stop to send. It dynamically finds another spectrum hole and continues transmission there. This way a nearly continuous communication without interferences is achieved. Akyildiz denominates this as “spectrum mobility” [1].


Due to the dynamics of a CR, it is not bound to existing channel assignments. If two neighbouring channels are unoccupied, a CR is able to dynamically adapt its transmission parameters in order to combine both channels and use them as one channel with a larger bandwidth. Thus also services with larger bandwidths can be used via CR technology.


Evaluating those capabilities, it becomes clear that CR technology can be used to implement new broadband services without requiring additional bandwidth. Due to its dynamics, CR can solve the spectrum scarcity problem by achieving a better utilization of the existing spectrum assignment.


5.0
Conclusion


As the electromagnetic spectrum is completely assigned to communication technologies, which are still in use, newly developed wireless communication technologies consequently must be put into operation on already used spectrum bands. The addition of systems to those bands may lead to interferences and thus to less robust communications.


CR is a technology that dynamically finds and uses spectrum holes. Thus the slender utilization of the assigned spectrum is exploited. By this, new spectrum resources, applicable even to broadband services, are exposed and can be used without causing interferences. All in all, CR technology offers a promising solution for the threats caused by the spectrum scarcity problem.
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Abstract 


The capabilities of emerging technologies based on the IEEE 802.16e-2009 standard are being considered as a potential commercial off-the-shelf solution to the operational requirements of the future warfare. This work examines the aptitude and challenges of deploying a tactical WiMAX network. Firstly, the State-of-the-art in Mobile WiMAX technology is reviewed. Next, proposed modifications are evaluated using system parameters defined in the context of military scenarios with the purpose of integrating WiMAX technology into the Army’s communications architecture.  The project was named ‘Estudio de Viabilidad Técnica para el Desarrollo de un Sistema de Comunicaciones Táctico basado en el estándar IEEE 802.16e-2005 (WIMAX TÁCTICO)’, framed within DN8644-COINCIDENTE program co-funded by Indra and SP MoD with the technical direction of PEC / ITM.


1.0 INTRODUCTION


Current tactical communications networks and their associated command and control capabilities cannot support future warfighter’s needs. The Army’s future tactical network must have the ability of communicating OTM (on-the-move) in either LOS (Line Of Sight) or NLOS (Non-Line Of Sight) scenarios. In addition, a critical operational requirement to be included in tactical networks is the capability of mobile mesh networking, commonly referred to as Mobile Ad-Hoc Networks (MANETs). Hence, it is apparent the Army needs of advanced wideband wireless communications with mobility support in tactical environments.


On the other hand, commercial wireless networks have significantly improved their performance and coverage within the last two decades. Their success is mainly due to the market size with millions of end-users; vendors developing the best competitive equipment; and service providers investing in wireless infrastructure. 


Hence, since commercial wireless networks are more mature, they are appropriate to fulfill current tactical deployments necessities, it is a natural idea to incorporate into tactical networks the technology developed for commercial wireless networks. In ‘Estudio de Viabilidad Técnica para el Desarrollo de un Sistema de Comunicaciones Táctico basado en el estándar IEEE 802.16e-2005 (WIMAX TÁCTICO)’, framed within DN8644-COINCIDENTE program co-funded by INDRA and SP MoD; WiMAX is identified as a relevant, appropriate and applicable technology to future tactical wireless systems. Indeed, WiMAX has been identified in the modernization plan of the different armies as promising technology to cover current and future necessities (i.e. Plan Siglo XXI from Spanish Army).

Mobile WiMAX is a Broadband Wireless Access (BWA) technology that enables ubiquitous delivery of wireless broadband services to either fixed and/or mobile services [1]. It is a technology based on the IEEE 802.16 standard for the delivery of last- mile wireless broadband access and it has been proposed as an alternative to cable and DSL. The name WiMAX was coined by the WiMAX Forum which was formed to promote conformity and interoperability within the standard IEEE802.16 [2].


Nevertheless, direct utilization of WiMAX technology in tactical networks is not possible. Tactical networks differ from commercial networks in their security constraints, reliability and robustness necessities, mobility/dynamic topology, scarcity of bandwidth, excessive delay … [3]. For this reason, a tactical version of WiMAX is necessary for the provision of broadband wireless access in military scenarios.

This paper is structured as follows; Section II presents a brief description of Mobile WiMAX. Section III describes our approach to a Tactical WiMAX including the two most frequent scenarios as seen by the Spanish Army for the new wireless tactical network. In Section IV the operational requirements are briefly explained. Taking both the identified tactical scenarios and the operational requirements associated as a starting point, a technical analysis is performed in Section V to conclude the specification of technical implementation requirements. It was necessary to compare the civil standard capabilities with our technical requirements specification in order to evaluate the changes on the physical and MAC layers. The proposed modifications are discussed in Section VI. Section VII briefly explains methodology considerations to successfully implement the WiMAX PHY layer. Section VIII presents the results from the experimental evaluation of the constructed prototype and, ﬁnally, Section IX is devoted to the conclusions.


2.0
Mobile WiMAX

Mobile WiMAX technology embraces broadband wireless equipment designed according to the IEEE 802.16e-2005 standard [4]. Nowadays, the standard IEEE 802.16e-2005 is included within the standard IEEE 802.16e-2009 which gathers the fixed and the mobile versions. It is certified by the WiMAX Forum which describes certification profiles, conducting standard compliance, interoperability testing, and certification of WiMAX products.


The physical layer of Mobile WiMAX is based on SOFDMA (Scalable Orthogonal Frequency Multiple Access) technology for improved multi-path performance in NLOS environments. SOFDMA was introduced in the IEEE 802.16e amendment to support scalable channel bandwidths from 1.25 to 20 MHz. It provides scalability in both radio access technology and network architecture, thus offering flexibility in network deployment options and services. It supports TDD as well as full and half-duplex FDD operation. The inclusion of a full range of smart antenna technologies like Beamforming, STC (Space-Time Code) or MIMO antenna techniques with flexible subchannelization schemes, as well as AMC (Adaptive Modulation and Coding) made viable to improve the system performance to reach peak data rates of 63 Mbps in the downlink and 28 Mbps in the uplink.


As an IP-based solution, mobile WiMAX provides voice, video and data services to mobile users and additional features like QoS (Quality of Service) management. The protocol architecture of WiMAX is structured into two main layers: MAC (Media Access Control) and PHY (Physical) layer. For tactical operations, Mobile WiMAX has the potential to significantly intensify situational awareness and collaborative communications in environments limited to bandwidth-constrained terrestrial circuits or low data rate tactical networks.


3.0
tactical WiMAX

Mobile WiMAX provides adequate protection for commercial users through enhanced security functionalities such as AES, X.509 certificate, data encryption, EAP-based authentication and message authentication. Nevertheless, tactical networks face much stricter necessities in order to protect classified material and defend against malicious attacks and eavesdropping. 


After identifying WiMAX as COTS technology to be used, the selection of tactical scenarios where the use of WiMAX could be relevant is the first issue to be addressed when defining a tactical version for WiMAX. Afterwards, the capture of operational requirements associated to these scenarios comes to identify the necessary upgrades and modifications of the standard.

The methodology conducted to extract the operational scenarios and the associated requirements was, in first place, to identify the appropriate partners within the Spanish Army Forces and contact them through the PEC/ITM: 


· CIS Section of Operations Division of Army General Staff Office (DIVOPE CIS).


· Office of Information Systems, Telecommunications and   Technical   Assistance (JCISAT) of the Land Army.


· Office of Technical Information and Telecommunications Services (JSTCIS).


· CIS Division of the General Staff of the Navy.

Secondly, two rounds of questionnaires were needed to extract the necessary information. The responses came from the three bodies of Spanish Armed Forces nevertheless Land Army’s responses were taken as main reference.  At the same time, some research is being made to define the appropriate scenarios for the other armies. It was necessary a depth analysis of the responses to obtain the most relevant requirements and needs.

As a result, it was concluded that, without ruling out other possible scenarios, WiMAX may be applicable, although with considerable changes, in two main reference scenarios:



Figure 1: Type 1 scenario.

· Type 1 scenario: wireless communications between command and control center at company and battalion level (see Fig. 1). The environment where this scenario fits is a typical rural environment, with no significant obstacles and almost direct LOS between the different elements of the communication network. The maximum range of a company is about 20 km, while at the battalion level is about 60 Km. Battalions may be composed of 3 to 15 companies. With all these assumptions, the maximum distance in a single hop between command centers will be around 20 km. Mobility is assumed to exist at both ends. A mesh communication scheme would be adequate, i.e. a command center at company level may contact with battalion level through other company command centers within the range limit of communication.




Figure 2: Type 2 scenario.

· Type 2 scenario: wireless communications between command and control center at battalion and brigade level (see Fig. 2). The philosophy of this scenario is the same as that in the case of type 1, but at a higher level of hierarchy. Battalions’ radius of action is approximately 60 km, while brigades’ will be approximately 150 km, considering that brigade can be composed of 4 to 20 battalions. From these assumptions we derive that maximum distance in just one hop between command centers is about  50 km. Mobility will exist at the battalion  command center level, while the brigade command center level lacks of mobility. It is considered that the communication scheme is mesh.

Given the Plan Siglo XXI information from Spanish Army, and the answers received, the type 1 scenario seems to be the important one for the large number of technological challenges regarding to the suitability of WiMAX technology to a tactical environment. 


4.0     Operational requirements


This section focuses on the topic of gathering and analyzing the operational requirements extracted from the questionnaires [5].  The requirements have been collected in operative capacities, and they are the basics for conducting the translation into technical requirements.

· Deployment features. The deployment will depend largely on the hierarchy of the Land Army in which we are. In big units (e.g.  brigade size and bigger) the general character is semi-static with a non-restrictive deployment time, 20 minutes approximately at brigade level and 30 minutes at corps. In small units it is required constant mobility and perform a quick deployment in less than 10 minutes.

· Deployment system management and planning. The definition of different roles is  necessary; the intelligence of network management must reside at brigade level allowing a simple monitoring configuration at the battalion level. It must be taken into account that network management can be transferred from one command center to another at the same level. 

The management system must present an intuitive and simple graphical user interface. The configuration tool in the user profile must allow the system configuration from files containing a preset and stored configuration in the equipment. 


The inclusion of central frequency management, device synchronization, SNMPv3, network hierarchy information among other aspects should be considered.


· Supported services and applications. Routing information takes priority over any other traffic, the following services sorted by priority must be supported with robust QoS:

· Voice services


· Instant messaging, critical data and command and control messages with real time requirements.


· Video services in real time, transfer images and high resolution maps.

· Low criticality data transfer services without real time requirements.


· Web services.

· Best-effort traffic.


· Network capabilities. It must provide IP architecture compatible with IPv4 and IPv6.

· Supported network topologies.  Network architecture requires point-to-multipoint or point-to-point.


Mesh features with network auto discovery, efficient automatic routing are critical at the small units.

Network topology sizing will depend on the scenario, in PMP would achieve 1 to 20. The command center at the brigade level comprises another 4 centers and a maximum of twenty subordinate units, so the maximum relation BS to SSs would be 1 to 23. 

· Mobility Capacity.  In the most restrictive scenario, at the lowest level of the hierarchy, both ends of the communication must support mobility with seamless handover [6,7] following the infrastructure present in the 802.16e-2005 standard (BS stations). The speed at this level is set at 100 km / h (200 differential may be a good approximation), which corresponds to a typical speed in vehicles.

· Security Capabilities. 

· TRANSEC and COMSEC capabilities: the purpose is ensuring LPI, LPD and antijamming capabilities.


· Access control.


· CRYPTOSEC

· Other capabilities: NETSEC, IPSEC, integrity, confidentiality and mutual authentication.

· Robust capacity. The developed network protocol has to be prepared to overcome circumstances and drop a link without affecting the overall network performance (strengthening of network synchronization). The system must provide adequate protection to preclude its own interferences (WiMAX systems) as well as interference from other systems operating in a similar frequency band. Identified systems can either be civil (3G, GSM...) or military (radio links, radar, communications, UAVs...). In addition, our system must guarantee robustness against intentional noise jamming, specifically barrage and sweep and look-through techniques [8]. 

It is concluded that our system would support wide-band high frequency, automatic least jammed frequency selection and track-on-jammer. 


It is necessary to accomplish survivability based on redundancy, providing BSs with more than one antenna/transceiver per sector and the possibility to a remote station to automatic reconnect to another base station or transceiver. It should be noted that to ensure robust communications, the system must be provided different transmission systems managed by a tool with the capability of choosing the best transmission medium at all times.


· Frequency bands.  It is one of the key aspects to consider in the system deployment, and the starting point for a comprehensive technical analysis of aspects such as the channel model or available subchannelization.

From the answers obtained from the operative groups, it is noticed that currently communications systems are grouped into a series of mixed military bands (HF, VHF or UHF). But the intention projected by the operatives is to migrate in a short/medium term to NATO bands, specifically the NATO Band IV ranging from the 4.4 GHz to 5 GHz, which is reserved for military use and up to now, can be deemed to have no output power restrictions (it could reach 5 W).

It might also be considered system modes on NATO frequency band II with a range from 225 MHz to 400 MHz. 

· Coverage capacity. The aim is to determine the maximum range of coverage of the point to point communication between network elements considering urban, suburban and rural environments with NLOS and LOS propagation [9].

Taking into account the most relevant identified scenarios, mainly in the Land Army, an appropriate coverage will be 20 km (easily increased with mesh capabilities).


The Battalion-Company scenario should replace the current RBA (Basic Area Network) links, so the system must be designed to reach a distance of 50 km or even up to 100 km. Initially, these distances are covered with other mediums such as satellite or HF communications, but adding diversity will allow tactical WiMAX systems to be another medium of backhaul.

· Interoperability capabilities. Task Forces are highly oriented to the requirement of all IP architecture, according to the NNEC concept which provides interoperability, e.g. Blue Force Tracking system.  In addition, it was mentioned in the answers the need to include certain interfaces to facilitate the inclusion of external elements, such as fill gun. 

· Target Platforms. It can be concluded that the priority target platform of the system should be a vehicle platform. Large units will employ external antennas, while small units will use platform integrated antennas.


The vehicular platform must be a rugged system with characteristics against environmental testing and EMI/EMC. It should be also MIL-STD-810 and MIL-STD-461 compliant.

5.0    technical requirements


After examining the operational requirements, the following technical implementation requirements were obtained:

· Deployment features. To achieve the deployment characteristics, the following features will be necessary: mobility management both in MAC and IP level and SNMPv3. It is also needed power management (operation modes and fast-switching technologies).

The equipment must be of reduced size and weight with the greatest possible integration (auto-acquisition antenna system) and easy installation.  


· Deployment system management and planning. It must provide a planning simulation tool.


· Supported services and applications. WiMAX MAC layer has a connection-oriented architecture designed to support all the applications needed, each with its own QoS requirements. Besides, it is necessary to introduce QoS IP end-to-end (DiffServ, MPLS, RSVP...), and provide AMC capabilities in the PHY layer.

The choice of an efficient scheduler [10] will be the main point of investigation due to its impact on system performance.


The PHY layer should allow a data rate of 300 Kbps per user to cover all services.

· Network capabilities. IPv4 and IPv6 protocols must be implemented in the same station. With the aim of reduce the used bandwidth it is essential the use of PHS (Packet Header Suppresion) or more advanced techniques like ROHC or ECRTP [11].

In the context of multimedia communications it is necessary an IMS (IP Multimedia Subsystem) architecture.


· Supported network topologies. Network architecture requires routing protocols that maximize its efficiency.   Proactive (QOLSR, Fast-OLSR, TBRPF, OSPF...) and reactive protocols like AODV have been studied to suit our needs. 


· Mobility Capacity. Cross-layer design techniques are needed to provide an MBS layer, e.g. FMIPv6.


· Security Capabilities.  These capabilities serve to defeat a jammer (also improve robust capacity). The targeted station may employ such schemes as frequency agility, frequency hopping, or spread-spectrum techniques, these defensive measures are intended to minimize the effectiveness of jamming.  


Access control is ensured by means of security strategies in network layers (AAA infrastructure), privacy support like AES-CCM, X.509 digital certificates and public-key encryption algorithms like ECC (Elliptic Curve Cryptography) [12,13].


Private and Key Management Protocol, PKMv2 (IEEE 802.16m will introduce PKMv3) is used for securely transferring keying material and ensuring mutual authentication. 


· Robust capacity. Subband division and the creation of spectral masks is needed. The use of AAS (Advanced Antenna Systems) strategies like MIMO, beamforming...will improve the link quality and the system readiness. 


The use of power-efficient modulations, a robust FEC (such as LDPC or turbo-codes), HARQ or ARQ strategies will improve system robustness.


· Frequency bands.   NATO frequency band II and IV will be defined with its associated parameters.


· Coverage capacity.  The maximum rate of coverage and related parameters were estimated:


· In case of NATO band II, LOS and rural environments without mobility by SUI-1, SUI-2 or Pedestrian-A (ITU-R M.1225).


· NATO band II, LOS and rural environments with mobility by RMa or Rural Macrocell (ITU-R M.2135).


· NATO band II, NLOS and urban environments with mobility by Vehicular-B, Urban Macrocell (UMa) or  Suburban Macrocell (SMa).


· NATO band IV, LOS and rural environments without mobility by SUI-1, SUI-2 or Pedestrian-A.


· NATO band IV, LOS and rural environments with mobility by Rural Macrocell (RMa).


· NATO band IV, NLOS and urban environments with mobility by Urban Macrocell (UMa) or Suburban Macrocell (SMa). 


· Interoperability capabilities. Adequate ports or connectors are needed to support integration with external ciphers.  A SDR implementation is required.

· Target Platforms.  It must be followed the military standard proposals.

6.0
Proposed modifications


The modifications included in the physical layer have focused on providing antijamming capacities, TRANSEC and robustness to the reference physical layer. After assessing and prioritizing the technical requirements, countermeasures like intra-frame frequency hopping, differential modulation, spread spectrum, cognitive radio through channel quality measurements, robust channel encoding  or cryptographic seed for randomization of certain features of the physical layer were designed, implemented and validated in the target Platform.


6.1       New System Profile


Since some implemented tactical modifications imply throughput reduction, a new wider profile was introduced to reduce its impact.


6.2       Frequency Hopping


Frequency hopping is a spread spectrum technique [14] to minimize the impact of interferences in the system performance (improve LPD and LPI). Its behaviour is based on the time changing of the used frequencies to avoid narrow band jamming. In the DL (downlink) it was implemented an intra-frame frequency hopping in which the adjacent subcarriers are grouped in subchannels.  For each OFDM symbol of a frame, the information is sent through a randomly selected subchannels group. The used spectrum width is configurable and its granularity is specified in the number of subchannels used in each OFDM symbol. The implemented system only allows the transmission of a burst of data for each frame, so the transmitted burst is not distributed over all the symbols for the same subchannels. It is also avoided the transmission of pilots at frequencies where there are no data. 


The countermeasures in the UL (uplink) focus on making  the hop sequence less predictable, following the premise that if two users are simultaneously transmitting, they cannot match their hop sequences at any time. The data subchannel rotation scheme proposed by the standard for data bursts is implemented, which implies an intrinsic frequency hopping mechanism. Hop sequence is a circular movement of larger or smaller size depending on the temporal instant in which the subchannel is transmitted. In our tactical mode, the expression proposed by the standard related to the slot index will be replaced by a random sequence that takes a different value at each time slot.


6.3       Spread Spectrum


Spread spectrum consists in replicating the transmitted data with the purpose of averaging the received data and thereby gaining signal quality, especially in low SNR situations. In both DL and UL, the spread will be performed for each burst after the mapping stage; the de-mapping process will be done before sending the data to the detector.

It was also study, in terms of BER, the effect of spreading or amplifying the pilots in a frequency selective channel.

At reception, data is obtained after channel equalization and replicated symbols are combined to produce a higher quality symbol that is sent to the next block of the system.


6.4
Differential Modulations


Sending the information in the phase difference between two consecutive symbols, rather than in the module and phase of a single symbol limits the use of constant modulus constellations to those such as BPSK or QPSK. Differential modulations are unsuitable for high data rates but have the advantage of not needing channel estimation.


Differential modulations incur in a 3 dB loss of SNR with respect to coherent modulations considering the channel is perfectly known at the receiver. Using only the differential angle between consecutive DQPSK symbols is perfectly valid for hard decision. However, for soft decision is important to improve the estimation of soft bits using, for example, the received amplitude information in successive symbols.


One thing to note is that although there is no need to send pilots to estimate the channel, it is necessary to send an initial OFDM symbol used as a reference.  This causes a performance loss that becomes smaller as the data frames are longer. 


Using differential modulations in OFDM is possible by creating N independent channels in the frequency domain that are differentially modulated. Differential demodulation is feasible if the channel does not vary significantly from one OFDM symbol to the next at all frequencies. 


6.5
System Global Seed


In the IEEE 802.16e all safety measures are located at the MAC layer and above [15-20]. The objective of this modification is to add certain security capabilities at the physical level, adding a password to enable the correct decoding of frames and data.

6.6
Channel Quality Measurements


The standard proposes two mandatory metrics for Channel Quality Measurements to enable better performance and adaptability to channel conditions. The MS reports the mean and the standard deviation of the RSSI (Receive Signal Strength Indication) and CINR (Carrier to Interference-plus-Noise Ratio) in dBm units, both with open implementations.


RSSI enables obtaining an estimation of the signal strength received at mobile stations without affecting the process of signal demodulation. RSSI can be obtained from an expression through a dedicated ADC.

CINR can get a more accurate quality signal estimation of the received signal. It can only be measured once the data has been demodulated, and it can be referred to the data preamble or the pilots of a particular zone.  The chosen implementation was based on the EVM (Error Vector Magnitude) metric.

7.0
development methodology

With the purpose of validating the specified modifications, a real time implementation of the physical layer was developed on a test platform for SDR (Software Defined Radio) made up of COTS (Commercial Off-The-Shelf) elements. This test and validation platform is based on the TERSO (Spanish SDR Terminal) architecture. The processing elements used in a SDR platform consist of general purpose processors (GPPs), digital signal processor (DSPs) and field programmable gate arrays (FPGAs). 

In order to be able to implement a flexible and reconfigurable SDR system we use the following methodology:


· Identify and minimize the time–consuming tasks that will be placed on the FPGAs. 


· Decouple the tasks among them to minimize the propagation of the modifications introduced in the tasks due to the reconfigurability needs. 


· Minimize the degree of reconfigurability present on every task.


· Given that all tasks are reconfigurable, the interconnection among them is also reconfigurable. To simplify the implementation a task template is used. This template defines the structure, which is constituted by two different paths: one for the data –including the processing steps– and another for configuration. 




Figure 3:  Distribution of the main blocks.

In Fig. 3 it is illustrated the partition of the modem functionalities, and which core they have been implemented in. The host sends the transmission parameters to the DSP’s MAC_CTRL task and then it sends/receives data from the MAC_CTRL block. This block creates bursts according to the number of symbols in the frame, the modulation and the code rate. The bursts are sent to PHY_CTRL task, which encodes and maps to symbols using the FEC block and send the confirmation registers to the first block in each processing chain. Data are sent to the PUSC block, responsible of the subchannelization and calculation of the symbol structure. The built frame is sent to the OFDM blocks (IFFT/FFT, DUC/DDC). At the receiver it is necessary a synchronization block.




Figure 4:  General design of OFDM blocks.

The project development was divided in the following phases.  First, a theoretical model was made that divides the system in blocks specifying its inputs/outputs. Second, the reference software was performed (blocks tests in simulation, fixed-point analysis and anticipation of implementation issues).  Simulink models were developed to verify the correctness of the design, the PHY layer behaviour and to perform more extensive testing with the synchronization algorithm. Third, the real time system architecture (see Fig. 4) was defined (tasks for the DSP and FPGA, and hardware support for communication between tasks). Next, tasks were implemented. The final phase is the system integration and validation.


7.1     Time and Frequency Synchronization Model 


At the receiver, demodulation and decimation operations cause that originals signal cannot be accurately obtained. The oscillators frequency used in transmission and reception causes a frequency offset. On the other hand, the decimation of the signal will imply the not recovery of the optimal sampling point. 


7.1.1
 DL Synchronization Algorithms

7.1.1.1
  Timing Offset Estimation


The most popular timing offset estimation algorithms are those reported by Schmidl and Cox’s [21] and Minn’s [22] but they have to be modified because WiMAX preamble is not made up of two equal parts, but three.

There is another algorithm based on the existence of a cyclic prefix equal to the end of the symbol; this property can be used to detect the arrival of new OFDM symbols and at the same time refine the sampling point. Therefore, this is not a valid method for the detection of a frame, as any OFDM symbol would pass a test of this kind, but is useful to determine the arrival of new symbols.

7.1.1.2
 Frequency Offset Estimation


Schmidl and Cox [21] also propose a frequency offset estimation algorithm composed of two phases: fine and rough estimation. The first, achieves estimation by evaluating the phase of the autocorrelation calculated to estimate the time offset. To correct major offsets, it adds to the preamble another OFDM symbol in a special format that allows using correlations in the frequency domain and centers the spectrum efficiently into its original value. 


This idea was later extended by Morelli [23] by dividing the preamble into a number of equal parts greater than two. This way a wider range of acquisition of frequency offsets is possible without using two symbols but at the expense of fewer samples to make the estimation. Thus, if it is possible to determine the maximum frequency offset of the system, it will be always possible to design a preamble which supports this offset. Again, WiMAX does not include in its OFDMA physical layer the transmission of two preamble symbols and, therefore, cannot make use of Schmidl and Cox algorithm in this case. Nevertheless, it is possible to adapt the same technique to the autocorrelation of the cyclic prefix.

The algorithm used to detect the arrival of OFDM symbols performs the ratio between a cyclic prefix correlation with the end of the symbol, and an energy calculation of the cyclic prefix. This operation produces for each time instant a complex value which can be used to detect the symbol and get a fine frequency synchronization. For the first task, the squared modulus can be used as a metric since this value will reach its maximum when the full cyclic prefix is received.


Taking into account that all OFDM symbols have a cyclic prefix, it is necessary to add a method to detect the arrival of a preamble. This task was implemented using two algorithms:

· Correlation of the OFDM symbol first third with the last third. This method provides a rough estimation of the presence of a preamble. It is based on a property of the OFDMA physical layer in which frequency modulated subcarriers are separated by two zero subcarriers. This means that the signal in the time domain has a three repetition property with the same module but with a different phase. 


· Cross-correlation of the received signal with a known preamble, obtains an estimation at symbol level to determine where is the latest sample of the preamble.

7.1.2
UL Synchronization Algorithms


7.1.2.1
 Timing Offset Estimation


The main characteristic of the UL is that preambles are not transmitted before each subframe. The synchronization parameters must be obtained from pseudo-random sequences transmitted in reserved zones during the subframe. Regarding time offset estimation, whenever the delay in the arrival of the symbols does not exceed the size of the cyclic prefix, time offset does not have a critical effect since it can be compensated in the channel estimation stage.  Otherwise, assuming the structure of ranging areas of the standard the following algorithm can be used:  


· Detect the existence of the sequence with an energy threshold at the arrival of a ranging sequence.


· Detect the transmitted pseudo-random sequence.

7.1.2.2
 Joint Channel and Frequency Offset Estimation


Assuming that ranging bursts are transmitted, the SAGE (Space-Alternating Generalized Expectation-maximization projection) synchronization algorithm described by Morelli et al. can be applied. This is an iterative algorithm in two stages known as step-E and step-M. In step-E maximum likelihood estimation from the data is obtained, and the M-step maximizes this likelihood modifying a series of unknown parameters. After each iteration, the estimated parameters are updated and the process continues until there are no significant changes in their values. The overall complexity of this algorithm is rather high, since it involves approximately LNM (2Ne +1) operations to estimate the parameters, where M is the number of iterations, N the OFDM symbol size, L the channel impulse response length and Ne the number of candidate frequency offsets during the search that maximizes the expression for the step-M. This complexity does not include the calculations required to get the initial estimates and assume that the base station has a pre-calculated version of the Moore-Penrose generalized inverse of the sample matrix.

Simplifications can be made assuming that only one user transmits at any moment during an OFDM symbol, or taking advantage that ranging symbols are equal in two consecutive symbols.

8.0
RESULTS

In order to evaluate Tactical WiMAX, it is necessary to verify that the proposed modifications in the PHY layer meets the operational requirements explained at the beginning of this paper. A set of functional and perform tests were developed (see Fig. 5). Tests were performed over two different scenarios: intermediate frequency (IF) transmission through a cable, and radio-frequency (RF) transmission with antennas. The carrier frequency of the IF tests was set at 15 MHz.




Figure 5:  Testing environment.

In the hardware platform, WiMAX frames with frequency hopping, spread spectrum techniques and differential modulation, accomplished under some circumstances an EVM (Error Vector Magnitude) minor or equal -25 dB  (see Figs. 6a and 6b) and a BER (Bit Error Rate),  using  FEC, minor or equal to 10-6.


TRANSEC capabilities were proved showing that, when seeds are not the same at transmission and reception, the communication cannot proceed.


The use of a subset of subcarriers in frequency hopping was verified, measuring with the spectrum analyzer the power spectral density for a different number of subchannels.


In the case of spread spectrum, the system was configured with a prefix cyclic of 1/2 transmitting 100 subframes with two OFDM symbols each. The obtained results showed an EVM gain of 3 dB every time you double the spreading factor. 

Differential modulation versus 4-QAM has been tested through a cable, transmitting 75 frames of 2 symbols each, achieving an EVM of -36.89 dB with differential modulation, while a 4-QAM modulation obtained -39.81 dB.

		

		



		Figure 6a: IF scenario, received 16-QAM 
constellation (EVM =-37.12 dB, RSSI=-55.19 dBm 
and SNR=63.40 dB).

		Figure 6b: RF scenario, received 16-QAM constellation (EVM= -22.55 dB, RSSI= -68.68 dBm 
and SNR= 27.72 dB).





9.0
Conclusions


This paper examines the feasibility of Mobile WiMAX technology for the next generation of tactical wireless networks. The next step of this work is the development, implementation and integration of a tactical version of the WiMAX MAC layer, that focuses on the identification and analysis of WiMAX standard vulnerabilities as well as proposing enhancements to be used in tactical deployments such as: authentication and ciphering of MAC management messages, increase the robustness and security in the network entry, adapt the payload ciphering to military standards... Also, the need of end-to-end QoS, a mesh network topology, mobility management, power management, handoff and cross-layer design have been pointed out as next important considerations for a suitable tactical deployment. The analysis, design, implementation and validation of these issues is proposed as the second phase of COINCIDENTE Project (presented to the 2010 call and also to the coming 2011 call).


Even with the conviction that this technology offers significant benefits, various technical challenges remain as open concerns and need to be confronted to ensure the feasibility of this technology in a tactical deployment. One of the main constraints is that WiMAX is a commercial standard. A detailed study showed that there are many unsolved security issues and, thus, more research is needed in this direction. Critical threats such as jamming or scrambling; eavesdropping of management messages; BS or MS masquerading; DoS; relay suppressing or interleaving attacks; and data traffic modifications have been analysed. As a result of this investigation, a tactical system is being implemented to demonstrate the significant potential of Mobile WiMAX as a proper technology in the military environment.
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