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MEMORANDUM FOR THE SECRETARY OF DEFENSE a’“;;?ﬂbﬂhl
3 Juac
THROUGH: UNDER SECRETARY OF DEFENSE FOR R CH AND ENGINEERING
SUBJECT: Defense Science Board 1981 Summer Study on Operatioral
Readiness with High Performance Systems ~ ACTION
MEMORANDUM

The attached report of the Defense Science Board 1981 Operational
Readiness Summer Study was prepared by a Panel chaired by

Gerieral William E. DePuy, USA (Ret.), which had broad membership

of high level personnel from the defense industry, CoD's develop-
ment, acquisition, training, test and logistics communities, and

senior retired military commanders as well as representatives of

each of the Military Services.

The study's charter requested that the Defense Science Board

invzstigate how to achieve adequate operational re:diness with

high performance systems, and to make recommendations concerning

the impact of high performance and technology on operational _
availability of equipment, skill and training requirements of ;
operators, and maintainers, and support. :

.The major conclusions of the study are:

© High performance is not necessarily incompatible with
readiness as long as DoD demands and manages acquisition
and readiness to that goal.

0 While high technology should be explc.ted, that objective
must be disciplined by a fixed requirement that all
systems meet stringent reliability, maintainability, and
useability standards before and after entering the force.

o The chief cause of low operational availability is low
reliability coupled with the lack of spares at the
maintenance work sites. A shortage of spares is a DoD
management, not a specific weapon system, shortcoming,

- 0 Under current management practices, readiness aspects

of systems development are sacrificed when time and
funds run short.

iii




The most significant recommendations are:

o Design reliability into systems at the beginning--test-
redesign-retest until readiness objectives are adequately
met. When test and evaluation indicates that the system
meets reliability and readiness requirements, initiate
limited production; follow the new system into the field,
and fix problems prior to full rate production.

o0 Set peacetime standards for operational availability high
enough to support training and surge demonstrations. Buy
war reserve spares against wartime utilization rates.

o Program, buy, and distribute spares to achieve a specific
quantified (numerical) availability.

o Increase visibility of system-by-system readiness support
requirements at all appropriate management and operating
echelons.

o Establish an advocate for readiness within OSD and the

Military Departments for whom readiness is the first
priority.

While everyone supports readiness, when budget crunches come, readi-
ness funding has in the past often been decreased. We do not cur-
rently have a strong, unambiguous readiness advocate within either
0SD or the Services who has adequate control and visibility of acqui-
sition dernisions and resources. This applies both to the front-end
design and development process, and to the production and deployment
phase (i.e., DSARC and PPBS). This has been the case for decades.

The Defense Science Board believes the recommendations of the Task
Force will increase readiness if they are implemented. The study
recommendations have been forwarded to the Secretaries of the
Military Departments and the Chairman of the Joint Chiefs of Staff
who have, in general, supported them. Their responses {(attached)
mention a few reservations which have in general been incorporated
into the repor:. A series of implementation actions need to be
taken, which are consistent with, but extend those in the current
effort on improving the acguisition process. These are outlined in
the attached implementation plan for which your approval is recom-
mended and requested.

In summary, it would be my view--based on a variety of DSB studies--
that the next dollar on the margin in DoD should be allocated to

the procurement of spares; with even higher prioricy than new
systems procurement or research and developngent.

/

Normdn R. Augustine

Chairman

COORDINATION:
P n Aeato—
ASD (MRA&L) - Subject to attached comments. A ve Disapprove
Implementation A
Copy to: Plan:
Chairman, JCS 3
iv LA/\N
_Ca;gag W. Weinberger
91 JUN 1682
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ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 2030!

MANPOWER,

RESERVE AFFAIRS 20 MAY 882

AND LOGISTICS

MEMORANDUM FOR The Deputy Secretary of Defense

SUBJECT: Defense Science Board Report on Operational
Readiness for High Performance Systems

I fully support the overall thrust of the DSB recommendations

and the approaches outlined for their implementation. However,
one of the implemzsnting recommendations, namely that "MRAGL
assume responsibility for readiness' may not be sufficient in
itself to achieve the needed improvements. I am now the
readiness advocate in the PPBS process. In the acquisition phase,
we have the classic problem that Dick Delauer controls the funds
and program actions which influence the R&M, support and trainer
design and procurement, while I am the advocate in the DSARC to
improve these areas. Working with Dick, we have had substantial
success in reshaping some recent programs late in development,
However, the separation of advocacy from responsibility and
authority is probably not the most effective long term arrange-
ment particularly at the front end of the weapon programs. Some
improvement in definition of responsibilities and authority needs
to be sought. This may be even more important in the Services
than OSD.

Thus, I would like to interpret the DSB implementing recommenda-
tion as a charge from you to work out with Dick DeLauer needed
improvement in specific responsibilities, in order that we may
both be better advocates in the acquisition phase, and to addie-
ticnally work with tae Services to strengthen our approaches to
advocacy for weapon system readiness in the PPBS. If you concur,
we will proceed, and report to you on our progress.

/“"‘2‘1 Aot

Lawrence ). Korb
Assistant Secre‘ary of Detense
Manpower, Reserve Affairs § Logistios)

CONCUR

DISCUSS
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OPERATIONAL READINESS WITH HIGH PERFORMANCE SYSTEMS

Plan to Implement Defense Science Board Recommendations

Action Required

1. Operability, Reliability, Maintainability Standards, Design, and Test

a. Military Departments Y to evaluate the incorporation of high
technology in pursuit of high performance in new systems and in product improve-
ment to determine that systems will meet highz?tandards 9; operability, reliability,
maintainability (OR&M) before 10C. (1, 1-2) = (USDRE) =

b. Military Departments establish high reliability requirements that
reflect system utilization with a view towards an acceptable level of mission
critical failures, e.g., once per month for a maintainable continously operating
system, every 10 missions for maintainable system which is used only several
hours per day, etc. (2-1) (USDRE)

c. Military Departments maintain high reliabiiity and maintain-
ability standards in manufacturing as well as in design, Use the Navy REM program
as a model for all the Services. (1-1) (USDRE)

d. Military Departments define maintenance standards for all of the
actual maintenance conditions the systems will actually encounter (including
environmental conditions the system is subject to) taking into account expected
maint ‘nance personnel availability, skill levels, their experience, and available
training. (2-2) (USDRE)

e. Military Departments program and fund a specific Operability,
Reliability, Maintainability, and Producibility (ORM&P) engineering effort

for each system development testir.; (DT) and before 10C to correct deficiencies
known at that time; they are to provide strong R&M incentives to contractors.
(2-3) (USDRE)

f. Military Departments increase emphasis in DT on verifying OREM,
in conditions which resemble as close as possible those in which the system
will operate and be maintained. (2-7) (USDRE)

;

q. Military Departments program and provide funds for follow-on ‘
OR%M improvements by contractor during early stages of deployment after 10C. (2-4)

(i/SDRE)

h. Military Departments maintain production programs at low x
rate until redesign actions in l,e, and l.g., above have largely resolved ORM&P :
as well as performance problems. (2-5) (USDRE) v
1/ All references in this pian to MIL DEPS incliude Defense Agencies as applicable. ¥
2/ References are to Summer Study Panel recommendations (see Appendix C of the !

Report). 1

3/ Indicates responsibility for implementation action. ?
i

vii 4
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2. Software Development and Maintenance

a. Military Departments consider software as a part of the system
to be developed, and will manage it as & development item by planning and
budgeting for it through the entire program life cycle; will take into account
the high cost/performance uncertainities inherent in software; readiness

implications are to be included in all software activities. (3~1, 2, 6)
(USDRE)

b. USDRE develop and evaluate a plan to institute a DOD funded
2-year training course (for example at community colleges) in the software field,

with an accompanying 4-year military commitment, and, if deemed feasible, make -
recommendations to SecDef, (3-3) (USDRE)

c. USDRE encourage contractors to perform IRED on software technoloay.
(3-4) (USDRE)

d., USDRE develop and evaluate a plan to qualify software houses before
being allowed to bid as small business/3A set asides and, if deemed feasible, make
appropriate changes in regulations, (3-5) (USDRE)

3. Readiness Responsibility and Assessment

a. SecDef designate ASD{(MRA&L) (with USDRE support prior tc 10C) as
responsible for system readiness in Dob. MIL DEPS to establish similar desig-

nation down through the level of the major acquisition and logistics commands.
tk-1) (SecDef)

b. Military Departments establish responsibility and account-
ability for readiness and review it as vigorously as performance at all

acquisition decision milestones and other program reviews, (4-2, 3) (USDRE and
ASD (MRA&L))

c. The Military Departments include within operational testing and
evaluation (OT&E), readiness assessment as close to combat conditions as possible
to verfy 0, R &M and operational availability (Ao); utilizing results (in
conjunction with field reports) to approve or withhold full rate production. An
independent assessment of projected system readiness should go to SecDef along with
OT6E assessment. (4-4) (USDRE and ASD(MRAsL))

d. The ASD(C) and ASD(MRA&L) review their current effort on "improved
management of weapon support funding - decision 30" and expand it to provide
vertical visibility of system-by-system support requirement at each operating and
management echelon, thus strengthening the system management (vertical component)
of DoD management., (11-1, 2, 3) (SecDef) ’

4. Man Machine Interface

a. Military Departments establish a joint program to improve the
reliability and utility of Built in Test or external diagnostic test equipment with

initial emphasis on improving technology and subsequently incorporating/retrofitting
in systems. {5-1) (USDRE)

b. Military Departments set specifications for support concepts
for new systems to reduce the skill levels required of maintainers. (5-2) (USDRE
and ASD(MRAsL))

viii
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c. Military Departments establish procedures and responsibilities
to involve and incorporate the views of the manpower, human engineering, and
personnel training communities more deeply into the front-end prucess of
establishment and evaluation of requirements, specifications, RFPs, source
selection, etc. (5-3) (USDPRE and ASD(MRAsL))

5. Maintenance

a. Military Departments make increased use of civilian (contracter
and government employees) as necessary for intermediate level maintenance during
initial deployment. (This should take into account determining what maintenance
operations can be done by military personnel with the remainder performed by
civilians). (6-1, 2) (ASD(MRAsL))

b. Military Departments provide, where appropriate, contractor
maintenance at the depot level on long-term basis,where Service maintenance
shortfalls warrant it and where our mobilization and combat capability would
be improved. (6-3) (ASD(MRA&L))

c. Military Departments increase the emphasis on part task rather
than multi-function trainers; and increase the number of trainers. (7-1)
(USDRE and ASD(MRAsL))

d. Military Departments establish a demonstration training program
on at least one system per Service, utilizing modern training practices; e.g., ?
emphasize practice rather than knowledge, part task trainers, advanced skill }
performance aids. (7-2, 4) (ASD(MRA&L)) !

e. Military Departments provide advanced skill performance aids '
for both maintenance operations and training. (7-3) (USDRSE) '

f. Military Departments initiate a joint study on innovative
methods of improving, recruiting and reteation cof high skill level military
maintenance technicians in critical shortage arzas (including those methods ,
recommended by the DSB). (8-1, 2, 3, 4) (ASD(MRA&L))

6. Spares é

a. Military Departments continue to improve capability to compute
spares requirements in support of targeted 'Ao'' per Defense Guidance. (9-1, 2)
(ASD(MRAEL))

b. CJCS, in conjunction with the unified and specified commanders,
establish peacetime operational availability, (Ao) standards adequate
for training exercises and for surge demonstrations to wartime conditions (for
each system, in each deployment, e.g., CONUS vs. NATO). (10-1) (SecDef) ‘

c. After review by ASD(MRA&L) of CJCS recommended availability standards
(6b. above), and incorporation in the Defense Guidance, Military Departments
procure spares accordingly (even at the expense of number of system '
buys). (9-1) (SecDef) 4
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OFFICE dF THE SECRETARY OF DEFENSE
WASHINGTON, D.C. 20301

DEFENSE SCIENCE .
BOARD 9 April 1982

MEMORANDUM FOR CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Defense Science Board 1981 Summer Study on Uperational Readiness
with High Performance 3ystems

| am pleased to transmit the final report of the Defense Science Board 1981
Summer Study on Operational Readiness with High Performance Systems (attached).

The study Included examination of the following matters concerning the operational
readiness cf high performance systems:

o The operational rcadiness status and the basis of criticism of
current and past systems.,

o The need for such systems as related to operational requirements and
the threat.

o Reliability, maintainability, supportability, logistic delay time,
inherent and operational avallabllity and their relationship to
design, testing, production declislon, spares, test equipment and
other support items.

o The relation of systems effectiveness and avallability to acquisition
and support costs.

o Availability, skills, and training of personnel to operate and maintaln
systems.

2 The ability of the management system to observe and manage readiness.

The primary conclusions of the study are:

o Given the ratios between U.S. and threat forces, DoD must continue
to seek qualitative superiority through high performance systems.

o More specifically, systems must be designed to meet demands of both
the mission and the threat.

o These requirements call for the exploitation of high technology.

o Notwithstanding its numerical advantage, the USSR Is also aggressively
pursuing high performance through technology.

o High performance is not incompatible with readiness as long as DoD
demands and manages to goal for both.

o While high technology should be exploited, that objective must be
tempered and disciplined by a fixed requirement that all systems must
meet stringent readiness standards before and after entering the force.

o With but a few exceptions the new systems are providing increases in
effectiveness relatively larger than their increases in cost.
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o The space program and a number of military systems demonstrate the
attainability of high readiness standards (reliabillity and adequate
support).

o Those readiness probiems that stem from equipment failure can be
reduced to manageable proportions by good engineering - by reliability
design.

o Given high inherent availability through good design and quality
manufacturing, the chief cause of low operational availability is the
lack of spares at the maintenance work site.

o A shortage of spares is a management, not a system fa'lure.

o System complexity at the man machine interface (particularly involving
the maintainer) is causing personnel recruitment, training and retention
problems in all the services.

o Communication between service personnel managers and system design
engineers is poor. .

o Under current management practices readiness asnects of system development
are the first to be sacrificed when time and funds run short.

1/

Some of the more significant recommendations are: —

Continue to design against the mission and threat.

Exploit high technoiogy in the pursuit of high performance.

Require that all systems meet high reliability standards.

Design reliability into systems at the beginning - test - redesign-

retest until standards are met.

Follow new systems into the fieid, find and fix (redesign) problem components.

Set peace-time standards for operational availability (Ac) high enough

to support training, surge demonstrations and transition to war.

o Program, buy and distribute spares against avallability goals.

o Use contractor maintenance '‘as necessary'' in support of new systems;
eliminate the current limitation of such support to 12 months only.

0 Mount a DoD-wide attack on the pervasive problems associated with
Built in Test equipment (BITE).

o Guarantee the manpower, personnel, training and logistics agencies a
strong voice at the front-end of the acquisition process including RFP's,
source selection criteria and syscem design.

o lIncrease visibility, at all appropriate management and operating
echelons, of system-by-system readiness and support requirements.

o Establish DoD and Service advocates for readiness.

©0 00O

[= 2 o]

These recommendations will increase defense systems readiness significantly

in the short term and markedly in the long term, and will not increase costs or
delay significant Iincreases in operational capability. | urge their im-
plementation rapidly and with 1ittle compromise to parochial interests.

1/ These recommendations are consistent with the ongolng process of '‘Improving
the Acquisition Process - the Carlucci Initiatives' but go beyond them.
William D.

t
&Puy, General, ;%A (Ret)
Chairman,

Defense Science Board 1981 Summer Study
on Operational Readiness with
High Performance Systems

Attachment xii
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EXECUTIVE SUMMARY

INTRODUCTION

The Panel was asked to analyze whether it would be better to
have more simple, less expetusive, easier to coperate, and easier to
maintain systems than to have fewer, more complex and expensive
systems. Although the Panel focused its chief attention more
directly on the veadiness issue, it was, nouetheless, the strong
conviction of the mewbers that a policy in favor of developing and
procuring larger numbers of simple systems would be a substantial
error, This conviction was based generally on the following

considerations:

o The Soviets are building s large, high performance
force against which a lower performance force would
do badly.

o The military manpower situatioa, including the
impact of high-cost military personnel on
constrained budgete, precludes the idea of having
"twice" a# many iess-expensive tanks or fighters.

Life cycle costs are driven by people costs.

Furthermore, every added major combat system pulls

along a large tail of support with high indirect

costs -~ training . force structure and overhead,
logistics, managevent, and infrastructure (housing,
dependeuts, perscnnel services, etc.). Thus, the
support tail is more sensitive to numbers of

systems than to the complexity of a single system.

soidivie
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o Availability for combat is not solely dependent
upon system reliability (and some of the newer
systems are more available than the older systems),
but is also dependent upon the capability of the
system to operate at night, in bad weatner, and
under conditions of pervasive ECM -- conditions
which dominate European scenarios. In most cases,
the simpler systems do not have these capabilities
and are thus not available for combat for much of

the time they could otherwise be useful.

However, having said this, the Panel strongly believes that the
high~performance systems should in all cases clearly be cost
effective in the environment in which they will work and should in
every case be required to demonstrate adequate reliability before
going into the force.

The primary focus of the Panel was readiness. In examining this
issue we found it to be a clarifying concept and a useful management
tool to distinguish “inherent availability” or Ai from “operational
availability” or A . The key difference in our distinction (see

Section 1.0) i  %at Ao takes into account the effectiveness of the

support establi..uent (such as field repair times) and the
availability of spares.

One of the key methods used by the Panel was to compare succes-
sive generations of similar systems (e.g., the M60-Al1/M60-A3/M-1
series of tanks) and study the impact of technology on performance,

cost and supportability. This approach provided a number of
valuable insights.

!
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After an introduction, the report of the Panel is organized into

five sections which are listed and then summarized below:

Performance Benefits Versus Support Burdens - A
Comparison of Systems

Impact of the System Acquisition Process on Readiness

Software
Manpower, Personnel Training and Readiness

Reliability and Related Factors As They Influence
Readiness

Performance Benefits Versus Support Burdens ~ A Comparison of
Systems

Some of the critics of the current DoD system acquisition
practices believe that current generation systems are more complex
Lthan nrevious generation systems, and, therefore, more difficult and
costly to maintain, less operationally available, and less combat
ready. The data studied by the Panel doesn”t support the contention
that our acquisition practices lead us to unsupportable systems in
any general sense, although there have been some comspicuous

exceptions. The conclusions which the Panel drew from this analysis

include:

1. 1In general, system performance has been increasing
faster from generation to generation then either
procurement cost or support cost. It should also
be pointed out that in every case the newer genera-
tion system has so : unique and operationally
important capability which permits it to do

something the system it replaces couldn’t do.
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2. There appears to be no direct relaticunship between
advancing technology, complexity, and readiness.
Increasing complexity is not necessarily related to

declining readiness.

3. Although availability tends to be lower for more
complex aircraft, the data clearly shows that in
recent years the initial investment in aircraft
spares relative to aircraft cost has generally been
lover than for earlier generation aircraft. Addi-
tional expenditures of operating and support funds

can increase the availability of modern aircraft.

4. For systems of equivalent performance and cost,
application of new technology actually increases
reliability. Although the cost per repair is
increasing as technology advances, the frequency of
repair appears to be decreasing -- often with a ﬁet

benefit (as in avionic computer systems).

Impact of the System Acquigition Process on Readiness

¥

Many different aspects of the acquisition process were examined
for their impact on the readiness of our systems., The Panel sees no
need for a revolutionary change in the existing acquisition poli-
cies. We are very much encouraged by recent DoD initiatives in
areas such as readiness objectives, pre-planmed product improvement,
increased industry incentives for reiiability and support, and
sparing to availability. The Panel does recommend, however, that
certain aspects of the existing acquisition process receive special

management attention.
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Each system must have a much stronger readiness
orientation during the entire acquisition process.
The program manager who controls the program”s
content, budget, and schedule must be required to
meet readiness goals and standards. The manpower,
personnel training, and logistics staffs and
agencies must monitor and support his actions from
program inception to system retirement. Senior
acquisition managers must demand readiness and pay
the price in dollars, schedule time, testing, and

involvement.

Representatives of the manpower, personnel
training, logistics community must accept primary
responsibility for readiness advocacy at Service
and DoD program reviews. Emphasis on readiness
should be elevated to a level equal to performance,
cost and schedule in these reviews. This can only
take place with the interest and active support of
the DoD and Service acquisition executives and
their staffs.

Factors which affect readiness (design, logistics
concept, maintenance concept, numbers and skills of
personnel, etc.) need to be an integral part of the
early concept definition work in a new system.,
Industry must be incentivized to take a more active
role in these matters. Readiness standards must be
explicit in RFPs, source selection criteria and

design goals.

5
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It is difficult to transition a system from
development to production and we tend to under-
estimate that difficulty in time and dollars. To
field a system with high readiness we need to
provide time and money to improve the producibility
of the system and to more clearly match the
training, documentation, etc. to the production

cystem.

The Panel applauds the DoD initiative on pre-
planned product improvement (P31). We would point
out that many of our systems have evolved along
those lines in the past, Those that did so most
successfully had some extra capacity from the
beginning which made performance growth more
feasible. We must protect that growth capacity
from being cut out on the basis of cost-
effectiveness related solely to the needs of the
initial system.

Every system experiences difficulty when it first
becomes ojperational. From a reliability point of
view, a small number of the hardware units tend to
cause a large percent of the hardware failures.

The Panel recommends that the program manager plan
from the beginning to address that problem by
funding a government and contractor team which will
follow a system into the field, identify the high
failure rate units and provide the design changes
necessary to reduce the high failure rates. The
Panel referred to this as “Follow-up, Find, and Fix

Improvements (F31).”




Software

Computers - with their attendant software ~ are being applied in
ever—increasing degrees in our commercial and military systems.
They are also beginning to play major roles in our supply systems,
training syoctems and maintenance systems. A4fter Service briefings

and discugsion, the Panel concluded that:

1. Software costs already dominate for some systems
and we can expect a trend in that directipn. The
magnitude of thies trend is not well recognized
throughout the DoD and, unless it is, our ability
to produce large, sophisticated software systems
will become the major limitation in fielding the

required mission capabilities.

2. Software is always a development item and must be
managed like one. We must recognize the cost/
performance uncertainties, manage it in ways
analogous to development hardware, prototype early,

redesign and recost.

3. We must avoid the temptation to substitute
excessive software complications to make up for
lack of personmnel skills, as we seem to have done

in the built-in test area in some cases.

4, The planned Defense Science Board study on Embedded

Computer Resources is both timely and critical.

N PR AP T
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Manpower, Personnel Training and Readiness

Adequate numbers of properly trained personnel are a key ingre-
dient for achieving system readinr3s, The Pancl”s study of the
personne’. gituation indicates that the U.S. manpower base is
diminishing, that the competition for people in key skill areas is
increasing, and that, so far at least, our high performance systems
are tending to demand more highly skilled yersonmel. The Panel also
found that there was nothing about any onc tigh performance system
which makes it too difficult to be operated and maintained by
skilied personnel on a selected basis. The Panel”s concern is
centered on the cumulative impact of all of the more complex systems
now programmed into all the Services. Some of the Panel’s

recommendations include:

1. We should make better use of the available manpower
pool through techniques such as incentives for
personnel to improve their skills, designs which
accommodate available skills, training which is
more effectively geared to the inherent skills and
experience of available personnel (management
techniques for designing equipment to match

available skills are largely undeveloped and/or

unused).

2., Job aids need to be an integral part of the system
design process, but they should not be 80 sophis-
ticated that they become development and support
problems in their own right.

3. Ve need to avoid both extremes in the man/machine
area —- expecting the people to do too much too
fast, or going too far in the smart-machi- ~/dumb-

man direction. It is clear that design engineers




-
b

TR T g s

Y

.........

have not normally been given a clear, useful
description of the capabilities and limitations of
the Service members likely to be assigned as
operators or maintainers. We do not know how to
test and evaluate this dimension of the problem

during acquisition,

4. Much more emphasis should be put on repeated
performance (practice) as part of the training
process. Operatcors and maintainers need to
practice their jobs, not just be educated to the

theory.

5. Simulators which replicate entire operationul
systems are expeusive and always few in number and
too expensive to maintain a~d modernize. To
provide adequately for the necessar’ nractice, much

more use should be made of part task trainers.

Reliability and Related Factors As They Influence Readiness

Although there is some imprecision in the taxonomy, the Panel
agreed with the Navy’s definition of inherent and operational
availability, Ai and A . A
reliability and maintainability of the hardware. Ao is the

is the designed~in, manufactured-in

composite of the inherent availability and the effectiveness of the
support environment found in the operating forces. Ao can never
exceed Ai’ but can, and often does, fall far short of the inherent
availability built into the hardware system. Based on these and

other considerations, the Pane) makes the following observations:
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The U.S. Navy program for reliable engineering
designs and manufacturing processes should be
adopted throughout DoD.

The maintenarnce concepts for high performance
systems have been force fit into msintenance and
repair structures which often are not well-matched
to today’s systems. One should design such a
structure in the light of the techmnology and
performance of modern systems. It should give due
regard to factors such as personnel, training,
spares, survivability, transportation, response

time, etc.

The use of built-in test equipment (BITE) is a good
approach to maintaining high performance systems,
but to date it has been very poorly implemented in
initial deliveries of high performance systems. A
concerted DoD effort is required to realize the
benefits of BITE.

Sparing-to-weapon system availability requirements,
rather than sparing on demand, is strongly endorsed
by the Panel and we are pleased DoD is¢ moviang in
this direction.

The Defense Guidance should require and the
Services program sufficient spares to permit
exercising systems in peacetime a8 required to
maintain the proficiency necessary to surge to
wartime utilization rates.

10
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The supply system should also be designed against
availability standards. It is not enough to buy
spares against availability, they also must be

deployed against availability.

More extensive use of contractor maintenance
personnel should be made at intermediate and depot
repair levels. Contractor maintenance personnel
should also be used at operational locations during
initial field deployment to assist in early correc~
tion of identified reliability and maintainability
problems. This is an important near~ and mid-term

oolution to skilled personnel shortfalls.
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1, INTRODUCTION

The Charter for the Defense Science Board Summer Study on
"Operational Readiness With High Performance Systems® posed a number
of critical ;restions to be e¢xamined by the Summcx Study Panel on
Readiness (see Appendix A). The bas’ challenge to the Panel was to
examine ways in which the DoD could .ave both the perforr.ance needed
in our military systems and adequate resdiness. In part.cular, the
group was asked to study whether complexity snd sopuistication are
implicit in high performance, whether we can afford to both acquire
sufficiernt numbers of high performance systems and the support that
goes with them, and whether as an slternative we could aclileve
improved military capability through acquisition of large nambers of
lower performing systems.

In i1esponse to the Charter, a Defense Science Board Summer Study
was organized with General William E. DePuy, USA (Retired), as
Chairman. Mr. Charles A. Fowler of The MITRE Corporation wes Vice-
Chairman. The Panel met several times in Washington prior to the
meetings which took place in San Diejo from 3-14 August 1..1. In the
Washington meetings, a series of ex~ llent brie’ings were provided by
~“he Services in which current and planned systems were describod,
Issues relating to the need for these systems, and to the Services”

ability to support them with the requisite personnel and material were
discussed openly and iu detail.

The Panel also spent several hours listening to two of the key
proponents of the thesis that unnecessary sophistication in our
military systems is reducing military readiness. Mr. Charles Spinney
of PA&E provided the Panel with his analysis of the impact of high
technology on the readiness of our tactical air forces. Mr. James
Fallows also discussed his observations which grow out of his
discussions with people in gathering information for a book on
military policy and national defense.

To carry out the work of the Panel, the group was divided iato
four Subpsznels:

Subpanel 1 - Performance Benefits Versus Support
Chairman: Mr. D. R. Heebner

Subpanel 2 - The Requirements Process
Chairman: Mr., L. d. 0“Neill

Subpanel 3 - Man/Machine Interface
Chairman: /4dmiral I. C. Kidd. Jr., USN (Retired)
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Subpanel 4 ~ Impact of Complexity on Readiness
Chairman: General John Pauly, USAF (Retired)

The membership of the Panel an¢ the assignments of the various Panel
members in the Subpanel structure cre given in Appendix B.

Each Subpanel was asked to exsmine a series of assertions and
questions. The "Performance Benefits Versus Support' Subpanel was
asked to review a series of Service systems and to examine in detail
the performance benefits available from each system versus the support
burden which it placed on the Service. Attempts were to be made to
identify those systems which were particularly good or bad in this
regard, to isolate causes and to make recommendations, and to see if

any trends could be distinguished by examining several generations of
systems with similar missions.

Subpanel 2, was tasked to consider the consequences of the "froat
end" of the acquisition pr cess. Briefly summarized, the subpanel’s
work was to assess the early stages of acquisition, those in which
military requirements are specified and acquisition strategy is
planned, in an effort to learn if measures taken in that part of the
acquisition process has significant effects on operstionol readiness
in deployed systems. To sharpen the charge placed on the Subpanel,

the study chairman specificaily asked that the followizg questions be
examined:

o Does the requirements process inevitably lead
to high performance systems?

o Are performance spacifications often set too
high?

o Does planned product improvement provide more

reliability and maintainability than new
starts?

o Does the acquisition process place an adequate
emphasis on readiness?

o Are source selection criteria tilted toward
performance?

o Can we and should we go to lower cost, more
reliable, lower performance systems even in
a2 fixed manpower epvironment?

1-2
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Subpanel 3 focused its activity on the man/machine interface, and
in particular on the relationship between system complexity and the
performance of operators and maintainers. Amoug the issues the Panel
examined were: (1) Whether the complexity of our systems exceeds our
abiiity to operate and uaintain them comsidering the capabilities of
cur available manpower. (2) The extent to which readiness problems
are aggravated by failures induced by operator and maintenance
personnel -- gnd what can be done through training aids to reduce such
failure. (3) The atate of development of man/ machime technologies,
and the extent to which complexity can be engineered away from the
man/wmachine interface. (4) Whether man-power limitations dictate that
we limit the numbex of high-~performance systems we build, and tailor
all other systems to fit the residual personnel capabilities. (5) The
concern that each system we build demands the very best people -- and,
since the distribution of persopnel capabilities is pyramidal, the
concern is that we cannot support our systems in the aggregate with
appropriately capable personmnel.

Subpanel 4 examined the impact of complexity of defense resources

~ the size of the force, support manpower, and dollars. Some of the
related concerns which were studied included:

1. The relationship between complexity and cost.

2. The impact of cost on quantity, and, in turn,
quantity on force capabilities,

3. The effect ¢f increased system costs on war
reserves and the ability of the force to
sustain combat.

4. The relationship between spares availability
and syst2m availability.

5. The interaction of combat to support ratios
(teeth-to-tgil) and force structure design.

There was considerable interaction between the Subpanels in the
San Diego meetings and «ome overlap in their recommendations. This
report combines the jrnd:vidual Subpanel reports and summarizes the
overall Panel conclusionu and recommendations. It is organized by
subject area rather than Subpanel. The remainder of this section
describes the Panel”s definiticns of high performance, readiness and
availability -- and discusses the Panel”s thouguts on the difficult
choices which must be wade to achieve a meaningful military capability
withii reasonable budget limits.
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The several Subpanel recoumendations were considered by the
entire Panel and a series of recommendations were made to the Defense

Science Board at the close of the San Diego meeting. These are given
in Appendix C.

Subsequent sections describe the system comparisons made; a
variety of comments on the system acquisition process; the Panel’s
concerns about software, personnel and training; the related areas of
reliability, maintainability, built-in test equipment, logistics and
maintenance; natural resources; and airlift.

1.1 Definitions

It quickly became apparent that there were many ways to define
high performance, high technology, and sophistication., It was also
clear that various groups used different measures to evaluate readi-
ness. The Panel’s definition includes the following characteristics:
8 high-performance system must provide a significant additional margin
of military capability which is judged to be potentially decisive in
battle. It must achieve, at the same time, a measurable increase in
reliability, operability, maintainability and all those factors con-
tributing to higher wartime operational availability and readiness.
Finally, a system is termed higher performance if its achievements are
the result of judicious application of advanced techmology.

The difference, then, between new high-performance systems and
others might be that, e.g., technology can also be applied not to
provide basic new wmilitary capability, but to provide lower cost,
higher reliability, etc. The debate should nct be om high-
performance versus simple systems, but on how, in any specific case,
a gives high pverformance system accomplishes the above objectives.

The Panel recognized, as described below, that readiness is omnly
one factor in what is referred to as Combat Capability. Although the
task assigned to this Panel of the Defense Science Board Summer Study
dealt with the operational readiness aspects of high performance
syetems, it is important to recognize the part which the readiness
factor plays in our efforts to provide adequately for the security of
the United States. To be sure, the readiness of our forces is of
paramount importance and it has been of paramount concern to the De-
fense Department and the Military Services in recent years; however,
there are considerations besides readiness in the national defense
equation which must be acknowledged to put readiness in the proper
context. All of these considerations are interrelated and each
provides its own dimension to the total solution which we seek.
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It appears axiomatic at this juncture in history that the most
effective means of providing for the security of any country is to
create and maintain sufficient military strength to deter potential
adversaries and to defeat our enemies if this deterrence should fail.
The commodity with which we must deal in measuring our military
strength is the overall combat capability of our military forces. If
this total combat capability is sufficient to deal with any postulated
threat, we have been succesaful. If it is not sufficient, our nation
faces perilous times.

It is generally recognized and accepted that total combat
capability is made up of four basic components. The first of these is
the size of the force - force structure. This is the quantitative
dimension. The second deals with the hardware with vhich we equip our
units. It is the qualitative dimension. Over time, it can be
directly measured by the success we attain in our efforts to modernize
with the best possible equipment which technology can provide and
support. The third component involves the readiness of tlhe force -
the ability to deploy effectively and employ all elements without
delay. It is an extremely complex factor which takes into account
such things as the reliability, operability, and maintainability of
our systems as well as the training level of our personmnel. The
fourth and final component is sustainability, which measures our
ability to support the total force over time so that it can fight as
long and as hard as is required to prevail. It is the time dimension.

All of these components are interrelated and constantly compete
with each other for priority and funding. Further, maintaining the
delicate balance between them, with finite funding, is ackunowledged as
being the most challenging task of defense management today. It is
interesting that the interrelationship and the competition between
modernization and readiness provides the genesis of the issue which
this panel of the DSB Summer Study has been asked to examine.
Specifically, the issue involves whether modernization of the Armed
Services with more complex equipment forces a reduction in readiness,
and then, what steps cap be taken to correct or preclude this
situation, The following paragraphs briefly review each of the
identified components of combat capability to establish a proper
framework within which the central issue can be viewed.

1.1.1 Force Structure

The objective force structure is determined by a complicated
and continuing process involving the character and size of the
perceived threat, the nature of the most probable scenario which we
may face, our national objectives, the overall capability of U,S.
forces, and our ability to properly support the force with logistics,
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facilities, training, and manpower. It must be emphasized that force
structure pertains not only to major combat units but to essentieal
supporting elements as well. It is imperative that supporting units
of all types be provided in proper ratio if the inherent capability of
the combat organizations are to be fully exploited.

The level of force structure of the U.S. Armed Forces has
fluctuated greatly throughout the 1970s. As a gross measure, in 1970
our total Armed Forces strength stood at 3-1/2 million, Today that
figure stands at approximately 2 million, although all Services are
programming modest to moderate increases over the next five years.

The overall reduction in the “708 was basically caused by lack of real
growth in the DoD budget and the need to give higher relative priority
to modernization after a virtual hiatus during the Vietnam War.

The programmed changes in force structure are in reaction to
the significantly increased threat posed by Soviet forces, as well as
certain modifications to our national objectives and strategy. These
latter changes give added emphasis to the importance of the Middle
East/Southwest Asia. Since the Reagan Administration is supporting a
substantial increase across the DoD budget over the next five years,
the force expansion is not expected to adversely affect the other
components of force capability.

1.1.2 Modernization

Historically, military weaponry has been improved as a result ;
of a compelling need for man to protect himself with weapons that were '
as capable or better than those possessed by his enemies. Accord-
ingly, we have seen through the years a process wherein every 1
improvement or breakthrough in technology was soon followed by the
development of hardware which countered that increase in capability.

The prevailing axiom throughout this evolution has been a recognition
of the tremendous advantage enjoyed by the side with the better
equipment. Today this axiom is still operative and in a time of
accelerated technological advances, it has become even more binding
and time-sensitive.

Broadly speaking, the requirement to modernize in recent years
has been generated by the advancing age of our weapon systems and by
the increasing threat posed by the Soviets worldwide. All modern '
systems are developed and produced under criteria designed to give
them a certain reasonable service life; however, the diversion of
funds to support Scutheast Asia operations between the mid-sixties and
the early seventies forced the average age of much of our hardware )
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substantially beyond the planned service life. As a result, until
| ! recent modernization programs took effect, our forces were equipped
; : with hardware developed with technologies of the 1950s.

Although the aging factor is certainly a substantial reason,

' _ by far the most telling stimulant for recent modernization efforts can
g ; be found in quantum improvements which have been noted in the size of
the Soviet and Warsaw Pact military forces and the quality of their
equipment. Over the past ten years, Soviet armed forces have
increased by approximately 25 percent, while our strength has declined
some 40 percent. During the same time, Soviet defense spending has
grown an average of over five percent per year in real terms, and
today they invest almost 15 percent of their Gross National Product on
defense. On the other hand, U.S. defense spending has remained
relatively constant in real terms - approximately 5 percent of our
GNP. It is of great significance that through these years the Soviets
have continually dedicated a substantial portion of their military
budget to research and development efforts and associated acjuisition
- outspending the United States in this regard by some 240 bill. wn
dollars over the past ten years. As a result, the Soviets have been
equipping their forces with systems of increasing quality and
sophistication, to a degree which indicates that the technological gap
is closing rapidly. At present, they outproduce the U.S. 11 to 1 in
armored vehicles, 18 to 1 in surface-to-air missiles, 3 to 1l in
‘ helicopters, and 2 to 1 in submarines, naval surface combatants, and
u i tactical fighter aircraft. Similar ratios exist in other military

: commodities and the production imbalance across-the-board is expected
to continue.

\ Given this situation and the U.S. free economy, we are
l unlikely to match Soviet outlays in peacetime. It is mandatory that
we put equipment of maximum combat capability in the hands of our
military forces. These systems must be able to compete favorably with
enemy systems they must confront. They must be able to survive in the
extremely lethal and hostile environment in which they may be forced
to operate. They must be flexible in their ability to operate within
various scenarios and in any part of the world. They must be devoid
of operational limitations which would prevent them from performing
their missions around-the-clock and under any weather conditioms.
These and other requirements force constant improvement of the systems
in the field (through modernization and upgrading) and maximum
exploitation of the technology available to us. To do otherwise would
only aggravate the imbalance which is developing and consume our '
defense resources without providiug capabilities that would be a
factor in the sophisticated battlefield of the late 19008 and beyond.
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l1.1.3 Readiness

This component of combat capability is the dimension explored
in great detail by the DSB Summer Study in addressing whether high
performance equipment fosters reduced readiness. In this context,
then, overall analysis deals with system readiness as opposed to force
readiness in the broader sense. It addresses whether the systems
which are produced and fielded, in fact, provide the quality and quan-
tity of combat capability envisioned when their respective productior
decisions were¢ made. In this regard, such things as system reliabil-
ity, maintainability, and availability become paramount, along with
the training status of both the crews that man the systems and the
associated support personnel.

In focusing on system readiness throughout this study, the DSB
notes that force readiness in the broader sense - the ability of a
large integrated military force to effectively perform the overall
combat mission assigned to it - must go well beyond consideration of
the readiness of the individual systems that make up that force. It
must address such factors as proper force balance, the availability of
corollary elements (such as electronic warfare units) to support
primary systems, the adequacy of command, control and communications
capabilities, and the availability of the necessary lift to move and
support the force.

The word peadiness has many meanings and connotations. Fun-
damentally, it is the ability to deter a potential military foe from
taking action and, failing to deter, the capability to respond with a
military reaction capable of dafeating the threat. Such a view
demands & spucific accounting of the threat to be faced and a pro-
fessional estimete of our own abilities to meet that threat. This is
basically the th~ater commander’s view of his capability to perform
his assigned tatus. In the aggregate it is also the Joint Chiefs of
Staff view of rea:iness to execute the national strategy. The major
elements of this view of readiness include leadership, combat forces,
combat support forc4n and materiel, mobilization capabilities, and
transportation both in-theater and from the U.S. With the exceptions
of leadership and mobilization, each of these factors is amenable to
some form of measurement.

Two of the force characteristics are now being reported under
formal criteria accounting. The first of these is the C rating system
for reporting the status of battalion and larger size units in the
measured categories of personnel, combat equipment, ability to repair )
and training. These are reported in four levels: C-1, fully combat
ready; C-2, substantially combat ready; C-3, partially combat ready; ]
and, C-4, not combat ready. As noted above, readiness involves more ot
tLhan the factors measured by the C ratings. The C ratings do, how-
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ever, provide a basis for management decisions on resource allocations
and do provide a positive incentive at all levels to achieve the best

readiness possible. (Note the C-rating systems vary some suwong the
Services.)

C ratings are derived by comparing numbers of assigned
personnel and equipment with that suthorized. Hence, one can change
the C rating quite dramatically by changing the authorization level
without changing the assigned level. In such a case, the C rating
would change, but the actual fighting capability would not. It is
also important to realize that the squadron/battalion commander is
almost always given a little less than the goai &t the moment aud,

therefore, alvays has the task of bringing his unit up to the desired
standards.

Another system to report on theater supply levels against
authorized support criteria is now being introduced as a second
weasure of readiness. A third measure of readiness which is often
applied to weapon systems is the ratio of time the equipment is
considered combat ready to the total time it is in the hands of an
operating unit. For some weapons systems the operatiomally ready
status is recorded as it chiuges over s 24~hour period. A system
could be operationally ready, not operationally ready-supply (NORS),
or pot operationally ready-m intenance (NORM)., The operationally
ready rate is then the operationally ready time divided by the sum of
the operationally ready time, the NORS and tbe NORM. This is the
supply officer”s view of readiness or the view of the program manager.
Typical operational ready rates vary from 451 to 60Z. The choice of
what is an acceptable rste is subject to all sorts of caveats. Ome
must remember that although daily operationally ready rates can
pinpoint problems re;ujring management sttentionm, the important
consideration is the nudber of combat systeme which can be brought to
combat-ready status withi: the authorigzed generation time (usually 72
hours oxcept for alert situations). A musasure of this consideration
is provided in the C-rating syetem vhere the ability-to-repair factor

"is reported on.

1.1.4 $ustainability

Although not addressed in great detail in this Summer Study,
the question of sustainability is an extromely important factor in
determining the true combat capability of our military forces.
Despite the fact that it is readily accepted that it would be
necessary to opsrate our forces at an intense rate initially to mske
up for any quantitative or qualitative shortfalls, relatively little

attention has been given to how long this surge condition must be
continued in order to prevail.
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The introduction of the flexible response strategy some years
ago not ouly raised the possibility of fighting a conventional war but
also the recognition that it would probably be of longer duration than
a nuclear conflict. Although logistics planning factors were modified
to provide for the time dimension, several factors have caused great
frustration in our efforts to provide this sustainability. First, the
large basic cost of accumulating considerable stores of spares and
munitions was difficult to accommodate in military budgets that
provided little real growth. Second, the Vietnam War not oaly
syphoned off much of the available funding, but also caused a rapid
consumption of those expendables which were on-hand. Third, delayed
modernization efforts that received priority within all of the
Services at the conclusion of the Vietnam episode preempted funds
which otherwise could have been committed to improving the sus-
tainability picture. There was a fourth factor at work also.
Stockpiles of expendables tend to be viewed by decision makers as a
single gigantic entity which consumes large quantities of funds with
relatively little tangible or visible manifestations of progress.
Accordingly, funds naturally flowed more readily to the primary
weapons systems themselves, rather than to the wherewithal to operate
them over the required period of time.

As a result of the above, there is a real need for priority
action to be taken to rectify the substantial shortfall which exists
in sustainability. To this end, the DSB has noted that the most
recent Consolidated Guidance has directed the Military Services to
comnit sufficient funds over the next five years to provide the
aecessary ltockpxles to support sustained operations,

Although & precise quantification of the shortfalls by category is
difficult, the total amount as reflected in the most recent Posture
Statement approximates 50 billion dollars. This figure inciudes the
upgrading of our war reserve munitions stocks with newer, more
effective munitions as well as bringing the overall stock levels up to
the total requirements. It also reflects the procurement of war
reserve spares for new equipment coming into Service inventories.

1.1.5 System Ayailability

Another term for which the Panel found a multiplicity of
definitions was system availability. Eventually the Panel found it
useful to carefully distinguish when we were talking about a system’s
inherent availability (A, ) or, alternatively, 8 system“s goperstional]

avajlability (A ). Not only is the definition a clarifying concept,
but it also appeara to have utility as a management tool.

|
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Inherent availability (Ai) is defined as: designed in,
manufactured in, availability manifesting reliability and
maintainability. It is measured by mean time between failure (MTIBF)
and that component of mean time to repair inherent in the hardware
(MITR.). The formula is:

MTBF

i ~ MTBF + MITR

Operational availability (A ) is defined as that availability
which is achieved by the operating forces. It is the consequence of
the mean time to repair actually achieved by the operating forces
(MITR ) and the mean logistic delay time (MLDT) as they relate to the
mean time between failure which is inherent to the systam. A isg
affected by the general efficiency of system support inm all of its
aspects -- manpower training, job aids, logistics organization and
procedares, quantity and deployment of spares. The formula is:

_ MTBF
o MTBF + MTTR_ + MLDT

One should take care in making specific calculations using these
definitions so as to properly account for utilization rates.

A. is the product of the development and production effort;
Ao of the support effort. A can therefore never exceed A;. At the
level of OSD staff, A; is the province of the USDRE and A "of the
ASDMRASL. Within the Services, there are comparable divisons of
responsibility,

Defense contractors can and must produce high Ai‘ It is the
task of the weapons system acquisition process to require and enforce
the achievement of high Ai levels before systems are introduced into
the force. Defense contractors cannot be held primarily responsible
for low Ao which is, rather, the province of DoD management. However,
contractors may be required to deliver specific support analyses and
support products indispensable to the achievement of high Ao.
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1.2 Funding Ready Systems

Although there are exceptions, experience to date has shown a
direct relationship between complexity and unit cost. At the same
time, the size and quality of the Soviet threat has forced us to rely
heavily on the full exploitation of technology to stabilize the situ-
ation, although constrained by a relatively constant and finite
budget. Faced, therefore, with increased unit costs, if we are to
modernize, it is necessary to make a choice between compensating
courses of action. The first of these is to buy fewer of the required
systems 80 as to stay within the funds available. In effect, this
course of action gives up force structure for mdodernization and the
net improvement in overall combat capability could only be achieved if
each system has a decisive advantage over the threat force and its
comparable or related systems., Additionally, fewer numbers of any ome
system limits flexibility in worldwide deployment, tends to reduce the
amount of spares available to support the system, and causes increased
reliance on the air and surface lift available to ensure that the
weapon system is available where and when neecad throughout the world.
Finally, a smaller buy would force the unit price up even higher.

The second alternative available would be to stretch the

procurement program out by producing at a slower rate. This is a
commonly used procedure which DoD has been forced to utilize in the
real world of escalating costs and relatively fixed budgets; however,
it creates numerous operational, management, production, and, in the
long run, cost problems. The most obvious of these is that the full
introduction of the new equipment into the operational inventory is
delayed; unit conversion programs are slowed and prove to be less

‘ efficient; the reduced flow of personnel through training programs
tend to cause waste of resources; production facilities are tied up
for excessive periods of time, gnd fluctuations are induced in the
size of the needed work force. Here also, it can be anticipated that
unit cost will be even higher in stretched-out programs and other
funds will be lost in conversions that are forced to be inefficient.
A better way of doing this would be to procure systems and spares in
the proper ratios from the inception of the program. This would
coatrol production costs, while slightly reducing system buys -- but

i overall readiness would not suffer.

A third, and even wmore dangerous, alternative, would be to
produce primary havdware in the numbers and on the schedule desired,
g but to gain economies by cutting back on the buy of spares and other
support if.ems which are essential to the system. This practice
resulis in the fielding of systems which cannot be properly supported.
; Ag a result, their mission capable rates are forced well below
‘ acceptable levels and the system is subjected to severe criticism. At
. this point it is the tendency of the uninformed to blame complexity

{
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for the low availability rate of the system. The fault, in fact, lies
in our compromise of the logistic plan. In essence, by failing to buy
adequate support, we procure expensive weapons systems but deny
ourselves the full combat capability which these systems can offer.

The remaining programmatic actions available to us when faced
with high unit costs and a constrained budget involve considering the
relative value of new systems. To this end, conacious managemeat
decisions must be made after a detailed analysis of the contribution
of each system to our overall defense and a review of the natioral
objectives and strategies which they support. Other programs could be
slowed down in their production rate as a means of releasing the
required funds, or they could be cancelled completely. A decisiom to
cancel should be made as early as possible to recover the maximum
amount of funds and, at the same time, to minimize expenditures on
systems which will not enter production. As a means toward this end,
it ie necessary to maintain a constant surveillance of our programs
with a view toward ideuntification of capabilities which overlap with
competing systems 8o that the wasteful duplication could be eliminated
“early~on."

Associated with the above, there are currently procedures in
ef’~ct for scrutinizing proposed new programs prior to approval to
ensure that the requirement is sound and that they are fully
justified. Unfortunately, under this scrutiny, badly needed systems
are often denied funding, although the operationsl capabilities are
critically needed. It would be valuable in these cases if another
option was available wherein the needed capability cuuld be incor-
porated in weapon systems already in the field. 7Tt would then be
Jecesgsary to provide for possible growth potential rather than {
developing systems with close space, power, and weight tolerances.
Such a provision would permit some upgrading of our capabilities for a
small percentage of the funds that would be required to procure an
entirely new system.
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Z. PERFORMANCE BENEFITS VERSUS SUPPORT BURDENS -~ A COMPARISON
OF SYSTEMS

As noted in the Introduction, a key activity of the Panel
invelved a study of several series of systems which represent, over
time, U.S. capability in various areas; e.g., in tanks the M60-Al/
M60-A3/M1 series. This approach was used to permit analysis of the
relative performauce and support burdens as our systems have evolved.

In approaching the problems of assessing the benefits of applying
high technology to weapons systems vis—a~vis the concomitant support
burdens, we sought to wse the best experience data and the best
analytic data availuble. We also selected from the truly massive
quantities of these data those portions that were best documented and
most clearly displayed the relationships we were examining. This
resulted in an emphasis on weapons systems in which high technology f
was well applied, on systems whose properties as fighting vehicles are
strongly depcndent on the successful application of particular tech-
nologies, and whose performance parameters provide vivid comparisons 1
with predecessor systems. While this proceduvre effectively illus-
trates the impact of techknology where it is well applied -- it does 1
not deal at all with cases where technology may have been misapplied ;
or with cases wheie an excessive reach for new technology may have i
prevented successful completion of a development or excessive costs i

and delays (Cheyenne, for example) or, for that matter, have led to ek

uneconomical acquisition and/or support program burdens. Nor did we

attempt to address those cases where a subsystem may have overreached
the available technology and introduced unnecessary costs and support
burdens, although undoubtfdly many such cases exist,

Lack of treatment of'such cases in this report is not intended to
constitute a denial of their existence by the Panel. If anything, it
reflects the fact that such cases represent failures of the acqui-
sition process to make consistently good judgments o% how much
technical risk to accept in pursuing weapons systers designs adequate
to cope with the threat. There is some evidence that excessive tech-
nical risks evolve from certain aspects of the competitive .ource :
selection process which on occasion has stimulated contractors to go
beyond the limits of sound technical judgment in competitive pro-
posals. A balanced treatment of the subject of performance benefits
versus support burdens would deal with these factors more fully than 3
the Panel was able to do in its work reported here. o
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2,1 Institute for Defense Analyses Study

The Panel was ably assisted in its deliberations by a study by
the Institute for Defense¢ Analyses (IDA) and a short summary of that
study is presented below. The complete study is documented in a
classified IDA report, "The Effects of Increasing Technological
Complexity on Operational Readiness of Weapon Systems," (IDA Log No.

HQ 81-23839), and an Addendum to that report (IDA Log No. HQ
81-23926).

The IDA study attempted to "seek quantitative relationships
describing the variatioan of reliability and maintainability ... of
successive generations of ... systems." The study was to consider the
hypothesis that current generation systems are more complex than
previous generation systems and, therefore, more difficult and costly
to maintain, less operatioanaliy available, and less combat ready. The
main conclusion of the study is that the available data do not support
a test of the main hypothesis, although some indicators suggest it may
not be true or may he true only in selected cases.

In looking at the readily available data one finds that the data
of interest are usually incomplete, and require extensive research and
subsequent integration before detailed questions about reliability and
support costs, and related matters, can be answered. The data used
was compiled from Service data for operating and support (0&S) costs,
procurement and operational status where this information was
available. Data from prior studies was also used.

One of the cautions expressed in the IDA study concerned pos-
sible indicators of complexity. Among the conventional wisdoms are
statements such as "the more complex a system is the more parts it
hae," "costs go up as complexity increases," "as performance increases
80 dces complexity," "the bigger a system is the more complex it is
apt to be," and "our modern systems are more complex than their ante-
cedents." The study aptly points out that a comparison of the old
mechanical calculatoirs with modern electronic onea results in contra-
dicting most of these wisdoms. The modern calculatnr is far more
complex functionally but far simpler mechanically, easier to use,
ciieaper and requires essentially no maintenance. The message to be
gnined is that measures of complexity need to be very carefully placed
in an appropriate context to be very useful as indicators.
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The systems whith were compared with one another are listed in
Figure 1, together with some ground rules used in choosing them. The
data collected included system characteristics and performance indi-
cators; unit and force procurement data; various operations, main-
tenance and support costs; and reliability and maintainability
indicators (incomplete). The data was collected mainly from Service
sources and compares systems as they exist now -~ although, in & few
cases, it was possible to get data to compare different generation
systems at similar points in their life cycles.

Figure 2 compares availability in percent availability and the
ratio of operating and support (0&S) costs to support costs. It is
immediately apparent that availability tends to be higher as the ratio
of 0&S to procurement costs increases., With two exceptions, the trend
in going from older to newer generation systems is to lower both
availability aund the 0&S/procurement cost ratio. The two exceptions
are the A-10 and the F~16. The data do not explain the F-16 case, but
it should be observed that the A-10 is a much simpler aircraft than
the A-70 it replaces. The obvious trend raises the question of
whether the 0&S/procurement cost ratio is generally reduced as a
management prvactice as system costs increase. From a further look at
that question, the available data seems to indicate that is indeed
what has been happening. For example, data is provided in the IDA
report which shows that the 0&S costs in millicns of dollars per year
per aircraft vary only from .8 to 1.71 (A-4E t¢ F-15) for the 9
aircraft types studied. In addition, O&S costs are also quite close
to one another for successive generations of ships, with the newer
ships having lower nr essentially identical 0&S costs.

2.2 Aircraft Systems

Some additicnal interesting data are shown in Figure 3. The
F-15 appears to be more reliable and cheaper to maintain at the
organization level than the F-4, Note, however, that the cannibal=-
ization rate of the F-15 is much higher, while it also has many more
remove and replace parts. These two characteristics may not be
unrelated -- they may in fact suggest a change in maintenance prac-
tice from one aircraft type to the next. However, high cannibsliza-
tion is a natural response to buying insufficient spares, a common
practice in recent years as illustrated in Figure 4.

Figure &4 shows that the USAF allocation of its procurement
budget between purchases of new aircraft and acquisition of replen-
ishment spares has oscillated through the years. 7The expressions of
concern about readiness comes at a time when a considerably larger
fraction of the budget was spent on new aircraft rather than on

spares, and it can be observed tiat USAF plans have tended to redress
this balance.

2-3




FIGURE 1

FTEVEVINGD ATILI0N3IN ATNO SIELSAS o
~034NE,. JUV VIVO HIMM 504 SWIISAS o

01 1SVd LON SWIISAS  :@34N1I)X3

SISSV19 amis |
SdiHS TVAMAIN,

91-4/S1-4/3v-4
oL-viaLy
3I404 HIV

E JEI A |
vri-dirvd

»8E N3J/SE-SZ N9I
1 £ 94d/1 9

1 €96.00/2

£6 da

» ZLIWIN/ISIHdEIING
+HIONVH/AVMOIN
1889 NSS/LEY NSS

AAVN

avavisal Gavave 3
LE-DdL/VY-BJIN

MOL/44 901
09-HN/L-HR
H39NLLS/3A303H
L-N/EV-0SY/1LV-09
AWy

FN8VIIVAV ATIAV3H 3H3IM viva
AAILVHVAWOD INOS HOIHM HOd SINILSAS

B T kR TYS I V SPe

2-4




Laar

FIGURE 2

AVAILABILITY AND OAS/PROCUREMENT COST RATIO FOR SYSTEM PAIRS EXAMINED
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FIGURES 3 and 4
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Figure 5 shows a breakdown of 0&S cost patterns for the F-4,
F-15 and the F-16 aircraft. Essentially, military personnel and O0&M
costs are the same for the older and the more¢ modern aircraft. The
costs for spares are quite different, however. The initial buy of the
F-4 included a much larger fractiom of sparss in the flyaway cost than
did the more modern aircraft. The curve for che F-~1578 acquisition of
spares (in the bottom graph) therefore sugges:: that the needed spares
were purchased under the 0&S5 account rather thés in the new-aircraft
procurement account =— since the sparaes costs for the F-4 and the F-15
converge rapidly after the initial difference &t F-15 IOC, Such a
practice may result from the current focus on c.atrolling acquisition
costs and the requirement to show cost growth i the system
acquisition reviews.

Before proceeding, it is well to explor: in some depth what is
meant by aircrai. “availability.” The definitioms uced by the USAF to
describe two stages of aircraft availabiliiy to £l missions are
described here.

Availability, Operational Ready Rate, Mission Capable Rate =

_ A/C "Out" for Maintenance

1 A/C in Fecrce

Where
‘A/C Out for Maintenance’ includes scheduled and
unscheduled maintenance and planned modifications.

There are variations such as “fully mission
capable,” etc., but the idea is the same.

Before Flight Reliasbility =
Probability A/C on the line will start on Mission

= 1 -~ (Before-Fligh . .vort rate).
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FIGURE 5
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An attempt was made to relate these definitioms to airline
practices, through a discussion with a representative of the Air
Transport Association, The airlines’ analog to “before flight
reliability” is called “dispatch reliability,” and typical values are
the same for the airlines and for the Services. Vor example, from .
USAFldata the A-7D has a before flight reliability of approximately :
.97." Dispatch reliability of civilian tramsport aircraft varies
between .95 and .99 with much higher utilization, depending upon the
aircraft. The airlines have no analog for operational availability
according to the first definition, because (except for major overhaul)
maintenance is performed mainly without interrupting the daily flight
cycle while the aircraft is at rest (e.g., overnight). Although the
airlines do not use their statistical data in the same mannar as the
Services, it is possible that if operational availability were traced
on a daily cycle according to the definition above, the availability
of their aircraft might be similar to that of the military.

The airline usm of “dispatch reliability’ as a primary measure,
and their practice of performing maintenance during the ‘off” hours of
a daily cycle, suggested examination of data from Southeast Asia
operations to explore military comparability further. It was found
that no separate availability data were readily accessible to describe
aircraft operations associated with Southeast Asia alone, since data
for those years have been kept on a fleet-wide, worldwide basis.
Further search of the archives might bring more specific data to
light . Thus the consideration of “availability” or ite equivalents
deal exclusively with peacetime, not wartime, operational factors.

The latter may well be both defined and considered differently,

The upper graph in Figure 6 shows some data from an earlier IDA
study which indicates that: L

o availability varies with the ratio of 0&S cost- "
to-unit procurement costs; and

o this variation displays asympéotic behaviox
spproaching some value between .7 and .8.

1E.g.. 0C~ALC, "A7D System Effectivuness Keport,"' RCS-LOG-~LO{R)7372,

Diractorste of Materiel Management, Oklahoma City Air Logistice
Center, Tinker AFB, OK, December 1980.

RN 7NN i 15 2. M




; e e -

, %

AVALA

AVALABAITY, %

FIGURE 6

AVAILABILITY OF U.S. FIGHTER AIRCRAFT

(2) 1974 DATA; 1981 ESTIMATES FOR 3 A/C,
CN SAME BASIS, FOR COMPARISON

1.0
A-37
0.8 *F16
’ F ",F-y'/,——;—. *RF-101
F06. F102)  4F.100

¥ F-105
0.6 F-15 F-4E 210
F111eg, -
0.4

e 5-YR (1970.74) AVERAGE; PROCUREMENT
COSTS BASED ON 1000 UNITS

0.2 % 4-YR (1977-80) AVG. FOR F-4E, F-15;
2-YR AVG. FOR F-16. SAME BASIS
0 AS 1974 DATA 4
0 0.1 0.2 0.3 0.4 0.5

DIRECT OPERATING AND SUPPORT OBLIGATIONS

UNIT PROCUREMEN

ST*

SOURCE: DA P1141 for »

*COST DATA BASED ON FYUP; ESTIMATED
(b) 1981 DATA (1981 0 & S, 1980 AVAIL.)

1.0
0.8
| r16e L oM0
0.6 e[ 8 eF-AE
' F-15 ?/' A7
®F.111
0.4
0.2
0
0 0.1 0.2 0.3 0.4 0.5

ANNUAL D&S COST/UNIT®
UNIT PROCUREMENT COST*

*COST DATA FNOM USAF COST & PLNG FACTORS AF REG 173-13; UNIT COST CONVERTED TO $1981 FOR
QLD AIRCRAFT, AVAILABILITY DATA FRCM USAF SUMMARY, COMPYROLLER OF THE A.F.

2-10

SOURCE: Service dats




Recent data for three more modern aircraft, shown by the asterisks,
are “spotted” on this curve, and they affirm the earlier speculation
that, if the F~4 and F-15 0&S costs are at about the same absolute
level while the F~15 is a much wore expensive aircraft, we should
expect the F-15"8 0&S/ procurement cost ratio, and therefore
availability, to be lower than that of the F-4.

The lower greph in Figure 6 shows the same variations for many of
the same aircraft on a more modern and reliable cost basis. Note how
changing the cost basis changes the position on the graph for the
different sircraft, although the nature of the overall relationship
doesn”t change.

In Figure 7, similar availability data for Army and Navy aircraft
are compared with the data presented previously for Air Force
aircraft. The dats suggest that this kind of variation might be the
same for the aircraft of all three of the Services. Note:

o The position of the F-~l14, which is an aircraft
whose operaticnal readiness has been questioned.

o The difference in the positions of the points
for the UH-60 using two different U.S. Army cost
sources. The EPA (Extended Planning Annex) data
are thought to be more consistent with the data
for the other helicopters.

To summarize the data presented above for fighter aircraft, it
appears that availability does tend to be lower for more complex
aircraft -- but it is also clear that in recent years the initial
investment in aircraft spares relative to aircraft cost has been lower
than for earlier generation aircraft. The availability of modern
aircraft can be increased most quickly by additional expenditures of
operating and support funds. Care must be exercised in doing this,
however, since the impact of higher 0&S expenditures on aircraft
availahility is nonlinear and has greatest effects when aircraft
availability is 60X or less. Some as yet undetected factor may be
causing this asymptotic behavior, but it was not discernible from the
available data. One should also remember that the analysis is based
on peacetime operations and that wartime factors aie likely to be
different,
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FIGURE 7
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2.3 Helicopter

Figure 8 shows typical variations of helicopter reliability and
maintenance cost history. All components of the helicopter appear to
follow the same trends, becoming less reliable with time, while
maintenance costs increase. However, as will be indicated in the next

slide, the interaction of these trends with operational availability
is not simple.

The upper graph in Figure 9 shows the operational availability
history of several Army helicopters. Note that the availability
varies considerably from machine to machine and also from year to
year. The data suggest that twin-engine helicopters might have
slightly lower average availability than single-engine machines.
Although previously (in the pairwise comparison data) it appeared that
the UH-60 had lower availability than its older counterpart, the UH-1,
it can be seen here that the UH-60"s current availability is in the
middle of the availability band for all of the machines, so that the
implied reduction of availability in comparing the UH-1 and the UH-60
alone may have little real significance.

The lower graph examines the question, whether a combat type
helicopter might have lower availability than a transport type. "he
AH-18, which, although it is a single-engine machine, may be the most
complex aircraft of all because it h&s a gun turret and the TOW

missile, also has the highest avallabxlxty of all the machines in the
UH-1 genetatxon.

It appears from these data that the Army has preserved heli-
copter availability despite the typical reliability and maintenance
history displayed earlier. One reason for this is suggested by the
data in Figure 10 which show that, much more than the other Services,
the Army has drastically reduced flying time per machine in recent
years. It was not possible to obtain flying hour data and 0&S time
histories for the individual helicopters to explore how the Army has
balanced operating costs, flying hours, and reliability over time.

As seen above, operational availability varies considerably
among helicopter types, and from year to year for a given type. There
is no general trend toward lower availability as the helicopter ages,
but, characteristically, 0&S costs do increase with age. Attack
helicopters and the newer generation (UH-60) helicopters do not
necessarily show lower availability than the earlier generation
utility/transport macinines for which there is longer experience.

2-13

MM BREETRE A
LRI el ket s AL TR ‘.’ \“t"

e AT

AT PR




FIGURE 8

MTBE VERSUS YEAR FOR THE NAVY SINGLE ENGINE UH.1/HH-1/TH-1 SEMIES
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FIGURE 9
AVAILABILI ;Y OF HELICOPTERS
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FIGURE 10

FLYING HOURS PER AIRCRAFT PER MONTH
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2.4 Avionics

We now move to the area of avionics. Figyre 11 shows data
compiled by TDA during the Electronics~X Study. Unit production cost
is taken to be an indicator of complexity, and this curve thus
confirms that reliability decreases as complexity increases, unless
special measures are taken to avoid this trend.

Figure 12 shows data similar to those in the previous graph !
(lower curve) on a more precise cost basis (the data were obtained on
a proprietary basis during an IDA study of JTIDS). The upper graph !
shows that as the avionics equipments of the lower curve are replaced
by a new generation of technology, the same implied reliability-
complexity relationship holds, but, in general, the avioanics equipment
at a given cost is, on average, five times more reliable. The
avionics system designer clearly has many options in using advancing
technology, ranging from improving reliasbility at the same cost to
increasing performance without losing reliability, or perhaps some
compromise between these extremes.

Figure 13 shows that the newer generation of equipment shown in
the previous graphs may cost twice as much to repair as the earlier
generation. Taken together, these two sets of data (this and the
previous slide) imply that in the avionics area we have gained
approximately a factor of three in reduced support cost, in moving

from transistor to integrated circuit technology over the period shown
(roughly 1975-1978).

*
Gates, Howard, et al, "Electronics-X: A Study of Military
Electronics with Particular Reference to Cost and Reliability," (in

two volumes), IDA R-195, Institut. for Defense Analyses, Arlington,
VA, 1974,
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The two graphs in Figure 14, taken from two discussions about
computers published eleven years apart, suggest the general trend of
increasing reliability at reduced unit cost has held in the computer
area and is expected to continue. This reinforces the implied
conclusion from the previous avionics data (and the earlier calculator
comparison) that in the electronic equipment area, support cost
appears in general to be declining, while functional complexity
increases -~ a trend that is due largely to the advance of technology.

Because of great capability increases in devices (compouents),
and a recent ability to design radars whose signal processing and
control functions are performed by high-speed digital devices, the
benefits just described for computers are also realized in fighter
radars. Moreover, if reliability is made a key requirement of the
initial specifications, the designer can apply the new component
technologies specifically for that purpose.

The difference between MFHBF and MIBF is the increased operating
time resulting from ground operations, which statistically adds about
50% to the flight hours. The preliminary data on the F/A-18 is based
on about 535 flight hours at the Lemoore Naval Air Station. It is
interesting to note that one F/A-18 fighter aircraft radar achieved
230 and another has accumulated 103 hours without failure. The MIBF
for the F/A-18 rader is 106 hours. The F/A-18 radar has more
air-to-air and air-to-ground operating modes than any other

operational radar and has substantial growth potential via software
development .,

The chart shows that avionics can provide significantly more
operational capability with a much lower life-cycle cost.

Figure 15, derived from the Electronicse-X Study, illustrates
another facet of the problem of measuring the effect of technological
progression as it faces the DoD., Suppeose point X represents a current
system design (on a cost-performance curve) using current technology.
With new technology in the offing, it may be decided to accept an
increase of cost provided it will lead to a large increase in
performance -- e.g., point 4a on the dashed line. However, actual
experience with the technology may follow the dot-dash line instead.
If so, adherence to the initial performance specification would cause
much larger costs than initially expected. Another alternative in
specifying the new-system requirement would have been to plan to use
the advanced technology to reduce cost while achieving a more modest
performance gain, as indicated by point 4b, While there are many
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examples uf the history described by point 4a, it is more difficult to

fina examples of ghe history described by point 4b -- one might be the
laser~guided bomb and another might be the F-16.

In gumwary, then, avionics reliability does decrease with
incrueasing cowplexity for a given generation of technology. However,
reliebility is incresasing for systems of comparable costs as tech-
nology advances. Although the cost per repair is increasing as tech-
nology advances, the frequency of repair appears to be decreasing

faster than the cost of repair is increasing, so there is a net
benefit.

2.5 General Observation

As A result of the IDA analysis, a few other observations and
speculations can be raised. As seen, advancing technology is not
necewsarily related to declining readiness with increasing complexity.
On the one hand, availability for F-1l1 < A-7 <A-10. At the same
time, aelectronic equipment of a given generation becomes less reliable
as it becomes more complex, but reliabilty is increasing &s tech-
nology advances. These are countervailing trends and there appears to

be no single relationship between advancing technology, complexity,
and readiness.

On the other hand, even thc limited data available indicates
there are institutional factors which clearly have a strong effect on
system operational availability. Among these are design trends (e.g.,
increasing number of replaceable units), budget allocation (e.g., for
spares, flying hours), impacts on maintenance policies and practices
(e.g., cannibalization), and interaction with personne. policies and
practices (e.g., numbers, quality, training).

Clearly, operating and support requirements also depend on the
extent to which the design is stressed by the operational require-
ments. However, data to explore this issue is scarce. The Panel
supports the DoD initiative to cbtain 0&S data, including depot costs,
on a system by system basis rather than by class. When this data is

available, case by case analyses and cost/performance control will
become easier.

*
deLeon, P., "The Laser Guided Bomb: Case History of a Development,"
Air Force Project RAND, Report R-1312-1-PR, June 1974.
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2,6 Cost Trends by System

Figures 16 and 17 show the changes of procurement unit cost for
the successive generations of systems which were reviewed. The costs
shown are average costs for the total actual or projected numbers of
systems acquired (in some cases of major shipa the number is 1), and
the date is the year of I0C, In Figure 17, the unit procurement costs
of all items procured are referred to and expressed in dollars of the
year of I0C, In Figure 18, the costs are all presented in terms of
constant FY-8l dollars. Not surprisingly, the costs of successive
system generations rise steeply when shown in terms of coustant-year
dollars normalized to year of IOC, while the rise is not nearly s
steep when shown in FY-81 dcllars. Of particular interest is the fact
that the cost of major ships (except for SSNs) has barely increased in
real terms, and has declined somewhat for the most expenuive ships,
nuclear-powered carriers. Thae cost of ICBMs has decreased as the
technology hus improved. The steepest intergenerational cost rises
among the systems reviewed are shown by high-performance aircraft -- a
fact well known from many prior reviews of defense system acquisition
costs, The cost increases for tanks and utility helicopters, although
relatively steep for the recent systems compared with their prede-
cessors, are not large in absolute terms onm a per-unit basis since
these are the least expensive systems shown on the figure (aud note
that the costs are shown on a logarithmic scale). The data shown here

does not account for the impact of variations im production rates or
performance.

2,7 Cost-Performance Comparigons

As a means of assessing in general terms whether system per-
formeuce has been advancing at least as rapidly as system procurement
and 0&S costs, the performance and cost data presented in the report
of the IDA study were combined as shown in Figures 18 and 19. The
ordinate of each figure shows, for selected systems, where cowparison
is possible in consistent terms, the ratio of an indicator of per-
formance of a8 new~generation system to the same performance indicator
for the system it replaces. The abscissa shows the ratio of unit
procurement costs of the system pairs (Figure 18), or unit 0&S costs
(Figure 19), both in constant FY-81 dollars. The parity line traces
the points at which the performance ratio and the cost ratio are
equal: in the region above the line, performance increased faster
than cost in the generational progression; below the line, performance
increase lagged behind coat increase. Again, the impact of differing
production rates has not been factored into this data.
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FIGURE 16
PROCUREMENT COST PROGRESSION IN YEAR-OF-I0C DOLLARS

10,000 ) T T
- (Cost is average cest of actuai or prejected tetal buy,
F in dollars referred & normalized to year of OC)
1000 |-
| e‘.“ l
ol ) :
M‘ !
w~ 100 . |
g - (8 LAUNCHERS/FU)* :
- {
- n
@ S /('s LAUNCHERSIFU)* _
!
: i
z 10} l
; i
- \
P
. |
> .
1.0 - ( ?
" L
i | -
Ot i1 L4l o4 1] [ | N W S WO U | d 0ol
1950 1955 1960 1965 1970 1975 1980 1985
YEAR OF i10C

*NOTE: “Standard” Patriet buy inciudes 5 launchers/firs unit; parfermance ratis was based on § launchers/f.u.,
projected use in Eurepe in the study previding the parferm===2 ratle. (f.u.=fire uait)

;
.

2-26 % 1
k




FIGURE 17
PROCUREMENT COST PROGRESSION IN CONSTANT FY-81 DOLLARS
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VARIATION OF PERFORMANCE RATIO WITH PROCUREMENT COST RATIO,
SELECTED SYSTEMS AND MEASURES
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VARIATION OF PERFORMANCE RATIO WITH 0&S COST RATIO,

SELECTED SYSTEMS AND MEASURES
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The performance indicators, and therefore the performance
ratios, were all determined from analyses for which results comparing
the system pairs were available, and in which special circumstances
and specific assumptions apply. These circ stances and assumptions
are given in detail in the IDA report. They are summarized briefly
for each point on Figures 18 and 19. The PATRIOT/IHAWK comparison is
the only one for which the performance indicators were modified from
the -imple ratius described on the figures., In that case, the per-
formance ratio (i.e., ratio of kills) of PATRIOT to IHAWK was multi-
pled by the ratio cf calculated PATRIOT kills in the forward area to
the caiculated kills in the rear area, to reflect the potentially more
severe degradation of that system by ECM in the forward area.

The conclusion that may be drawn from these figures is that, in
general, for the systems examined and in the applicable circuwmstances,
performance has been increasing faster than either procurement cost or
support cost., The systems compared represent a broad spectrum of
military capability end the circumstances of comparison represent, in
a rzasonable way, how the systems will be used.

Some exceptions to this g ueral conclusion are apparert on the
graphs. The calculated PATRIOT/I{HAWK performance ratios, as modified,
are much lower than the cost ratios for the cases where performance is
considered severely degr.ded by ECM. The dogfight performance advun-
tage of the F-16 over the F-4 is shown to be small, because tue
calculations included ouly the AIM-9L short-range wissile (corre-
sponding to current F-16 capability and the German version of the
F-4E) and nos vhe AIM-7 or a more advanced radar missile. The F-15

results sho . grest advantage over the F-4 in the dogfight case, but
the use of Aw..0G (whose cost is not included) could make the F-4 as
aoffective as the F-15/F-16 combination in defending bases -- i.e., the

ability to intercept attackers before they veach weapon release points
(nof; the relative ability to shoot them down).

It is also important to point up the obverse c¢f these exceptions
to the general conclusion, vhich is not captured by the simple
performance ratics. This is, that in eve:y case there is some unigue
performance characteristic of the new-generation system that permits
it to do something the system it replaces couldn”t do:

o simultaceous, longer-range engagements for the
F-14/ PHOENIX.

o tank-killing gun on the A-10.
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0 autorgmous (i.e., no AWACS) cperation for the
F"'IS .

o multiple simultaneous engagements, and high-
altitude engagements, by PATRIOT under ECM
conditions that severely degrade IHAWK or render

it ineffective.

o greater mobility and agility of the M-l tank. ™

Positive and negative factors such as those outlined must be taken
into account in assessing the significance of the comparisons and
judging whether the performance advances in succeediug generations
of systems are worth the cost increases.

. _
The mudels used for the comparisons didn’t reflect the differences
in dogfight maneuverability of the aircraft.

*k
The models used did reflect the effec s of the M-1 armor.
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3. IMPACT OF THE SYSTEM ACQUISITION PROCESS ON READINESS

~~ral of the questions posed in the Panel Charter led to con-
ride .on of various facets of the system acquisition process from
requ..ements determination, through development, to operational
testing and evaluation. The Panel’s conclusions concerning the rela-
tionship of the acquisition process to system readiness are discussed
in this section. In summary, the Panel sees no need for major changes
in the existing acquisition process. Within the existing process,
however, there does need to be increased emphasis on readiness in all
phases. It is alsc clear that if we are to have operationally ready
systems, we must provide the trained people to operate and maintain
them, and we must purchase the spares required to keep the systems
operating. The Panel was also encouraged to find that recent DoD
memoranda are providing much of the required emphasisr.

3.1 The Program Manager’s Role in Readiness

The Panel has reviewed the Deputy Secretary of Defense memo~
randum of 30 April 1981 as it relates to readiness and sustainability
and the 13 June 1981 memorandum on the same subject. The Panel fully
supports the views expressed in these memoranda; however, we believe
that it will be necessary for the Department of Defense to shift its
focus somewhat if these critical recommendations are to be implemented
fully.

The problem is basic. Senior acquisition executives in both
government and industry maintain a strong interest in major weapon
systems during their development and production. During these phases,
a disproportionate emphasis is often placed on performance and cost,
while actions required to ensure the readiness of the system once it
is fielded do not enjoy the same attention. A shortfall in perfor-
mance is noted quickly and corrective action is taken without delay.
Projected shortfalls in system readiness are assessed more slowly and
corrective action is often delayed, with the requisite authority often
diffused.

Once the system has attained an initial operating capability,
the situation rapidly worsens. The interest in our majur weapon
systems by senior managers often drops markedly at this point, perhaps
due to the misguided notion that the most critical phase of the
system”s life cycl has just been passed. The fact is that the most
difficult, and one of the least glamorous phases, lies immediately
ahead. Attaining a high level of operational readiness for advanced
weapon systems requires continual emphasis on such things as personmel
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selection, training, spare parts, and the logistic support organi-
zation, test equipment, and simulators. Attention to these critical
areas must be focused early in the program and it must persist well
into the operational lifespan of each system.

By definition, the prcgram manager of any given system has
overall responsibility for that system. At the present time, however,
his authority is not sufficient to allow him to be fully responsible
for the attainment of specific system readiness goals. His authority
over the level of spare part support and types of spares to stock is
usually incomplete. As the system is fielded, the authority of the
program manager over persomnel criteria, training plans, and the
logistic support organization is, at best, remote. Yet all of these
factors have a direct impact on the readiness of the system in the
operational command.

The Panel believes, if the pricrity for system readiness is to
be vlevated to the same level presently placed on system performance,
@n identifiable system advocacy program must be institutionalized.

The logical overall system advocate is the program manager and he must
be given both the authority and the responsibility to perform this
task. It would not be necessary to increase the program manager’s
directive authority to make him a more effective advocate. To be
sure, thie authority can and should continue to rest with the func-
tional managers who would be properly charged with the responsi-
bility to support the program manager. It would be necessary,
however, tc increase the program manager’s visibility into issues
relating to personnel, logistics, spares policy, etc. A program
director carries out his program using a matrix organization which
draws support from a variety of horizontally managed -disciplines such
as personnel, logistics, etc. He does not control these organizations
or their funding. As a result, when the personnel demands of a given
system are defined, they compete in the people arema with the demands
of all the other systems and the program director does not control the
success with which appropriate personnel are provided. Therefore, a
key ingredient of an effective system is beyond the program director’s
ability to deliver. The Panel discussed the possibility of vertical
management of all related resources by the program director and con-
cluded that such an approach was not practical in most cases. It is
conceivable that it might be workable for a very small number of very
high priority programs, but the Panel does not recommend this approach
and suggests that, if it is used, it should only be as a last resort.
Instead, the Panel recommends that the program director and all other
acquisition agents should have yertical yisibility into each of these
areas so that the support functions are given the priority necessary
to achieve effective systems.
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As one means of enforcing vertical visibility the Panel would
recommend that program sponsors be required to have representatives of
personnel, training, logistics, etc., present at all major program
reviews. In this way these factors would become normal and important
parts of the reviews. It is also suggested that readiness reporting
include vertical visibility into the support factors.

Given this increased visibility, the program manager/readiness
advocate could identify to the appropriate functional managers those
high leverage items required to ensure a high readiness level for his
system. He could provide an early warning on problems related to
quality of support and could isolate those facets of the functional
support system that would require modifications due to the peculi-
arities of his system. Finally, the program mansger/readiness
advocate could see that the money required to achieve the needed
readiness level is identified in the programming process and is
retained during the budget execution phase. The program manager
should be required to provide his assessment of the consequences to
system readiness of aay proposed cutbacks in required funding.

It would be necessary that the program manager’s office be
properly staffed if he is to be an effective readiness advocate. His
office must have an appropriate representation of logisticians and
other support specialists, although the compositioa of the office
would fluctuate as the program proceeded from one phase to the next.
For example, more logisticians would be required after the system is
fielded and these added support specialists could replace development
specialists who presently are sometimes retained too long in the
offices of program managers.

Although the essence of an effective system readiness advocacy
program would establish the program manager as the key element, other
agencies must participate as well. For example, the military
departments should conduct comprehensive system readiness reviews, at
least semianually. These reviews, using consistent measures of system
readiness, should be conducted for all major weapon systems. An early
alert of impending problems, signalled by a program manager or a
military department, could lead to prompt corrective action #nd, if
appropriate, an extensive probe in search of root causes. During the
departmental review, as well as during the program manager”s regular
asscssments, consideration should be given to tradeoffs across
functions as well as within functions.

If the military departments perform their jobs effectively,
there should be no need for greater involvement by the Office of the
Secretary of Defense than under current arrangements, although it does
appear. appropriate to delineate responsibilities within the O0SD staff
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(as well as other staffs) to ensure fully coordinated and focused
support to the program readiness advocate. Considering the importance
of improving system readiness, it is also recommended that each
military department brief the top managers in OSD at least annually.
This briefing should highlight the actual and projected operational
readiness factors for each major weapon system, the corrective action
taken, and the assistance required from the Office of the Secretary of
Defense.

We believe there is no question that acceptably high readiness
rates can be achieved for advanced weapon systems. We are also
convinced that & change in management emphasis, as outlined in the
prior paragraphs, is required if tbe increased system readiness is to
be attained and maintained consisten:ly.

3.2 Balancing Performance, Cost, Schedule and Readiness

As the Panel went through its deliberations it became clear that
the preoccupation with modernizing the force, and the attendant
emphasis on cost and schedule, had caused related factors such as
personnel, training, logistics, reliability and maintainability, etc.,
to receive less priority and funding than is required to achieve an
effective operational system. This problem has occurred because
there has been inadequate funding, in some cases, to both modernize
the force and maintain the curremnt force at high readiness levels.
This had led to conscious service decisions to modernize at the ex-
penge of readiness. A second factor in low readiness has beer that
existing DoD procedures for ensuring adequate treatment of the support
functions have not been given the priority they deserve in the man-
agement of the acquisition process at all levels. It seems clear that
what is called for is a balanced approach to all the factors —-
design, cost, schedule, personnel, training, logistics, etc. -- which
are integral to the acquisition and operation of effactive weapon
systems. We must be prepared tu spend the funds required to provide
the personnel, spares, training, and documentation to complement the
system hardware and software. Equally important, consideration of
these factors must begin in the concept definition phasc and continue
throughout the life of the acquisition program. Very early in a
program the Services should establish, in the requests for proposals,
r2alistic estimates of the manpower, personnel, training, and logis~
tics support to be associated with the system. These factors should
then be given appropriate weighting in the source selection process.
In this way industry will have a statement of the support boundary
conditions within which the system must operate. As discussed
elsewhere in this report, availability to the user of a real system
capability should be the measure used throughout the life of a
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program. Innovative support concepts should be evaluated early enough
to affect hardware design. The concept of integrated logistics
support should be broadened to one of total system support and added
management attention provided at all levels. The Panel felt that only
through actions such as these would long-term improvements in system
readiness result. As a corollary observation, when it is necessary to
cut the funds allocated to a program, those cuts should be made
vertically across the ‘design and support areas 8o as to avoid
delivering a system which is unsupportable.

As noted above, the Panel believes more emphasis needs to be
placed on readiness very early in the development cycle. 4 program
director assigned to acquire some new vehicle, weapon, command and
control center, or whatever is faced with a myriad of conflicting
demands. They include achieving required performance within ac-
ceptable costs and schedules. Beneath that generality, however, there
are many decisions which must be made and remade throughout the life
of the program and which affect the burden placed on the DoD to main-
tain the acquired system.in a ready state after it is deployed. 1In
each program one must consider the numbers and skill levels of
personnel which will be required to operate the system, but also to
maintain it. This consideration must be made early in the program
because the design of the hardware and software must be compatible
with the capabilities which the operators and maintenance personnel
can realistically be expected to have. A tradeoff is required between
the sophistication of the system and the skills and numbers of per-
sonnel. For example, one can build a capability into a system for the
hardware and software to automatically detect malfunctions and even to
isolate the cause of the failure to various hardware levels. A deci-
sion to employ automated fault detection and isolation may permit more
effective system operation with less skilled personnel. However, if
poorly implemented, we will have paid the cost cf acquiring a sophis-
ticated capability, will suffer low readiness because the available
personnel skills and tools were predicated on the design working, and
be faced with the expensive choices of either redoing the system
design and supplying more skilled persomnel or building the fault
detection and isolation system cver again.

There are many other choices which must be made early in a
program and which have major impact on the lift cycle costs and on
anticipated readiness. For each system, a repair concept and a
corresponding spares provisioning policy must be derived. How much of
the system will be maintained at the operating locations, how much at
an intermediate maintenance shop, and how much back at the contrac-
tor’s plant? Will forward repairs comnsist of replacing logical units,
cards, or components? Can the spares provicioning system be expected
to have the correct spares at the proper locations to support the
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chosen maintenance concept? What maintenance tools will be provided,
what training required to support the concept? If sophisticated fault
detection and isolation techniques are to be used, what demsads will
be placed for personnel sufficiently skilled to maintain that system
current as the operational system evolves? On the operational side,
how much sutomation should be built into the hardware and software,
how should that be traded off between the skills required of the
operators, the costs associated with developing and maintaining such
systems, and the proper allocation of decisions between man and
machine? Some other aress include the use of contractor persomnel in
field maintenance, military specifications versus commercial stan-
dards, transportability requirements, use of higher order programming
languages, choice of associsted communications syatews, etc.

All of the kinds of decisions discussed above are faced early in
an acquisition program because they affect the design of the system
being acquired. Procedures call for the kinds of tradeoffs discussed
above to be made and for experts in training, logistics, etc., to
participate in the tradeoffs. However, a program director is also
faced with considerations where near-term needs conflict with overall
goals. Minimum life cycle cost is always a goal; it is sometimes
compromised by lack of funds in a given fiscal year and the need to
revisit some of the earlier decisioms with consequent impact on the
factors which affect readiness. If the manpower, training, and
logistics communities cammot react quickly emough, lower readiness is
a natural result.

Another aspect of this genmeral problem is that decisioans made on
any individual system acquisition program can probably be supported
from a readiness point of view. Spares can be provided, adequately
trained personnel made available in sufficient numbers, etc. However,
the problem arises when one aggregates these decisions across all the
programs of a Service, or across the entire DoD. The Services have
now begun to consider the overall impact of their programs on manpower
availability by skill level, etc. —- and they are encouraged to do
more of that. The results of such analyses also need to be fed back
to individual program directors so that they can make the difficult
tradeoffs with the best possible information available to them.

As noted above, decisions made early in the program acquisition
cycle have major impact on the eventual life cycle costs of a system.
These include not only system design factors, but also maintenance
concepts, training plans, personnel skill levels required, sparess
provisioning, etc. Although life cycle cost implicatioms of such
decisions are supposed to be considered at each point in the progrum,
the DoD acquisition procedures should emphasize the profound effect
which the early decisions made on these factors have on the eventual




life cycle costs. Once made, it is a very costly process to make any
ma jor change: DoD alsc needs to expand the emphasis on aggregating by
skill levels the requirements for operating and maintenance personnel
and to provide that kind of information, together with a foincast of
its availability over time, to program directors and others naking
choices between man and machine.

The data presented to the Panel clearly illustrates the
underfunding of support-related items which is typical of times of
relative peace. For example, the following data was provided by the

U.S. Army:
& Of Budget

Year Period Systems Support

1916 Peace 71 29

1918 WWI 42 58

1940 Peace 66 34

1945 WWII 42 58

1950 Peace 38 . 62

1953 Korea 26 74

1964 Peace 47 53

1969 Vietnam 39 61 :
,.i

1971 Peace 40 60

1973 Peace 43 57

1975 Peace 50 50 |

1978 Peace 54 46
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The general trend of a peacetime readiness sag noted in the Army
data has certainly continued to be evidenced during the post Vietnam
era and hit a recent low during the Carter Administretion. During
this period, unusually low defense budgets, coupled with the exten-
sive modernization commitments of all the services, put extreme
pressure ou our resdiness posture.

Another exampie can be fouad in the conscious modermnization
versus support decisioms oS the Air Force during the late 1970°s.
The following chart shows the support impacts resulting from the
TACAIR decisions to procure F~157s, F~.6"s and A-107g.

& Of Requirement Funded

Fiscal Peacetime Operating War Readiness
Year Stock Spares
1978 86 49 |
?
1979 86 32 Z
1
1980 50 15 i
1981 55 49 !
{
1982 75 60

While the above date tends to be a worst case example, a similar
review of the other Services indicates that the trend is similar.
Furthermore, the “now” year dollar aspect of the readiness budget
elements, as opposed to the “then” year dollars asscciated with
modernization, make readiness dollars an easy target during the
Services” budget preparation, the DoD budget cycle, and congressional
review. Except in times of conflict or perceived danger, readiness
has not in the past had sufficient priority and has been reduced
during each review until it is insufficient to maintaim high
readiness. We have not yet invented an adequate process for quan- '

titatively measuring the impacts of budget tradeoffs omn future
readiness.




——p—

o AN T e W

Another available indicator of the lack of attention given to
readiness factors during the formative stages of a program is the
DSARC scorecard. The stetistics shoun below were taken from DoD files
and represent an across-the-board problem in all the Services.

Conditional Approval

Unconditional or Delay (Readiness) No
Year Approval Issues) Decisions
1977 40 50 10
1978 38 47 15
2979 13 74 13

NOTE: Statistics are in percent of total DSARCS

The track record shows that the readiness malnutrition is a
persistent problem which surfaces in DSARC reviews. Unfortunately,
it resurfaces duriug Operational Test and Evaluation and again when
the system is fielded. '

In the Panel’s view, then, the single most serious cause of
unsatisfactory operational availability is the inability or failure to
provide adequately for the support of deployed systems. Unques-
tionably, availability has been unfavorably affected by shortcomings
in technical design and such shortcomings, in turn, result in the need )
for better, more rapidly responsive support systems. Technical
shortcomings are usually overcome after some operstional experience
even though experiencing technical failures in deployed systems is
quite clearly a poor way to learn that they exist. But even in
systems that have been cured of their technical inadequacies, adequate
support, especially for system use in training and other peacetime
operations, is seldom provided. Even in systems alleged by some to
have seriously inadequate availability (e.g., the F~15), the evidence
is strong that when a good, adequately stocked support system is
provided, operational availability is as high or higher than the
design levels initially specified.
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3.3 TIhe Critical Transition From Development To Production
It is well-known in the system acquisition community that
systems typically experience significant manufacturing and operational

difficulties as they transition from the development phase to the
production and operationsl phases. Successful operational deployments
with high readiness require maturity of the hardware, software,
training and the support system. Maturity can only be obtained
through experience, and at the time of tramnsition some of the key in-
formation necessary to achieve maturity is ounly just being accumu-
lated. To help deal with the realities of this situation, program
phasee such as “low-rate initial production” have been made part of
some acquisition programs. Unfortunately, it seems that the time and
money required to ensure an orderly and effective transition to pro-
duction and operation has often been underestimated in planning system
acquisition programs. The tacit assumption is made that almost all
facets of the system will be in good order at the end of full-scale
development. When they are not, one finds that the R&D funds are
depleted, and that the pressure to continue the program can cause
premature commitment to production to get the necessary fundine

Clearly, we conduct full-scale development testing and initial
operational testing tc find the limitations in the utility of what has
been built and the deficiencies in the way in which it has been built.
We must, therefore, plan for and budget for sufficient time and momney
to reflect changes in the production system required to overcoue
identified deficiencies. Again, this is not something which has to be
added to the current system acquisition process. It merely has to be
given proper emphasis within the existing process. Even in accel-
erated prograus we have to recognize that sooner or later we have to
go through such a phase if we are to have systems which exhibit high
readiness without extracrdinary management support and funding. As
noted above, the existing “low-rate initial production” concept can be
used for this purpose. From a production point of view, such a phase
can be used to reveal producibility problems in the design, to obtain
repeatability of the processes, stabilize hard tooling design, and to
provide equipment for initial operational deployment. Substantial
changes can result and they must be incorporated in the full produc-
tion. In addition, testing in this phase of the program can also
provide the information required to finalize changes in documentationm,
training equipment, test equipment, and spares provisioning. To
effect these changes requires time and money and the program plan must
rzflect thege factors.

A review of the program assessments and Secretary of Defense

Decision Memoranda issued at the Milestone III decision point for
programs in recent years confirms the seriousness of this probleu.
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Operational test and evaluation revealed deficiencies in reliability
and maintainability, human factors engireering, safety, training,
logistics, and software maturity. Decisions often had to be made on
hardware/software which was not representative ¢f the system to be
fielded.

The Panel recommends that realistic planmning for an orderly
transition from development to production must be an integral part of
the acquisition strategy on every program. Adequate time and money
must be provided to gain the experience needed to ensure producibility
of the system, and to ensure that all facets of the support required
for an effective operational system are available and accurately
reflect the production system. In addition, concepts such as con-~
figuration control and first-article compliance inspection need to be
applied to each program in a manner consistent with the need for
control and the need to quickly and ecomomically reflect necessary
changes with minimum lead time and cost. Each program is a little
different from every other one and thoughtful application of our
management techniques is therefore required. The Panel aleo rec-
ommends that substantial contractor involvement bz ing¢luded in early
operational testing -~ as instructors, observers, advisors -~ so that
the experience gained can more readily be fed back into the production
system.

3.4 Preplanned Product Improvement §P§{2

The Panel strongly supports the DoD initiative on preplanned
product improvement. Continuing product improvements of major weapon
systems have the advantage of fielding up-to-date technology and
performance enhancements at much lower cost than new pregrams require.
Such programs are less subject to the IOC pressures of major develop-
ments and have substantially less impact on spares and training
support equipments. All of the military Services have used product
improvement for modernization over the years. Examples include the

‘ Air Force AIM-9 B - E - J, the Navy AIM~9 D - G - H - L, the Army M48
- M60Al - M60A2Z -~ M60A3., The many versions of the F-4 and B~52 with
their very long lives in the inventory are &lsc excellent examples.

The systems that have beeun most successfully product improved
over.the years have started with substantial excess capability in one
or more key characteristics -- range, payload, thrust, maneuver-
ability, etc. —— which provided the margin within which improvements
wvere continued as new technologies and new needs weie combined to put
new capabilities into the force.
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3.5 Follow-Up, rind and Fix Improvementec gréxz

Much of what was discussed above was directed at achieving long-
term imp-~ ~ments in our ability to acquire and operate “ready
systeas lowever, the Panel also addressed itself to what might be
dope to iuprove the readiness of gystems which are already in the
field. The Services already know which of their eystems are of ma jor
concern from a readiness int of view. The Panel recommends that the
Services conci‘er the formation of “readiress tiger teams’ to review
the systems which ¢ ..uibit poor readiuess to determine the major caases
of the low rie..oees and to recommend corrective action. Im partic-
ular, tue Paael believas, based on demonstrated Navy efforts for
example, that it is posrible to identify those particular items,
normally only a small portioa of the system hardware, which are the
cause. of low rel.ability and to institute a successful program of
corrective action. It takes a concerted effort, howeve:, to emphasize
the importance of readiness and to ensure that appropriate furding and
effort to achieve it are provided.

With regard to deployed systems, the Panel found in several
cases that perhaps "0Z of the line replaceable units were accounting
for 70-80Z of the actual replacements. However, it did not appear
that there vas any concerted effort to identify these high failure
rite items and to concent-ute resourcns on early improvements in their
reliability. Consequently the 1eadily obrainable increase in availa-
bility, and reductions in maintenanc : efforte and spares consumption,
aru never achieved. The reasons for this lack of action are several-
fold: first, it’s not programmed (funded); second, the haudover from
developer to logistics/supporc pecple often takes place beiore such
data is available; and third, the user is 8o used to living with that
level of problem that his emphasis and interest is on :he next round
of nerformance improvements and not on mure reliable systems.
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4,  SOFTWARE

Computers are becoming ubiquitous in both commercial and mil-
itary systems. The military applications are being driven by the
requirement to assist the command decision makers and the operators
in processing the large volume of information available from modein
sensors, with the accuracy and rapid response time necessary to effec~
tively employ our high-capability weapons against a numerically
superior enemy. The application of computers to real-time battle
management brings with it the burden of developing and maintaining
large software programs.

For some time it has been recognized that software represents the
ma jor development risk for command and control systems. However, as
technology continues to dramatically increase the power of our
computers, while making them both physically smaller and more
reliable, computers -- with their attendant software —- are being
applied in ever increasing degrees in our sensor, communications,
wvegpons platforms, and weapon systems. More than that, they are also
beginning to play major roles in our support systems, training
systems, and in the systems we employ to monitor the performance of
operational systems for both fault detection and fault isolation.

An Electromic Industry Association (EIA) study in the fall of
1980 indicates that by 1990, 60% of the DoD electronics budget, some
$46B, will be in computer-related items and that 80X of that, or $37B,
will be for software and services, with $9B for hardwatre. Software
costs already dominate for some systems (90X of WWMCCS cost is
estimated to be software), and we can expect a trend in that direc-
tion. The magnitude of this trend is not well recognized in the DoD
and, unless it is, our ability to produce large, sophisticated soft-

ware systems will become the major limitation in fielding the required
misgsion capabilities.

Design and production of operational scftware tende to lag behind
the associated hardware, and the software is often presumed to make up
for system and hardware design deficiencies because it is assumed that
software is relatively easy to design and modify. However, large
software programs require detailed design, coding, checkout and
documentation. They are expensive to produce, nearly impossible to
make error free, and prone to operator-induced failures.

Software for support training and maintenance systems is often
far down thu development priority ladder &nd, the.efore, tends to lag
even further behind than the operational software with attendant
negative impacts in system availability. Thus for systems such as the
E-3A, the F~15, and the Patriot, we find large software packages being
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developed to help the maintenance personnel perform their tasks.
However, these packages suffer from not having the same level of per-
sonnel expertise applied to their design and production as to the
prime weapon system -~ since the best people are assigned to the prime
system. These support packages are growing .o where they represent a
ma jor development expense in time and money. They also remain a major
support problem during the operational lifetime of the system since
they must be modified and kept current as the prime system evolves.

We should also recognize that not only are the number of appli-

cations of software growing, but the complexity of the tasks being
levied on the software is also growing.

Clearly as we apply computers to new applications, we should take
advantage of lessons learned from earlier work. We need to give
softvare the needed emphasis early in the development. It is esti-
mated that on the average it costs ten times more to correct a program
error in the field than to correct it during development. We need to
oversize the computers in the beginuing, both in storage and running
time, to accommodate system growth more readily. But most of all we
need to understand how difficult aad expensive it is to design, build
and checkout sophisticated socftware and, therefore, to sppreciate the
need to actively manage such efforts. We also need to develop
significantly better tools and techniques tu estimate software costs
-- in dollars, time anl! computer capacity =- 80 we can more
realistically budget for its development and maintenance.

We also need to weigh carefully the system complexity versus
operator/maintenance skill levels required. In thc past, we have
erred in the direction of demanding too wmuch in the way of pereonnel
skille, we must be careful not to go too far in the direction of using
softvare sophistication to make up for personnel skills.

We also need to avoid the temptation to remove from the operator
the decisions which are best made by him.

Another question we must face is field support of large software
systems, It is likely that only for certain systems; e.g., WWMCCS or
IDHS, can we afford to provide on-site maintenance of the unystem.
This will place a special burden on us to produce well checked out
computer programs. At the same time we need to concern ourselves
about our ability to continue to operate when software errors occur inm
; the field.

The U.S. currently has some 300,000 full-time programmers. The
current shortage is estimated to be over 150,000. Since non-Dobl
applications of computers are also expanding rapidly, we face a severe
shortage of programmers and computer scientists. In additiom to
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vorking with the universities to graduate more people in these fields,
ve also need to undertake more research into automatic programming and
into scftware verification tvols. The Subpanel recommends that the
DoD consider a program in which they would help pay to train people in
the software field in return for an sgreed Service commitment,

The Subpanel was pleased to learn that the DSB is conducting a
study on embedded computer resources since, unless we do a better job
of managing its development, it could grow to be the largest
acquisition problem in the DoD.

In summary, the Subpanel believes that software is alwayc a
development item and must bz managed like one. We must recognize the
cost/performance uncertainties, manage it in ways amalogous to
development hardware, prototype early, redesigu and recost.
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PERSONNEL, TRAINING, AKD READINESS



5. PERSONNEL, TRAINING AND READINESS

An obvinusly key ingredient of ready systems, perhaps thz key
ingredient, is adequate numbers of properly trained persoanel. Again,
the principle of vertical managemweat visibility should apply. The
system program director must have an obligation to ensure that the
necessary trained personnel are available and, in turn, must have the
appropriate visibility into th«z manpower and training organizations te
carry out that responsibility. The Panel discussed how adequate
numbers of personnsl can be provided, the interaction between
sersonnel avsilability an’ system design, and personnel training.

5.1 fersonnel

As noted, the Panel discussed at length both personmel skiil
requirements, and the availability of adequate numbers of oprrating
and maintenance personnel necessary to achieve ready weapon: systems.
In fact, readiness is achieved by trained, wotivated peoplz. A
machine cannot be repaired unless it is touched by peoplc, and the
people must be supported by appropriate trainiang and by un-site
availability of the required parts, tools, and documsuiation. The
importance of the personnel area is clear when on% r:calizes that over
the period from 1974 to 1981, the U.S., active duty manpower has
remained fairly constant at 2 million. However, in that time the
personnel costs have doubled to where they represented almost 502 of
the FY-8l1 defense budget. At the same :ime, the average quality of
the aveilable personnel has temded to go down.

As indicated in some of the briefings provided the Panel, the
nanpower pcol from which government and industry can select is
shrinking. In addition, as our society continues to shift to a
technological base, the requirements for certain critical skills is
increasing dramatically both in government and in industry ~- and
should the economy improve, the competition will get worse. Some of
the key fields are electronics, computers, and especially their
asspciated software, health, system design and analysis, and skilled
craftsmen. This means that the DoD must take all rearonable steps to
help incresse the numbscs of people who go into csreers in these
criticsl areas, to attract them to the Services, (o improve reten-
tion, and to make the very best use of those who do enter Service.

The Panel concerned itcelf with the aggregate problem created by
thz increagiag number of high performance systems and their impact on
the manpower and trgining requirements., We were pleased to find that
the individual Services were already doing & number of studies to both
understand the problem and its dimensions and to begin to examine waye
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to deal with the critical skill shortages which these studies are
projecting. The Panel would suggest that these studies be continued
and that the results be aggregated at the DoD level. Clearly, there
are sufficient personnel of the required skills to operate and main-
tain selected high performance systems. The Panel found no evidence
that individual high performance systems could not be operated and
maintained by military personnel. On the other hand, it is pot at gll
clear that that vill be the case for the totality of systems which are
now entering the force inventory. Imn fact, the Panel does not believe
the Services can handle the problem unless ccmplexity at the
maintenance interface can be controlled.

Human factors engineering has been defined as the process of
integrating all personnel characteristics (skills, traimability,
physiological and psychological factors) into system design to ensure
operational effectiveness, safety and freedom from health hazards.
This definition transcends human engineering which tends to focus on
the man/machine interface alone. To the extent we could, the Panel
attempted to take the broader view of the personnel-related questions
associated with readiness. For example, the Panel examined the ques-
tion of how onme might measure complexity as it affects the operator
and maintainer. We concluded that as complexity increases, the
requirements for specialty prerequisites, the number of system unique
tasks, the training time, etc., all tended to go up but that one must
be careful in using some or all of these measures since each of them
can be affected by factors other than system complexity. For example,
system specialty prerequisites may not have been validated over long
periods for the newer systems, the training equipment may not have
been adequate with the newer system, etc. As one examines particular
cases, there does not appear to be any easy way to generalize the
impact of higher performance system¢ on human factors engineering.

The Panel believes that all factors affecting readiness need to
be addressed in the conceptual phase of a new system and throughout
the development and operational phases. This approach is certainly
required in the persomnnel area. We need to specify requived personnel
capabilities for both operators and maintainers in procurement docu-~
mentation. To the extent practical and affordable, we need to reduce
the physical and mental requirements and the numbers of personnel
required. Such determinations should be made by groups which include
representatives of the organizations which will eventually own the
system. Explicit tradeotfs should be made early between hardware
capabilities and personnel requirements. We should design to
personnel capabilities which can be made available and should avoid
going too far in the direction of smart machine/dumb man for at least
two ressons. First, going too far in that direction creates a morale
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problem which eventually leads to the better people becoming discour-
aged and finding other jobs and, second, when such a system fails, the
caliber of the people required to provide a backup capability are not
available. Accomplishing such work early in the acquisition progrem
will be difficult since we lack adequate methodologies to forecast
skill-level potential, have few good measures of quality, and no
common language to communicate between the hardware designer and the
human factors engineering people. We have to develop and use improved
methodologies to identify personnel requirements in the concept formu-
lation phase, and to project the quality demands and the supply which
could reasonably be expected to be available. In all of these activ-
ities, we need to consider the maintenance people as well as the
operational people.

One of the things that we need to do better is to recognize the
characteristics of the population from which the personnel will be
drawn; for example, brought up on television, lower reading skills,
etc. These factors then should be accounted for in the design, and
exploited where possible. Job sids need to be a meaningful part of
the system design process, but care should be takem not to create a
monster in its own right by using job aids which depend heavily on
sophisticated software packages. The operator/system interfaces need
to more consistently take advantage of some of the newer approcaches
which have been developed, such as those used i aircraft systems. In
our designs we need to employ realistic standards for human reaction
and capability under stress. We should avoid designe which require
too much operator interaction at ome time or too fast a response., In
a word, we should be careful to ensure that the design does not
require tasks which approach the operator s limits of performance.
Similarly, we should avoid designs which are not matched to the
physical limitations of the maintenance people ~- or which are beyond
their problem solving capability or which force them to remember too
much. Human factors engineering criteria should be an integral part
of the source selection process and experts in the personnel field
should participate in the proposal evaluation. Incentives for meeting
human factors requirements should be considered for inclusion in the
resulting contracts.

Other suggestions which the Panal believes are worthy of consid-
evation include a requirement for the program director to track the
availability of selected skills to ensure that personnel required for
effective aystewm operation sre indeed available, Also, as system
documentation is produced, representatives of ¢he user should
participate in its veview.
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On a more general basis, there are some indications that we are
finding brighter minds in our recruits than we thought would be the
l case —- people who are capable of higher level training. We need to
| learn to exploit that possibility. We also need to consider incen-
i tives which might give more encouragement to enlisted personnel to
* improve their skills and, therefore, the stature of the tasks to which
K they can be assigned. On the other hand, we need to make it more
difficult for the uanskilled to tinker with the equipment. We should
also strive for more commonality in how we establish personnel re-
quirements from system to system to improve communication and to
increase our flexibility in personnel assignments. As always, we need
to make the best possible use of the available people through per-
sonnel selection, job assignment, job design, organizational analysis,
and management techniques to meet combat requirements. We must avoid
assuming that the best people will be available in every case. When a
new area is beginning to come into existence, such as the nuclear
field was st one time, we need to begin training people for work in
such areas long before we have to field such capabilities. In
summary, people-related matters deserve the highest level of atten-
tion, at least equal to any other factor, if we are to achieve ready
systems. As a specific recommendation, the personnel organizations
should have representation at DSARC meetings.

f 5.2 Training

Service personnel responsible for operator and maintainer

training should participate in the early concept definition and .system

| design phase¢:, They should be responsible for defining the system
training bas¢ in dollars and time -- and this activity should influ-
ence and interact with the system design. The output of the training
process should be defined in terms of what tasks the trained personnel
will be able to accomplish. The training process should also attempt
to provide improved overall system awareness., Over time the training
community should assume the task of assessing the effectiveness of the
training program including man, machine, the training system itself,
personnel selection criteria, learning rates, learning decay, etc. In
this way, the training prugram can be adjusted to maximize the avail-
ability of the personnel required for achieving continued high .
readiness,

One of the major concerns of the early design phase should be the
design and acquisition of persconnel job gids -- what will be provided
a8 part of the overall system design to assist the operator and
maintainer to carry out their assigned tasks. The design of the jcb
aids should be accomplished concurrently with the system design and
they should be made available on the same time scale as the
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development and production prime missior equipment. Job aids should
make full use of electronic information storage, retrieval, and
delivery systems. In designing the job aids, one should keep in mind
the tradeoff between job aide and training.

After much discussion, the Panel concluded that some fundamental
changes need to be made in the approaches currently used for training
of weapon system persomnel. Today’s training wethods tend to empha-
size informatiou transfer rather than practice in carrying out the
tasks which the operator and maintainer will be expected to perform.
The Panel strongly recommends that there be significantly more
emphasis placed on practice as part of the Servi.e training programs.
To do that will require much greater use of part-task trainers, rather
than just full-system trainers, in order to provide hardware for large
numbers of personnel to economically acquire the necessary hours of
training. The proper mixture of part-task and full-system trainers
should be determined on a case-by-case basis. Unfortunately, thes word
gimulators has come to be synonomous with devices which replicate the
operational equipment and, a8 a result, they have come to be sophis=
ticated and expensive in their own right. A cultural change to
emphasize training through practice, as much as possible, is required.
The use of multiple part-task trainers reduces the complexity, cost,
and associated lead time for training devices. The approach provides
additional hands-on devices, increases the number of practice hours
possible, and helps keep the training system configuratiom closer to
that of the prime system at little or no additional cost. Only
through practice will adequate operator and maintainer proficiency be
achieved,

As in the other support areas discussed in this report, the
training program needs to be directed at achieving a system --
especially the people in the system --~ which is ready to perform in
its wartime role. To do so will continue to require the use of
simulators in order for persomnel to safely and effectively master our
more capable systeme. However, personnel must also operate and main-
tain the full, actual mission system in order to be proficient. 1In
particular, adequate flying and driving hours must be provided. We
also have to provide for more operator firings of live missiles for
those weapons which require continued pilot/weapon/target interaction
after launch. Live firings are critical for training on weapoms such
a8 the Hellfire and the TOW, It is estimatecC that 600 Hellfire crews
would require an annual expenditure of $30M for adequate live firings
and that the corresponding numbers would be 1400 crews and $15M for
the TOW,
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Although this section addresses training for both operators and
maiutainers, the Panel put some special emphasis on the maintenance
area since these personnel normally do not receive as much attention
from a training point of view as the operating personnel. In the
maintenance case, the typical trainee gets very limited hands-on
experience and little or no remove/replace training. Maintenance
personnel require training on performing the procedure itself. They
alsc need practice in troubleshooting and in carrying out procedures
that are not part of the normal repertoire. Such training should
emphasize cognitive as well as physical aspects of the maintenance
tasks. The training should also emphasize those tasks that the
automatic test equipment will not do, and should provide for more
system awareness 8o that the maintainer can relate more readily what
he observes and what he does to improved overall system operation.,
And, of course, the documentation which is provided to the maintainer
must be available oa a timely basis and must accurately reflect the
prime system -— goals on which we often fall far short.

The Panel reached a number of orher conclusions with regard to
training. There is considerable research related to training being
performed. Organizations such as the Army Research Institute, the
Navy Personnel Besearch and Development Center, and the Air Force
Human Resources Laboratory should provide for improved techmology
transfer through briefings of the training commands, personnel
organizations, and selected program directors.

The tendency to underfund training is especially devastating to
multi-mission systems. As a rule, we train first for safety and then
for the primary mission. Little time or money is available to train
for the secondary mission and, without such training, the wigdom of
building multi-mission s''stems is at best questionable.

The Panel feels that the suggestions it has wmade will lead to
shorter trainiug times, less dependency on long-lead system simu-
lators, more up-to-date training equipment, and less self-induced
system failures. The Panel also feels that the general approach
suggested will permit lowering the competency requirements and thereby
increase the use of more of the available recruits.
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6. RELIABILITY AND RELATED FACTORS AS THEY INFLUENCE READINESS

This section discusses the Panel”s deliberations on a variety
of areas whose interrelationships must be accounted for in the system
design and acquisition process if we are to have operationally ready
capabilities. These areas include reliability, maintainability and
logistics. A separate discussion of built-in test equipment (BITE) is
also included because the Panel would like to emphasize its concern
about this area. BITE has great potential for helping to improve the
readiness of systems, but to date at least we seem to have done very
poorly in implementing thias approach.

6.1 Reliability

The Panel was very impressed with the progress that the Navy
has made over the last few years in improving their ability to acquire
reliable systems. Most of what is discussed in this section recounts
the techniques which they have found effective. The Panel strongly
recommends that these approaches be adopted throughout the DoD.

The Navy currently employs a technique which they call reli-
ability by design and msnufacturing. The apprcach is in consonance
with the Deputy Secretary of Defense direction issved ecarlier this
year called for designed in from the beginning reliability, rather
than a fix it up after-the-~fact approach. The key to the higher
levels of reliability which the Navy is achieving on its new systems
is the emphasis un reliable design and manufacturing technolog)’, mot
on numerical requirements and demonstration tests. The approach
requires more oversight of the contractor”s activities by the gov-

ernment, but greatly reduces the risk of reliability shortfalls in
deployed systems.

It is important that the relationship between operational
availability and reliability be clearly understcod. The Navy has the
same material readiness concerns as the other Services and does have ,
some older systews which exhibit less-than-desirable reliability.

However, wodern systems where the new approach to designing in f
reliability has been followed do not have major reliability »nroblems. !
The Navy approach identifies the engineering design factors and 3
manufacturing processes to which relisbility is sensitive, and then
specifins and manages these design and engineering fundamentals. The |
emphasis in this activity is to recognize the various stresses in the '
proposed design (functicmal, packaging, heat, etc.), minimize those
stresses to the extent possible, and manage carefully suwd continually
those that remain. Even with this approach, however, one cannot
achieve high-system availability unless the «ssociated spares and
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trained personnel are also provided when and where they are nesded.
The fact that some newer systems appear to be less available than
prior systems often has nothing to do with its complexity, or inherent
reliability. Inherent reliability depends only on reliability and
hands-on repair time, which in spite of its sensitivity to techmician
skill and training, is largely influenced by the weapon system design
and can therefore be contractually specified. Operational avail-
ability is affected by personnel, spares, and other factors which
cannot be controlled by a contractor. It turns out that wvhile most
newer Navy systems meet or ev¥ceed their inherent reliability levels,
their operational availability is affected principally by the delay

in the availability «f required sparea at the point of repair. This
delay is termed the mean logistics delay time (MLDT) and is by far the
biggest single factor affecting system availability. Investment in
improving the availability of required spares is clearly a cost-
effective approach to improving system availability on existing
systems. Higher inherent reliability is necessary to assure the
ibility to complete a mission successfully, and to aid in reducing
life~cycle costs.

In some ways our systems are indeed becoming more complex. At
the same time, this complexity is providing the significantly improved
capabilities required to deal with the threat and helping us to
realize significant savings in related areas. For example, the
integrated circuit/microprocessor explosion of the last 20 years or so
is headed towards the availability, by the late 19808, of very
large-scale iutegrated circuits with as many as 30,000 digital logic
gates in a single small component. In terms of engineering, this
represents the potential for extremely complex functional
capabilities. But in terms of reliability, we are seeing over five
orders of magnitude of improvement because failure rates of systems
using these components tend to be proportional to the number of
packages, not to the number of gates in euch package. At the same
time, we will be spending 3000 times less for the same capabilities,
in constant dollars, and reducing the labor required to manufacture
something of this complexity by a factor of 18,000 compared to the
pre-integrated circuit technology of the 19508s. So, despite the fact’
that the module has become much more complex, reliability,
manufacturing, procurement, and support shows a vast reduction.

The Panel was briefed by the Navy on a large number of both
complex and relatively simple systems. From this review, the Panel
has concluded that there is no necessary correlation between com-
plexity and inherent reliability, or between operational avail-
ability and complexity. The Navy has had relatively simple systems
which have exhibited low reliability and operational readiness -- and
also complex systems that have been both reliable and available.
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Among the simple systems which were unreliable were the 0C-14/88Q-56
Bathythermograph probe, a number of solid-state power supplies, the
AN/SS8Q-77 Sonobuoy, and the AN/UYS-l Analyzer Unit, Advanced Signal
Processor. Among the raliable complex systems are the A-6E TRAM
Detecting and Ranging Set, the F-404 Turbofam Engine, the F/A-18
Inertial Navigation System, and the AGM-84 Harpoon Missile Seeker., In
addition, the F/A~18 Hornet aircraft, the DD-963 Class ships and the
FFG-7 Class ships are all exceeding availability goals.

Clearly, the simpler the design the better the reliability will
be, assuming both designe achieve the same performance. As one can
see from the above information, high reliability and ease of repair
are necessary, but not sufficient conditioms for achieving high system
availability. Although not discussed above, it seems that high
inherert reliability is also the best approach to reducing the high
current incidence of parts apparently having failed -- only to find
that when they are removed and repairs attempted, the originmal failure
cannot be replicated. The Panel recommends that we need to design in
reliability from the beginning instead of planning to fix it up after
the fact. We should provide inceatives to the contractors for meeting
the reliability requirements and penalties for not doing so.

However, it is felt that this approach will never completely
solve the reliability problems and that, therefore, each program
director should have clear responsibility to follow his system into
the field for the purposes of identifying and fixing those items which
turn out to be the principal causes of system failures. To do this
the program director will have to program appropriate resources and
ensure that those resources are available when the system goes into
operation. It is the firm convistion of the Panel that a determined
activity of this kind to eliminate the “high burners" early in the
operational life of the system, when coupled with designed ia
reliability, will dramatically improve both the system reliability aad
operational availability.

As a final comment in this area, the Panel noted that we should
strive for weapons systems which do not degrade during their opera-
tional mission. That is, our systems, through a combination of
built-in reliability and preventive maintenance, should exhibit a very
high probability of being able to complete an operational mission
without degradation in performance.
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6.1.1 Reliability of Modern Systems

It appears that when the F-15 progrem was established,
reliability goals for some subsystems were set at ambitiously high
levels, and optirmistic assumptions were made about early maturity of
reliability and of support equipment. During the first year of Air
Force operations, the air vehicle reliability measured only half of
what had been predicted (and what has subsequently been achieved with
maturity). Moreover, the distribution of failures differed from the
predictions on which initial provisioning was based, with the engine
and the fire control radar key problems. The F-15 maintenance concept
calls for the aircraft built-in test equipment (BITE) to isolate
failures to a particular line replaceable unit (LRU). Once removed,
the LRU is put on an Avinnics Intermediate Shop (AIS) test station
which isolates the failure to a shop replaceable ‘wnit. Immature BITE
led to high false removal rates and, when coupled with the radar
reliability problems, consumed the available spares, in turn causing
excessive radar downtime. The AIS, at aircraft delivery, did not yet
have complete fault isolation capability for all LRU"s, had reliabil-
ity deficiencies, and lacked adequate spare parts. This combination
resulted in further delaye in repairs and contributed to aircraft
downtime. With system maturity most of these problems have been
solved. though BITE false alarm rates remains higher thaa desirable.
The fleet-wide air vehicle field reliability is 502 higher than that
of the older F~4, with the later model F-15C/D even better.

While the performance outlined above was disappointing, it
does mnot really establish that the F-15 is a problem aircraft aor
that, properly supported, it cannot generate operationally acceptable
sortie rates. During 1980, a number of European exercise deployments
of the F-15 and its support systems were carried out (CORONET EAGLE,
etc.). Unlike the normal domestic training enviromment of the air-
craft -- characterized by submarginal spares complements and extensive
cannibalization of aircraft -- these deployments were fully supported
in both spares and manpower. The results were very high in terms of
surge sortie rates and demonstration of a sustained sortie rate of
3.0. These results exceed the corresponding planning factors by 100%
and the routioe domestic usage experience by 329.3%. These data
illustrate the extremely strong dependence of tactical performance and
availability upon adequate on-scene spares availability and adequately
trained support and operating personnel. Similar favorable results
were achieved with the F-111 in the CORONET HAMMER exercise.

In the case of the F-16, operational test and evaluation data
indicates that for criteria such as mission reliability, mesn time
between maintenance actions, and mean mainteanance hours per flight
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hour, the F-i6 is exceeding the DCP thresholds, but has not yet
demonstrated achievement of the DCP goals. Insufficient performance
data exists at this time to evaluate how well the system is actually
performing in the field., The F-16 program learned from F-15 experi-
ence, anticiapted maturity probleme, provided for the first opera-
tional wing to be collocated with the depot, and relied on contractor
support for an extended transitional period.

The Ml tank is another case reviewed by the Panel. The reli-
ability and maintainability requirements were established over ten
years agc and called for the Ml veliability performance to equal or
exceed that of the current inventory of tanks. For tanks, mission
reliebility is measured as mean-miles-between combat mission failure.
A combat mission failure is a system failure which causes either the
loss or the degradation of a combat misrion essential function. The
Aruy requirements for mission reliability were 272 miles in phase two
of development and operational testing, and 320 miles in phase three.
After early test results showed poor reliability performance, a
concentrated reliability improvements program was undertaken and the
latest available results indicate, depending on which organization
analyzes the data, that the Ml demonstrated between 278 and 326 mean
miles between failures. This is a dramatic improvement over earlier
results and is approaching or exceeding desired performance. The
results of the recent phase three tests are currently being analyzed.

A system failure for the Ml is defined as a malfunction
requiring corrective action which cannot be deferred until the next
scheduled dowatime. The most recent data from Army tests indicates
that in this case the Ml is showirg better reliability than called for
in the Army Materiel Need document. Rusults from the phase 3 devel-
opment and operational tests are now veing analyzed. On the other
hand, the ratio of maintenance man hours to operational hours still
exceeds the desired levels. The goal for this ratio is 1.0 and
demonstrated performance ranges from 1.6 to 1.9.

The industry contract for the Patriot missile fire unit calls
for a 40-hour mean time between mission cri‘ical failures. The DCP
goal is also 40 hours with a 30-hour threshold. Analysis of recent
test data yields estimates of from 4 to 13 hours, including some data
on failures with unexplained causes. A series of fixes have been
identified and will be incornorated in three steps. A test program to
demonstrate the reliability iwprovement has also beex defined. The
missile itself demonstrated & .74 reliability during phase two of
operational testing. Operational testing showed that the built-in
test equipment (BITE) is performing significantly below requirements.
For example, the specification calls for no less than 981 fauilt
detection using BITE, and the demoastrated capability is approximsitely
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60%. The specification called for no less than 75% fault isolaiion by
the operator using BITE and the demonstrated capability ranges from
10X to 30%, depending on who interprets the data. In both the latter
cases, failure of the operators to follow procedures is a significant
cause of the poor performance.

For the Roland migsile system, fire unit mean time between
failures was specified as 43 hours at time of technology traunsfer
testing, 72 hours at low-rate initial production, and a goal of 123
hours u«t maturity. At the time of the phase two cperational testing,
the system demonstrated a 28-to-34 hour MTBF, Missile reliability was
specified at .95 and .76 has been demonstrated. It was also required
that the systems have a 90X probability of completing a 72~hour
mission using only organizational support. To date, test conditions
have not yet permitted accurate assessment of the system”s ability to
meet that requirement or tae 3.3 hour mean time {c repair goal.

6.2 Maintenance

One of the major areas addressed by tlLe Panel concernmed the
maintenance concepts used on our wore capabl: systems and, in par-
ticular, the relationships between the maintenance concept and the
arsociated personmael and training requirements. As is the case for
wost factors affecting readiness, the system maintenance concept, and
its relationship to requirements for maintenance personnel, needs to
be considered as an integral part of the early system conceptual
definition and to be reviewed and adjusted throughout the life of the
program as relatcd factors change and as experience with the system
dictates.

I+ is the conclusion of the Panel that the maintenance con-
cepts employed on our high performance systems have been force fit
into maintenance and repair structures which preceeded the advent of
such systems, and that these structuree are not well-matched to
today”s needs. There has been no multi~disciplinary look at how one
should design such a structure in the light of the technology and
performance of modern systems, aad with due regard for factors such as
the skills of available maintenance personnel, their training, tha
maintenance concept to be employed, impact of spares, transportation
needs as a function of repair concept, etc. As 4 result, the Panel
identified a wide variety of associated problems in the different
systens we examined. These problems included shortage of skilled
maintenance personnel, unnecessary waintenance, insufficient spares
and unavailability of spares at the locations where they were needed,
incompatibilities between test equipment and the maintenance tasks to
be done at a given location, inflexible maintenance practices and less
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than adequate attention to building into the system design a capa-
bility to test system performance from an operability point of view.

There are wany considerations one muet make in designing and
implementing an effective approach to msintainable high performance
systems, One strives to achieve long operating periods with adequate
mission capahility before having to take a system out of service for
repair. A variety of techniques exist for dning this ~- such as the
use of redundant designs. Normally such approaches cost more money oa
the front end, but we believe the payback is very large in the end.
The design of the approach to maintenance should begin in the con~
ceptual phase, as noted above, and one needs to address on a case-
by-case basis what maintenance will be done forward where the system
(and presumably the enemy) actually cperates, what will be done st
some intermediate location, and what maintenance and repair will only
be possible back at some depot or comtractor factory. Inherent in
such considerations are a myriad of conflicting requirements. The
higher the understanding and the capability of the msinteunance
personnel at the point of failure, the better the repair. However,
combat tends to squeeze the repair capability away from enemy contact;
i.e., away from the point of failure. Also, one needs to balance his
ability to support various repair levels forward as a function of his
ability to provide adequate spares and, in particular, to meet the
transportation roquiremenis associated with alternative approaches.
The more understanding and capebility onre can provide at the point of
failvre, the greater the chances of minimizing the high costs and
lower readiness which result from the high incidence of unnecessary
repairs which seems to plague our systems today. The Panel therefore
suggests that to the extent possible we need to have a level of
under. tanding of system operation and fault isolation at the repair
location which is above that required to carry out the repair itself.
People with skills of this kind can be kéy factors in vevifying the
need to repair and in teaching the mainterance technicians to improve
their techniques in that regard. As one moves the intermediate repair
capability forward, he also begins to create a lucrative target for
the enemy since these repair facilities tend to be large, heavy,
expensive, require significant smounts of transportation to move, and
represent major capabilities in msintaining a fighting force. As one
moves the intermediate repair capability away from the point of
failure the demands for spares, and the t. ansportation of those spares
increases. In any case, a tactical commander has to move and shoot —-
and his support tystem must be matched to that capability.
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In recognition of the shortages of highly skilled operators, we
have tended to design our newer systems to schieve the required
response times by designing the complexity away from the operator.

In doing so we have increased tne complexity of the tasks of the
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maintenance personnel by building systems which employ higher tech-
nology, often under constraints of smaller volume, and more stresaful
temperature environments, We have then tended to try to design
complexity away from the maintainer also with the use of techniques
such as built-in test equipment. As discussed below, such approaches
create problems of their own. This approach has also tended to drive
out of the system any manual backup capabilities. In turn, these
factors increase the burden on the skills of the maintenance per-
sonnel. The lack of a backup capability increases the need for
on-site maintenance 8kills to rapidly restore the system to an
acceptable operating coadition.

One of the obvious alternatives which the Panel discussed at
length is the use of contractor personnel to assist in the maintenance
of a ready system. It was the opinion of the Panel tembers that
contractor maintenance should be used in the early phases of system
operation, and should continue until system operation, including
recurring spares requirements stabilizes and until the Services can
supply sufficient numbers of trained personnel. This could be 3-to-5
years for high technology systems., By the time system operation
stabilizes (that is, the change rate settles down), the Services will
have had the necessary experience to better match the spares supply
with need based on use. The concept of contractor logistics support
should also be considered viable. It ahould be used most heavily in
the immediate post-I0C period on a preplanned, rather than an emer-
gency, basis as has sometimes occurred in the past. The contractor
should have a defined task rather than operate side-by-side with
military personnel and should not extend any longer tham is cost
effective. In doing this we nced to be mindful of the morale problems
created by unequal nay, distinctions in the challenge of the work
given to the military and the contractors, etc., and, therefore, plan
to phase cver to military maintenance as soon as it makes good sense
from a readiness and cost point of view. DoD Directive D 1130.2
should be revised to eliminate the restric:ion prohibiting DoD con~-
tracting for Contractor Engineering and Technical Services Persoanel
for a maximum of 12 months after the user activity reaches self-
sufficiency which the Serxvices define as the Operationally Ready date.
It should authorize such services at any time the need is
satisfactorily justified by the uging activity.

Another area in which contractor support seems viable is in
upgrading the readiness of existing systems. Teams of military/
contractor personnel could review those systems which have exhibited
poor maintainability in the field, provide remedial training of field
persounel, reevaluate the tasks required at eachk maintenance level,
etc. TIn the short rum, contractors could be used to make up for
shortages of appropriate military personnel.
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In the longer term, we should consider a skilled maintenance
crew concept with appropriate compensation, special uniforms, etc. We
need to find ways to attract better people since, as the quality of
the average person in maintenance goes down, the interest of the
better people in that work will also go down. One of the approaches
which the Panel discussed and which we suggest the DoD cousider
further is the use of an approach in which the Services and industry
get together and define programs in which people would transition from
a military career to an industry career with industry contributing to
the initial training and the person being guaranteed an industry
position in return for & perind of military service. Another long-
term possibility is that our modern systems could actually be
maintained by lower gkilled personnel if we did a better job of
training. The Panel suggests that each of the Services undertake a
test program tc examine the feasibility of using less skilled
personnel through the adoption of imnovative training equipment and
techniques.,

6.3 Built-In Test Equipment

One of the approaches used in the newer systems to improve
readiness through a maintainability point of view has been the use of
built-in test and fault isolation testing capabilities. This approach
is often referred to as BIT/FIT. A ralated concept, which dous not
use built-in equipment, is called automatic test equipment or ATE.

The Panel believes that such approaches show great promise for im~
proving our ability to keep high-performance systems ready, but that
what has been achieved sc far is grossly inadequate. The systems
designed to detect faults and help the maintainer to isolate and
replace the failed unit have become very complicated in themselves
and, therefore, represent a large acquisition, maintenance and oper-—
ating burden. In addition, to date at least we have not doue well in
desiguing fault detection systems which are sensitive emough to detect
failures which significantly lower system readiness without also
having very high false slarm rates. The high incidence of false
failure indications cause much wasted effort in maintenance trouble-
shooting, unnecessary replacement of parts which have not iailed, etc.
In general, the BIT/FIT or ATE approaches have tended to increase
rather than reduce the burden on maintenance personnel. The use of
automatic test equipment forward has tended to drive repair capa-
bilities rearward, which has in turn increased the need for replace-
ment spares forward, increased the burden on transporting the items to
be repaired and on returning them to the operating locations, aand in
some cases this combircation has in fact reduced operational
capability.

6-9

[P SR,

LAt o

¥




The Panel discussed at length the specification, design and
production of built-in test systems. There appears to be a seriously
insdequate theoretical foundation for the establishment of fault
detection thresholds and for other aspects of the rational design of
BIT and other fault detection and isolation equipment.

In the early 19708, the proliferation of complexity within
avionics equipments, coupled with the advancing state of digital
technology, led to the birth of the "Built in Test (BIT)" cult.
Concerns relative to the maintainability of equipments with a multi-
plicity of removable assemblies were quieted with the promise of
automatic fault detection and isolation capabilities that stretched
into the high ninety percentile range. While these promises looked
good on paper and were incorporated into almost all specificatious,
the actual field performance has been nothing short of a disaster.
The data shown below for a sample of Air Force equipments is

representative of tri-Service experiences before substantive
corrective measures are instituted.

Auto Auto False Retest
A/C Fault Detection Fault Isolation Alarm Rate OK
E-3A 74 34 25 30
F-16A 49 69 45 25
EF-111A 62 71 38 19

NOTE: Data is in percent as determined by the user.

In almost every case, the data when massaged thru the legal definition
prucess resulted in the contractor concluding that the specification
requirements had been met. The net result is momrecognition of a
deficiency by the contractor, a nonusable BIT system for the user, a
demand for increased flight line maintenance capability, a requirement
for increased spares to cover the increased "float" of good assemblies
in the repair system, and a larger-than-expected workload for the
intermediate and depot level test equipment. In short, a total
nightmare in terms of equipment readiness.

The divergence between expected and actual BIT performance is so
large that the causes are sure to be wide ranging and very basic. The
disjointed trail starts with specifications which are typically

incomplete and overrestrictive at the same time. This anomaly is
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created by a total lack of specification of false alarm rates (false
faults), while at the same time limiting the designer te & BIT circuit
which doesn”t exceed more thanm 10X of the failure rate of the circuit
it“s checking. In addition, the drive to achieve automutic fault
detection and isolation capabilities in the high 90s is not traded off
against false alarm potential or manual isolation capability. As
would be expected, the design process is characterized by the prior-
ities driven home in the specification. Thus, in the designer”s mind,
the major emphasis is to design a simple, highly semsitive BIT circuit
in order to live within the boundaries described above. Thus, in the
case of analog circuitry, the detection tradeoff between real failures
and occasional transients becomes especially difficult.

Another difficulty that evidences itself during the design
process is the manmer in which design responsibility for complex
weapons systems is assigned. In most cases, design responsibility is
broken down by Weapons Removal Assembly or in groups of assemblies.
With BIT being assigned ou a system basis, the BIT designer must be
heavily reliant on each subsection designer to achieve his goals.
This requires the BIT designer t> be very capable in the area of
apportionment management, interface analysis, and interperscual
relationships. Unfortunately, experience indicates that industry is
not strong in understanding how to successfully accomplish this task.

An analysis of the lessons learmed on the Navy’s E-~2C aircraft
shows an early history filled with the exact problem previously
discussed. This was followed by a corrective action period, resulting
in an eventual In-Flight Performance Monitoring System (IFPM) that is
fully usable for organizational maintenance. The specific corrective
actions employed for the E--2C IFPM are indicative of the basic BIT
design incompatibilities and included: :

o Desensitization of the BIT circuitry to
electromagnetic interference to eliminate
false alarms.

o Software integration of the BIT outputs to
remove {aise alarms due to intermnally
gernerated equipment transients.

o Addition of BIT scnsors at Weapons Removable
Assembly interfaces to improve automatic
isolation to the correct assembly.

o Addition of test points to allow for a manusl

isolaiion capability as a supplement to the
automatic BIT,
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As a result of the E-2C BIT corrective action program, the number of
false alarms were greatly reduced, the automatic isolation require-
ments of 81X (entire aircraft) was achieved, a manual capability was
added to handle the 192 that couldn”t be accomplished automatically,
and the number of “camnot duplicates” and “retest OKs” were
subatantially reduced. In the end, the Navy deployed an aircraft
system that is fully maintainable and supportable. The major question
remaining is how to accomplish that end without the necessity of a

ma jor corrective action program.

The Panel strongly recommends that DoD undertake programs to
study the design of built-in test and fault isolation systems which
improve readiness without creating systems which are as complicated to
own and operate as the prime mission equipment itself., This is a
critical need in making our more capable systems more available to the
uger. The necessary R&D must also concern itself with the people
problems associated with this spproach. The system must be easier to
use without being degrading tc the maintainer. We must dramatically
improve the reliability, maintsinability and supportability of these
systems. Clearly the test and diagnostic approach must be designed as
a system, with specisl emphasis on the people involved, and in turn
the design must be integrated with that of the prime mission aystem.
The design should not ignore the contributions which perronnel can
make to an effective system. In the follow-on stages of development
and test, priority attention equivalent to that given to the prime
system must be given to the test and diagnostic system.

However, the use of built-in test equipment is driving a need
for higher skills at the depot level. This leads to the suggestion
that more contractor personnel be employed at depot level. The use of
built—in test equipment, and the associated unit replacement policy,
of course puts a heavy burden on the spares support to ensure that the
proper replacement unit is available where it is needed.

6.4 lLogistics

Replenishment of spares and compoments (uos well as supplies) in
the military services has traditionally uvsed a logistics system that
is based on user demand -- that is, requisition from the user to depnt
for items and amounts that are based on the user”s recent consumption
experience. For complex and newly fielded systems, this experience is
limited and the support that it will require for some designated
operational availability (Ao will take considerable time to estab-
lish., In the meantime, the gudgeting aund planning for positioning of
spares is an unreliable process sand they have not been explicitly
related to the desired A°°

6-12




et AR N S

In deploying a new weapons system, the important questions to be
answered early are: How many of each spare? and, Where should it be
pesitioned in the supply system? The answers to these questions
should be explicitly related to the operatiomal availability that is
desired. Ideally we would like to have a logistics arrangement that
is planned in advance to support & desired A and by which spares are
augomatically sent to the proper place, at the proper time, and in the
proper amounts. Several working models to do this have evolved among
the Services, and we have seen the results of this "sparing to
availability" approach as it was used on the Army’s Artillery/Mortar
locating radar systems, the Firefinder. In this case such a logistics
analysis was done and provided a planning base that allowed spares %o
be budgeted for early in the acquisition cycle and resulted in the
Firsfinder reaching the required operational capability of 96%, an
accomplishment that was judged not possible using a "demand-support
syctem," There were other advantages of sparing to availsbility over
"demand~support" that were exposed during the Army’s experience with
the system. First, down-time of the system decreascd over what would
have been anticipated with "demand-support." Secondly, effective
utilization of operating persomnel increased. At the same time, of
course, the investment in initial spares was larger than has been
cugtomary and, because of this early investment in spares, the danger
of obsolescence is greater.

It is also worth noting that the analytic model and data
accumulated during operations provides a data base that allows
rational decisions about what the sparing costs would be to attain any
given A ., Although this is not significaunt for Firefinder which has
an A_of 96%, for some eysteme which could be satisfied with a
peacetime Ao of 60-90%, this cost information would be significant.

It is the conclusion of the Panel that DoD should direct that
all acquisition programe for large, high performance aystems should
use the "spare-~to-availability" model ac early as possible in the
program to estimate support costs, and as a basis for its eventual
logistics support system.

As in all other support areas, it is necessary to consider the
impact of logistics early in the system dosign and development prccass
and to trade off spares requirements with system design, maintenance
concepts, personnel availability, etc.

The Panel was briefed on a series of lessons learned as a resul!
of a Navy Logisitice Review Group activity in which 50 audita were
conducted and the results summsrized in attempt to determine what
improvements could be made in management, planning and execrtion of
logistics tasks. Of thLe 400 individual findings developed, 9lmost 25%
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related to integrated logisitics planning. In some cases, the plans
were nonexistemnt. in others incomplete, inadequate in detail and
contezined errors. There was aleo some indication that plans were oot
being followed after they had been appruved -- and in particular not
being used routinely as & basis for program management. The Panel
supports the conclusion of the Navy study that regulations for
logistics planning must be followed, that the process must be audited
and that the program managers must develop these plans in managing
their programs. The Panel also supports Navy recommendations that
further guidance be provided 2n tailoring support requirements to a

given syetem, and on budgeting and financing integrated logistics
support.

Approximately 55 of the 400 findings concerned budgeting for
logigtics, The Review Group coucluded that the Navy has to do a
better job of assembling complete, integrated, and thoroughly justi-
fied budgets if they are to minimize shortfalls in the funding of
support. In wany csses the shortfalls were the result of incomplete
identification of requirements by program management. There was also

a lack of integration in total program budgets that encompas” multiple
appropriations,

The other major findings of the Navy study were that training
plans should be developed early, that configuration control needs more
mansgement attention, technical manuals need to be of higher quality,
operational availability goals need to be identified early and
asgsessed regularly, built in test and other support equipment require-
ments should be identified early, and that additionai resources are
needed for logisitics management. It was also concluded that there
has to be better planning for the acquisition and support of software.

In deciding what to buy for spares, we need to emphasize
optimum system availability rather than optimum supply availability.
There ia also some evidence that a policy of directed stockage of
selected mandatory spares (a push concept) is good for system
availability end that it is not automatically more costly.

In determining the spares level required, the peacetime training
necessary to permit the effective transition to the expected wartime
surge ru.cf should be examined. Sufficient spares to support the
vartime sirge rates obviously must be purchased and stored appro-
priately. However, we must also purchase the spares to permit the

peacetime training of meintenance personnel required to be ready to
gupport the wartime surge rates.
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The Panel also suggests that thy initial complement of spares be
purchased on the same contract as the prime mission equipment to
achieve ecunomies of scale and to ensure that the spares are of the
same quality as that equipment. This also helps avoid confusion over
the responsibilities nf the development and logistics agencies for
spares in the early operational life of the system. When system
support does transitionm to the logistics agency, the trausfer should
be well-documented :' 1 leave no uncertainties about which agency
is responsible for suppcrt, In each phase of a program the respon-
sibility should be c-ntralized and clearly understood. Systems which
are not adequately supported should be delayed until they are, before
introducing them into the operational inventory.

As part of the maintenance concept, acceptable logistics delay
times need to be determined; that is, acceptable delays between the
time a part is needed and the time it is available at the point of
repair. The delay actually experienced will be a function of relia-
bility, spares investment and repair time. Sufficient spares must
then be purchased and placed to meet the logistics delay time
requirements., It is crucial that the spares purchase be based on
renlistic logistics system delay time. Long-lead funding for spares
wry be required to achieve necessary availability in the early
operational life of the system. Even later in the system life,
loug~lead funding may be required for spares, especially those which
involve critical materials. Another approach which the Services
should employ in ensuring ready systems is the use of "operatiomal
floats." Sometimes major end items and major subassemblies, available
to the operational commander, can be important mesans for him to main-
tain his system in ready status. Also, as a policy, the Services
should distribute spares to the lowest logical organizational level to
minimize downtime due to lack of spares, while continuing to be con-
cerned about the cost savings which result fror central management of
high-value items.

To help avoid a system from becoming *not operational ready -
spares (NORS)," the provisioning system should provide for highest
priority reorder for selected key items without waiting for the zero
stock condiiion to occur (:.g., NORS-priority even though the system
is not yet NORS). The Sexwices must learn to "micro-manage" critical
spares which are in short supply. Fast moving items must be stored
in greater depth. Spares must be positioned to improve system
availability.

The Panel was encouraged that advanced analytical and modeling
techniques are now startinz to be employed to relate spares avail-
ability to realiness, Thi*z techniques attempt to balance investments
in spares, reliability, maintainability, and manpower as these factors
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affect system availability. They can be tailored to each system
individually, and applied early in the design phase as well as in
post-deployment evaluation. The emphasis on system avsilability as
the criteria for success, as opposed to the “demand" approach to
spares, is also applauded since the Panel strongly believes that
system availability should be the predominant spares criteria.
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APPENDIX A - TERMS OF REFERENCE

THE UNDER SECRETARY OF DEFENSE
WASHINGTON, D.C. 20301

RESEARCH AND

ENGINEERING 23 JUN 1987

MEMORANDUM FOR CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Defense Science Board Summ‘r Study: Operational Readiness with
High Performance Systems

You are requested to undertake a Summer Study to investigate how to achieve
adequate operational readiness with high performance systems.

Reliability, availability, and maintainability of equipment in the field Is a
critical problem. There s concern that emphasizing sophisticated technologies

to improve performance of weapons has degraded operational readiness. Evaluation
of operational requirements and potential threats hss often led to system speci-
fications demanding high performance. In turn, this frequently led to complicated
and sophisticated designs. . The desire to fleld complex systems early, coupled
sometimes with inadequate design, reliabillty, and testing can lead to systems
characterized by high failure rates, high maintenance demands, and low readiness
as indicated by some readiness Indicators. But this is not always true, as Is
evident from a number of fielded high complexity systems with high reliability.

It is necessary to determine how to get systems having both the performance

needed as well as adequate readiness. it Is not clear if performance specifica-
tions have been set too high, whether complexity and sophistication are implicit
in high performance, and whether the resulting support requirements are more

than offset by the increased high performance. There is the question as to
whether high performance requirements and.sophisticated technologles have led to
such high system costs that the Defense budget can no longer support either the
procurement of adequate quantities for the forces or the provision of adequate
war reserves, spares, malntenance personnel, and vacilitles. It Is necessary to
determine whether compler systems are necessarily of lower reliability than simpler
systems, whether systems modifications in lieu of new developments can give better
readiness, or whether system complexity and/or inadequate design has exceeded

our training ability in operations and maintenance (considering the capabilities
of personnel in the Armed Forces). Finally, there are indications of excessive
“induced" failures during maintenance procedures as well as significant impact of
removal of '"'no defect' items.

Critical questions to be addressed by the Summer Study include:

1. What is the genera! state and trend over time of operational readiness
and support requirements (including the capability to deploy with adequate support)
in the Services today with respect to majcr weapon systems and equipment? What
are the primary readiness Indicators and are they adequate?
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2. What is the relationship between performance requirements, specifica-
tions, complexity, cost, manpower and logistic requirements (e.g., availabillity
of war reserves, spares, maintenance personnel) and the readiness indicators?

3. How do we establish performance requirements that are adequate to meet
our needs, but do not lead to systems with excassive sophistication and complexity?
What Is the role of pre-planned product improvement versus new systems in this area?

L. Must high performance systems necessarily be complex and sophisticated?
Are there design techniques to ameliorate this and what are the cost, schedule,
and test Implications of these?

5. To what degree do our specifications, design, development and operatione!l
testing practices, and acquisition procedures lead to low reliability systems and
how can we change this? What technologlies offer the most promise to Improving

readiness and deployment capabilities and what efforts.should be initiated to
this end?

6. If adequate readiness cannot be obtained with high performance systems,
could lower performance, lower cost, more availablie systems satisfy our defense needs
in a fixed manpower environment? Alternatively would these needs better be satis-
fled by investing more In spares, maintenance facilities and personnel?

7. Should we have two classes of systems from the point of view of demands on
operations and maintenance personnel (low quantity-complex systems 1ike AWACS
could require highly trained operations and malntenance personnel whereas most
systems would place minimal demands for such personnel)?

8. What technical alds and other changes can be made in our field maintenance
procedures to reduce the incldence of "Induced' system malfunctions during maintenance
procedures and the removal of ''no defects systems"? What can be done to reduce
maintenance times for true failures in the field? Can this be applied to systems
currently in the field as well as new systems?

In summary, the panel should assess, and make recommendations concerning the

impact of high performance and high technology on (1) operational availability of
equipment, (2) skill and training requirements of operators and maintainers,

(3) cost and affordability of adequate quantities of equipment, and (4) cost of support.

This Summer Study will be sponsored by Mr. David C. Hardison, Deputy Under Secretary
of Defense for Research and Engineering (Tactical Warfare Programs). General

William E. DePuy, USA (Ret.), has agreed to serve as Chairman, and Dr. Milton J.
Mianeman, OUSDRE/TWP, will serve as Exeacutive Secretary.
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*Mr, Charles A, Fowler, Vice Chairman
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*Mr., John H. Richardson, Member at Large
President, Hughes Aircraft Company
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Corporation)

Mr. Martin A, Meth, Deputy Executive Secretary
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SUB-PANEL MEMBERSHIP
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Mr. David R. Heebner, Chairman
Executive Vice President and Ceneral Manager,
Washington Operations, Science Applications, Inc.
(Former Deputy Director Tactical Warfare Programs,
Office of the Director, Defense Research and Engineering)
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*Dr. Malcolm R, Currie
Vice President aand Group Executive, Hughes Aircraft Company
(Former Director, Defense Research and Engineering)

Brigadier General Delbert Jacobs, USAF
Deputy for Gemeral Purpose Forces, Directorate for
Operational Requirements, Deputy Chief of Staff of the
Air Force for Research, Development, and Acquisition

Mr. Jerxy R. Junkins

Vice President and Group Manager, Equipment Group,
Texas Instruments Incorporated

Mr. Kenneth Richardsoa

Group Vice President, Radar Systems Group,
Hughes Aircraft Company

THE REQUIREMENTS PROCESS

*Mr. Lawrence H. 0°Neill, Chairman
President, Riverside Research Institute

Mr, Harvey 8. Fromer
Director, C-2 Reprocurement Program,
Grumman Aerospace Corporation

Mr. Milton L. Lohr
Executive Vice President, Flight Systems Incorporated
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The MITRE Corporation
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APPENDIX D
COMMENTS ON
RECOMMENDAT
THE DEPUTY SEGRETARY OF DEFENSE COMMENDATIONS
WASHINGTON, D.C. 20301
14 SEP 1981

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

SUBJECT: Operational Readiness for High Perfurmance Systenms

The Defense Science Board recently completed a Summer Study
on Operational Readiness with High Performance Systems. | was
recently briefed on the study and think it Is an excellent
analysis of the problam. The recommandations are far

reaching In their Implications. The DSB recommendations

on management, manpower and technical areas related to
readiness complement our initiatives to improve the
acqulisition process.

| would Tike your views and reactions to the DSB's recom-

b mendations, and approaches you suggest to Implement them.

The Study's briefing charts are attached, and the Panel

Chairman is avallable to provide you with more detall of

the findings and recommendations. Arrangements can be made

through the DSB Executive Officer, Dr. Paul J. Berenson, |
X=~75162. The final report will be available in a few months.

Attachment:
As stated
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SECRETARY OF THE ARMY
WASHINGTON

3 dre1981

MEMORANDUM FOR DEPUTY SECRETARY OF DEFENSE

SUBJECT: Operational Readiness for High Performance Systems --
INFORMATLION MEMORANDUM

This 1is in response to your memorandum of 14 September 1981 requesting
our views, reactions, and suggested approaches to implement the Defense
Science Board's (DSB) recommendations from their 1981 Summer Gtudy, My
staff has completed its ausessment (Tab A) and agrees with the general
thrust of the DSB's recommendations on operational readiness for high
p -lormance systems. There 1s a high correlation between what was recom~
mended and our current efforts in these same areus. This 1s encouraging
and serves to reinforce our belief that we are on track in our concentrated
endeavor to make substantive changes and improvements to the acquisition
process. We have strong initiatives in all the major aresas recommended by
DSB; we have also achieved substantial progress towards many of the readiness
issues contained in their report.

The Aruy 1s firmly committed to the continued challenges of operational
readiness. We are confronting the key readiness concerns expressed by the
Defeuse Science Board and by our own analyses. This is not to suggest that
we have arrived at perfect solutions to all of our readiness problems; they
remain valdid concerns, and the new initiatives outlined in the inclosure
must be intensively pursued if measurable improvement in our readiness pos-
ture is to occur., However, a period of time must be permitted for maturation
of these recent initiatives so as to determine how effectively they raduce
the problems identified by the DSB before we generate other new approaches.
You can be assured all of these efforts are being closely monitored., Where
progress does not correspond with reagonable expectations, additional
management action will Le taken.

1 Xicl
Tab A .- Recoumendations Analysis
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Operational Readiness for High Performance Systems
Recommendations Analysis

The study recommendations fall into four major categories: Requirement
Documents fcr Army Materiel, Inherent Availability, Operational Availability,

and Management. Army efforts in these categories along with our suggestions
and comments follow:

Requirements.

1. The recommendation in this area stated that we should continue to base
requiremeats on misaion and thresgt. There are two goals within this recommen~-
dation: set standards that promote designed-in, and manufactured-in, reliability
and maintainability; add new technology tu fielded systems as required by the

threat and as reliable new capabllities become available (P3I). We agree with
these goals.

2. Army materiel requirements are developed from mission needs, current
and projected threat, and technological opportunities. Guidarce has been imple-
mented that makes improved reliability, availability, maintainability, and
durability (RAM-D) an integral part of Army mission needs. RAM-D is des.igned-in
and manufactured-in, and it is also subject to performance growth through pre-
planned product improvement. Technological opportunities are pursued not only
to improve operational capabilities, but also to enhance RAM-D characteristics.

Inherent Availability.

1., One of the recommendations in this area advocates the establishment of
high reliability and maintainability requirements, along with the provision of
resources and the development of strategles to achieve them, A second recom-
mendation is concerned with iniciating planning and funding actions to minimize

the rapidly increasing impact of software on readiness, We agree with these
goals,

2, Current Army materiel acquisition policy prescribes that RAM-D goals
will be defined in operational terms and will be realistically achievable in
the field. These goals are design characteristics that are managed just like
any other system performance parameter throughout the acquisition cycle. In
the software arena, we have recently implemented specific acquisition policy
for embedded computer resources that promotes improved software reliability.
We have also implemented software standardizetion and acquisition policies,

k

3. While the goals for inherent availability should remain high, it is 1
necessary to evaluate the benefits of extremely high inherent availability (95% |
suggested in the report) versus the factors oy cost, schedule, and perfo.mance '
characteristics. Generally speaking, contractors can deliver whatever inherent p
availability we specify, 1f we are willing to pay the price in dollars, time, f
end additional maintenance burdens. i
1

1
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Operational Availability.

1., The impetus of the recommendations pertaimning to operational availa-
bility i1s to bring readiness on par with performance in the acquisition process,
increase emphasis on reducing complexity for the operator and organi.ational
maintainer, increase use of contractor maintenance, narrow and £ill the skill
gaps in the maintenance area, implement spares policies based on veapon system
availability, and sufficlently fill peace and wartime operational availability
requirements. We agree with the thrust of these goals.

2. The Army has several initiatives ongoing to greatly increase the
vieibility and control of support resources thereby ensuring the systems being
deployed will have all necessary ancillary equipuent, software, and tralned
personnel necessary %o achieve full operational effectiveness. We have recog-
nized the criticality of the soldier-machine interface for some time and have
several studies in progress designed to determine the effects c¢f cystem cm~=
plexity on operator and maintenance training. Our acquisition regulations are
being clarified to enhance soldier-machine interface objactives, and materiel
developers are increasing utilization of automatic and built-in test equipment.
Front end skill analyses of new systems are required by Army regulations and
have been subject to increasing emphasis as au integral part of the development
process. The use of contractor support i{s an option that is being considered
on a case-by-case basis in the preparation of a system's acquisition strategy.
This support is already being used at depot level for some systems and is
contemplated for others. In some cases, we anticipate replscing the contractor
support with Army assests as they become trained. "“he Army has also begun a
comprehensive Force Alignment Program to f31ll all critical skill gaps which
significantly improves the controls for managing these skills. The effort
includes increasing retention and recruiting from the 22-34 year old age group.
Manpower and Logistical Analyses (MALA) are being institutionalized in the Army.

They focus un reliability, manpover, operational availability, and cost. The

MALA for the M1l Tank has been briefed to 0SD, and others are planned for systems
in the latter phases of the acquisition process.

3. Moving readiness up to an equal priority with performance in the
weapons system acquisition process 1s a step in the right direction. However,
we must first define the readiness equation at the beg’nning of development with
system specific elements. Some examples of other faccors to be considered in
this equation are manning, skill levels, adequacy of u.agnostics, spares, and
facilities. Although we are engaging contractur support in overseas bases to
perform maintenance functions, their continued employment during periods of
conflict must be closely examined. We agree with the overall thrust of initi-
ating programs to use advanced training techniques to narrow skill gaps. Skill
Performance Aide (SPAS) have been used in the Army for this purpose for several
years. We have two new initiatives which coincide with the DSB recommendations
on trainiug and versonnel management. We are developing 2 new personnel manage-
ment transition planning process by which the Army plans and programs personnrel
management support (people as opposed to positions) over time to satirfy those
force requirements germane to the initial fielding and continued operation and
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maintenance of a given family of weapon systems. We are alsc conductir .m
analysis of the training and personnel management impaits of twelve new systems
into the force. A wide range of personnel and training managewent actlone are
planned to accommodate the introduction of the new systems. These planned
actions are system specific and range from the establishment of system unique
Military Occupational Specialties (MOS) znd training courses for new soldiers

to the inclusion of new skill/training requirements in existing MOS and train=-
ing courses.

Management.

1, The single recommendation in the management area 1is strengthening the
critical system (vertical) component of Defense Management.

2. We have used vertical technical and inforpation channels for deployed
aviation systems for many years, and vecent changes have occurred within the
Army Staff to accomplish vertical management for other fielded systems. We
support the philosophy of decentralized management and suggest that the pro-
gram manager and all other acquisition agents should have vertical visibility
into each component area so that support functions are given the priority neces-
sary to achieve effective systems. The Army Staff is alsc participating in
efforts to improve the management of weapon system support funding and increase
the program manager 's iavolvement in support resource allocation and budget
execution. These activities are in response to a request by the Assistant
Secretaries of Defense (Comptroller) and (Manpower, Reserve Affairs and Logis-
tics) to make recommendations and develop proposed implementation procedures
that include more centralized resource visibility and coordination by the pro-
gram manager. Two systems, Advanced Attack Helicopter and Ml Tank, have been
selected to test these procedures.
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DEPARTMENT OF THE NAVY
OFFICE OF THE SECRETARY"
WASHINGTON. D. C 20350

24 December 1981

SECRET-- (Unclassified upon removal of enclosures)

MEMORANDUM FOR THE DEPUTY SECRETARY OF DEFENSE

Subj: Defense Science Board (DSB) Report on "Operational Readiness
with High Performance Systems' -- ACTION MEMORANDUM

I am in strong agreement with the overall thrust of the Defense
Science Board's report on "Operational Readiness and High Performance
Systems which recognizes the necessity of continuing to develop and
acquire syctems that are superior in performance to those of potential
enemies; which points out that high performance is not necessarily in-
compatible with high availability and readiness; and which briefly
outlines the steps and changés in emphesis required to attain high
levels of availability and readiness.

Specificalliy, I agree that real improvements in the availability
and readiness of new high performance systems will require balanced
attention to all the major factors imbedded in the Ap equation, i.e.,
future systems should have a high "inherent availability;" they should
be designed to match the skill levels of the personnel who will be
available to operate and maintain them; and we should provide adequate

spares and logistics support to attain the availability and readiness
goals established at the outset.

With respect to the implementation of the DSB's recommendations,
I also agree that many of the Weinbergor-Carlucci initiatives to improve
the acquisition process, which are being implemented as rapidly as possible
within the DON, should not only shorten acquisition times and reduce the
costs of new systems but result in the desired increases in the initial
availability and readiness of future systems., However, as you well know,
the related personnel, training, and software problems mentioned by the
DSB are especially challenging ones, and we are, of course, committed to
the task of addressing these critical problems vigorously and effectively.

However, the specific's in recommendation No. 8 (slide 29), which
focus on the Warrant Officer program, are not concurred in. We presently
have a well-balanced Warrant Officer program, the success of which is
dependent: upon a combination of military experience, leadership, and
technical skills. To recruit directly into the Warrant Officer training
program, or to expand it dramatically without the proper enlisted base
would be counterproductive. Th2 remaining specific recommendations are
fully supported.
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Subj: Defense Science Board (DSB) Report on '"Operational Readiness with
High Performance Systems'--ACTION MEMORANDLM (continued)

In closing, I would suggest that more emphasis siould be placed on the
role of test and evaluation (T§E) to ensure that both Inherent Availability
and Operational Availability thresholds are met. In all other areas of the
R&D process we deal in promises--TGE provides decision-makers with facts.

In this respect, I commend to your attention the attached memorandum on TE's
role authored by Vice Admiral Bob Monroe, the Navy's Director of RDT&E.

%47’4-*

Secreta of the Navy
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DEPARTMENT OF THE NAVY
OFFICE OF THE CHILF OF NAVAL OPERATIONS
WASHINGTON D.C. 203%0

AR

IN HCPLY R&reEn 1o

Ser 098/355238
AUy % 8 981

MEMORALIIDUM FOR TIHE DEFENSE SCIENCE BOARD EXECUTIVE SECRETARY
Subj: Role of T&E in Achieving High Operational Readiness
Encl: (1) DoD Directive 5000.3

1. At thoe flnal San Diego briefing of the Defanse Science
Board suuwmer gtudy on "Operational Readiness with High Per-
formance Systems," I suggested that the excellent product
could be ilmproved by inclusion of hard-hitting recommendations
on making wise use of T&E to help achieve this readiness.

The purpose of this memo is to suggest recommendations the
Panel may wish to consider. Iach of the following six
paragraphs discusses one key T&E aspect and then shapes an
appropriate recommendation for Panel consideration. The
bottom line iy that 1f T&E ly used properly, high performance
systenms can have good operational readiness. If it is not,
low readiness will almost cextalnly result.

2. Program Structure. From the day planning startu for a
new program, T&b phases (both DT&E and OT&E) must be
structured to provide data to decision-makers at the points
where key decioions are needed (e.g., Milestone II, Milestone
III). Although thius seems obvious, it is rarely done.

Racommendation: In structuring prograwnts, ensure that
each major daecision (e.g., entry into full-scale develop=
ment, first coumitment of production funds, commencement
of rate production) is preceded by a T&E phasq, the re-
Bults of which will be used to guide the decision. For
the productlon decisions, ensure that an IOT&E phase ls
included as well as DT&L. {Note: See enclosure (1),
paragraph 3.)

3. Linkage Between RDT&E and Production. Even when programs
are properly structured originally, as discussed above, little
attention is paid to malntaining these key relationships when
normal changes and delays occur. When developument slips, it is
customary to commence production on the original schedule., Thisg
results in unplanned concurrency, a program out of control, and

fielding of systems which have limited effectiveness and
unacceptable readiness.

Racommonddtion. In program execution, ensurce that production
remains linked to RDT&E. If a T&LE phase slips, the subsequent
decision point, and the actions dependent upon it {(e.g., pro-
duction) should normally be delayed accordingly, so as to main-
tain the essential program structure relationship.

b-8
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Ser 098/355238
Subj: Role of T&E in Achieving High Operational Readiness

4. Attention to T&E Results. All too often, T&E is regarded as a
"wicket," which cannot be avoided but is an unnecessary burden.
High readiness of the deployed system will only be attained if

T&E is used as an important tool. Find-analyze-and-fix programs,
and demonstration of problem correction through T&E, frequently
cannot te pursued because the planned program structure allows

no choice but production.

Recommendation: Structure and fund RDT&E programs with
adequate time and resources to allow decision-makers to
respond to T&EL results with a non-production decision

(when appropriate), as readily as a production decision.

5. Program Acceleration. It has become fashionable, when
seeking ways to accelerate an urgently needed program, simply

to increase concurrency (the overlap between RDI&E and pro-
duction). The result is generally poor readiness of the
deployed system. Also, it should be recognized that concurrency
and production rate are inversely proportional. The more
concurrency there is between RDT&E and production, the smaller
the production quantities will be, in the first few years, while
faults are found, production systems are tested, and design
changes are made.

Recommaendation: 1If it is desired to accelerate a progranm,
increase yearly RDT&E funding, rather than leaving
developmnent funding and schedule fixed and simply start-
ing production earlierx, \

6. T&E Thresholds. We have made a fine art of mishandling T&E
thresholds. They are too high, too low, or address the wrong
quantities. We use meaningless measures for DT&E, and technical
ones for OT&E. Often we omit thresholds entirely. Our casual dis-
regard often seems warranted by the fact that we do not intend to
put great weight upon T&E results in any case.

Recommendation: Pay close attention to establichment of
T&E thresholds. Focus them on the dominant, high risk,
performance areas (for DT&E), and the key operational
criteria (for OT&E). Establish levels that represent
acceptable performance of deployed systems, and be
prepared to have milestone decisions made in accordance
with T&E performance against these thresholds.

7. Funding Flexibility. 1In most acquisition programs, we
program inadequate RDT&LC funds in the final years, and we
program production funds too early (success orientation). When
full-gcale DV&E and CT&E is held near the end of development,
and serious performance and reliability problems are found,
good decision-making is inhibited by the fact that there is
often no acceptable option other than production. In these
circumstances, if DoD could transfer production funds tc RDTLE

D-9
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Ser 098/355238

Subj: Role of T&E in Achieving High Cnerational Readiness

(a process now requiring prior approvel by Congressional
Comimittees-~and 6-8 months' delay at ba.t), wise decisions
could be made in response to T&PE reosults, and the performance
and reliability of production systems wculd be markedly im=
proved. .

Recommendation: Convince Congressimnal Committees to
allow SECDET and Service Secretariesr, without prior ap-
proval, to transfer production funds: to RDT&E when T&E
results so indicate. (Note: This is DEPSECDEF acquisi-
tion imp:ovement initiative #15.)

8. I appreciate the opportunity to mwake this input to the Panel.

, n. LOYRON
vieo ldmiral, U.S. hovy
Diractor
mesearnh, Development, Test and Eva}UntJon
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CEPARTMENT OF THE AIR FORCE
WASHKINGTON, D.C. 20330

OFFICE OF THE SECRETARY

October 29, 1981

MEMORANDUM FOR DEPUTY SECRETARY OF DEFENSE

SUBJECT: Operational Readiness for High Performance Systems (Your memo,
September 14, 1981) - INFORMATION MEMORANDUM

The 1981 summer study conducted by the Defense Science Board (DSB) is a useful
analysis of operational readiness implications for complex, high performance
systems. In most instances, the DSB recommendations complement acticns already
underway within the Air Force as part of our continuing efforts to improve the
readiness of combat forces. Many of the new initiatives undertaken in response
to your April 30, 1981 memorandum on improving the acquisition proccss directly
address the DSB recommendations. These initiatives will not be covered in detail
as they are reported to your staff on a monthly basis.

In addition to the acquisition initiatives, several programs in the logistics and
personnel areas respond to the panel's recommendations. In the logistics area,
the need to better identify, assess, and manage logistics support raquirements
has been identified. Initiatives are underway to address these requirements.

The personnel community is working diligently to deveicp programs to recruit,
train, and retain our critical personnel. Existing programs and training initia-
tives that address the DSB recommendations include a Training Program Development
Plan with trainer, user and researcher involvement; programs to use advanced
training techniques to narrow the skill gap; programs that emphasize early train-
ing practice rather than knowledge, with follow-on skill progression training;
and Air Force Institute of Technology (AFIT) short courses and advanced Degree
Programs in computer sciences Improved pay, selective reenlistment bonuses,

and numerous initiatives in critical skills management are underway to {mprove
our retention.

While we generally agree with the recommendations on inherent and operaticnal
availability, the Air Force strongly opposes expanding the warrant officer program,
establishing differential pay, and exempting software from the requirement fou
small business set asides. The Air Force warrant officer program was terminated

in 1959 following the establishment of the E-8 and E-9 senior NCO grade structure.
The issue was reviewed in 1974, 1976 and again in 1978, concluding {n each case
that the warrant officer program would be of no benefit to the Air Force. Air
Force critical skill shortages are more severe at the middle NCO grades (E-5, E-6,
and E-7) than at the senior NCO level {£-8 and E-9). The reestablishment of the
warrant officer program would be at the expense of existing E-8 and E-9 authori-
zations. Thus, it would not put skill or experience where it is most ncoded.
Furthermore, it would have an immediate and divisive impact on senior NCO retention
resulting from increased layering of supervision and the dilution of prestige and
authority, thus effectively reducing overall capabilities in critical, sortie
genei:ating skilis.
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Creating a differential pay system to eliminate the civilian/military pay
mismatch would be administratively costly and severely impact on essential
military institutional values with attendant adverse effects on readiness.
The purpose of the military compensation system is to provide a reasonable
standard of living and, equally important, to insti11 institutional values,
such as cohesiveness, espirit de corps, and dedication to nation above self,
essential in a military organization. Military service demands unique and
extraordinary sacrifices--frequent moves, extensive periods of family
separation, possibility of armed conflict and the relinguishing of certain
individual rights. Monetary incentives alone are not sufficient to insure
that a military force of sufficient size and quality will be available when
needed. A differential pay system, based on skill criticality, would not
further institutional values and in fact could degrade unit cohesiveness,
espirit de corps and, ultimately, readiness. In peacetime, an artificially
contrived marketplace compensation system would of necessity “chase" the
problem since those skills ifdentified as critical would constantly be chang-
ing as a function of dynamic military requirements and private sector demand.
The marketplace approach becomes inappropriate in wartime because all skills
are critical to the mission. For example, the avionics technician may be
considered critical in peacetime, but in war the aircraft bomb loader or the
runway repairman may well become even more essential to the mission. There-
fore, since we are in the business to be prepared to fight and win a war, the
military compensation system must be designed to enhance a wartime readiness
posture. The current pay and allowances system possesses all of the essential
ingredients to accomplish that objective. The key to alleviating any pay
mismatches is to refine the existing system to establish a stable, visible
and nonpolitical military pay raise adjustment mechanism tied to comparable
types of work and levels of responsibility in the private sector.

Air Force experience with small business software contracts does not support
exempting software from the requirements for small business/8A set asides.
Furthermore, small business set asides aie required by statute (15 U.S5.C. 644)
and any attempt to change the statute would meet stiff resistance.

In conclusion, the Air Furce generally supports the recommendations of the sum-
mer study panel. Actlons that address the key points in the study are embodied
in the acquisition initiatives, persunnel programs, and logistics programs.
While a formal reporting system is in-being for actions associated with your
acquisition initia*ives, my staff can provide additicnal details on our other

72 7

-
E. C. Aldridge, Ir.
Acting Secratary of the
Air Force

cc: Secretary of Defense
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THE DEPUTY SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301

19 SEP 1881

)
T
i
| .
* i MEMORANDUM FOR CHAIRMAN, JOINT CHIEFS OF STAFF
SUBJECT: Operational Readiness for High Performance Systems

As you know, the Defense ‘Science Board recently complated a
Summer Study on Operational Readiness with High Performance
Systems. I was briefed on the Study, and I am convinced of
the importance of making improvements in the'readiness area.

I believe that the .TCS could make a substantial contribution
in our efforts to improve readiness. After you review the
attached briefing, which you received in San Diego, I would
appreciate your personal views on what role the JCS could play.

~ .

Attachmen<«:
As Stated

R,
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OFFICE OF THE CHAIRMAN
THE JOINT CHIEFS OF STAFF
WASHINGTON, D C. 20301

CM-1112-81
8 Decembgr 1981

MEMORANDUM FOR THE: DEPUTY SECRETARY OF DEFENSE

Subject: Operational Readiness for High Performance Systems

1. Reference your memorandum of 19 September 1981, subject
as above: The Chairman has been briefed on the DSB rerort,
Additionally, the Assistant to the Chairman met with
General DePuy to discuss its implications, and participated
in the latter's briefing for Secretary Weinberger.

2. The recommendations of the Defense Science Board Panel
are tlioroughly consistent with the views of the Joint Chiefs
of Staff concerning the importance of managing development
so as to field weapons systems which have high intrinsic
availability, and which are both readily manned by personnel
of the all--volunteer force, and readily maintained without
high costs for spares, or excessive NORS outages. The
Chairman has asked me to assure you that he will vigorously

support such management in all his activities, including
his role as a DSARL member.

3. When General Starbird was in DDR&E, there was an effective

champion for rigorous testing of developing systems. You ma-

wish to review the present 0SD organization to insure that you
have such a readiness protagonist. Additionally, the Chairman
endorses the DSB panel's recommendation that the ASD (MRA&L)

act as the proponent for thorough pre-IOC investigation of the
manning aspects of developing systems.

FOR THE CHAIRMAN, JCS:

N =

PAUL F. GORMAN
Lieutenant General, USA
Assistant to the Chairman, JCS




