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FOREWORD

This is Volume II o; a two-volume report of the work of the Computer Security
Technology Planning Study Panel. Thisworkwas performed under contract F1962b-.72-
C-0198 in support of project 6917. This volume presents details supporting the recom-
mended development plan. In addition, several papers prepared as part of the panel's
activities are reproduced in the appendices. Appendices I and I were prepared by J. P.
Anderson; Appendix III by E. Nelson; Appendix IV by C. Weissman; Appendix V by B.
Peters, Appendix VI by E. L. Glaser, and Appendix VII by S. Lipner.

REVIEW AND APPROVAL

This technical report has been reviewed and approved.

MELVIN B. EMMONS, Colonel, USAF
Director, Information Systems Technology
Deputy for Command and Management Systems
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ABSTRACT

Details of a planning study for USAF computer security requirements are presented.

An Advanced development and Engineering program to obtain an open-use, multilevel
secure computing capability is described. Plans are also presented for the related
developments of communications security products and the interim solution to present
secure computing problems. Finally a Exploratory deA elopment plan complementary to
the recommended Advanced and Engineering development plans is also included.
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SECTION I

INTRODUCTION AND BACKGROUND

1. 1 Background

In recent years the Air Force has become increasingly aware of the problem of
computer security. This problem has intruded upon virtually every aspect of USAF
operations and administration. The problem arises from a combination of factors
that includes: greater reliance on the computer as a data processing and decision
making tool in sensitive functional areas; the need to realize economies by consoli-
dating ADP resources thereby integrating or co-locating previously separate data
processing operations; the emergence of complex resource sharing computer systems
providing users with capabilities for sharing data and processes with other users;
the extension of resource sharing concepts to networks of computers; and the slowly
growing recognition of security inadequacies of currently available comnputer systems.
Most of the efforts to date to provide computer security have been centered in environ-
ments where all persons coming in contact with the system share a common clearance
and where the principal effort has been directed to providing procedural controls,
especially those associated with extc .al access to the computer systems and their
files, and proper marking of information found in the system.

1. 2 Specific Securij Problems of the USAF

The majrr problems of the USAF stem from the fact th.at there is a growing re-
quirement to provide shared use of computer systems containing information of dif-
ferent classification levels and need-to-know requirements in a user population
not uniformly cleared or access-approved. This problem taIes an extreme form in
those several systems currently under development or projected for the near future
where part, or the majority of the user populati ,n has no cleal ance requirement and
where only a very small fraction of the information being processed and stored on the
systems is classified. In a few of the systems examined (see Section 11 below:v) the
kinds of actions the user population is able to take are limited by the nature of the
application in such a way as to avoid or reduce the security problem. However, in
other systems, particularly in general use systems such as those found in the USAF Data
Services Center in the Pentagon, the users are permitted and encouraged to directly pro-
gram the system for their applications. It is in this latter kind of use of computers that
the weakness of the technical foundation of current system,; is most acutely felt.

Another major problem is the fact that there are growing pressures to interlink
separate but related computer systems into increasingly complex networks. The
principal problem seen here is that the security dangers of such interlinking are
masked by the apparently "safe" interaction directly between computer systems.

Other problem areas in addition to those noted above generally fall into the cate-
gory of techniques and technology available but not implem'ented in a term suitable for
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the application to present and I)rojcctcd Air Force computer systems. Typical of
this category is the notion of an "office environrAent" secure terminal. The technology
for producing such terminals is both easily available and well understood but has not
beer, clearly developed heretofore as an integrated requirenent for the Air Force.

1. 3 On The Nature Of The Security Threat

With the advent of widespread availability and use of resource-sharing systems, has
come the realization that with the benefits of resource-sharing come problems of security
and privacy that had not been recognized in previous batch systems. The key factor
that permitted safe handling of classified information in the past was th,, fact that the
computers were oriented to serving a single user at a time. Because of this, it was
possible to isolate individual runs and apply security measures commensurate with the
type of datp being handled.

By the mid-sixties, the research in resource-sharing computer systems that had
been going on in many universities bad reached a stage z)f development that permitted
a number of manufacturers to offer resource-sharing systems as a product. These
products have formed the basis for the ex:ensive application of resource-sharing to
many systems found throughout the worid today.

The interactive resource-sharing sy:.tema also provide economic.l centrali7ation
of programs ard especially data o.'m t-: an "tpplication that permits them to be acc'as-
sed upon demand from any terminal atuici ed to the system. This factor, plus the
nature of time-sharin - itself which provides for two or more programs to be resident
simultaneously in primary storage. erodes the separation prifciple that had been the
keystone to securit)- practice in the past. Further, it replaces mranual, easily visible
controls with reliance up6o: logical and intangible program controls to keep separate
data and programs belonging to different users.

At first glanc, the problems of providing privacy and ,ecurity in resource-shared
systems seem ridiculously simple. Since it is a generally accepted recuirement that
the executive (operating system) for resource-shared systems and Aher users must be
protected from 'buggy' programs, it follows that any of the various time-shared Oystems
are 'secure'. Unfortunately, this is not the case.

The essence of te multilevel security technical problem becomes clear when, the
fact that programs of users with different clearances and data of different classifica -
tions share primary stor ige simultaneously in resource-sharing systems that rely ou
qn operating system prigi am to maintain their separation. Furthermore, the situaLion
is aggravated when the user of a resource-sharing system, to a greater or lesser
degree, must program the system to accomplish his work. In this environment, it is
necessary to prove that a given system is proof against attack (i. e., hostile pene-
tra tion).

It is generally true that contemporary systems provide 1.inited protection against
aCcideftal violation of their operating systems; it is equaily true that virtually nonC of
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them provide any protection against deliberate attempts to penetrate the nominal
security controls provided. It is the possibility of deliberate penetration by a user
that we call malicious threat. It is the malicious threat that has forced most present
systems to operate in single-level mode, where through the clearance process, allthe users are considered equally reliable eliminating by definition the concern for

maliciousness.

The malicious user concept arises from the requirements for open use systems.
Present day computer systems are largely closed use systems; that is, systems
serving a homogeneously cleared user population. The major threat to these systems
is that of external penetration. The external penetration threat is countered by using
combinations of physical, procedural and communications security techniques. These
techniques, some highly advanced, are the bulk of the present state-of-the-art in com-
puter security. In effect, the defense against external penetration surrounds the sys-
tem and its user community with a barrier that must be breached before the system can
be compromised. By adopting a uniform clearance (to the highest level of information
contained in the systems), the threat of internal penetration is eliminated by definition.

The techical issue of multilevel computer security is concerned with the con-

cept of malicious threat. By this we recognize that the nature of shared use multi-
level computer systems present to a malicious user a unique opportunity for attempt-
ing to subvert through programming the mechanism upon which security depends (i. e.,
the control of the computer vested in the operating system). This threat, coupled
with the concentration of the application (data. control system. etc. ) in one place
(the computer system) makes computers a uniquely attractive target for malicious
*hostile) action. Recognition of the implication of malicious threat is important to
understanding the security limitations surrounding application of contemporary com-
puter systems. The threat that a single user of a system operating as a hostile agent
can simply modify an operating system to by-pass or suspend security controls, and
the fact that the operating system controlling the computer application(s) is developed
outside of USAF control, contribute strongly to the reluctance to certify (i. e., be
convinced) that contemporary systems are secure or even can be secured.

The objectives of providing open use multilevel systems differentiate users'
clearances, and reduce the external control on physical access correspondingly. For
systems operating on information at two or more security classification levels, it is
mandatory that the system have security controls that are often not considered abso-
lutely mandatory in a single level system due to the presumption of equal tru,-tweirth-
iness of all irdividuals using the system. The results of the requirements investiga-
tion have shown clearly that single level operation of many USAF systems is not either
operationally or economically feasible. Further, none of the systems examined were
found to be without a requirement to support a general programming capability. although
in some applications-oriented (transaction) systems this is limited to a realtively small
fraction of the total user population. Even in these systems. unless the application is
developed using cleared implementors. the application(s) are such that while the usars
do not directly program the system, there is otill no assurance that a programmed
't-ap door' has not been installed in the application to be :activated by sonwv t nique



string of input characters presented by collaberating user. Even if the application is
developed by cleared implementors there is then no assurance, on present systems
that a 'trap door' has not been installed n a portion of the software base supporting
the application.

The essence of this co:cern is tat there exists manifold opportunities for a
determined adversary to accomplish I ;s objectives.

There is little question that contemporary commercially available systems do not
provide an adequate defense against malicious threat. Most of these systems are
known to have se1 'ious design and implementation flaws that can be exploited by indi-
viduals with programnmnyg access to the system. As an instance of this, we note that
the Honeywell 6000 O'cries operating system has . number of major flaws that would
permit a user progp-ammer to subvert the nominal security controls that exist in the
system. The designi and implementatioi. flaws in most contemporary systems permit
a penetrating programmer to seize unauthorized control of the system, and thus have
access to any of the information on the system.

In summary, the security threat is the demonstrated inability of most contem-
porary computer systems to provide a sufficiently strong technical defense against a
malicious user who is deliberately attempting to penetrate the system for hostile
purposes. The primary technical problem to be solved is that of deterinining what
constitutes an appropriate defense against malicious attack, and then developing
hardware and software with the defensive mechanism(s) built in.

1.4 Previous and Related Work

Because the problem of information security in computer based systems became
visible orly with the development of and acceptance of resource sharing systems,
there is no long history of previous work. In 1967 the Defense Science Board Task
Force on Computer Security was convened. It was intended that this Task Force
would analy :e the problem and recommend a research and development program that
would provide solutions to the extant problems of that time. During the course of that
work it was discovered that the problem was not well understood and as a consequence
the final report prepared by the Task Force contained less in the way of a recommended
R & D program than had originally been thought possible. The report did, however,
contain an extensive discussion of the scope of the problem as well as definitions of
terminology that were sadly lacking at that time.

During the past several years a number of independent projects concerned with
various aspects of computer security have been funded by various members of the
Defense and Intelligence communities. hi addition, a fairly nrijor effort to provide
security controls to a system that existed with~in a benign environmenit in the Intelli-
gence community has taken place over the past several years. While these controls
are of interest and provide a certain degree of implementation of security procedures,
they did not address the question of providing technical security against malicious
attack.



More -cently the Advanced Research Projects Agency (ARPA) has funded work
at Rand Co~poration, Information Systems Institute (USC) and Livermore Research
Laboratories to analyze the security adequacy of selected commercial operating sys-
tems and to develop methodologic. of security assurance. These programs are too
recent and have not been sufficienti developed to provide any assessment of this
potential contribution to the solution of some of the problems perceived by the study
panel. Fially, the problem of computer security achieved major recognition from
IBM's recent announcement of their Intention to spend 40 million dollars on the
problem over the next five years. The details of their program are unknown, but
appear initially to be directed to the enhancement of an IBM product, Resource
Security System (RSS).

1. 5 Scope of this Study

1. 5. 1 Statement of Work

The scope of this study, as defined in the Statement of Work is:

"The Contractor shall develop a comprehensive plan for research
and development leading to the satisfaction of requirements for
multi-user open computer systems which process various levels
of classified and unclassified informption simultaneously through
terminals in both secure and insecure areas. "

By 'open systems', we mean two things both of which are major contributors to
the principal unsolved ,ecurity problem facing the Air Force. 2irst, we mean by
open use, systems wher? not all of the users are cleared for the highest level of
classification of informa ion being processed on such a system. In the extrerme,
some users may not possess any clearance at all. Second, we mean by open use
those systems where the users program the system in machine (assembly) language
or any of the common higher order languages such as JOVIAL, FORTRAN, or
COBOL. Either of these definitions of 'open system' creates unacceptable security
hazards in contemporary systems. They servo to focus on the primary fact that too
little is known about how the technical controls in the operating systems work to
defend the system against attack, and assure that under no circumstances will classi-
fied information be inadvertently made available to an unauthorized user.

The emphasis on 'multi-user open systems' is well placed as this is the most
stringent security environment we know. In addition to providing a useful model of
severe security operating requirements, it is representative of a growing trend of
use of computers in the USAF and other government departments. Further, technical
solutions to the 'open systems' problems can be applied to less stringent environ-
ments as well.
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1. 5. 2 Study Tasks

Specific tasks called for within this scope included:

a. A study and analysis of the security penetration threats and techniques as
well as the effectiveness of current technology in meeting these threats, and
the extent of research and development required to improve the current
computer security technology.

b. An analysis of the state-of-.!he-art relating to the multi-user computer
security problem to develop and recommend a technical program leading
to the development of techniques which will satisfy USAF requirements for
multilevel, open computer systems.

c. Identification of specific technical areas for which detailed plans will be
developed.

d. Integration of the individual plans into a final comprehensive technical plan
recommending how to satisfy the requirements for multi-user, multilevel
secure computer systems which include terminals in both secure and
unsecure areas.

1. 5, 3 Makeup of the Panel

Because of the complex interrelationships between various aspects of the prob-
lem, and to insure that all relevant aspects of the problem were considered, a study
panel, chairedby Professor Edward L. Glaser of Case Western Reserve University
was convened. Other members of the panel included:

Mr. James P. Anderson, Dr. Eldred Nelson (TRW)
Deputy Chairman Mr. Bruce Peters (SDC)*

Dr. Melvin Conway Dr. Charles Rose

Mr. Daniel J. Edwards (NSA) (Case Western Reserve)

Miss Hilda Faust (NSA) Mr. Clark Weissman (SDC)

Mr. Steven Lipner (MITRE*
(Chairman. Requirements
Working Group)

This report is ,in integration of the individual and collective contributions of the
panel.

*Mr. Peters was with the Defense h'teligence Agency during the bulk of the study.
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