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Abstract 

This study will assess the ability of PMs to manage cyber security risks on ground vehicles, 

review current Cyber Security policy and determine if awareness of cyber risks has increased since 

Boyd’s study (Boyd, 2008).  Innovations in autonomous vehicle systems in the commercial truck 

industries will migrate into Army tactical wheeled vehicles as the Army moves increasingly into 

autonomous tactical vehicles. The study will identify how current military cyber policy impact 

cyber incidents (Rosenzweig D. I., 2014) (Rosenzweig P. , 2012) Army PMs were surveyed and 

they perceive an increased risk using a globalized contractor and some lack the resources to 

implement the cyber policies.    The paper recommends to the Army establish an Autonomy   

Consortium, introduce cyber physical systems to DoDI 8500.01, and prioritize cyber requirements 

within the PPBE process.    



Cyber Security Considerations for Autonomous Tactical Wheeled Vehicles   9 

 

UNCLASSIFIED 

Chapter 1 - Introduction 

Background 

 Recent cyber security breaches of private industry (Snyder B. , 2014) (Dewey, 2013) 

(Nakashima, 2013) (Mick, 2011) and government (Miklaszewski, 2015) (Office of Personnel 

Management, n.d.) (Bryan & Gulzelsu, 2014) (Barkoviak, 2009)  have increased awareness of 

the importance of Cyber Security, and its impacts on the nation (James Gosler, 2012).  As 

President Obama stated:   

In this interconnected, digital world, there are going to be opportunities for hackers 

to engage in cyber assaults both in the private sector and the public sector.  Now, 

our first order of business is making sure that we do everything to harden sites and 

prevent those kinds of attacks from taking place...But even as we get better, the 

hackers are going to get better, too.  Some of them are going to be state actors; some 

of them are going to be non-state actors.  All of them are going to be sophisticated 

and many of them can do some damage…Because if we don’t put in place the kind 

of architecture that can prevent these attacks from taking place, this is not just going 

to be affecting movies, this is going to be affecting our entire economy in ways that 

are extraordinarily significant (Office of the Press Secretary, 2015). 

 

 The White House added that cybersecurity is a shared responsibility between the private 

and public sectors: 

The Federal government has the responsibility to protect and defend the country 

and we do this by taking a whole-of-government approach to countering cyber 

threats. This means leveraging homeland security, intelligence, law enforcement, 

and military authorities and capabilities, which respectively provide for domestic 

preparedness, criminal deterrence and investigation, and our national defense.   Yet 

much of our nation’s critical infrastructure and a diverse array of other potential 

targets are not owned by the Federal government.  The Federal government cannot, 

nor would Americans want it to, provide cybersecurity for every private 

network.  Therefore, the private sector plays a crucial role in our overall national 

network defense… (The White House;Office of the Press Secretary, 2015) 

 

 President Obama, established “The Comprehensive National Cybersecurity Initiative,” that 

established the procedures the Acquisition community should use to manage future of Acquisition 

programs. 
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Problem Statement 

Many of the commercial automotive (Ackerman, 2015) and technologies companies have 

initiated (Google, 2015) (Gary Silberg KPMG LLP, p. 14) efforts to introduce new safety 

features into vehicles such as lane keeping, adaptive cruise control, blind spot detection, and 

other driver warning related features that improve overall safety. Over the next five to 10 years 

these features will evolve into autonomous vehicles (Silberg, p. 7).  Many of these features ,  

such as drive by wire systems, sensors, automotive communication networks and sensors are 

finding their way into commercial trucking fleets (Silberg, p. 7), and  the Army’s Tactical 

Wheeled  Mr. Kevin Fahey recently stated “Times have changed …the commercial sector 

achieves the breakthrough, and the military adopts and adapts it to meet our requirements.” 

(Fahey, 2015, p. 5).  The Army’s science and technology efforts are focused on integrating  and 

evaluating these commercial safety technologies to enable the Army’s Tactical Wheeled 

Vehicles to reduce driver fatigue, convoy casualties, and enable the vehicle crew to identify 

hazards (Theisen, Autonomous Mobility Appliqué System (AMAS), 2011, pp. 5-10) as, Dr. 

Roger’s discusses : 

Autonomous Mobility Appliqué System technology, successfully demonstrated several 

times this year by TARDEC and Lockheed Martin, can solve these problems by providing 

our drivers with viable options, up to and including: conducting manned or optionally-

manned missions; utilizing a suite of driver-assist features, such as adaptive cruise control, 

collision-mitigating braking, lane-keeping assist, electronic stability and rollover warnings; 

or operating in the fully autonomous mode (TARDEC Public Affairs, 2014) .  

 

Ultimately, these capabilities will evolve into fully autonomous tactical wheeled vehicles 

that will require reduced occupant interaction to manage the vehicle resulting in the trucks’ 

autonomous systems performing much of the decision making  (McNally, 2014).  These fully 

autonomous systems will require connectivity to internal sub-systems to enable autonomous or 
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remote vehicular control, which will require external communications.  Remote operation during 

times of conflict when the autonomous system may not be capable to perform its functions and 

telemetry for battle space awareness (ARCIC, 2014, p. 2) would require integrated access to the 

tactical network.  The integration of onboard control capabilities and external communications 

pose a cyber-security risk that must be assessed (U.S. Department of Transportation , 2014) 

(Atkinson, 2015). As many of the new technologies and systems are developed in the 

commercial sector and transitioned into the defense market it is critical to understand the global 

supply chain that developed and produced them to help identify potential  vulnerabilities.  To 

help mitigate these risks, it is essential to achieve reciprocity. Reciprocity is a process that 

enables a receiving organization to accept or reject the security qualifications of a system that 

will be integrated into their product.  Reciprocity will be an essential across the platform 

information technology (PIT) for integration of the complex systems required.  Lastly to achieve 

reciprocity and execute the DoDI Cybersecurity standards the information system security 

managers (ISSM) must have the authority, resources and support necessary to mitigate cyber 

risks. 

Purpose of this Study 

 This study will assess the ability of PMs to manage cyber security risks on ground 

vehicles, and determine if awareness of these risks has increased since Boyd’s study (Boyd, 

2008).  The study will review current Cyber Security policy and generate a timeline related to the 

policy creations in comparison to cyber incidents to identify how the policies have impacted the 

reoccurrence of cyber incidents.  As the commercial truck industries innovate in the field of 

autonomy, these innovations will migrate into the Army autonomous tactical wheeled vehicles, 

As the hardware and software needed to enable these capabilities is integrated onto Army 



Cyber Security Considerations for Autonomous Tactical Wheeled Vehicles   12 

 

UNCLASSIFIED 

autonomous tactical wheeled vehicles, it is crucial that risks, specifically cybersecurity risks be 

addressed given that much of the commercial technology may be developed using globalized 

contractors. Moreover, with the recent increases in cyber incidents and the Army moving into 

autonomous tactical vehicles, the researcher wanted to identify to what degree the existing policy 

related to platform information technology (PIT) describes the systems in Army PM Systems and 

does cyber physical systems be a more appropriate term in support of autonomous tactical 

wheeled vehicles systems. 

 

Research Questions  

1. Has awareness of cyber security risks increased since the 2008 study on software, 

hardware, and supply chain risk? (Boyd, 2008)  .  

2. Do Army project managers (PM) have the resources to support cyber security 

requirements related to the Information system security manager (ISSM)? 

3. What challenges do Army PMs perceive with reciprocity related to cyber security?  

4. What do Army PMs think opportunities are to obtain Reciprocity with other PMs?  

Significance of This Research 

This research will bring awareness associated with cyber security risks associated with 

autonomous vehicle technologies. It will help ensure that cyber risks in areas such as intra-

vehicle system networks are identified and managed. 

The paper will also address cyber risks associated with non-U.S suppliers, which may 

poise additional risks and management challenges.  

 Overview of the Research Methodology 

 This research paper will review the policies, survey Army Acquisition Project Managers 

(PM)s , review related research subjects on , and  the 2008 Boyd paper on the Globalized 

Military Industry. It will also evaluate DoDI 8500.01 and DoDI 8510.01 have impacted Federal 
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cyber breaches.  This research will be mixed methods, using quantitative data from a survey, and 

qualitative data from open comments in the survey.  The survey was sent to 168 Army program 

managers.  

The objectives of this research are to identify areas that have increased in awareness since 

the Boyd study, and identify what possible cyber security requirements could be provided for 

autonomous tactical wheeled vehicles, based on the research currently available and areas of cyber 

security risk as defense contractors are forced to become globalized as the U.S. Defense budgets 

continue to decline. Lastly, the study presents a method by which cyber requirements could be 

evaluated for autonomous tactical wheeled vehicle systems. The Army PMs surveyed identified 

that risks exist when using a globalized contractor. In many cases the perceived risks have 

increased since Boyd’s study in 2008.  The Army PMs provided that while they have an ISSM 

with the authority and responsibility, 45% responded that the ISSM does not have the support 

required to perform their duties.   

Limitations of the Study 

This research will be limited to the policy and guidance areas related to Cyber Security 

and associated areas and the survey questions associated with the scope of the previous study 

that Boyd conducted to answer “What are the risks of dealing with a globalized industrial base?, 

Do current Army PMs recognize these risks and understand how to manage them? What does 

industry do to train their PMs for this environment?.” (Boyd, 2008, p. 5).  It will not address the 

information technology systems, terrestrial or satellite tactical networks. However, this should be 

considered in future research areas, or reviewed, as much of the initial literature review supports 

significant coverage of Information Technology systems.  Lastly as cyber security is a sensitive 

subject this study will be limited to publicly available information. 
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Chapter 2 – Literature Review 

 This chapter is a literature review of topics that are integral to understand the increasing 

risks that are present and relate to the risks associated with autonomous tactical wheeled 

vehicles.  Globalization demonstrates a higher overall cyber risk as defense sector given the 

global competition and consolidation of the defense industry. Also as more breaches in the U.S. 

Government systems become known the US Government has responded retroactively to emplace 

policies that have not been effective in decreeing or deterring future breaches. 

  Research Project Requirements 

Chapter 1 introduces the various leadership policies, past cyber breaches, increased 

autonomous vehicles in the commercial industry, and the Army’s desire to explorer and introduce 

autonomous tactical wheeled vehicles into the future forces.  This chapter will address the 

following: 

 Globalization of the Defense Industry 

 Defense Industrial Cyber Breaches and Policy Impacts 

 Cyber Physical System Research 

 Cyber Security Impacts to Autonomous Tactical Wheeled Vehicles 

 

Globalization of the Defense Industry 

While there are many definitions of “globalization”, the one proposed by the International 

Monetary Fund is “the growing economic interdependence of countries world-wide through the 

increasing volume and variety of cross border transactions in goods and services and of 

international capital flows, and also through the more rapid and widespread diffusion of 

technology.” (International Monetary Fund, 1997).    

Globalization has blurred the distinction between a domestic and foreign defense company, 

and policies are not helping either national security or the defense industrial base.  The relationship 

between globalization and technology provides both risks and opportunities, and policies geared 
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toward preserving a perceived U.S. advantage in technology may prove to be detrimental to both 

national security and economic competitiveness (Guay, 2007). 

Bill Lynn, former Deputy Secretary of Defense from 2009 until 2011, provides that U.S. 

defense industrial complex has entered a new phase characterized by globalization of supply chains 

and the lack defense contractors and laboratories to drive technological change. Department of 

Defense can no longer depend on the American Defense industry to provide it with high-tech 

components used in advanced weapons systems (McCormack, 2015).  “The Pentagon cannot get 

stuck in a protectionist view of technology… It cannot restrict access to commercial technology 

since so much of it originates from foreign suppliers. The key point is we need to manage the 

transition to this [new] industrial base era." (McCormack, 2015) 

The Department of Defense is dependent on foreign manufacturers for many of the 

military's most advanced weapons systems. The industry has little impact on the latest technology 

developments such as 3D printing, autonomous vehicles and information technology and has 

shifted from a being an exporter of technology to an importer. Many of the underlying technologies 

now reside outside of the United States and a lack of visibility at the first or second layer of the 

supply chain and no visibility beyond that at all. Defense companies that are aggressive in knowing 

what their supply chain is and they will be able to deliver products that are uncompromised using 

a more aggressive risk-management approach, since industry owns the supply chain. (McCormack, 

2015) 

As shown in  Figure 1 below, US investments in RDT&E and Procurement spending 

typically declines approximately 50% post major US military events, and accepting the 50% 

measured drop, the RDT&E and procurement dollars have yet to reach the a projected low 

expected in the 2020 timeframe. 
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As the US RDT&E and procurement dollars continue to decline, US defense companies 

driven by market forces will have to seek replacement income in the global defense and 

commercial market place which will lead to diffusing the technologies across the globe. 

The global redistribution of military technology may have less to do with underfunding in 

America than with continued Asian economic development. As defense industrial capability 

develops, defense leaders will face difficult decisions about which military technologies to produce 

at home and which to buy from an increasingly capable global defense industrial base (Benjamin 

Braun, 2015, p. 15).  

Globalization has provided the U.S. defense industry the change to be more efficient. Like 

commercial industry has offshored work to save money, the defense industry has done the same. 

This process is seen thru partnering, acquisitions, mergers, or contractual relationships with foreign 

owned companies that have an advantage within a host nation’s defense sector. This efficiency can 

Figure 1 US investment (RDT&E and Procurement) Spending (Kevin Dehoff, 2013) 
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be in the ability to manufacture items or in the knowledge of the working of items such as 

prohibited materials, which may be different than those in the US, regulatory compliance and 

agreed in cases thru offsets within Direct Commercial Sales or Foreign Military Sales. This also 

requires dependence on the foreign owned interest to supply the cyber security measures associated 

with the US defense company.  The work transiting globally includes design, development, and 

production of both hardware and software, which may be leveraged both outside and within the 

US Defense markets. 

This transition is visible in the expansion of a review of the top 22 department of defense 

contractors identified by General Services Administration report of “Global Vendor Name”, that 

comprise approximately 45% of the total dollars expended in 2014.  

Table 1 2014 Top 22 US DoD companies (Federal Procurement Data System - Next 

Generation, 2014, p. DoD Tab) 

Global Vendor Name Dollars Obligated

LOCKHEED MARTIN CORPORATION $25,065,461,247.84

THE BOEING COMPANY $18,005,350,332.68

GENERAL DYNAMICS CORPORATION $13,630,604,800.84

RAYTHEON COMPANY $11,816,577,883.63

NORTHROP GRUMMAN CORPORATION $9,213,821,365.01

UNITED TECHNOLOGIES CORPORATION $6,117,086,747.69

L-3 COMMUNICATIONS HOLDINGS  INC. $5,288,631,065.98

BAE SYSTEMS PLC $4,876,213,940.43

HUNTINGTON INGALLS INDUSTRIES  INC. $4,025,292,235.52

HUMANA INC. $3,527,209,086.24

UNITEDHEALTH GROUP INCORPORATED $3,203,771,598.01

HEALTH NET  INC. $3,086,459,475.28

SAIC  INC. $2,988,612,860.95

UNITED LAUNCH ALLIANCE  L.L.C. $2,519,158,433.33

BECHTEL GROUP  INC. $2,476,019,275.51

GENERAL ELECTRIC COMPANY $2,200,317,806.74

BOOZ ALLEN HAMILTON HOLDING CORPORATION $2,166,187,575.84

EXELIS INC. $2,105,471,497.30

BELL BOEING JOINT PROJECT OFFICE $2,018,971,983.94

HEWLETT-PACKARD COMPANY $1,766,447,587.13

MCKESSON CORPORATION $1,663,708,861.81

TOTAL $127,761,375,661.70
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These defense companies identify business risks in their Security and Exchange 

Commission (SEC) 10K filings. Examples of these risks arise from both the international 

customer’s base, the increasing risk of cyber security disruptions and international agreements 

requiring use of offsets. Offset are defined as “Compensation practices required as a condition of 

purchase in either government-to-government or commercial sales of “defense articles” and/or 

“defense services” as defined by the Arms Export Control Act (22 U.S.C. § 2751, et seq.) and the 

International Traffic in Arms Regulations (22 C.F.R. §§ 120-130). As seen in the following 

statements, there exists risks associated with direct commercials sales requiring offsets by US 

Defense companies. 

“…2014, 20% of our net sales were from international customers…. Offset agreements 

may require…, technology transfers, local manufacturing support, investments in foreign 

joint ventures … may require the establishment of a venture with a local company, which 

must control the venture.  Our business could be negatively affected by cyber or other 

security threats or other disruptions.…seek to minimize the impact of cyber threats…we 

must rely on the safeguards put in place by these [foreign] entities, which may affect the 

security of our information. These [foreign]  entities have varying levels of cyber security 

expertise and safeguards and their relationships with government contractors, such as 

Lockheed Martin, may increase the likelihood that they are targeted by the same cyber 

threats we face” (Lockheed Martin, pp. 11,13) 

  

“Sales and operations outside the U.S. are subject to different risks that may be 

associated with doing business in foreign countries. … Our non-U.S. business is subject 

to …, technology transfers…We may also be required to agree to specific in-country… 

offsets…and could require us to establish joint ventures with local companies. If we do not 

satisfy these financial or offset requirements, our future revenues and earnings may be 

materially adversely affected.” (GENERAL DYNAMICS CORPORATION, 2014, p. 14) 

 

“Our international business is subject to geopolitical and economic factors, regulatory 

requirements and other risks. 
 

… In 2014, our sales to customers outside the U.S. (including foreign military sales 

through the U.S. Government) accounted for 29% of our total net sales….Our 

international sales are also subject to local government laws, regulations, and 

procurement policies and practices… include[ing] regulations relating to… technology 

transfer, investments, exchange controls and repatriation of earnings….Our international 

contracts may include industrial cooperation agreements requiring specific in-country… 

manufacturing agreements …may require the creation of a joint venture with a local 

company, which may control the venture… We also are exposed to risks associated with 
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using third-party foreign representatives and consultants for international sales and 

operations, and teaming with international subcontractors, partners and suppliers in 

connection with international programs.” (RAYTHEON COMPANY, 2015, pp. 12-13) 

 

“Our international business exposes us to additional risks. Sales to customers outside the 

U.S. are an increasingly important component of our strategy. Our international 

business… contracts may include industrial cooperation agreements requiring specific in-

country purchases, investments, manufacturing agreements or other financial obligations, 

known as offset obligations, and provide for significant penalties if we fail to meet such 

requirements. The services and products we provide internationally… are…in countries 

with unstable governments and/or developing legal systems, in areas of military conflict 

or at military installations. This increases the risk … loss of property or damage to our 

products.” (NORTHRUM GRUMMAN, 2015, pp. 8-9) 

 

“We conduct our business on a global basis, with approximately 61 percent of our 2014 

total segment sales derived from international operations…. a condition of sale or award 

of a contract, …require us to agree to offset arrangements,…penalties in the event we fail 

to perform in accordance with the offset requirements. In addition, as part of our 

globalization strategy, we have invested in certain countries, including Argentina, Brazil, 

China, India, Indonesia, Mexico, Poland, Russia, South Africa and countries in the 

Middle East, that carry high levels of currency….” (UNITED TECHNOLOGIES CORP, 

2015, pp. 12-13) 

 

As reported by the U.S. Department of Commerce Bureau of Industry and Security, March 

2015, “Offsets in Defense Trade Nineteenth Study”, “During 1993-2010, a total of 61 U.S. firms 

reported 11,353 offset transactions with 50 countries…[totaling] $56.22 billion…” (U.S. 

Department of Commerce Bureau of Industry and Security, 2015, p. 4)   There has been about a 

24% increase in the linear trend of offset agreements as shown in Figure 2.  As these offsets 

increase year over year and companies are looking more and more to foreign markets for their 

products and services, this creates an increased risk of cyber security across the U.S. DoD given 

the requirements necessary to meet the offset agreements requiring specific in-country 

manufacturing, technology transfers and local control of a joint venture.  
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Figure 2 Offset Agreements (U.S. Department of Commerce Bureau of Industry and 

Security, 2015) 

 

Defense Industrial Cyber Breaches and Policy Impacts 

Cyber breaches in US. Government systems have increased over the past decade. 

(Rosenzweig D. I., 2014) (Rosenzweig P. , 2012)  
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Figure 3 Number of Cyber Breaches by Year in Federal Government (Rosenzweig P. , 2012) 

(Rosenzweig, 2014)  

 

Figure 4, below, reflects the number of individual references added or introduced into 

Department of Defense Instruction (DoDI) 8500.01 Policy Appendices  titled “Cybersecurity” 

located on pages 8-13.   
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Enclosure 1 
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Combining Figure 3 and 4 and looking at the cumulative effects, it becomes clear that leadership 

is adapting to the situation as threats emerge, more policy and guidance is added each year 

reacting to the threats presented. 

 

Figure 5 Combined Cumulative Breaches across U.S. Government and DoDI 8500.01 

The continued increase in U.S. Government breaches, presents the image that these 

policies are not effective at deterring or minimizing the risks associated with cyber security 

breaches. 

Cyber Physical System Research  

Tactical Wheeled Vehicles (TWV) are multipurpose or special purpose military wheeled 

platforms that transport personnel and all classes of supply. They perform general or specific 

missions, and support all warfighting functions (Movement and Maneuver, Intelligence, Fires, 

Sustainment, Command and Control, and Protection). They are specially designed vehicles, or 

commercial vehicles modified to meet certain military requirements (Army G8, 2010, pp. B-4).  

Line-Haul Family of Vehicles (FoVs) are used in Army Transportation and Quartermaster units 

for transport of bulk supplies from air and sea ports to division support areas within a theater of 
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operation (Army G8, 2010, p. 11). The Army is evaluating the use of these systems for 

Autonomous and Semi-Autonomous Systems and Operations/ Manned-Unmanned Teaming 

“…these technologies offer similar capabilities for ground-based systems across all warfighting 

functions. A promising application would be autonomous ground-based resupply, which could 

provide optionally manned vehicle capability.” (ARCIC, 2014, p. 2) Within these the autonomous 

vehicle exists the need to have computational algorithms controlling physical components, such 

as steering, braking, and shifting the gears within a transmission. Cyber Physical Systems is an 

emerging field which within the defense department CPS has been identified as a gap that should 

be further evaluated. 

CPS science and technology are fundamental to at least three of these seven areas: 

Engineering Resilient Systems (expediting design and delivery of trustworthy, adaptable 

and affordable defense systems), Cyber (DOD operations in cyberspace), and Autonomy 

(autonomous systems to augment military operations) (Cyber Physical Systems, 2015, p. 

2)   

 

National Science Foundation defines Cyber-Physical Systems as 

... engineered systems that are built from, and depend upon, the seamless integration of 

computational algorithms and physical components. Advances in CPS will enable 

capability, adaptability, scalability, resiliency, safety, security, and usability that will far 

exceed the simple embedded systems of today. (National Science Foundation, n.d.) 

 

Also the National Institute of Standard (NIST) has a directorate developing a framework 

for Cyber Physical System defines CPS as “…engineered systems that are built from, and depend 

upon, the seamless integration of computational algorithms and physical components” and 

provides for the challenges ahead within the field that does not have 

… mature science to support systems engineering of high-confidence CPS, and the 

consequences are profound. Traditional analysis tools are unable to cope with the full 

complexity of CPS or adequately predict system behavior…. The challenges and 

opportunities for CPS are thus significant and far-reaching. New relationships between 

the cyber and physical components require new architectural models that redefine form 

and function. (NIST Directorate for Computer & Information Science & Engineering, 

2016) 
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and presents a method for risk identification in the categories of Safety, Reliability, 

Privacy, Resilience, and Cybersecurity . (CPS PWG Draft Framework for Cyber-Physical 

Systems, Release 0.8 1, 2015, p. 75) 

 

 

Figure 6 CPS Risk View 

The Software Engineering Institute (SEI) has identified five areas of study that are essential 

to CPS identified below. 

 

“Timing Verification to guarantee that tasks in real-time systems complete 

within their deadlines…. 

Functional Verification to ensure that software behaves as required. … 

Probabilistic Verification to maximize the likelihood that a CPS will meet its 

desired goals. … 

Collaborative Autonomy to optimize scalability, performance, and extensibility 

for autonomous systems by creating a portable, open-sourced, decentralized 

operating environment…. 

Self-Adaptation to address the challenge of having cyber-physical systems that 

can quickly adapt to a variety of situations including environment changes, and 

malfunctions…” (Software Engineering Institue - Carnegie Mellon University, 

n.d.) 

 

Another perspective on the CPS is represented within the construct of a workflow 

consisting of four components, Physical Process, Networking, Computing and Actuation that have 

specific security objectives, such as Confidentiality, Integrity, Availability, and Authenticity. 

http://www.sei.cmu.edu/cyber-physical/research/timing-verification/index.cfm
http://www.sei.cmu.edu/cyber-physical/research/functional-verification/index.cfm
http://www.sei.cmu.edu/cyber-physical/research/probabilistic-verification/index.cfm
http://www.sei.cmu.edu/cyber-physical/research/collaborative-autonomy/index.cfm
http://www.sei.cmu.edu/cyber-physical/research/self-adaptation/index.cfm
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Within these, there are a series of identified attacks, such as Eavesdropping, Compromised-Key, 

Man-in-the-Middle, and Denial-of-Service Attacks. (Eric Ke Wang, 2010) 

Cyber Security Impacts to Autonomous Tactical Wheeled Vehicles 

“Driven by functional requirements and fast moving markets, these systems are 

being designed and deployed quickly. The design choices being made today will directly 

impact our nation’s industries and critical infrastructure sectors over the next several 

decades….Modern vehicles are no longer purely mechanical systems,…Today’s vehicles 

have interdependent cyber components used for telematics, conveniences, and safety-

critical systems. A stealthy adversary could gain access to a vehicle’s cyber components 

and remain completely hidden until initiating a widespread attack.” (John Verrico, 2015) 

 

Within the Department of Defense there is an on-going effort to demonstrate autonomy 

within ground truck systems known as Autonomous Mobility Appliqué System (AMAS) in 

response to user requirements (Theisen, Autonomous Mobility AppliquéSystem(AMAS) JCTD 

FY12-13 Industry Day, 2011).  This system is comprised of hardware, software, sensors and 

network to support autonomous behavior, with the Hardware Concept identified in the figure 

below.   

 

Figure 7AMAS Hardware Concept (Bartz, 2013, p. 11) 
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Within this architecture there exists commercial standards, such as CAN J1939, Gigabit 

Ethernet, and Flex Ray to support the interface between the Autonomous and Driver 

Warning/Driver Assist Functionalities as shown in the figure below. 

 

 

Figure 8AMAS Architecture (Bartz, 2013, p. 7)  

The automotive vehicle CAN network has been demonstrated repeatedly to have risks 

associated with both physical access and remote injection of messages that alter vehicle systems 

performance (Chris Valasek, 2015).  As demonstrated in Figure 9 below, there are many 

similarities between the architecture in the automotive segment as there is within the AMAS 

designs. 
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Figure 9 Jeep Cherokee Architecture Diagram (Chris Valasek, 2015, p. 8) 

Within the Jeep Cherokee there are various cyber physical features that have been 

previously leveraged in attacks to gain access to physical capabilities of the automobile. Cyber 

physical systems, such as Adaptive Cruise Control, Forward Collision Warning, Lane Departure 

Warning, Park Assist, Tire Pressure Monitoring Systems, and Telematics. These systems all have 

a broad range of automotive attacks that can disable the engine control, provide remote access and 

control of various automotive vehicle systems (Chris Valasek, 2015). 
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Chapter 3 – Research Methodology 

This study assessed the ability of PMs to manage cyber security risks on ground vehicles, 

and determined if awareness of what has increased since Boyd’s study (Boyd, 2008).  The study 

reviewed current Cyber Security policy and generated a timeline related to the policy creations in 

comparison to cyber incidents to identify how the policies have impacted the reoccurrence of cyber 

incidents. As the commercial truck industries innovate in the field of autonomy, these innovations 

will migrate into the Army autonomous tactical wheeled vehicles, As the hardware and software 

needed to enable these capabilities is integrated onto Army autonomous tactical wheeled vehicles, 

it is crucial that risks, specifically cybersecurity risks be addressed given that much of the 

commercial technology may be developed using globalized contractors. Moreover, with the recent 

increases in cyber incidents and the Army moving into autonomous tactical wheeled vehicles, the 

researcher wanted to identify to what degree the existing policy related to platform information 

technology (PIT) describes the systems in Army PM Systems and does cyber physical systems be 

a more appropriate term in support of autonomous tactical wheeled vehicles systems. Lastly look 

to merge the various methods to facilitate developing a method to generate Requirements for 

autonomous tactical wheeled vehicles. 

Research Process 

The survey instrument was initially reviewed within SSCF cohorts to check the questions 

for clarity and reliability.  A second review was conducted by LTU professors.   The survey was 

administered using Survey Monkey, with a link emailed to each Army PM with a digital signature 

to verify that the email was sent from an authorized DoD Enterprise email address..  The literature 

review was conducted using the resources available at the Lawrence Technological University 

(LTU) library.  A review of the existing Department of Defense Instruction 8500.01 and 8510.01 
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on Cybersecurity was conducted and was used to evaluate the description of how Platform 

Information Systems are described, and the references increased over the years and compared to 

historical open source publicly available Federal Government cyber breaches.   

 

Validity of the Research  

This study does not have a hypothesis that requires research variables. The research 

surveyed 168 Army PMs on their perspectives regarding the globalization of their contractors, and 

the risks associated with using a globalized contractors in various categories available in Appendix 

A. There were 38 responses to the survey.  Five were removed for insufficient responses, resulting 

in the 33 completed responses analyzed in Chapter 4.  

Reliability of the Responses 

The survey questions were reviewed by Lawrence Technology University professor Dr. 

Cole, and two initial sample surveys conducted with Senior Service College Fellows.  Comments 

and revisions to question clarity, purpose and intent were revised during the two initial surveys.  

The questions provided a five point Likert scale, which contains various biases based on the sample 

surveyed (Wikipedia, 2016).   

Data Collection 

Data was collected using Survey Monkey online survey tool Assessment of the level of 

each perceived agreement on risk associated using a globalized contractor and the increased risk 

associated with software or hardware development. Other areas included the possibly increased 

risk associated with using foreign nationals. The Army PMs were asked if they strongly agreed, 

agreed, neither agreed/disagreed, disagreed or strongly disagreed with the perceived of using a 

globalized contractor.  As the survey was Web-based it was designed to be easily accessed by the 
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PMs. A limitation using web-based surveys could be the specific browser used to run the survey, 

Army network filtering of Uniform Resource Locator (URL) that then needs to be copied and 

pasted into the browser window and the availability of PMs to take the short survey.  Also the 

perception of clicking on an embedded link from an Army email address that was foreign to many 

may have limited responses to the survey.  The survey questions were derived from Boyd’s 2008 

study on globalization, with the inclusion of the term cyber security, as it relates to the risks using 

globalized contractors The initial request went out in individual emails to each of the 168 Army 

PMs on 25 November 2015.    A follow up email was sent 11 December 2015, with a final thank 

you and last chance email sent 14 December 2015.   
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Chapter 4 – Findings 

 

Research Questions  

1. Has the perception of cyber security risks increased since the 2008 study on software, 

hardware and supply chain risk?  

2. Do program managers have the resources AUTHORITY AND SUPPORT to support 

cyber security requirements related to the Information system security manager (ISSM), 

3. What challenges do PMs perceive with reciprocity related to cyber security?  

4. What do Army PMs think opportunities are to obtain reciprocity with other PMs? 

Population & Sample Size 

The email distribution of Army PMs contained 168 total individuals, of which 38 (22.6%) 

initiated the online survey. Of the 38 that submitted a survey, five were removed because they had 

not answered a sufficient number of questions leaving 33 (20%).  Comparatively, Cliff Boyd, 

received a total of 112 response from 205 PMs (54%)  This delta may be explained given his 

method of having a General Officer request Army PMs perform the survey instead of an email 

requesting support for the research. 

Collected Data 

Research Question One 

The survey repeated questions 3, 5, 6,7,8,9 and 10 from Boyd’s study in 2008.  The corresponding 

questions within this study are 7,8,9,13,14, and 15. Both studies asked respondents to provide 

answers either “strongly agree”, “agree”, “neither agree/disagree”, “disagree” or “strongly 

disagree” to each of the questions presented.  In his study, Boyd  combined the count of responses 

in the categories of “strongly agree” with “agree” (SA/A), and “disagree” and “strongly disagree” 

(D/SD) to perform his analysis. He  used the percentage of the responses in the three (SA/A), 

“Neither Agree nor Disagree” and (D/SD) in his analysis. To compare results from this study with 
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his, (Boyd, 2008, p. 42) the same process was used in this study. Comparing the results shown in 

Table 2 below with his Table 10 (Boyd, 2008, p. 42), there is a shift in the risk perceptions from 

Army PMs regarding the impact of using globalized contractors. In all but two questions, the Army 

PMs strongly agree or agree that the risk of using a globalized contractor. The risks increased 

between 4% and 23% respectively. There were two cases where there was a slight decrease in the 

risks - risk due to language differences decreased by 1% and Risk due to political issues decreased 

5%.   

Table 2 Survey Results from 2008 (Boyd, 2008, p. 42) & 2015 

Globalization Impacts

2008-

%Strongl

y Agree 

or Agree

2015-

%Strongl

y Agree 

or Agree

2008-

%Neither 

Agree Nor 

Disagree

2015-

%Neither 

Agree 

Nor 

Disagree

2008-

%Strongly 

Disagree 

or 

Disagree

2015-

%Strongly 

Disagree 

or 

Disagree

Cost/Schedule risk due to export and import controls 55% 72% 32% 17% 12% 11%

Technical data protection 71% 83% 20% 14% 8% 3%

Cost/Schedule risk due to Buy American legislation / Cyber Policy(2015)58% 81% 29% 11% 12% 8%

Program disruption at foreign sites 32% 36% 45% 44% 22% 19%

Obtaining state of the art technology due to export and import control 41% 53% 33% 31% 26% 17%

Obtaining state of the art technology due to emphasis on producing in U.S.39% 58% 34% 28% 27% 14%

Software security and integrity due to offshore producer 60% 67% 27% 19% 13% 14%

Software security and integrity due to foreign nationals 54% 61% 32% 31% 14% 8%

Software security and integrity due to use of COTS SW 58% 69% 27% 25% 14% 6%

Raw material availability* 44% not asked 39% not asked 17% not asked

Production risks from offshore producers 57% 73% 31% 24% 12% 3%

Integration when hardware produced by both U.S. and foreign sources 55% 76% 27% 18% 18% 6%

Supply chain disruption 62% 67% 17% 24% 20% 9%

OCONUS fielding using foreign nationals 34% 48% 42% 33% 24% 18%

Risk due to language differences 37% 36% 30% 39% 34% 24%

Risk due to political issues 50% 45% 31% 48% 19% 6%

Risk due to legal differences 56% 64% 26% 33% 18% 3%

Risk due to cultural differences and flashpoints 43% 50% 32% 41% 25% 9%

Risk due to geographically dispersed workforce 42% 55% 35% 29% 22% 16%

 

Table 3 Delta between 2008 (Boyd, 2008, p. 42) and 2015 Army PM responses 
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Globalization Impacts

Delta - Strongly 

Agree or Agree

Delta - % 

Neither Agree 

Nor Disagree

Delta 

Disagree/Strongly 

Disagree

Cost/Schedule risk due to export and import controls 17% -15% 1%

Technical data protection 12% -6% 5%

Cost/Schedule risk due to Buy American legislation / Cyber Policy(2015)
23% -18% 4%

Program disruption at foreign sites 4% -1% 3%

Obtaining state of the art technology due to export and import control 12% -2% 9%

Obtaining state of the art technology due to emphasis on producing in U.S.
19% -6% 13%

Software security and integrity due to offshore producer 7% -8% -1%

Software security and integrity due to foreign nationals 7% -1% 6%

Software security and integrity due to use of COTS SW 11% -2% 8%

Production risks from offshore producers 16% -7% 9%

Integration when hardware produced by both U.S. and foreign sources 21% -9% 12%

Supply chain disruption 5% 7% 11%

OCONUS fielding using foreign nationals 14% -9% 6%

Risk due to language differences -1% 9% 10%

Risk due to political issues -5% 17% 13%

Risk due to legal differences 8% 7% 15%

Risk due to cultural differences and flashpoints 7% 9% 16%

Risk due to geographically dispersed workforce 13% -6% 6%

  

 The two questions had an increased perception of risk by at least 20%. The first was the 

cost/schedule risk due to buy American legislation, and the second was the Integration risk when 

hardware is produced by both U.S. and foreign sources. The cost/schedule risk due to buy 

America, could be explained by the reason that many of the technologies are no longer produced 

within the United States.  Therefore causing the Army PMs to request waivers to the policy and 

increase cost and schedule within their programs to execute the additional steps to obtain the 

products from a source outside the U.S. The second regarding the integration of hardware 

produced by both U.S. and foreign sources, could be that since the hardware is produced and 

procured from outside the U.S., there is a possibility that risks are introduced through the 

international supply chain as the hardware is handled through the supply chain.  Alternatively, it 

is  also plausible that differences in standards, laws, regulations and prohibited materials vary 
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significantly. This can cause delays in obtaining waivers to use materials or products that are 

restricted for various reasons within the U.S.  

Within each of these questions is an area of risk associated with the development of 

autonomous tactical wheeled vehicles. The discussion of cost risks driving the U.S. defense 

companies to seek work in the global economy, drives offsets that contractually bind them to 

perform in the foreign country possibly sharing U.S. technical data.  The ability to protect 

technical data by a U.S. defense contractor engaged in offsets that require a joint venture, in 

which they are the minor shareholder of the foreign owned company and  do not have the 

authority to secure the technical information, as required by U.S. DoD Standards.  Disruptions at 

foreign sites could expose U.S. defense hardware and software to additional cyber risks as there 

is a potential for theft and sale to other nation states.  Development of software and hardware 

offshore, by foreign nationals, or foreign COTS makes the hardware and software available to 

foreign adversaries that could introduce risks into the system components.  Language and 

political differences can affect the legal understanding of what offsets are required and how 

offsets are managed by U.S. defense companies or the local joint venture performing in a global 

economy to support the U.S. acquisitions of systems for use in autonomous tactical wheeled 

vehicles. A geographically dispersed workforce presents both physical and cyber security risks at 

each of the sites potentially making U.S. technical information available to foreign adversaries or 

provide a means to introduce risks into the systems that could be used to achieve autonomy for 

the tactical wheeled vehicles. 

perceptions by Army PMs align with the U.S. defense contractors risk reporting in their 

business planning documents (GENERAL DYNAMICS CORPORATION, 2014) (UNITED 

TECHNOLOGIES CORP, 2015) (RAYTHEON COMPANY, 2015) (NORTHRUM 
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GRUMMAN, 2015).  These perceptions continue to exist and are a risk to the development of the 

various technologies that would be integrated into an autonomous tactical wheeled vehicles.  The 

development of the various systems to enable autonomy appear to lie within the span of a single 

Program Executive Office within the Army.  However the external communication mechanisms 

that allow the autonomous tactical wheeled vehicles to communicate to the tactical network exist 

within a different Program Executive Office (Tourner & Clow, 2016).  These differences in 

perception of risks using a globalized contractor by Army PMs, the declining defense budgets 

(Kevin Dehoff, 2013) to develop the technology for the department of defense, shifting from 

defense purpose built to commercially developed and modified for defense  (Fahey, 2015), the 

U.S. defense contractors own admission of inherent risk from offsets (GENERAL DYNAMICS 

CORPORATION, 2014) (UNITED TECHNOLOGIES CORP, 2015) (RAYTHEON COMPANY, 

2015) (NORTHRUM GRUMMAN, 2015), a new initiative to reduce systems acquisition costs 

thru international programs and interoperability (Office of the Under Secretary of Defense for 

Acquisition, Technology and Logistics, n.d.) and the lack of impact of policy on decreased cyber 

breaches (Rosenzweig D. I., 2014) (Rosenzweig P. , 2012),  point to an increasing risk in 

development of the technology systems and software that will be implemented in developing, 

manufacturing and fielding autonomous tactical wheeled vehicles. 

Furthermore, Boyd’s study also evaluated the formal training Army PMs (Boyd, 2008, p. 

49) related to working managing risks with a globalized contractor and in his outcomes called for 

Defense Acquisition University (DAU) and Defense Acquisition Workforce Improvement Act 

(DAWIA) provide additional training, and support for working with and identifying risks when 

working with a globalized contractor. Providing and increasing training to Army PMs can facilitate 

awareness and greater understanding of the importance of ensuring a secure supply chain when 
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working with a globalized contractor. It appears these efforts have not either been implemented or 

have not been effective (Boyd, 2008, pp. 51,52). DAU has developed an International Acquisition 

Career Path (IACP) (DAU, n.d.) in response to guidance in DoD Directive 5000.01, DoD 

Instruction 5000.02 (Office of the Under Secretary of Defense for Acquisition, Technology and 

Logistics, n.d.). DAU's Int'l courses, such as ACQ 120, ACQ 130, and ACQ 230 address risk 

through some standard "the 5 phases" slides.  DAU provides CLE 074 – Cybersecurity Throughout 

Acquisition which is not mandatory and three more courses forthcoming in 2016 (DAU , n.d.). It 

remains to be seen how these courses will impact the associated risks working with a globalized 

contractor and the overall associated risk to autonomous tactical wheeled vehicles. 

Research Question Two 

Department of Defense Instruction (DoDI) 8510.01 dated March 12, 2014, applies to  

All DoD IT that receive, process, store, display, or transmit DoD information. 

These technologies are broadly grouped as DoD IS [Information systems], platform 

IT (PIT), IT services, and IT products. This includes IT supporting research, 

development, test and evaluation (T&E), and DoD-controlled IT operated by a 

contractor or other entity on behalf of the DoD. (DoD CIO 8510.01, 2014, p. 2) 

 

 

Figure 10 DoD IT (DoD CIO 8500.01, 2014, p. 12) 

Within that framework platform information technology (PIT) applies to the systems 

identified within Figures 7 and 8 relative to the PIT required to support the implementation of the 
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requirements for autonomous tactical wheeled vehicles. Since the autonomous tactical wheeled 

vehicles will “…receive, process, store, display, or transmit DoD information.… And will 

require to undergo …development, test and evaluation (T&E)…”  (DoD CIO, 2014, p. 2) 

Moreover, DoDI 8510.01 states that Program Manages must  

1. Appoint an ISSM for each assigned IS or PIT system with the support 

[emphasis added], authority[emphasis added], and resources [emphasis 

added] to satisfy the responsibilities established in this instruction. 

 

2. Ensure each program acquiring an IS or PIT system has an assigned IS 

security engineer and that they are fully integrated into the systems 

engineering process. 

 

3. Implement the RMF for assigned IS and PIT systems. 

 

4. Ensure the planning and execution of all RMF activities are aligned, 

integrated with, and supportive of the system acquisition process. (DoD 

CIO 8510.01, 2014, p. 18 Enclosure 4) 

 

 DoDI 8510.01 identifies the role of I[nformation] S[ystem] Security Manager (ISSM) 

that “…is responsible for ensuring all products, services and PIT have completed the appropriate 

evaluation and configuration processes prior to incorporation into or connection to an IS or PIT 

system.” (DoD CIO 8510.01, 2014, p. 12). 

Furthermore the ISSMs, must: 

1. Support implementation of the [Risk Management Framework] RMF. 

2. Maintain and report IS and PIT systems assessment and authorization status 

and issues in accordance with DoD Component guidance. 

3. Provide direction to the ISSO in accordance with Reference (h). 

4. Coordinate with the organization’s security manager to ensure issues affecting 

the organization's overall security are addressed appropriately. (DoD CIO 

8500.01, 2014, p. 19) 

 

And 

(1) Determine the security impact of proposed or actual changes to the IS or PIT 

system and its environment of operation. Included in the security controls 

assigned to all IS and PIT systems are security controls related to configuration 
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and deficiency management, performance monitoring, and periodic independent 

evaluations (e.g., penetration testing).  

 

(a) The ISSM, in coordination with other appropriate personnel (e.g., IS 

security engineer, system administrators, CNDSP):  

 

1. Continuously monitors the system or information environment 

for security-relevant events and configuration changes that 

negatively affect security posture. 

 

2. Periodically assesses the quality of security controls 

implementation against performance indicators, such as: security 

incidents; feedback from external inspection agencies (e.g., OIG 

DoD, Government Accountability Office (GAO)); exercises; and 

operational evaluations, including Director, OT&E IA, 

assessments. 

 

3. Must report any significant change in the security posture of the 

system, and recommended mitigations, immediately to the SCA 

and AO. 

 

4. May recommend to the SCA or AO a reassessment of any or all 

security controls at any time. (DoD CIO 8500.01, 2014, pp. 36,37) 

  

Moreover in Department of Defense Instruction (DoDI) 8500.01 dated March 14, 

2014 states that the  

 ISSMs: 

a. Develop and maintain an organizational or system-level 

cybersecurity program that includes cybersecurity architecture, 

requirements, objectives and policies, cybersecurity personnel, and 

cybersecurity processes and procedures. 

 

b. Ensure that IOs and stewards associated with DoD information 

received, processed, stored, displayed, or transmitted on each DoD 

IS and PIT system are identified in order to establish 

accountability, access approvals, and special handling 

requirements. 

 

c. Maintain a repository for all organizational or system-level 

cybersecurity-related documentation. 
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d. Ensure that ISSOs are appointed in writing and provide 

oversight to ensure that they are following established 

cybersecurity policies and procedures such monitoring. 

 

f. Ensure that cybersecurity inspections, tests, and reviews are 

synchronized and coordinated with affected parties and 

organizations. 

 

g. Ensure implementation of IS security measures and procedures, 

including reporting incidents to the AO and appropriate reporting 

chains and coordinating system-level responses to unauthorized 

disclosures in accordance with Reference (bo) for classified 

information or Reference (bp) for CUI, respectively. 

 

h. Ensure that the handling of possible or actual data spills of 

classified information resident in ISs, are conducted in accordance 

with Reference (bo). 

 

i. Act as the primary cybersecurity technical advisor to the AO for 

DoD IS and PIT systems under their purview. 

 

j. Ensure that cybersecurity-related events or configuration changes 

that may impact DoD IS and PIT systems authorization or security 

posture are formally reported to the AO and other affected parties, 

such as IOs and stewards and AOs of interconnected DoD ISs. 

 

k. Ensure the secure configuration and approval of IT below the 

system level (i.e., products and IT services) in accordance with 

applicable guidance prior to acceptance into or connection to a 

DoD IS or PIT system.  (DoD CIO 8500.01, 2014, pp. 49,50) 

 

With roles and responsibilities outlined in the DoDI 8500.01 and DoDI 8510.01 for both 

the PMs and the ISSM, survey questions 11 and 12 were posed to the Army PMs. Question 11, 

asked if the PMs had an ISSM and were provided the responses of “Yes”, “No”,  and “Unsure”. 

Question 12 measured if Army PMs strongly agreed, agreed, neither agree/disagree, disagree or 

strongly disagree that the ISSM has the responsibility, authority and support outlined in DoDI 

8500.01 and DoDI 8510.01 detailed above. 
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The responses to question 11 were counted and turned to percentages and are provided in 

Table 4 below. The responses to question 12 were counted and combined for the strongly agree 

and agree, and disagree and strongly disagree, and converted to percentages for the sampled 

Army PMs with the results provided in Table 5 below. 

Table 4 ISSM Assigned 

ISSM: Yes No Unsure

ISSM is assigned 64% 27% 9%  

Table 5 ISSM Support, Authority and Resources 

Strongly 

Agree/Agree

Neither Agree 

or Disagree

Disagree/Strongly 

Disagree

ISSM has the SUPPORT 73% 15% 12%

ISSM has the AUTHORITY 70% 12% 18%

ISSM has the RESOURCES 45% 30% 24%  

 The respondents provided that 64% of them have an ISSM assigned, 27% did not have 

one and 9% were unsure. The Army PMs responded with their level of agreement or 

disagreement to question 12 providing that 73% strongly agree or agree that the ISSM has the 

SUPPORT they need to perform the responsibilities outlined, 70% strongly agree or agree that 

the ISSMs AUTHORITY to perform their responsibilities, and only 45% of the ISSMs have the 

RESOURCES to perform their responsibilities.  So while the ISSMs have the authority and 

support, at least 24% of the Army PMs surveyed disagree or strongly disagree that the ISSM has 

the necessary resources to conduct their duties.  This clearly presents not just a risk, but an issue, 

to autonomous tactical wheeled vehicles as the ISSMs are responsible for the efforts that should 

help to identify and mitigate the risks associated with the integration of the various software, and 
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hardware components that could be used to implement the autonomy desired by the Army 

(ARCIC, 2014) (Tourner & Clow, 2016).  

Research Questions Three and Four 

DoDI 8510.01 defines and provides the process for reciprocity as follows: 

Cybersecurity reciprocity (referred to in this instruction as “reciprocity”) is an 

essential element in ensuring IT capabilities are developed and fielded rapidly and 

efficiently across the DoD Information Enterprise. Applied appropriately, 

reciprocity reduces redundant testing, assessing and documentation, and the 

associated costs in time and resources. The DoD RMF presumes acceptance of 

existing test and assessment results and authorization documentation. In order to 

facilitate reciprocity, the concepts in paragraphs 1a through 1e are fundamental to 

a common understanding and must be adhered to: 

 

a. IS and PIT systems have only a single valid authorization. Multiple 

authorizations indicate multiple systems under separate ownership and 

configuration control. 

 

b. Deploying systems with valid authorizations (from a DoD organization 

or other federal agency) are intended to be accepted into receiving 

organizations without adversely affecting the authorizations of either the 

deployed system or the receiving enclave or site. Deploying system ISOs 

and PMs must coordinate system security requirement with receiving 

organizations or their representatives early and throughout system 

development. 

 

c. An authorization decision for IS or PIT system cannot be made without 

completing the required assessments and analysis, as recorded in the 

security authorization package. Deploying organizations must provide the 

complete security authorization package to receiving organizations. PMs/ 

ISOs deploying systems across DoD Components will post security 

authorization documentation to Enterprise Mission Assurance Support 

Service (eMASS) or other electronic means to provide visibility of 

authorization status and documentation to planned receiving sites. 

 

d. The process for receiving organization to accept IS and PIT systems is: 

 

(1) Review the complete security authorization package. 

 

(2) Determine the security impact of connecting the deploying 

system within the receiving enclave or site. 
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(3) Determine the risk of hosting the deploying system within the 

enclave or site. 

 

(4) If the risk is acceptable, execute a documented agreement 

between deploying and receiving organizations (e.g., memorandum 

of understanding (MOU), memorandum of agreement (MOA), 

SLA) for the maintenance and monitoring of the security posture 

of the system (security controls, computer network defense service 

provider (CNDSP), etc.). 

 

(5) Document the acceptance by the receiving 

     

(6) Update the receiving enclave or site authorization 

documentation for inclusion of the deployed system. 

 

e. Receiving organizations have the right to refuse 

deploying systems due to a security authorization package that 

does not meet sufficiency and completeness requirements as 

defined on the KS, or excessive risk to the enclave or site, as 

determined by the enclave or site AO. Refusals must be 

documented by the refusing AO, and provided to the deploying 

organization’s ISO or PM, AO, and Component SISO, and to the 

refusing organization’s Component SISO. Disputes should be 

resolved at the lowest possible level. Disputes that cannot be 

resolved will be raised to the next appropriate level (e.g., DoD 

Component, MA PAO, DSAWG, DoD ISRMC). (DoD CIO 

8510.01, 2014, pp. 21,22) 

 

 

Since autonomous tactical wheeled vehicles will likely be integrating systems from 

various IT or PIT systems, it was essential to ask the Army PMs perception on achieving the 

defined reciprocity defined above. Questions 10.d and 40 were asked in the survey on relating to 

reciprocity. Question 10.d asked Army PMs to provide their level of agreement that reciprocity 

would be simple to obtain responding either strongly agree, agree, neither agree or disagree, 

disagree or strongly disagree.  Question 40 was left as an open response question asking Army 

PMs for areas where opportunities for reciprocity could be achieved with other PMs on Cyber 

Risks.  Responding to question 10.d that reciprocity agreements will be simple to develop the 
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Army PMs responded that 36% disagree or strongly disagree, 47% were neither agreed nor 

disagreed and only 17% strongly agreed or agreed that they would be simple to develop. 

Table 6 Reciprocity Agreements 

Strongly 

Agree/Agree

Neither Agree or 

Disagree

Disagree/Strongly 

Disagree

 Reciprocity agreements will be 

simple to develop
17% 47% 36%

 

 Reciprocity is essential to the integration of various enabling systems onto a platform 

information technology (PIT) systems, illustrated by Figures 7 and 8, components that are 

essential in enabling autonomous tactical wheeled vehicles. Again as DoDI 8501.01 states 

“…reciprocity reduces redundant testing, assessing and documentation, and the associated costs 

in time and resources. The DoD RMF presumes acceptance of existing test and assessment 

results and authorization documentation” (DoD CIO 8510.01, 2014, pp. 21, Enclosure 5) 

Developing the reciprocity agreements becomes an entangled challenge as Commercial Off the 

Shelf (COTS) components are used. COTS products may not have the same rigorous testing 

perform as purpose built military components. Because reciprocity requires the accepting 

organization to review, the “…authorization decision for IS or PIT system cannot be made 

without completing the required assessments and analysis, as recorded in the security 

authorization package. Deploying organizations must provide the complete security authorization 

package to receiving organizations…” (DoD CIO 8510.01, 2014, pp. 21, Enclosure 5). The 

receiving organization then has to assess the risks associated with integrating the provided sub-

system or component into their own system. The receiving organization can reject the provided 

component should the risk be unacceptable by the receiving office action officer.  Moreover if 

the various systems are developed by globalized U.S. Defense contractors and a reciprocity 
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agreement existed for a component that was developed overseas by a foreign national the risk 

could be acceptable by the providing organization, however the receiving organization may 

determine the risk is too high and reject the provided system component. As 8510.01 states the 

“Receiving organizations have the right to refuse deploying systems due to a security 

authorization … excessive risk to the enclave or site, as determined by the enclave or site AO.” 

(DoD CIO 8510.01, 2014, pp. 21, Enclosure 5).  All this assumes that there is an action officer or 

an ISSM that has the authority, support and resources to make execute the policy steps and 

procedures. 

Given the challenges with reciprocity outlined above, the researcher was interested in 

hearing if the Army PMs had any insights on opportunities to achieve reciprocity. Question 40 

was an open responses in the survey asking what are the opportunities to attain RECIPROCITY 

with other PMs on Cyber Risks?  Twelve responses were submitted and generalized by the 

researcher.  The responses stated that there was none or unknown methods and one response 

provided recommended cost sharing on known or shared risks.  It could be that the process 

outlined above and the relatively new creation of both DoDI 8500.01 and DoDI 8510.01 has not 

made its way into the Army PM training curriculum and therefore not a subject some or many 

are familiar with.  

 

Open Ended Questions 

Lastly, the survey asked Army PMs one additional open ended question and provided a 

field for any additional comments. The question was “What areas do you perceive need Cyber 

Security support?”   One response that the researcher  found interesting follows: 

In my office of 244 personnel, I have 2 people I consider experts, and another 5-6 that 

have a good understanding of Cyber.  The rest of us know next to nothing.  It may be 
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beneficial for DAU to develop some course material that provides a general 

understanding for the majority of PMs, engineers, and logisiticians<sic>--rather than the 

tendency to just focus on better training the narrow stovepipe of individuals who focus on 

it (though we need that too) (Anonymous Army PM) 

 

This anonymous response was reinforced by the Army PMs response to question number 

34 of the survey.  Question number 34 asked “Which of the following learning objectives and/or 

learning opportunities should be included in ANY formal training classes to address the risk 

posed when using a globalized contractor?” The results were counted, converted to percentages 

and are presented in table 7 below. 64% of the Army PMs felt that Cyber Security should be 

included in current and future training opportunities when a globalized contractor is part of the 

subject training provided. 

Table 7 Training to be included when discussing a globalized contractor 

Subject to Include in Training w/ Globalized 

Contractor
Percent

Cyber Security 64%

Export/Import Regulations, Laws, and Processes 42%

U.S. Production Policies Affecting DoD 39%

International Business and Contracting Introduction 24%

Impacts of Globalization 15%

Introduction to international law 15%

Understanding what is Globalization 12%

Global Economics 12%

Utilizing industry globalization training 9%

Causes of Globalization 6%  
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Chapter 5 – Conclusions and Recommendations 

 

 The cyber security strategies recommend working with commercial markets to support 

cyber security improvements in DoD and Federal systems (The White House;Office of the Press 

Secretary, 2015) (Carter, 2015).  In chapter four the survey responses identify an increased 

awareness of the risks when using a globalized contractor.  Furthermore the decreasing DoD 

Budget has increased the need of U.S. Defense contractors to shift to foreign markets and falls 

within the definition of a ‘globalized contractor’. These foreign markets, in many cases, require 

the use of offsets, which have increased over time. Moreover the U.S. Defense contractors may 

not be able to secure their intellectual property or systems in a foreign country which can lead to 

the introduction of risks into DoD products.  Lastly, Army PMs felt that while their ISSMs have 

the authority and support, the ISSMs do not have the resources to carry out their roles and 

responsibilities as outlined in the DoDI 8500.01.  

 

Recommendations 

The following three recommendations will be discussed in this section. 

1. Establish an Autonomous Consortium  

2.  Revise DoDI 8500.01  

3. Prioritize Cyber Within DoD Planning, Programming, Budgeting and Execution  

 Process (PPBE) 

Establish an Autonomous Consortium 

Given the previous discussions and the magnitude of the effort it has become essential to 

engage with the commercial, academic, non-standard defense companies, small businesses and 
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federal groups to address the impacts of autonomy in both the commercial and defense industries. 

Governor Snyder in his 2016 State of the State discussed the transformation of the automotive 

industry into the mobility industry and that 70% of the research and development for the U.S. 

automotive industry is done in the State of Michigan.  The State of Michigan created in partnership 

with the University of Michigan and host of partners the Michigan Mobility Transformation Center 

and is creating the American Center for Mobility (Snyder G. R., 2016, pp. 8,9). This presents a 

keen opportunity for the centrally located Tank Automotive Command (TACOM) in Warren 

Michigan.  As President Obama discussed, the need to partner with the commercial and local 

governments makes it essential that DoD needs to be an integral partner within this new American 

Center for Mobility, to develop not only the autonomy vehicle system standards that will benefit 

both commercial and defense, but also the means to test, verify and validate the true risks. This 

presents a challenge given that many of the partners within this center will likely not be able to do 

business with DoD given the typical Federal Acquisition Regulations that come with a high cost 

of entry.  However, the National Defense Authorization Act for Fiscal Year 2016 provides on 

pages 47 and 48 “SEC[TION]. 218. DEPARTMENT OF DEFENSE TECHNOLOGY OFFSET 

PROGRAM TO BUILD AND MAINTAIN THE MILITARY TECHNOLOGICAL 

SUPERIORITY OF THE UNITED STATES.” To  

…establish a technology offset program to build and maintain the 

military technological superiority of the United States … would help 

counter technological advantages of potential adversaries of the United 

States, including…autonomous systems…cyber technology[emphasis 

added]…developed using research funding of the Department of Defense 

and accelerating the commercialization of such technologies; and (B) 

developing and implementing new policies and acquisition… the purposes 

for which such a department, agency, or command may apply for funds and 

appropriate requirements for technology development or commercialization 

to be supported using program funds…applications for funding to be used 

to enter into contracts, cooperative agreements, or other transaction 

agreements [emphasis added] entered into pursuant to section 2371b of title 
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10, United States Code, as added by section 815,with appropriate entities 

for the fielding or commercialization of technologies…for fiscal year 2016 

for research, development, test, and evaluation, Defense wide, not more 

than $400,000,000 may be used for each such fiscal year for the program 

established under subsection… (House of Representative 114TH 

CONGRESS, 2015, pp. 48,49) 

 

These Other Transaction Agreements (OTA) are identified in Section 2371b of Title 10 

which simplifies working with the department of defense and enable to provide the assistance to 

benefit a public purpose, which reduces the overhead from FAR contracts and the regulations 

that typically limit the ability of non-standard defense companies to work with the DoD 

(Aerospace Industries Association of America, Inc., 2011).  This section supports entering into 

transactions (other than contracts, cooperative agreements and grants) with any other department 

or agency of the Federal Government, to perform the work described and needed supporting 

autonomy and cyber security. 

 “The Defense Department has benefited from private sector innovation throughout its 

history. Going forward, DoD will work closely with the private sector to validate and 

commercialize new ideas for cybersecurity for the Department” (Carter, 2015, p. 4).  leveraging 

the desire by the Governor of Michigan, the existing commercial base within the State of 

Michigan and the alignment of commonality between the Army’s needs for autonomous systems, 

reducing DoD budgets and the need for reducing the cyber security risks its critical to leverage 

the OTA to enter into the budding field where autonomy and cyber security become a cohesive 

element within commercial and defense products. This consortium could help offset the lack of 

resources the ISSMs have within the Army PMs offices to support risk reductions to autonomous 

systems and the cyber security impacts that would be identified shared across the spectrum of 

autonomous systems possibly beyond ground systems. 
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Revise to DoDI 8500.01  

Presented within DoDI 8500.01 there exists the term Platform Information Technology, or 

Platform IT or PIT. These may have a better relationship to the specific terminology of information 

technology and may not properly describe the future of autonomous systems moreover how they 

have impacts to the physical world.  Typically information technology is perceived as ones and 

zeros within a computer that don’t or can’t impact a physical object. This perception has to shift,  

We live in a wired world. … Computer code blurs the line between the cyber and 

physical world and connects millions of objects to the Internet or private 

networks. (Carter, 2015, p. 1) 

 

 

When evaluating the definitions proposed for and methods used to describe PIT systems, 

they all trace back to IT standards. As an example within DoDI 8500.01 it states  

“(a) All PIT has cybersecurity considerations. The Defense cybersecurity 

program only addresses the protection of the IT included in the platform. 

See Reference (q) for PIT cybersecurity requirements.” (DoD CIO 

8500.01, 2014, p. 39) 

 and  

“1. PIT systems are analogous to enclaves [emphasis added] but are 

dedicated only to the platforms they support. PIT systems must be 

designated as such by the responsible OSD or DoD Component heads or 

their delegates and authorized by an AO specifically appointed to 

authorize PIT systems.”  

 

Defining enclaves as  

 

“1. Enclave 

a. Enclaves provide standard cybersecurity, such as boundary defense, 

incident detection and response, and key management, and also deliver 

common applications, such as office automation and electronic mail. 

Enclaves may be specific to an organization or a mission, and the 

computing environments may be organized by physical proximity or by 

function independent of location. Examples of enclaves include local area 

networks and the applications they host, backbone networks, and data 

processing centers. 

 

b. Enclaves always assume the highest security category of the ISs that 

they host, and derive their security needs from those systems. See 
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Reference (ch) for a discussion of IS boundaries and the application of 

security controls.” (DoD CIO 8500.01, 2014, p. 38) 

 

 and  

“3. Although other federal departments and agencies may treat PIT 

systems as a type of IS, DoD platforms supporting certain DoD missions have 

unique operational and security needs.” (DoD CIO 8500.01, 2014, p. 40).  

 

The references to further detail PITs reach into the DoD Instruction 8510.01, “Risk 

Management Framework (RMF) for DoD Information Technology (IT),” March 12, 2014 (q) 

and Committee on National Security Systems Instruction 1253, “Security Categorization and 

Control Selection for National Security Systems,” March 15, 2012, as amended (ci) to further 

help define and categorize PIT systems.  

 

Within the Committee on National Security Systems Instruction 1253, “Security 

Categorization and Control Selection for National Security Systems,” March 15, 2012, states the 

target audience  

…serves the national security community’s information security and information 

assurance (IA) professionals, including those responsible for— 

 

• Information systems, information security, or risk management and oversight 

(e.g., Chief Information Officers [CIO], Risk Executive (Function), Senior 

Information Security Officers [SISO], and Authorizing Officials) 

 

• Information system development (e.g., program and project managers, 

mission/application owners, system designers, system/application programmers, 

Information Security Systems Engineers [ISSE], and Information Security 

Architects) 

• Information security implementation and operation (e.g., information system 

owners, data stewards, ISSEs, information system administrators, Information 

System Security Officers [ISSO], and Information System Security Managers 

[ISSM]) 

 

• Information system and information security assessment and monitoring (e.g., 

auditors, Inspectors General [IGs], evaluators, ISSOs, and assessors). 

(PLUNKETT, 2012, p. 2) 



Cyber Security Considerations for Autonomous Tactical Wheeled Vehicles   51 

 

UNCLASSIFIED 

 

And within the DoDI 8510.01 provides for the assignment of roles and responsibilities of PIT 

systems and provides for the application of the Risk Management Framework to PIT systems 

showing in Figure 10 below. 

 

Figure 10 Risk Management Framework for IS and PIT (DoD CIO 8510.01, 2014, p. 

Enclosure 6 pg 28)  

 As such the language used to describe the interaction between the physical and cyber 

should introduce Cyber Physical Systems (CPS) as an element of DoDI8500.01.  As discussed in 

the literature review there’s significant gaps within this arena that the commercial and academia 

have begun and will continue to expand and grow. Aligning DoD instructions now to these new 

terms appears to be a minor shift, however, the impact is significant. As we’ve all been told, that 

“Words have meaning”, it is never truer than in this case. The literature review discussed the lack 

of Cyber Physical System (CPS) research within the various federal departments, and with the 

desire to migrate into the autonomous tactical wheel vehicles it is essential that the terminology 

be introduced into the Department of Defense.  The definition of CPS includes the physical 
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aspect and controls for that physical environment. This is key in enabling the various elements 

required to determine if a system has been negatively compromised. A method of determining if 

a system is compromised could be the physical response that a sensor perceives or a camera 

inspects. The methods increase dramatically when shifting beyond just the information 

technology aspects of the words. 

 The research proposes to therefore include the word Cyber Physical Systems, leveraging 

the definition from the National Science Foundation: “Cyber-physical systems (CPS) are 

engineered systems that are built from, and depend upon, the seamless integration of 

computational algorithms and physical components.” (National Science Foundation, n.d.).  

This would apply to many of the systems that would be required to enable autonomous 

capabilities within the tactical wheeled vehicles. Moreover attempting to introduce information 

technology standards to a real time system such as an engine or transmission controller, or the 

anti-lock brakes may prove dangerous.   

 Lastly, given the recently published Society of Automotive Engineers (SAE) standard 

J3061 titled “Cybersecurity Guidebook for Cyber-Physical Vehicle Systems” which  

…provides guidance on vehicle Cybersecurity and was created based off of, and 

expanded on from, existing practices which are being implemented or reported in 

industry, government and conference papers. The best practices are intended to be 

flexible, pragmatic, and adaptable in their further application to the vehicle 

industry as well as to other cyber-physical vehicle systems (e.g., commercial and 

military vehicles, trucks, busses).  This recommended practice establishes a set of 

high-level guiding principles for Cybersecurity as it relates to cyber-physical 

vehicle systems.  

This includes:  

• Defining a complete lifecycle process framework that can be 

tailored and utilized within each organization’s development 

processes to incorporate Cybersecurity into cyber-physical vehicle 

systems from concept phase through production, operation, 

service, and decommissioning. 
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 • Providing information on some common existing tools and 

methods used when designing, verifying and validating cyber-

physical vehicle systems.  

 

• Providing basic guiding principles on Cybersecurity for vehicle 

systems.  

 

• Providing the foundation for further standards development 

activities in vehicle Cybersecurity. The appendices provide 

additional information to be aware of and may be used in helping 

improve Cybersecurity of feature designs. (SAE, 2016) 

 

further strengths the case to shift with industry. 

 

Prioritize Cyber Within DoD Planning, Programming, Budgeting and Execution 

(PPBE) Process  

DoD has prioritized $7 billion dollars for the 2017 budget to enable DoD Network 

defenses, additional training and developing cyber tools and infrastructure for offensive cyber 

operations with the DOD CIO’s 2016 budgets included a $5.5 billion request for cyberspace 

operations (Lyngaas, Pentagon Chief: 2017 budget includes $7B for cyber, 2016).  The U.S. has 

become reliant on technologies that provide the the U.S. military strengths but may introduce 

vulnerabilities that adversaries can exploits (Lyngaas, Pentagon Chief: 2017 budget includes $7B 

for cyber, 2016).   

As the Army PMs identified, they perceive a lack of resources exist to support the ISSMs 

in execution of their role.  As such the PPBE process should prioritize cyber requirements as a 

high priority within the planning and program elements to enable the Army PMs to execute polices 

that have been published.  As the shown in the literature review in chapter 2 regarding the growing 

number of breaches and the policies following retroactively, one plausible reason for the continued 

growth of breach is the lack of funding to support the cyber policy and implement safe guards. The 

lack of safeguards as the Joseph Dunford, Chiarman of the Joint Chiefs of Staff recently stated, 
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“We...need to develop a framework within which to deter cyber threats, and obviously attributing 

threats and managing escalation and hardening ourselves against cyberattacks are all areas that 

require more work…having the tools to implement that, those are all different things,"” (Lyngaas, 

Dunford: U.S. has work to do in cyber deterrence, 2016). 

Thus it is essential that Army PMs have a means to prioritize their resourcing needs for 

their ISSM to execute the policies that are met to safeguard military systems for cyber threats. 

 

Conclusions  

As the research identified the increasing globalization of the US defense industry driven by the 

declining US defense budget. This continued globalization has created the opportunity in foreign 

nations has led to an increasing demand for offsets.  Moreover the continued growth of cyber 

breaches within the Federal Government and the reactive response in policies have not had a 

significant impact on reducing the risks.  Also as the policies are enactment and the research 

surveyed the Army PMs on one aspect of the policies, the information system security manager 

(ISSM).  The Army PMs responded that while many have the individual role and support in 

place to enable execution of the policy only 45% responded that they have the resources, 

typically funding, to support the role.  This leads to an increased level of risk within the Army as 

whole in this particular area of cyber.  Furthermore, as the Army drives toward new capabilities 

in the field of autonomous tactical vehicles (ARCIC, 2014) (Tourner & Clow, 2016) that will 

become more depended on the commercial market (Fahey, 2015)it will become increasingly 

more difficult to ensure military standard of security will be developed within the commercial 

architectures.  These factors increase the risks associated with the development of autonomous 

tactical vehicles.   
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