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Abstract 

This report considers a coherent (instead of noncoherent) modulation such as an M-ary 

phase-shift keying (MPSK) and M-ary quadrature amplitude-shift keying (MQAM) for a slow 

frequency hopping (FH) spread spectrum (SS) system because, recently, coherent modulation 

has been the candidate for a future satellite FH waveform [19]-[22]. Then, the PI found an exact 

symbol error rate (SER) expression for the FH system under partial-band tone jamming (PBTJ) 

and Rician fading environments through analysis. In addition, the PI studied the optimal 

weighting coefficients for each hop interval to minimize the SER. Furthermore, the PI derived an 

implicit expression of the optimal PBTJ fraction ratio, which maximizes the SER of the FH 

system and compares the analytical results with the numerical results for verification. The results 

shown here can be useful for the design of future efficient game theoretic FH satellite and mobile 

communications systems when a coherent FH modulation is employed under severe fading as 

well as severe PBTJ environments. 

Index Terms—Frequency hopping, spread spectrum, coherent modulation, Rician fading, 

partial band tone jamming, and symbol error rate. 
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1. SUMMARY

The PI achieved the five objectives stated in the original proposal during the period from 

December 15, 2014, to December 14, 2015, by doing the following: 

 Conducted research into an anti-interference physical-layer strategy that leverages spread

spectrum (SS) communications to be more robust, reliable, sustainable, and energy-

efficient than existing ones.

 Determined whether the proposed novel approach is feasible in a SS satellite

communications system by modeling a system controller (SC), a satellite transponder,

and a terminal, as a transmitter, an amplify-and-forward (AF) relay, and a receiver,

respectively.

 Proved the proposed concept through simulation.

 Evaluated the merits and disadvantages of the proposed strategy by doing the following:

(1) comparing the bit error rate (BER) performance with those of existing schemes in the

presence of multiple access (MA) interference signals, (2) computing the computational

complexities, and (3) addressing feasibility and compatibility of the proposed scheme

with existing schemes.

 Recomputed and replotted all numerical results in the performance report and corrected

all programing errors. Extended the obtained results from a single input single output

(SISO) communication system to a single input multiple output (SIMO) system to

achieve beamforming (BF) during the research period from September 2, 2015, to

December 15, 2015.

These achievements have led to the application for a U.S. patent disclosure: Hyuck M. Kwon 

and Khanh Pham, “System and Method for Generating Exact Symbol Error Rates of Frequency-
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Hopped Signals,” U.S. Nonprovisional Patent Application No. 14/926,746, Attorney Docket No. 

47674, filed on October 29, 2015. These achievements are summarized in this final report, and 

the content will be disclosed through peer-reviewed journal and conference proceedings 

publications. 

In the PI’s performance report written on September 1, 2015, the PI requested not to pursue 

the following objectives, as stated in the original proposal, because a frequency hopping spread 

spectrum (FHSS) system with coherent modulation has recently been the candidate for a future 

protected tactical satellite waveform instead of the direct-sequence code-division-multiple-access 

(DS-CDMA) spread spectrum (SS) waveform: 

 To investigate a novel, unique, simple, and anti-interference approach for SS systems so

that the proposed research would be applicable to a general communication system, and

also to design a pair of channel state information (CSI)-dependent time-domain beam-

forming (TDBF) vectors that can be used at a transmitter and a receiver (called pre- and

post-coding vectors) for an FHSS system.

 To investigate the pseudo-noise (PN) sequence time synchronization performance for a

DS-CDMA SS system, using a pair of CSI-dependent PN spreading/despreading

sequences that are obtained with the proposed research principle.

The PI continued to investigate more interesting and practical problems after his 2015 Air 

Force Summer Faculty Fellowship Program (AF SFFP) related to future FHSS satellite 

communications systems, such as robust FH pattern designs with higher energy efficiency 

against intentional jamming signals, i.e., a lower SER at a given bit-energy-to-noise power 

spectral density ratio than existing FH patterns. The achievement has also led to another 

application for a U.S. patent disclosure: Hyuck M. Kwon, Matthew Hannon, and Khanh Pham, 
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“System and Method for Channel Statistics Dependent Frequency Hopping,” US Nonprovisional 

Patent Application. No. 14/926,833, Attorney Docket 47675, Filed on October 29, 2015. 
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2. INTRODUCTION

In today’s fast-paced world, connectivity is of prime importance to everyone. It is not only 

necessary to be connected to everyone, but faster access of data through the cloud or any other 

medium is imperative. Various techniques have been proven to deploy a fast and efficient 

network. Technologies such as wideband-code division multiple access (W-CDMA), high-speed 

downlink packet access (HSDPA), long-term evolution (LTE), and LTE-Advanced have been 

popular for high-speed mobile communications [1]-[3]. But the question to ask is whether or not 

the connection to the network or other users would be secure. 

Due to various malicious activities, such as jamming and eavesdropping, it is vital to have an 

error-free and secure transmission. Eavesdropping is a very serious issue since the user’s privacy 

can be in jeopardy and result in an enormous loss of information. One of the most effective 

jamming attacks is partial-band tone jamming (PBTJ) or partial-band noise jamming (PBNJ) [4], 

[5]. Both are similar, and the PBTJ is more effective but can be exposed to friendly users more 

than PBNJ. This paper considers PBTJ, which reduces system symbol error rate (SER) 

performance and degrades throughput efficiency by reducing the effective signal-to-noise ratio 

(SNR) of the user. A successful solution to this issue can be addressed by moving into the 2.4 

GHz frequency band, where spread spectrum communication operates [6]-[8]. Spread spectrum 

communication is a vital technique for establishing secure connections among various 

applications including the military as well as commercial mobile communications [9]. 

Some of the most commonly used military radios that make use of frequency hopping belong 

to the joint tactical information distribution system (JTIDS), multifunctional information 

distribution system (MIDS), and single-channel ground and airborne radio system (SINCGARS) 

[10]-[12]. The preference of operation is given to frequency hopping (FH) spread spectrum 
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communication because it is difficult to intercept messages due to the presence of a pseudo 

random sequence key generation in transmission security (TRANSEC) in every message [13]. 

Because of this advantage and because the future military satellite waveform considers a slow 

FH, this paper studies slow FH communication in the presence of a PBTJ jamming scenario. 

Here, a slow FH means multiple symbols transmitted per hop. Again, the existing FH pattern 

design employs both a hopping keystream and a time permutation keystream for resistance to 

jamming and detection. The entire hopping spectrum is uniformly occupied over a large number 

of hops. Hence, we assume a random FH pattern, which is good, in order to cause a low 

probability of detection. However, the probability of a hit by a single-tone jammer for the random 

FH pattern is high such as 1/Nf , where Nf denotes the total number of frequency positions in the 

entire hopping spectrum. Once a desired narrow band signal is hit by a tone jammer with 

sufficient jamming power, half of the symbols in the hop are likely to be in error for a binary 

modulation.  If a jammer has sufficient power, then it can generate multiple tones instead of a 

single tone. This is why we consider PBTJ and want to determine the optimum (i.e., the worst 

case) PBTJ fraction ratio for a given jamming power constraint. 

Between late 1970 and early 1990, FH communications systems under various types of 

jamming have been studied [14]-[18], considering noncoherent modulations such as M-ary 

frequency-shift keying (MFSK) and M-ary differential phase-shift keying (MDPSK). For 

example, in [17], the authors presented a method for calculating MDPSK error probability in 

PBTJ and additive white Gaussian noise (AWGN). Also, Rician fading was considered. In [18], 

the author studied fundamental limitations on repeater jamming of frequency-hopping 

communications. In the literature, the Chernoff upper bound was frequently used for the bit error 

probability derivation due to the difficulty in getting the exact error probability. 
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It has been known that a coherent modulation such as an M-ary phase-shift keying (MPSK) is 

more bandwidth efficient than a noncoherent modulation such as an MFSK. The reason why the 

coherent modulation such as M-ary phase-shift keying (MPSK) was not employed for the FH 

system in those days was because of implementation issues, such as a frequency-ringing problem, 

which occurred whenever a frequency was hopped to a new frequency. 

Today, these implementation technologies have improved, and MPSK has been considered for 

future satellite FH systems to achieve bandwidth efficiency over the noncoherent MFSK 

modulation [19]-[22]. However, there has not been an exact symbol error rate (SER) analysis of 

FH/MPSK under PBTJ and Rician fading. This is the main motivation of this paper. This paper 

presents an exact SER of the FH/MPSK under PBTJ and Rician fading using the moment 

generation function (MGF) and the Craig’s formula [23]-[26]. Numerical SER results of the 

FH/MPSK under Rician fading and PBTJ are presented. The analysis in this paper can be 

extended for other coherent modulations such as M-ary quadrature amplitude modulation 

(MQAM), other mobile fading environments such as Nakami and Rayleigh, and other jamming 

such as PBNJ without difficulty. Optimal weighting coefficients for each hop interval are also 

considered. Furthermore, the optimal PBTJ fraction ratio is derived and compared with numerical 

results. 

Before moving to the system model section, we would like to mention an effective alternative 

robust FH system with noncoherent detection in [9, pp. 545], [27], which shows a performance 

close to that of a coherent system, even if it employs noncoherent, nonorthogonal continuous-

phase frequency-shift keying (CPFSK). This CPFSK FH is practical and useful for future satellite 

communication systems for the following reasons: (a) it does not require any pilot symbols and 

reference symbols for coherent phase tracking and channel estimation after every frequency hop; 
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(b) the probability of interference by PBTJ is lower than that for conventional MFSK due to the 

compact signal band occupancy; and (c) it shows bit error rate (BER) performance with negligible 

degradation in SNR, compared to that of a coherent FH system. These advantages of the CPFSK 

FH in [9], [27] can be provided by employing bit-interleaved coded modulation (BICM), iterative 

turbo decoding and demodulation, and channel estimation, although it employs noncoherent 

detection [28]. 

This current paper can also apply the same principle of BICM to the coherent MPSK FH 

presented in [19]-[22] and improve the BER significantly, as was done in [9], [27] against fading 

and jamming with iterative turbo decoding and demodulation, and channel estimation. It is 

expected that the number of pilot symbol or reference symbols can be significantly reduced from 

those required for MPSK FH with no BICM, or completely removed, as demonstrated in the 

coded direct-sequence code division multiple access (DS-CDMA) system study [29]. The current 

paper focuses on the physical layer design without considering the BICM for the following 

reasons: (a) it is beyond the scope of this paper; and (b) the BICM structure has not been 

determined yet for the future MILSATCOM system in [19]-[22]. This task will be performed in 

the future. 

Results in this paper can still be useful for efficient FH satellite and mobile communications 

system designs when a coherent MPSK FH modulation is employed under severe fading as well 

as a severe PBTJ environment. Specifically, the numerically obtained results can be useful for the 

future protected tactical satellite waveform design [19]-[22], which may employ the game theory 

between desired users and jammers. The game theoretical analysis is not included in this paper 

because it is beyond the scope of this paper. Also, no error-correction coding is considered, and 

only uncoded physical layer SER results are presented here. For a given error-correction code, the 
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overall decoded BER performance can be computed using the uncoded SER analysis in this 

paper, if the coding and modulations are separated. 

The rest of the paper is organized as follows: Sections II describes the system model. Then, 

Section III presents an exact SER expression of the FH/MPSK under the AWGN, PBTJ, and 

Rician fading. Section IV finds an expression to determine the optimum PBTJ fraction. Section V 

shows numerical results, and Section VI concludes the paper. 

Notations: The upper-bar, e.g., , denotes the average value of a random variable ;  also 

denotes the expectation or average of a random variable ; the bold lower case, e.g.,  denotes a 

vector;  denotes the transpose of vector ; ‖ ‖ denotes the norm of vector ; and | | denotes 

the magnitude of a complex number . 

3.0  METHODS, ASSUMPTIONS, AND PROCEDURES 

The entire FH spectrum is divided into  number of channels operating at frequencies , ⋯, 

and . All channels are independent of each other and have a hop interval denoted by Th. One 

data frame consists of  number of time hops. Since a slow frequency hopping is considered,  

multiple symbols are transmitted per hop. For example, Fig. 1 shows an FH/MPSK of 3 

frequency channels, 2 time hops per frame, 2 number of symbols per hop, and 2 

number of MA users sharing the entire FH spectrum. Fig. 1 is shown just for an illustration 

purpose of the FH/MPSK notations, and the practical parameters are different from these. 

The transmitted signal for the k-th user is denoted by , where the superscript k denotes

the user index, and subscripts i and j indicate the symbol index and frequency index in a hop, 

respectively. In Fig. 1, user 1’s signals are  and  for the hop 1 interval, and 

and  for the hop 2 interval, and user 2’s signals are  and   for the hop 1
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interval, and  and   for the hop 2 interval. Without loss of generality in analysis,

consider that user 1 uses frequency  during hop 1. The transmitted MPSK signal by user 1 can 

be written as 

2 2 , 1,⋯ ,  (1)

where 0 ,  is the amplitude of the signal,  is the waveform shaping filter, e.g., a 

root raised cosine filter (RRC), and  denotes the transmitted symbol out of  possible symbols. 

Figure 1. Hopping patterns for  2   users,  2  symbols/hop,  3  frequencies, 
and  2  time hops per frame. 

Rician fading is assumed with channel coefficient | | , where | | and  are the 

Rician amplitude and the uniformly distributed angle of , respectively [25]. It is also assumed 

that the transmitter is constantly under attack by PBTJ. The PBTJ signal  during the first 

symbol, first hop interval (0 ) relative to user 1’s signal is written as 

√2 2 ∅ if	user	1 s	signal	is	jammed
0 else

(2) 
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where  is the amplitude of the jamming tone signal, and ∅  is the jamming signal phase with 

uniform distribution ∅ ~ 0,2 . 

Fig. 2 shows the receiver block diagram for user 1, hop 1, FH frequency , and symbol 1. 

The received output signal from the band-pass filter (BPF) is multiplied by a receiver post 

processing gain  if a single antenna is employed or a receiver spatial domain beam-forming 

(SDBF) vector , ⋯ ,  if , number of multiple antennas, are used. We assume a 

single antenna receiver and Rician fading with channel efficient , which can be estimated 

through the inserted pilot or reference symbols in a frame [19]-[22]. Then, we can set 

 because of the available channel state information and can choose  to maximize the 

received signal-to-jamming plus noise power ratio (SJNR) . The BPF and post-processing signal 

can be written as 

| | .  (3)

Then, the received signal  is down-converted in frequency to in-phase (I) and quadrature-

phase (Q) baseband signal components using two orthonormal basis functions, ∅  and ∅ , 

and passed through the filters matched to the RRC waveform-shaping filter . Then, samples 

are taken of every symbol interval at each I and Q branch. In the rest of this paper without loss of 

generality, the subscripts used for user 1, symbol time 1, hop 1, and frequency  are dropped. 

This is because we assume an independent symbol-by-symbol decision. 

Let  and  denote I and Q branch samples, respectively for the user 1 signal. Let 

, , , , , , and ,  denote the received signal, the 

transmitted signal component, the jamming signal component, and the noise component vector, 

respectively. Here, 〈 , ∅ 	〉 is an inner product of  and ∅ , which is the 

projection of the received signal into the base function ∅ , 1,2. 
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Figure 2. Receiver for user 1, hop 1, FH frequency , and symbol 1. 

The received signal vector can be written as 

| | 	
| | 	

. (4) 

Hence, the received SJNR or signal-to-noise power ratio (SNR) , depending on the jamming 

conditions, can be written as 

‖| | ‖

‖ ‖

| |
	

‖| | ‖

‖ ‖

| |
	

(5) 

where 	 ‖ ‖ , 	 ‖ ‖ , and 	 ‖ ‖  denote the signal component, the 

jamming component, and noise component powers, respectively. We assume in (5) that the 
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jamming signal phase ∅  is equal to the desired signal phase for the worst case consideration. In 

addition, in (5) we assume the PBTJ as a PBNJ for simplification and the same jamming power is 

simply added to the AWGN power. By applying the Cauchy-Schwartz inequality to (5), (i.e., 

|〈 , 〉| ‖ ‖ ‖ ‖  with “ ” if and only if  for any constant ), the maximum   can be 

achieved when  is proportional to | |. Hence, we choose  as 

| |
	

| |
	 .

(6) 

Note that  in (5) can directly cancel each other in the numerator and the denominator. 

However, when the receiver employs  number of multiple antennas, the terms | |  and 

 used for the single-antenna case in the numerator and denominator of (5) will be changed to 

∑ | |  and ∑ , respectively. Therefore, the Cauchy-Schwartz inequality will be 

useful to determine the optimum weighting vector , ⋯ , , which is proportional 

to the channel magnitude vector | |, ⋯ , . Then, when the optimum

weighting vector is used, the maximum instantaneous SJNR or maximum SNR can be written as 

| |
	

| |
	 .

(7) 

Here, the noise component power can be written as 

⁄ . (8) 

This is because the signal channel bandwidth  is approximately equal to 1/ . Let   denote the 

entire FH spectrum bandwidth. Then, . And the PBTJ power per tone can be written as 

,

	 	 	 	 	
, (9) 
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where  denotes the jamming fraction ratio, 0 1, and  denotes the equivalent jamming 

power spectral density, which is 

, . (10) 

Assume a random FH pattern in this paper. Then, the jamming fraction ratio  is equal to the 

probability of a frequency tone being jammed. This is because 

	 	 	 	 	 	 	 	 	 	 	 	

	 	 	
. (11) 

Hence,  in (5) can be rewritten as 

| | | | | |

⁄

	 	 	 .

| | | |
	 	 	 . 1 .

 (12) 

The purpose of PBTJ is to minimize SJNR , whereas the purpose of receiver beam forming (BF) 

is to maximize . We can consider the min-max problem as 

, 		 , . (13) 

3.1  EXACT SYMBOL ERROR RATE ANALYSIS 

For a given instantaneous SNR or SJNR , the exact SER of FH MPSK under PBTJ and Rician 

fading can be obtained using Craig’s formula in [25], [26] as 

|
∅

∅
⁄

(14) 

where 

. (15) 
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The average SER of FH MPSK over Rician fading and the jamming state random variable  can 

be written as 

, | , , 1 1 | , 0 0  (16) 

where 1 and 0 denote the presence and absence of PBTJ, respectively, at the desired 

signal tone, hop, and symbol times of interest; hence, 1  and 0  would be  and 

1 , respectively. And the SJNR and SNR are written, respectively, as 

| |

⁄

(17) 

and 

| |
. (18) 

Note that both  and  are Rician fading. Also,  

, 1 , 1   

∅
∅

⁄

∅

⁄
∅  

∅

⁄
∅

⁄

∅
∅  

∅

exp ∅

∅

⁄
∅ (19) 

where  is the MGF of , i.e., . From [24], [25], the MGFs for various 

fading environments can be written as follows: 

a) For Rayleigh fading,

∅
1

∅
. (20) 

b) For Rician with factor ,

∅

∅

∅
exp

∅
.  (21) 
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c) For Nakagami-m fading,

∅
1

∅
. (22) 

Our results are applicable for other modulations by modifying (14) and other fading environments 

by finding the corresponding MGF for the other fading. For example, the exact SER of a 

rectangular MQAM modulation can be written as 

| 1 1 √

√
3 1⁄ 1 1

√

√

⁄

∅
∅

⁄
 (23)	

where  is the instantaneous SNR under fading but the averaged SNR over all possible M-ary 

constellation points for a given fading coefficient. Substituting (23) into (14), we can find the 

exact SER of the FH MQAM under PBTJ plus Rician fading as we have done for the FH MPSK. 

Therefore, we present only the Rician fading and MPSK modulation case in the remainder of this 

paper.  

In (19), we need to calculate the average SJNR ̅  over the Rician fading under the PBTJ 

condition as 

̅ | |
| |

⁄ ⁄
| | | | . (24) 

The | | | |  can be computed using [9], [24], [25] as 

| | | | 2⁄ / /2 2⁄ /   (25) 

where 2  is the non-line-of-sight (NLOS) component power,  is the LOS component power, 

and 	2⁄  is the ratio of the line-of-sight (LOS) over NLOS component power called the 

Rician factor. Here, the /  is the Laguerre polynomial, written as  
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/
/ 1  (26) 

where  and  are the zeroth order and the first-order modified Bessel function of the first 

kind, respectively. Assume 1 without of loss of generality. Hence, 

| | | | 2⁄ / /2 2⁄ /  

2⁄ / 1 . (27) 

̅
⁄

2⁄ / 1 . (28) 

Substituting ̅  into (19), we can find an exact conditional SER of the FH MPSK given a PBTJ 

condition. 

We repeat (19) to (28) to obtain the conditional average SER under no-jamming as 

, 0 | , 0  

∅

exp ∅

∅

⁄
∅ (29) 

where 

̅ / 1 . (30) 

Therefore, the overall averaged exact SER of the FH MPSK under PBTJ and Rician fading can be 

written using (16), (19), and (28)–(30) as 

|
∅

exp ∅

∅

⁄
∅ ∙  

∅

exp ∅

∅

⁄
∅ ∙ 1 (31) 

The average SER for a given jamming fraction ratio  can be rewritten by substituting (28) and 

(30) into (31) as 
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|
∅

⁄

⁄

⁄

∙ exp
∅

⁄

⁄

∅
⁄

⁄
∅  

∅

⁄
exp ∅

∅

	 ∅. (32) 

The averaged bit error rate of the FH MPSK under PBTJ and Rician fading for a given 

jamming fraction ratio  can be obtained using (32) as 

| | . (33) 

Here, we assume Gray encoding so that the neighbor signal constellations are only one bit 

different from the desired symbol constellation point. 

For a special case, consider only AWGN and PBTJ. Then, the Rician factor  becomes ∞. 

So, the exact SER of the FH MPSK under AWGN and PBTJ can be written as 

| exp
∅

⁄
∅ ∙ 1 exp

∅

⁄
∅ ∙ 	  (34) 

where SNR ⁄  and SJNR 
⁄

 from (12). Thus, the first and second 

terms of (34) represent the exact SER when the signal is not jammed with probability 1  and 

jammed with probability , respectively. 

3.2  OPTIMAL TONE-JAMMING FRACTION 

The optimal jamming fraction , which maximizes the average conditional SER | , can 

be numerically found by taking the derivative of (32) with respect to  for a given set of 
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parameters, such as ⁄ , ⁄ , and , and Rician fading factor . The optimal  should 

satisfy the following equation: 

∅

⁄
exp ∅

∅

	 ∅ 

∅

∅

⁄
exp

∅
 

∙
∙ ∅∙ ∙ ∅∙

∙ ∅
∅. (35) 

The left term of (35) is the derivative of the second term on the right-hand side of (32), and the 

right term of (35) is the derivative of the first term on the right-hand side of (32). Using Newton’s 

method, we can solve the optimal beta using (35). 

4.0 NUMERICAL RESULTS AND DISCUSSION 

Figure 3 shows BER versus /  with PBTJ fraction  in percentile as a parameter for a 

given ⁄ 5	 , given small Rician factor 0.1, and given quadrature hse shift keying 

(QPSK) modulation. Observe that when there is no jamming, the BER curve is close to the BER 

of Rayleigh fading. This is because Rician factor is small; 0.1. Also observe that the 

optimum (i.e., worst) jamming fraction is 100 percentile. 

Figure 4 shows the BER versus ⁄  in dB for QPSK under Rician of factor 0.9,  

⁄ 10	 , PBTJ fraction 0.1	 with MPSK as a parameter. Observe that even the 

jamming power spectral density is 10 dB smaller than the symbol energy as ⁄ 10	 , the 

BER is unacceptably high for all modulations. 
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Figure 5 shows the BER versus PBTJ fraction  for binary phase shift keying (BPSK) under 

Rician fading of factor 0.1,  ⁄ 10	 	 with ⁄  as a parameter in dB. Observe that 

the optimum fraction  is 1 for all ⁄ . This is an interesting result. If the LOS is small, then 

the channel becomes almost completely subject to Rayleigh fading. Then, the worst jamming 

fraction is 1. If the PBTJ jammer is aware that the communicators are under a Rayleigh fading 

environment, he would use a broadband jamming strategy.  

Figure 6 shows the corresponding BER versus PBTJ fraction  for BPSK under Rician fading 

of a strong LOS component case with 5, using (32) and (33),  ⁄ 10	 	 with ⁄  

as a parameter in dB. Observe that the optimum jamming fraction can be less than 1 when ⁄  

is high. For example, the PBTJ has an insufficient jamming power such as ⁄ 5	 , the 

optimum jamming fraction is 0.1. 

Figure 7 also shows BER versus PBTJ jamming fraction  with ⁄  as a parameter, using 

(34) for no fading but under AWGN and PBTJ, for a given ⁄ 10	  and for BPSK 

modulation. Again, observe that the optimum jamming fraction can be less than 1 when ⁄  is 

high, i.e., the total available jamming power is insufficient. For example, if the PBTJ has an 

insufficient jamming power such as ⁄ 5	 , the optimum jamming fraction is 0.3. 

An important observation can be made in Figs. 3 to 5 that when NLOS is dominant, e.g., 

Rician factor  is very small such as 0.1 or 0.9, the fading channel becomes Rayleigh dominated, 

and the BER worsens as the PBTJ fraction  increases. Thus, the optimum jamming fraction 

would be 1. In other words, wideband PBTJ is more effective against the desired user than 

narrowband PBTJ. This may be because when there is no LOS or weak LOS components in the 

fading, the received signal spectrum can be more spread over in the signal bandwidth than a 

Rician fading channel of a strong factor. 



20 
Approved for public release; distribution is unlimited. 

However, as shown in Figs. 6 to 7, when no fading but only AWGN and PBTJ are present in 

the system (in other words only the LOS component is present with ∞), or with Rician 

fading of a strong LOS component having 5, the optimum PBTJ jamming fraction becomes 

smaller than 1 as ⁄  increases (i.e., as jamming power gets weaker). For example, the 

optimum beta is around 0.3 in Fig. 7 when ⁄ 5	 , ⁄ 10	 , and BPSK is used 

with no fading. And the optimum beta decreases from 0.3 to 0.08 when ⁄  increases from 

5	  to 10	 . Hence, a narrower PBTJ would be more effective than a wider PBTJ when the 

jamming power gets weaker for the AWGN or for the AWGN plus Rician fading of a strong LOS 

component such as 5 and PBTJ channel. The optimum beta shown in Fig. 7 agrees with 

those obtained through numerical searches using (35).  

These observations can be useful in the game-theoretic, protected, tactical waveform design 

[19]-[22]. For example, when a soldier is located in an NLOS environment, then the jammer is 

likely to use a broad band jamming signal, whereas when a soldier is placed in a strong LOS 

environment, then the jammer is likely to employ a narrow band jamming, depending on his 

available jamming power. Using this hypothesis, we may design a strategically more effective FH 

pattern. For example, when a jammer employs a narrow band jamming, then a random FH pattern 

is not the best strategy in the SER performance perspective although the random FH pattern can 

show a low probability of detection. If a probability of a certain tone frequency being jammed is 

high, then a smart FH pattern generator can avoid that tone and use the FH tones of less 

probability being jammed more frequently. 

Finally, Figs. 8 and 9 show BER versus ⁄  SNR in dB for BPSK under Rician fading with 

0.1 (weak) and 10 (strong) LOS components, respectively. Here, the number of 

receiver BF antennas ( 1, 10, 100) is a parameter, and the PBTJ fraction ( 0.5) and 
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5	⁄  are assumed. Observe that the BER performance can be improved significantly 

when the receiver employs multiple antenna elements for the BF purpose. Rationale for this 

significant receiver BF gain can be stated as follows: The average received SJNR ̅  under the 

fading and jamming environment in (24) and the average received SNR ̅  under fading and 

AWGN become, respectively,  

̅
⁄

| | | |  (36) 

and 

̅ ⁄ | | | |  (37) 

when a receiver employs  (number of) receiver BF antennas. Here,  is the Rician multipath 

fading coefficient at the first antenna; the fading coefficients received at all antenna elements are 

independent and identically distributed when the antenna elements are separated with sufficiently 

large distance, e.g., larger than a half wavelength, and maximum ratio combing (MRC) is used at 

the receiver [25, Chapter 7]. This is called the diversity gain. The averaged SJNR ̅  and SNR ̅  

under jamming and no jamming in (36) and (37) are used in (31) and (32), respectively, for the 

exact calculation of the average SER for a given jamming fraction ratio β. The results are plotted 

in Figs. 8 and 9 for two different Rician fadings with ( 0.1) weak and ( 10) strong LOS 

components under the 50% partial band tone jamming fraction ratio. 



22 
Approved for public release; distribution is unlimited. 

Figure 3. BER versus ⁄  in dB for QPSK under Rician of factor 0 . 1 ,  ⁄  5   
with PBTJ fraction  in percentile as a parameter. 



23 
Approved for public release; distribution is unlimited. 

Figure 4. BER versus ⁄  in dB for QPSK under Rician of factor 0 . 9 ,  ⁄   10 , 
PBTJ fraction   0.1  with MPSK as a parameter. 



24 
Approved for public release; distribution is unlimited. 

Figure 5. BER versus PBTJ fraction  for BPSK under Rician fading of factor 0 . 1 ,  
⁄   10   with ⁄  as a parameter in dB. 
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Figure 6. BER versus PBTJ fraction  for BPSK under Rician fading of factor 5 ,  ⁄  
10   with ⁄  as a parameter in dB. 
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Figure 7. BER versus PBTJ fraction  for BPSK under no fading and ⁄   10   with 
⁄  as a parameter in dB. 
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Figure 8. BER versus ⁄  SNR in dB for BPSK under Rician fading with factor 
0 . 1  weak LOS component, PBTJ fraction 0 . 5 , ⁄  5  , and the 

number of receiver BF antennas   (   1, 10, 100) as a parameter. 
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Figure 9. BER versus ⁄  SNR in dB for BPSK under Rician fading with factor 
1 0  strong LOS component, PBTJ fraction 0 . 5 , ⁄  5  , and the 

number of receiver BF antennas    1, 10, 100 as a parameter. 
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5.0 CONCLUSIONS 

We derived an exact symbol error rate expression for the FH system under partial-band tone 

jamming and Rician fading environments. The expression can be easily extended to other fading 

environments such as Rayleigh and Nakagami and other modulations such as MQAM. In 

addition, we studied the optimal weighting coefficients, called beamforming coefficients, to 

minimize the SER when channel coefficients are available. Furthermore, we presented an implicit 

expression of the worst PBTJ fraction ratio, which maximizes the SER of the FH system, and 

verified that the analytically derived optimal PBTJ fraction ratio agrees with those obtained 

through numerical computations. It was found that when the NLOS component in Rician fading is 

stronger than the LOS component, in other words when Rician factor  is small such as between 

0.1 and 0.9, the worst PBTJ fraction ratio is 1. On the other hand, when Rician factor  gets 

larger than 1 and jamming power weakens, the optimum jamming fraction can be smaller than 1. 

For this case, narrowband PBTJ is more effective than wideband PBTJ. Results and observations 

in this paper would be useful in designing a future, efficient protected tactical waveform FH 

satellite and mobile communications system under PBTJ and fading or no-fading environments. 
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LIST OF ACRONYMS AND ABBREVIATIONS 

AF:  amplify-and-forward 

AWGN: additive white Gaussian noise 

BER:  bit error rate 

BF:  beamforming 

: partial-band tone jamming fraction 

BPF:  band-pass filter 

BPSK:  binary-phase-shift keying 

dB:  decibel 

/ :  bit-energy-to-jamming power spectral density ratio 

/ : symbol-energy-to-jamming power spectral density ratio 

/ :  symbol-energy-to-noise power spectral density ratio 

FH:  frequency-hopping 

FHSS:  frequency-hopping spread-spectrum 

HSDPA: high-speed downlink packet access 

I: in-phase 

JTIDS:  joint tactical information distribution system 

: Rician fading factor 

: the number of time hops per frame 

LOS:  line-of-sight 
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LTE:  long-term evolution 

MA:  multiple access 

MDPSK: M-ary differential phase-shift keying 

MFSK: M-ary frequency-shift keying 

MGF: moment generating function 

MIDS: multifunctional information distribution system 

MPSK: M-ary phase-shift keying 

MQAM: M-ary quadrature amplitude-shift keying 

MRC: maximum ratio combining 

: the total number of frequency positions in the entire hopping spectrum 

: jamming power spectral density ratio 

: the number of receiver antennas 

: the number of symbols transmitted per hop 

: the number o 

NLOS:  non-line-of-sight 

PBNJ:  partial-band noise jamming 

PBTJ:  partial-band tone jamming 

Q: quadrature-phase 

QPSK:  quadrature-phase-shift keying 

RRC: root-raised cosine filter 

SC:  system controller 
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SDBF:  spatial domain beam-forming 

SER:  symbol error rate 

SINCGARS: single-channel ground and airborne radio system 

SIMO: single input multiple output  

SISO:  single input single output  

SJNR:  signal-to-jamming plus noise power ratio 

SNR:  signal-to-noise power spectral density ratio 

SS:  spread spectrum  

: a hopping time interval 

TRANSEC: transmission security 

W-CDMA: wideband-code division multiple access 
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